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% 3-4 511 T NetBackupCLI JH P BAFIFIFR ]



* 3-4

AR
%F NetBackupCLI AR f

1% #% NetBackupCLI F8 A H# 7 Fn FR &l

wF

PR

NetBackupCLI fi /o] LAf#i Ff| NetBackup
Appliance Shell Menuhf7 LA T #24E :

iz1T NetBackup CLI Jf-i/ili] NetBackup
H st

{#f cp-nbu-notify Ay EH A
NetBackup iifi 1A

R N 2.6.0.2 JH R AR O BRE
AR o

L F NetBackup CLIfLLT HRis171V
T NetBackup 4 :

m /usr/openv/netbackup/bin/*

m /usr/openv/netbackup/bin/adminand/*
m /usr/openv/netbackup/bin/goodies/*
m /usr/openv/volmgr/bin/*

m /usr/openv/volmgr/bin/goodies/*
m /usr/openv/pdde/pdag/bin/mtstrmd
m /usr/openv/pdde/pdag/bin/pdcfyg
m /usr/openv/pdde/pdag/bin/pdusercfy
m /usr/openv/pdde/pdconfigure/pdde
m /usr/openv/pdde/pdcr/bin/*

PUF BRI 7 NetBackupCLI FH 5 I

NetBackupCLI il /7 %} NetBackup #/ H
SRZAMEAE ViAIRLR .

e AT 2 4 e EH bp . conf 3L
o il bpsetconfig T E/@IE,
AR
/usr/openv/netbackup/db/config
H 5 b A 8 F0 4 8 NetBackup touch fit &
XA,

fATIJE S man 8 -h A &R HALE
Al A S B

cp-nbu- conflg (TS

I{ L NetBackupCLI Al P &{#i51T NetBackup #i % :
Ll NetBackupCLI F F B3 7447 LA R R =

i FH3Z PRI shell

i 4 %542 [ “sudo” 1, #ilN: bppllist 3%

/usr/openv/netbackup/bin/admincmd/bpplist
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kLN EY ol B0

TS T4 R

= Symantec Critical System Protection (SCSP) f&j/
» T NetBackup Appliance AfZ i (IPS)

s X7 NetBackup Appliance A% (IDS)

= 753 Symantec Intrusion %45 M% (IPS)

= HHE ] Symantec Intrusion 22450

» % SCSP Hff

w KT Z AT SCSP fRé

o KT R SCSP {4

Symantec Critical System Protection (SCSP) & 41

Symantec Critical System Protection (SCSP) /& Symantec ¥ fh.0r 224/ R L
IR, AFORIPEdE h.Oh RS AR . BEIERIET EPLH AR PR R 7
A, FRELFE TR A B3 TS B AR IERR 55 a8 22 4o it A S/ MBI i 1) 2 0 HLig
REHS B 2B B R AP B EE O 2% . [ NetBackup Appliance A
RO RS (IPS) AR5 (IDS) ISR SCSP 2R 4 5
NetBackup Appliance 1%, ATHELL T UfE:

»  fNE Linux BAERGEM - B 1k olis il [N A 2R G I i i S a3
LRSS BRI E

o RAPEURE - B RGABRANT, AR BRI B s iy Ui, A ARVFR ZUR Y
FEFFFITG ST V5 10)
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%F NetBackup Appliance N{2BiiR5K#E (IPS)

I R AR e HERR - DU iR & 0 R T R B, ORI R el ]
TR AR ] A% s i SE T

¥ R MIFNEAZThAE - X B P s R SR ISR A T L, DA S E
SEREHAZIRES , W IR ML (0T PCIL) AR Ak Mefas il #5 it .
THEGEFEENRE - AFF BT I CSP BHMRGAEBT L MEE LN
CSP ML M R 2 R e 2k

% F NetBackup Appliance N[ KEE (IPS)

NetBackup Appliance AfZ i/ SR SHEEUT .

S & BRI NetBackup Appliance OS #EFEFIE WL FIFRE, filln.
» nscd - 247 DNS 3K LA/ D 7L DNS A 4RI CEL.
= cron
s syslog-ng
= klogd
« rpcd (NFS)
» rpc.idmapd
s rpc.mountd
» rpc.statd

m  rpcbind

SCSP A G 1y HILY, #ifk SCSP YL AL REA 32 H 5w
BIE RGBS, A CARRRISZ (AR A R R AT P LA REfE T

EAMRGIER, PR R S50I005 1R L83 (il sbin ) BOERARSRD
EHE (B0 hosts ) &,

A B P TEEN RS, H100 nknod, modetl. link. mount %,
A% 11 A FH P N FHAR D B & 0 B, an

/advanceddisk, /cat. /disk. /usr/openv/kms. /opt/NBUAppliance/db/config/data
&
o

FR 24 P % root Mk TR . 1S LA 37 LK 3% Symantec Intrusion
GARNE (IPSYs
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%F NetBackup Appliance \{2#&ilI5k#& (IDS)

% F NetBackup Appliance N E#&ill%E k& (IDS)

ARIGIN R ST (1IDS) Sems 2 —FG i Hems, b SCSP AAHUA . IDS Mgt & —14>
R 55, Al Seit ML E R R G R O R, .

o JHPVESR . TR MO8 Sl
= Sudo %>

o JHPEI. HPMER . R
o USRS E

»  RGEH A S e

o T RS H SRS (R0 RGO RERCE ST 2R
Fe .l S GIER T SO ) BB

= NetBackup Ji5 g/ 1- RS

n  RRENAE H UNIX Rootkit SC/ H SRAHI . UNIX Worm SCHA/ B Sl B &
REEHAGI | ] SEAS R B oA 45 1 R e i

= maintenance. root 1 NetBackup CLI /1) NetBackup Appliance shell #:1E

» HFTA NetBackup Appliance Shell Menu#ll NetBackup Appliance Web Console
?ﬁi;jj o

7= Symantec Intrusion &% (IPS)

RS 2.6.0.2 5% 3 & R A 19 NetBackup Appliance R8T i > “dp” K
i F elevate A4 iln] root MK/, WSR2 N elevate 4, N4 BRI T H
E .

SN .
Permission Denied !! Access to the root account requires

overriding the Symantec Intrusion Security Policy.

Please refer to the appliance security guide for

overriding instructions.

B R, AT Symantec Intrusion 2245 W LAEEGT root 1 7 4 1517)
PR AFUE, ANEUGHETHIRIE, MERESHE RGA TR I B R 55 =22
%O

EE: ArTLUMETA NetBackup CLI I F i 4217 NetBackup A4, TiJoHs 4 55 %
S, TSI 33 TU“CT NetBackupCLI F P fi e,
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& 2= Symantec Intrusion £ K (IPS)

#a] DU P LT 33 7298 55 Symantec Intrusion 30,

R 4k TR R NE SR B R
B 22 AR RSB B8 AR ORI A 8 SR AT AL T 08 DRSS

&&= Symantec Intrusion 2R

I 51 B85 ) NetBackup Appliance Shell Menu,,

1
2 1547 Support > Maintenance fii% .
3

kA Maintenance Ik, 5B T T4, HAEWEIEE R ILED

NBAppl.Support > Maintenance
<!--Maintenance Mode--!>

maintenance’s password:

4  FEYEHPEE, AL T4 85 Symantec Intrusion %845 HS :
/opt/Symantec/scspagent/IPS/sisipsoverride.sh
WA R T HE

Symantec Critical Protection Policy Override

Agent Version: 5.2.9 (build 739)

Current Policy: NetBackup Appliance Prevention Policy, rl9
Policy Prevention: Enabled

Policy Override: Allowed

Override State: Not overridden

To override the policy and disable protection,

enter your login password.

Password:



NetBackup Appliance NEFFPFAINERN RS | 39
& 2= Symantec Intrusion £ K (IPS)

LPNNERE 2 A TN
AL K /s AR R0

Choose the type of override that you wish to perform:
1. Override Prevention except for Self Protection
2. Override Prevention Completely

Choice?

FA 1 BEERR A BRI Z MBI

R Symantec HIIUAEMH LD 1, #EHE “EB 17 R A5 NetBackup
Appliance Shell Menu# &, A SLVFXT SCSP AR TIE L.

B /R DU e

Choose the amount of time after which to automatically re-enable:
1. 15 minutes

2. 30 minutes

3. 1 hour

4. 2 hours

5. 4 hours

6. 8 hours

7. never
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E A A Symantec Intrusion & K

4RI Symantec SCRFR BT ARTE, MIARGENET (18]7)
B B RN

Enter a comment. Press Enter to continue.

Disabling the security policy for
debugging a Symantec
support case no - XYZ

FARISERE, AL N o
VAR B T R R DL R
Please wait while the policy is being overridden.

The policy was successfully overridden.

maintenance - !> elevate

TERIAERLIZANA V51R) root Mk = i#EAT e A PR R 17

i

O

ULES 40 BUR“EHT S JH Symantec Intrusion 2245608,

E# 5 A Symantec Intrusion ££& KB

ATRME LA T i B AR B A AR 425k (IPS),
EH B A Symantec Intrusion R£ R

1
2
3

DU TH G B 1535 5 31 NetBackup Appliance Shell Menu,

:@?:I Support > Maintenance ﬁ/é\o

kA Maintenance k)7, iEisfTA a4, AR iR La6D

NBAppl.Support > Maintenance
<!--Maintenance Mode--!>

maintenance’s password:
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E A A Symantec Intrusion & K

1 iy BT, A LT a4 LLEETE H Symantec Intrusion 22 450 -
/opt/Symantec/scspagent/IPS/sisipsoverride.sh
WK ERUTIHE:

Symantec Critical Protection Policy Override

Agent Version: 5.2.9 (build 739)

Current Policy: NetBackup Appliance Prevention Policy, rl9
Policy Prevention: Enabled

Policy Override: Allowed

Override State: Overriden

Overide Type: Prevention Overriden except for Self-Protection
Overide User: maintenance

Previous Comment: This is an example.

Auto re-enable in: 13 minutes, 31 seconds

Do you wish to:

1. Re-enable the Policy.

2. Extend the Override Time.
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#3EF SCSP =¥

5 HiA 1 EHEH Symantec Intrusion &4 50 .
WA ERUTHE:

Enter a comment. Press Enter to continue.
The policy is re-enabled.

6 HAMICIERE.
VAR FES FZ R R LR B .

Please wait while the policy is being re-enabled.

The policy was successfully re-enabled.

WS L5 37 BURY“E 5 Symantec Intrusion %245 (IPS),

&HE SCSP &=

ATLUE ] “M#” > “SCSP HHME" 3 ¥#%F Symantec Critical System
Protection (SCSP) H .

PR H S B A IR DA s s T m g S, S H T S g L
THAIEE

o ] - BoREIE PR

o AB - BRI ERPE SR

o NE - BORFERRR I KB BEIR

o 7 - RORHERRAFR . SRR ID. SRAEARLL RV S TEAE R
o JEHE - R HAER N

o SRR - Do R AVRR IR TR

FEHILAR B SO AG R IR SCSP H ik
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&#EH SCSP =4
FEEMRAILR ik BRI
=R FEEMEG A, UEET s B, DUF IR T SR S G
WEALIEH RERMEmNE  IEAER.
=]

JEho

general CLISH message
Event source:

SYSLOG PID: 30315
Complete message:

May 21 06:58:55
nb-appliance
CLISH[30315]:

User admin

executed Return

A FEEER N WA B A D TRRASE RS P T A SETHE
WEARIER REBRENGE  *R EwmT o g, UHHEAT
B MR T R T RIIT .

successful SUDO to root
Event source: SYSLOG
[sudo facility]
Command: /bin/su From
Username: AppComm To
Username: root

Port: unknown

i
of

PR s e BN, DUR SR B TR RSN S,
FREL2 M Symantec Critical Wk BASHE 1P Ml YA S 4 .

System Protection 4bH ) %41 Inbound iy I lowed £

VE RN, et s nbound connection allowe rom
%i?gﬁ;ﬁﬁ%aigﬂﬁg <IPaddress> to local address.
SRR TR IE RS AT T

SRR . AR R 2 S

A ARG 2R, MR,

Al L AR S S FH R )

R R
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EATFERAEZEERA SCSP Rip
FEEMRASER ik FHRHI
5E FEF PR CTRET IR B0, DU SR B R A A

W sk, o P
T GO ERE/D General luser message

Event source:SYSLOG Complete

message:

Feb 5 21:57 luser Unauthorized

user by luser

Denying access to system.

~E FPEE R CTEE” e B, DU SHEA B TN LIRS
FORT e AT R TRk E RN 1B I P
IE AT Bl n) &

Group Membership for "groupl"
CHANGED from 'adminl' to
'admin2'

B A& SCSP #it HEMWEL(EE, 5% (Symantec NetBackup 52xx
Appliance BHLER ) i) “M43R” > “SCSP E4” #47

ﬁ?@%’ﬁ&f’ﬁ%éﬁﬁu (4 syslog ) FIHAl NetBackup Appliance HERIZE., HSH
HZ LSS 51 JUAT“E T NetBackup Appliance H @3,

X TEREZERICH SCSP &7

TEARZ AR A2 T B TR fiE SCSP {44, AR 2 miz 2/ E NetBackup
Appliance FJERIME, TEAEZ AT, AHHSNE SCSP iRk 455 B al {4 &
FEXTHHITH . SCSP ARIRN Tissth, BFER st fii ] NetBackup Appliance
4P ARSI R W 1 A A T ORAP I A%

HE: SRR 2 NetBackup Appliance fME— BT 231 F 8 R &M & 58, 2
W A2

NetBackup Appliance Web Console [ “M#1EE" > “SCSP H4" T HT X}
WA LTI, DA AR 1G5, K 4-1 UL T JEsz i
S«



NetBackup Appliance N2FFPFINEHEN RS
KT EAZEERK SCSP Rp

& 4-1 4T IFZ 4515308 SCSP i

NetBackup Appliance B SCSP 35i - IFZEER
NetBackup Appliance #ERE#ZE] SCSP AR5 eabt4 FIEZ12ER,

Symantec NetBackup Appliance Ao S ESE
Monitor Symantec Critical System Protection (SCSP) events

— Use this page to monitor SCSP Intrusion Detection and Intrusion Prevention events

~ Filter Logs  Showing logs for the last & hours

Eventid  Date and Time Event Type Severity Message

U
g

4361 2014041402735 UTC  WTMP/ETMP Warning Failed Login Session id: 128160 Process Name: unknown Usernarme: root Port: ssh:... 3
4362 201404-14024735UTC  WTMP/BTMP Warning Failed Login Session id: 129160 Process Name: unknown Usernarme: root Port: ssh:... 3
Mi&E Web ZHI AR 8 00MA0TASUTS  WIMPETMP Warming Falld Login Ssssion : 29160 Process Nar: unknown Ussrnames oot Port sh... 3
Shell ¥R EEHNEH 4364 201404-14022334UTC  WTMP/BTMP Warning Falled Login Session id: 130534 Process Name: unknown Usernarme: root Port ssh: . 3
4365 201404-14022334UTC  WTMP/BTMP Warning Failed Login Session id: 130534 Process Name: unknown Usernarme: root Port: ssh:... 3
4366 2014-04-14 02:23:34 UTC WTMP/BTMP Warning Failed Login Session id: 130534 Process Name: unknown Username: root Port: ssh:... (31
4367 2014-04-14 02:29:41 UTC WTMP/BTMP Warning Falled Login Session id: 546 Process Name: unknown Usemname: root Port: sshinott... 3
4368 2014041402941 UTC  WTMP/BTMP Warning Failed Login Session id: 545 Process Name: unknown Usemame: foot Port: sshinott.. 3
4369 2014-04-14022941 UTC  WTMP/BTMP Warning Falled Login Session id: 546 Process Name: unknown Usemame: foot Port: sshinott.. 33
4370 2014-04-14 02:29:41 UTC WTMP/BTMP Warning Failed Login Session id: 545 Process Name: unknown Usemame: root Port: sshinott... 3
4371 201404-140229:41 UTG  WTMP/ETMP Warning Failed Login Session id: 545 Process Name: unknown Usemame: root Port: sshnott... 3
a2 2014-04-14022941 UTC  WTMP/BTMP Warning Falled Login Session id: 545 Process Name: unknown Usemame: foot Port: sshinott.. 33
4373 2014-04-14 03:47:30 UTC SysLog Notice. successful login Event source: SYSLOG [sshd facility(ssh2)] PID: 13051 To Userna =]
4374 201404-14034730UTC  Syslog Major general CLISH message Event source: SYSLOG PID: 13091 Complete message: A... 3
Page 1  of1 &
Current Log Retention: 30 Days Set Log Retention

EHRZEERXT , ABAMIRE Web 25541 SCSP Bt

- EA“ S MER">“SCSP =4 M E MM IS KN S4.
- B R fE R NetBackup Appliance IPS # IDS FREg# THMM, XK RENREBN B3R AN,
- ERAEEFR AT RESENEEHEEH.

SCSP KEiRE

A NetBackup Appliance i4s 2.6.0.2 K& ¥ A, SCSP hfi4s 5.2.8 (2012 4F
6 H ) ¥ )y SCSP A 5.2.9 MP3 (20134E 7 ) il sch L) A NetBackup
Appliance IPS Fil IDS 5% .

X TEHZEEZRY SCSP R

E%i‘"’"*ﬁfﬂ: A SCSP M4 25 1 51 % L SCSP AL il {5 HxT H:

AT, SN SCSP RS A T BL 514 . R LI NetBackup Appliance
Web Console F#k SCSP M55 (B eiResda) o EllE R, [
WA B SRR K SCSP 3 SCSP & P i sz #stixX, &1 4-2 BB
TSR S
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KT EAZEERK SCSP Rp

& 4-2 4bF =4t H) SCSP ik

NetBackup Appliance #J SCSP 3k - Z#ER

NetBackup Appliance #1%Z2] SCSP fR55aart4l F 218 |
HEEHLMEA SCSP EBEFIAMITEN, EHERXT
ZMEZAEA—A SCSP IREBHITHM,

| ]
—— == —

SCSP AT Lo scsp k@ o[ P SCSP RE Lo
v v ¥

AT NEH%#Z SCSP BRS525M %4 NetBackup Appliance &% SCSP (K E# TE &,

N PR B R A
% SCSPERR &I A THN
FiE N T T RATHIRE
L% SCSP RS BMEEEFA HE#EEF| SCSP R& 28
RSB >"SCSP B4 TMHE TR A TRE : fERUSMET">“SCSP EH">"£#% SCSP RS 8"

- F# SCSP BRSasMEH & SERBATHRE
- RERBRSBMEHE - 7RI SCSP MRS5S iF4HE R
- T# IPS 7 IDS %8 , FSHS A SCSP #2414, - TREMRIFIH.
- J% NetBackup Appliance 3323 fR% 58 - E 5| SCSP fR% 8.

- 5 SCSP EE=H|A R A IPS # IDS KA
- WM B bk BR S5 85 K9 FT A NetBackup Appliance BIZE 4+,

ERARERA NS

o MR TR R OMER MEM CRAEER e,
« T SCSP s # AR £ LA B A i ferinak 22 203,

o BLIEROR S H TR

o R SRS R A R A

= fE Symantec F:£k 93l 9 NetBackup Appliance IPS #il IDS 5% LIS
R O FRTE

= 1R NetBackup Appliance Web Console Bl T 2% SCSP IRk 45 25 Fids il 45 11
B
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KT EAZEERK SCSP Rp

T# AT L3 SCSP fR&EzFfEH &

TR T AN “SCSP F4” bl 2 SCSP fIRsFas AEdil 5

T# SCSP IRFRfi=HI&

1 %37 NetBackup Appliance Web Console,

2 il U5 > “SCSP EH” .

3 B R “SCSP EM” WU, K RTER X 6 /NI H L A &

4 M\ “Symantec Critical System Protection &%~ #i/r71, f§ifH] “SCSP ARk
S|/ HE” FiHz T SCSP g5 # sl £ 1 R P4
scsp_server 5.2.9 MP3 EN.zip UK FEBIER A S,

5 U scsp server 5.2.9 MP3 EN.zip XHFHFAINE .
scsp server 5.2.9 MP3 EN > SCSPInstall {3, Hh@&LRITHA:

» server.exe - fITFEERIAMITEYL 4% Symantec Critical System
Protectlon Management Server 5.2.9,

R SRR, DASBIETEA L L 4% Symantec Critical System
Protectlon Management Server 5.2.9, XT%%% SCSP mlﬁﬁ&%%ﬁﬂﬁﬁé
HHE., 2 ( Symantec Critical System Protection 5.2.9 “Z22%3554 )
Téknﬁﬁﬁﬁﬁ 46T, 155 % DOC5944,

m console.exe - T %%% Symantec Critical System Protection & B4z il 4 .
ZaEmp R, DI IR RE IR & . G T 4% SCSP A
MIUEZIEE, i2 0 ( Symantec Critical System Protection 5.2.9 ‘%% 45
M) o ETRERBTIEHSER, i§5% DOC5944,

15 L5 47 TUHI“T 2k NetBackup Appliance IPS Al IDS 3%,

THZ LA 45 BURY O Tl HIZ 400 SCSP iy,

\

N

T#k NetBackup Appliance IPS #1 IDS % #&

PIT AT A “SCSP {4 i T3 NetBackup Appliance IPS S
IDS %M

T3 NetBackup Appliance IPS 1 IDS R H:
1 %% NetBackup Appliance Web Console,
2 il M5 > “SCSP HH”
Wk s “SCSP HJM” Uil K nfeid £ 6 /M NRIH R HAE,


http://www.symantec.com/business/support/index?page=content&id=DOC5944
http://www.symantec.com/business/support/index?page=content&id=DOC5944
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X TFEMAZEREXH SCSP &Rip

3 A “Symantec Critical System Protection %" ¥4+, ffiH] “NetBackup
Appliance IPS 71 IDS $REE” #f42 N RZIN T SCSP RS54 15
scspPolicies.zip SCIFHE N EENEMA I

4 P scsppolicies.zip SXAEHHINZ.

SCSPPolicies.zip SCHALE T FI RIS TR 4E SO

m NetBackup Appliance Detection Policy.zip- 7 IDS $KMG. IR
J& “HR7 DS, AT AREE, HATEOGER IR R B R
fiiiti .

m NetBackup Appliance Prevention Policy.zip—@/a'\ IPS % R
WE—A> “NIER” IPS, AT LATERRAE RGN R BRI AT D R IBUH
ZHTE BB X AT

ER: XSRS B R A FR AR, JF BT DR AR S A T
“IE4=” > “SCSP H4” T+ SCSP Management Server 5.2.9 jit
TTIEFE

5 M “SCSP E#4” WY “E#:E SCSP ARE " ¥4y, MHdh & . X
L REN S NetBackup Appliance %423 SCSP Ik 454 L0 IDS %u IPS %
mé}o HS LA 48 TUHY“%ER:5] SCSP R4 %%,

6 B PEEH 4855 Symantec Critical System Protection Management
Server5.2.9, %4514 NetBackup Appliance J:17 ] IDS 504 Fl IPS W%
KTFAEFRET 2 A E SCSP ks thiite (i, 15 % (Symantec
Critical System Protection & FRAIZ 2445/ )

% W4 49 U T NetBackup Appliance IPS F1 IDS 56g”,

L. VIR T2 IPS 1 IDS SRl , SXJ)5 PR+ NetBackup Appliance
PR ZR SCSP IRF5 45 o WA AR FHIL SRS (R 00 T 15 a8 42 22 SCSP
MR55 4%, WKL TAZ YR

WLES A7 BURY R ERI 2% SCSP IR 55 ae Al 37
Z IS 45 GUYSC T HISZ i) SCSP -9,

i
FE
i
EE

E$EE| SCSP AR5 =5

PINEBA4 T faT A “SCSP 4" nii% 45| SCSP Ik 55 %%
“SCSPHM" Tl R TiEHS| SCSP 55 #xii “% 42| SCSP REEH" 1.
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KT EAZEERK SCSP Rp

EIES| SCSP R
1 &3%3] NetBackup Appliance Web Console,

2 iy “MAHZE” > “SCSP WIZBE” .
g Bs “SCSP B Ui, KRk 6 /IR H A H &,
3 il ERET HRANEHER) SCSP RS
WK B “ZEEE] SCSP 528" XHEHE.
4 tE “ENRBNPT FEPii A SCSP RS2 — A SE AT 3L FHLA P Hudik
St “iwO” FErhii A SCSP s i 15

EE: WRAEMILEDEAREES, WIGEA SCSP k54, LI
T AR A B S A A S g i — AN e R R B E T

6 i N ETHEMWIEER" Ak, LI SCSP s 2l sl FH 5
B e .

VK NI PRI S
7 ik CEERRER” WHIEEZIZIET.
B CBMEIER HE.
B
8 kf REMFIEBRME" et S AAM SO P IEB R0 E
9 TR ERET HHlEHEE) SCSP RS .
WA 5 SCSP IR 45 #F s LU R A«
B R IIEE R SCSP RS,
ZILE 45 TU G T2 35y SCSP -5,
%2 LA 47 TLY“F#% NetBackup Appliance IPS F1 IDS 5588,
ES LA 47 TUYT 40] 4% SCSP IR&-a Al 57,

K F3 NetBackup Appliance IPS #1 IDS R &

Al LL{gi ] NetBackup Appliance Web Console T % NetBackup Appliance IPS #il
IDS %, ZAfTH] SCSP A5 FRAE ] £ I FHIX LLems , T LA N /.
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KT EAZEERK SCSP Rp

4 IPS 1 IDS kMR B F NetBackup Appliance {¢IBak4A

1

2
3
4

A PR 5 %Sk B 51 SCSP k55 % o

BRI G, Bl R .

15 “REE” R, b CRERT s R .

T “HREE” UUM LAY R Bh, SR T4 NetBackup Appliance

Detection Policy.zip #ll NetBackup Appliance Prevention Policy.zipe
7] LM NetBackup Appliance Web Console F[#) “M#188” > “SCSP H4”
VU T #aX ek . WS LA 47 TU N 4% NetBackup Appliance IPS #1 IDS
WL

15 “REET DU L, SRR IR, SRR N R R

& N R NE DU 4R B AT S A I B b s I T AR 4 (R SR
2%} %%ﬁﬁk?ihﬂ IR G TR, M NetBackup Appliance Web
Console 5 A NetBackup Appliance 5% A] v FF NetBackup Appliance
2.6.0.2 WA S 5 i WA o

12 BT sl CRIERT BRORE VA . ZLEPRCRERINLZIN R, R
IRBRRCII AL BT HeEms B

TIAERLZAE— D IUH (SCSP i) FAEEDE A A & B i,
AR WM VIR LA R AT AT I HABE S IR 2 E R, S0

{ Symantec Critical System Protection 5.2.9 & F5R ) Hiy “BRIFEH" —
e
TS ILE 45 BURY G T 242y SCSP {4,

7 BURC TR ] %%E SCSP RSG5 an Ml 57,
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End of DataCollect
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Java Runtime Environment (JRE) 1.7.0_u55
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AT KA PKCS# 7 Hil PKCS# 12 brifi X SCHise = nEBREZ (R, W20
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152 IL5 68 THY“XT NetBackup Appliance Web Console 2243 7,
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VE R 2 A BITE% % . Java KeyStore (JKS) & — M2 2iF BIE6EZE, 5 SSL

S TS B B AGIE-B B A FIIEB—FE . ISR B S = 5 e, A T 5
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SCHE$E =7 SSLIEH:

1 5 Web IR45 14 keystore SCH. izl BRI RT Y PKCS (A1 ISHRE )
KNSR, TRANE T HH PKCS# 7 il PKCS# 12 ARrErs =125

PKCS #&3¢ HE& keystore X 4§

PKCS#7  X.509 #&n] LA T 5144z «
<52 https://knowledge.verisign.com/support/ssl-certificates-support/index.html
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PKCS #&= HE&F keystore 3§

PKCS#12 k&= 1 (AL Fard ¥ PEM #5209 x509 HiF 5 445 -y PKCS#
12.

openssl pkcsl2 export -in server.crt -inkey
server.key -out server.pl2 -name some-alias
-CAfile ca.crt -caname root

fi X openssl HIEMIFAIEL, H5%
http://www.openssl.org/.

R I PKCS #12 SO EIE RS, MRARRHZIC
PR P, T2 T NSO P RE 23 I8 325 5 |

2 R T A4 pkes12 Scid il Java Keystore :

keytool -importkeystore -deststorepass
changeit -destkeypass changeit -destkeystore
server.keystore -srckeystore server.pl2
-srcstoretype PKCS12 -srcstorepass some-

password -alias some-alias

AKX keytool JHEMITAMEE, H5%
http://docs.oracle.com/jjavase/6/docs/technotes/tools/solaris/keytool.html

fd LA 4 OGH] Web JIR55
/etc/init.d/nbappws stop

PG Y keystore SCHE R Y keystore U1, BRIASCHE4 2

/opt/SYMCnbappws/Security/keystore,

TERCE SR R BIME -

»  HR /opt/SYMCnbappws/config/server.xml HHJ keystoreFile Fl
keystorePass ﬁi%io

» B /opt/SYMCnbappws/webserver/conf/server.xml Y keystoreFile
N keystorePass WH o

[] EEEQ /opt/SYMCnbappws/bin/startgui.sh 4189

javax.net.ssl.trustStore Zill javax.net.ssl.trustStorePassword
WHE.
LI 62 ) 3 Web il 55 :

/etc/init.d/nbappws start
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