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VAR = Password - BHSARHA %
i

s List-SHHAPFAF4,

* - [ LL{i 1] NetBackup Appliance Web Console fit] “iZ&” > “S#HIRiE” > “H
PEE” IR TiX 55,

NetBackup Appliance 7] A a1 A

NetBackup Appliance 4L T LI Tk

%22 NetBackup Appliance 1
ARtkRP faid
EER S P g T 45 B NetBackup Appliance FUAS BIARR , 45

I 5 BEAE TR SR . 25 FITE NetBackup Appliance Web Console 5
NetBackup Appliance Shell 5. FHUTATATIRE . THFEE, H&
IS P g P i, S B T T AR, 155

WA 29 TR & T R0 H P {5 - NetBackup Appliance & Bt

AR
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NetBackup Appliance HRi) & {7 38 IF 2 B!

Gl 9 ik

NetBackup CLI EI2 R | {UFRULH M 0iz1T NetBackup CLI, Jf HULH P A x)
NetBackup £ H s Z AN H SR ViAo 326 sk fa
2B HEN ) ZBRY NetBackup Appliance Shell SE8., flifi]n]
ML SR B4 H NetBackup, NetBackup CLI /7 oA [al
NetBackup Appliance Web Consol =¥, NetBackup Appliance Shell
L, TSI 30 LAY ST SCRFI T M €6 - 154 NetBackup
CLI 7,

Maintenance Bk B Symantec 23T NetBackup Appliance Shell
FHLH (EUEHRBRERZE) o THTHIT4E S shok
Xof U B EA TR HE R o

AppComm BERRSS M P T Y BB R A
sisips XE—HNEH e, FF0E SCSP R,
root XE— 2R, Ak Symantec SRR THAT

TS5 . ARERZHRAVI A root Bk, WIS BRI E R :

Permission Denied !! Access to the root account requires
overriding the Symantec Intrusion Security Policy.

Please refer to the appliance security guide for
overriding instructions.

& S, ®ATLIE % Symantec Intrusion 2245 W L3k
AT root Mk B TAAN R o (HR:, ANEESGHIATINIRAE, RS
R G4 TR I B R G5 2 B ety . 765 WA 35 T
7% Symantec Intrusion 224 % (IPS).

NetBackup Appliance 515 G iE &Y

NetBackup Appliance SV 4 IR IMIAMA P, d3C ¢\ LDAP JIRS5#%
5 Active Directory JEHH T, 36 2-3iR A s n3 NetBackup Appliance (4 7 4
ESSIUp
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ATFERENXH LDAP AR

% 2-3 ARP%ER
AR%R ik 5 EA
Z 3 A P AL | AH PR R I B SRR, WiEASIH | e AT LUEH NetBackup Appliance Web Console
AR FNETFANE B RS 4%, 14140 LDAP JIRk55 4% B BB > “SHRIE” > “AREE WY
g}, Active Directory, #J{RACEHf, Symantec FRASHL T
S HF A BN FL S TR 255 Bh R B A~ AR = AL NetBackup Appliance Shell 3284
FAPT P e JH settings > Security >
Authorization > Local user A2 HIAR
A
n ETRIINAH A,
n TRHBEmIAH A P LA B 5L U R
S LDAP B H | LDAP (Al H i Pl ) s P A | &0 L NetBackup Appliance Web Console
A 3515 NetBackup Appliance #4771t B RE” > “BWRIE” > “APAEE" Wk
HPE, 8] AT s iE AR AR 1 LDAP JH P85 1 4
» LU NetBackup Appliance Shell SgHfii
H settings > Security >
Authorization > LDAP 2 ¥l LDAP [/
P,
= 13T NetBackupCLI f i ik LDAP F 1 4H
Kl 9,
n AT LIS3C B 5L 3k NetBackup CLI ViR R .
% ¥ Active Active Directory FH F7 5l F P72 75 2 1] » AT T NetBackup Appliance Shell 32 i
Directory #JF | NetBackup Appliance . MR, % ffl settings > Security >
)= AT A2 T S0 AH N A AR o Authorization > Active Directory fird

M AD H PR 4L,

A #%F NetBackupCLI f alf R AD 415
9,

$3 AT LA RO 3 51 5 NetBackup CLI 1) FSR

A RBCEH AN, 52 0. ( Symantec NetBackup™ Appliance & F 1

F) R CBEE > BRRIET #ar

X TFEEXH LDAP (AR

NetBackup Appliance i ] PAM i {4 7] LR 2 M By 560F ik . Hih—4~J2& LDAP
PAM #fift: . 34 FH T 32 35 LDAP B 553, AR5 32 T 5% @ T 524~ LDAP

(it R SRV PR ) H SR P e TG B DA S B

BiE LDAP fRFE3RYERFMH
» 7£ NetBackup Appliance W ELERIA 2.6 o5 i WA 4K

21
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%X FHBLE T #¥F Active Directory IR P

= LDAP 424155 4 RFC 2307 &, RFC 2307bis
w  TF AT B K R

= LDAP 389

= LDAP OVER SSL/TLS 636

= HTTPS 443

» 5 NetBackup 52xx Z 515 £ 4 (49 LDAP 4 T-15 45 i B94E A Linux 4544
BRGE—iR i LDAP PAM ffi{4,

BLE LDAP fR 5583

T£ M NetBackup Appliance i/t LDAP H - Z Wi, WU4i#E NetBackup Appliance I+
il & LDAP B 50iF, SElltAd )5, NetBackup Appliance A IFEFT AL E T
LDAP B KrlE iy i £ B Uil A 5 Bt P 347 B RiiE . BEFCE LDAP By
USE, AT LA LA A — e

= NetBackup Appliance Web Console () “iR&” > “HMHIIE" > “RE[EE”
VU

= NetBackup Appliance Shell L[] settings > Security > Authentication
> LDAP fii%>

AR E LDAP RSt dnuil], #5200 ( Symantec NetBackup™ Appliance
ISR ) PR CRE > BHEIET 5

% F A B #F Active Directory B

LDAP PAM i3 il Fil 73 4F Active Directory B35 153, FIFHIH 53 o) X &
T Active Directory 555 0 F P b7 BC B LB SRR 45 . UNIX IRS5IAR Active

Directory J&:-2¢%¢ T 44 B 53 S —Fp2R AR FH - H 5k

B2 & Active Directory IR & 2858 R &4

= 7E NetBackup Appliance [ A 255 IUA 2.6 B s AR o

w5 AT T PRI BB R Active Directory.

w5 T AR P AR, J@ i NetBackup Appliance Bl AD IR %525 .

» AR DNS 55K % %] AD DNS Il 45 %519 DNS #4523 & NetBackup
Appliance, B{#, BB E N H AD DNS Il 45 fadE b 4 BRIk 55 Ba i

= 5 NetBackup 52xx RFIBEE&H AT AD KT 2 -4 AOAEA Linux £844E &
G — 4373 A 2 LDAP PAM ffiff:



NetBackup Appliance &#I&1E | 23
NetBackupCLI| ‘&8 & i) 5 3 383E

B2 & Active Directory IR %25

1E M Active Directory FRIIHTH - 201, EHFHEEMH A C WA BLE Active
Directory, SEUACE 5, NetBackup Appliance f] LITEFTA 345 H A P& B
XS P AT B BIE

T LU NetBackup Appliance Shell 28] security > Authentication >
ActiveDirectory i it # Active Directory IR 5%

H <Pl E Active Directory B 557 BUTEANULAA, 155 ( Symantec NetBackup
Appliance 42 %388 ) haY “ET > K E > D4 > BMHEIE” #H50.

NetBackupCL| &1E 5 ) &3 I6E

B BIA R By 2 A1, fasn] LIAIEE A NetBackup CLI A A b A, AN FR
NetBackup CLI f o ffi FI#E 44 F AR i27T NetBackup T4, 1 Hax st Ay st
NetBackup 4 H 2 AW B A ViMARR . XU FP8sRn, i RS EImT L
54T NetBackup 741 NetBackup Appliance Shell 3£#., NetBackup CLI
1A % NetBackup Appliance Web Console 5 NetBackup Appliance Shell 2% 5.
B RIA PR

fn] LI{# H NetBackup Appliance Shell 3251 Manage > NetBackupCLI > Create
user_name fir2f|& NetBackup CLI H 7. R TEEEL AT T ILMAL R LLE H
NetBackup CLI 43 51 .

XTRARZMZBERE

i 5B P 2 R AT A2 DU A -

#E: Manage > NetBackupCLI > Create interface frdfHTRIEEA NetBackup

CLI A ERIAHA o BrA A P AR L8 T i S

BARaME
NetBackup Appliance F Pl 7 4 FH P 45 Wb 20049 5 ik B A0 BriiE R G232 iR =X o
F 2-4 HN T A RAIR T A AGE

%R 24 ARZIE
ik EHEER (AMAEP ) |NetBackup CLI ( Zs#tt |LDAP/AD R
ApR)
BRKE A 3T PR WA 38 PR 3R ty LDAP FI AD %%
e
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XTHPEMEBRE

ik EHER (AMAEP ) NetBackup CLI ( Zs#tt |LDAP/AD R
ApRP)
M 2 NESF 2 ML i LDAP F1 AD 5%
e
PR 1 FAPZARELIX BEFAF | FIP 2 ANBELLIX B 45 FF | B LDAP 1 AD %
FFif I i
. WY . G
Y e n PR
AL 2SS RPN R et S AP N gt -8 ry LDAP FI AD 5%
e
FME

NetBackup Appliance 255 T BB, $m T4 4%, NetBackup Appliance
FH P P R S AR BT P B R IAE RS2 (ke . 32 2-5 FIl il TR P2

TR BRI
%25 ZIHE
ik THWE (XMAPR ) |NetBackup CLI ( Zs#th | LDAP/AD F A

RAR)

R WA I FH A R A WA I FH A R A i LDAP FI AD 5t
e
/MG 74~ CiiBR ) 2 8 4~ | 74~ Akl ) 528 4~ | th LDAP Fil AD 5
FAF 7 i .
LR n —REFEE, . —PREFER, ti LDAP FI AD %0
n —NGFE » —NNEFH (az), | BIE.
(a-2z). s — G (0-9),
s — M (0-9)
(ot AR TS H AR S HE ri LDAP il AD %M

BE,
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XTHPEMEBRE

ik TR (XA ) | NetBackup CLI ( Zih | LDAP/AD AR
AR)
T/ NERHIR - |0 R 0K 1 LDAP F1 AD 5%
B mmaTLe B gmaaue |0

NetBackup Appliance
Web Console H{#i H
Settings >
Password M &
PR RGIARE . AT
258, B5%

{ Symantec
NetBackup™ Appliance
MeSEIEM) .

NetBackup Appliance
Web Console Hii fi]
Manage >
NetBackupCLI >
PasswordExpiry fpd
GRS, A
KELZEL, ES%

{ Symantec
NetBackup™ Appliance
WS HERME) o

R YIR

99999 K (Aitiy)

99999 K (At )

F1 LDAP 71 AD 5

SR T s e S o 1 LDAP Tl AD %K%
i &
G F R, WREBAT | HH Manage > i LDAP Fi1 AD 3§
21 NetBackupCLI > e
PasswordExpiryﬁﬁ%
& NetBackup CLI %
fih,
Bl E ¥ ¥ i LDAP F1 AD %R
i
BUERRLERE |G G i LDAP FI1 AD 5l

BE

FE: ATIEEIEE M, Symantec EIUEFERI B SRR G UGN A
BH G A0 4E 3D, 4] LU NetBackup Appliance Web Console f) “i%
B” > “ZEE” 7 NetBackup Appliance Shell L[] settings > Password

i R

&% . NetBackup Appliance Az H# A U yppasswd root B passwd root fif
SUCEAEPIK P EL, REAH)E, DU B SIS ES . SRR
NetBackup Appliance Shell 328 B B4k 251
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AXTFRAREZMEBAE

EWmE
NetBackup Appliance SR T LA T 265 i 26 15 e -
o RSB AH T P A RS Y Blowfish X FRas SHE S A v o
n R R ELAY
w457 SSH PMUAYHY SSH % 5%
» %32 HTTPS i# {55971 NetBackup Appliance Web Console % 5

AR UCEM AU, iH§5% ( Symantec NetBackup™ Appliance & #48F )
) CBEE > B A,



NetBackup Appliance &1

AR FE LA T A R

»  KTERAUIGE

= #TF NetBackup Appliance ##4Y
s ET XM A A - NetBackup Appliance %31 5
» KT P A - 304 NetBackup CLI T

XTI RE

%% 3-1 41434 F NetBackup Appliance Web Console # NetBackup Appliance Shell

SEAAZAGE T A0

* 3-1 I ThEE
NetBackup Appliance Web NetBackup Appliance Shell 38
Console

i i 9887 > “BHMIRIE” > “A/A |Main > Settings > Security
IR PR R > Authorization

Jiilak:gi ! w  IRIATMBRA A {fifi Main > Settings >

w  ESIRIMER LDAP J PRI P 4L

FE: I NetBackup
Appliance Web Console #:l1 Active
Directory /7, HEEEH Active
Directory Fi /7 i3 A FR o

Security > Authentication fiy
LTI INAS B P . LDAP FH A
Active Directory /7,
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%X F NetBackup Appliance %%

NetBackup Appliance Web
Console

NetBackup Appliance Shell 3§

BFAUR

MR P AT B W
SR

AP R8T “NetBackup
CLI HF” ALBR
B B AR

k4 NetBackup CLI FZFR

Grant - T Uil .

n CEEHEBURE AL
LDAP Hj*. LDAP H 4.
AD FH R AD H M4,

= 4 NetBackup CLI JH 1 FLFR4%
¥ LDAP A7, LDAP Hf
ZH. AD F/ i1 AD FH 4,

List - S ETA -4,

Revoke - FlE Ui MIALAR

o CREREBIRMAE . LDAP
FiFT. LDAP FIF4l, ADFI/
1 AD FH e

= 4 NetBackup CLI H /AR M
LDAP ). LDAP H)j 4.
AD HIF i1 AD P 4y

SyncGroupMembers - FI2EEE

W AR5

Ik Authorization Ml Authentication it Z4h, W] Ui NetBackup Appliance
Shell %% ':F'E/‘J Settings > Security > PolicyBanner ﬁé%&ﬁ%i%ms
a] LI NetBackup Appliance 1Y 2.6.0.3 A S5 4R, R STEH 2
it SSH 1i[a] NetBackup Appliance Shell SZHi} 7R

% F NetBackup Appliance 121X
NetBackup Appliance B2 A LA 5 .
w BRSO A IR S LA 1R R AT R) NetBackup Appliance ffE
s AU E AL NetBackup Appliance 15 il NetBackup FFFEH2 AL 450405 (1) 1

l‘[ﬂ o

o B AR AR A B TCTERT L BRNE B LSRR R T P A ME ok

TR o

» AT SSH 115 NetBackup Appliance Shell 38, %30 T] DL E 206 a4

e VB A B A T (0 A B B SR o
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XFX#HFMA P A - NetBackup Appliance B R

HEE: LU NetBackup Appliance /Y 2.6.0.3 FiAIR BESH R, IR S
1EH P 24ikiE i SSH 1517 NetBackup Appliance Shell SEEmf R, %3A] LUE
JEH Settings > Security > PolicyBanner ﬁﬁé\&ﬁ%ﬁyﬁv_‘i%ﬁ?o ﬁ%ﬁgfﬁ‘
H., %% (Symantec NetBackup Appliance fi>ZS %45/ ) .

s DHUVET HTTPS 3K 51 NetBackup Appliance Web Console.,
» PR EEE DR FTP. Telnet F1 rlogin,

& NetBackup Appliance /PRl & SRS R B AS SR Gl P T8 SR . X 26y
REF R S R RRAS S PR

X TEZHFEHNARPAE - NetBackup Appliance &2 5

NetBackup Appliance #2515 [l i HL LA 1k AR 280 5 % &0 BB k4 1
Pilal o XEEHLHAUFRE B Fogat, VLIRS TR SRR B B L . WA

B

HE: U CCEHRT fOAAE S M NetBackup Appliance, MITiHER: T Hith
Frf P A

HEEN B R GBI AR “BHR” ST, DRI A il E ok h R
TERE AL B P2 Y BRI TR A AN S8 0, A B 5L r@Ad i A SSH i[n]
NetBackup Appliance Shell 3% #. s f#i F§ HTTPS iJj/1] NetBackup Appliance Web
Console %+ NetBackup Appliance #7151,

A4t LDAP 57 Active Directory ] P 52 245 HL51 FI P f BUR A Re Vs IR A
¥ NetBackup Appliance L4 FMES . IFTAP S AP 42 )5, i/ NetBackup
Appliance Web Console H1/§ “i§&” > “SMIIE" > “APEE” T AZHP
AT C“EHELT R A AR

ZE BRI P IBRAT UL T BT AT 55

» WIGGTCE

o HOURECE . FAA#FT SCSP H IR

o CEPAAEICE . BHIRSS AR . VFRTIESE

o BHECEIEE, W CHBPREET O Mg . AT S,

= iAJ5 NetBackup Appliance.

= 17k NetBackup Appliance.
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EFHIFMAPAHE - & NetBackup CLI AR

s A NetBackup Appliance i FIE#MEF o

H KAE N NetBackup Appliance &8 I il A TIIAE S IWHE 25 B, 155% (Symantec
NetBackup™ Appliance & RI45F5 ) »

XFZHOARPAE - &% NetBackup CLI AR

£ %15 4% NetBackup CLI FH P G FH P ehfig B tielt, nl FHPE 4, NetBackup CLI
Pl AT RTA NetBackup fird. &% Hik . 4 NetBackup touch SCH:LL I 4
#H NetBackup i@ HIfEIA, NetBackup CLI P 3L —ANN R 3 H 3.

24 NetBackup CLI P&t 3z &0, A1l E]— ] LA3AT NetBackup i
4132 R NetBackup Appliance Shell. % 3-2 3l T NetBackup CLI /" BYAUF]

FRR I
% 3-2 1% & NetBackup CLI F A BT F05R
0F PR il

NetBackup CLI /1T LA FH NetBackup PLR BRI n1E NetBackup CLI &35
Appliance Shell = NetBackup CLI fF* % NetBackup %/

= 54T NetBackup CLI 3fijjl7] NetBackup H SR 2 SNEA TTRAL R,
H SRR S w  WICHL SRR 340 %E bp . conf XL

n BB NetBackup JmHIEIA, fliff] 1, i bpsetconfig % B&EM.
cp-nbu-notify ﬁé\ﬁﬂﬁﬁfﬁiﬁﬂfw—‘o m cp-nbu-config ﬁ%'{li?ﬁ/{i

SR M 2.6.0.2 M EMRAC @M /usr/openv/netbackup/db/config

AR S WA 31 TUR“ Ik [ 5% Fr 1 Fi % i NetBackup touch Hii 2
NetBackup il HIHIA” 3o

ABATITEREAE ] man B, -h A4 2R HAL A

= XL NetBackupCLI (KL T Hs#is47 LA [

T NetBackup #i4>:

NetBackupCLI H 1%

m /usr/openv/netbackup/bin/*

m  /usr/openv/netbackup/bin/admincnd/*
m /usr/openv/netbackup/bin/goodies/*
m /usr/openv/volmgr/bin/*

m /usr/openv/volmgr/bin/goodies/*
m /usr/openv/pdde/pdag/bin/mtstrmd
m /usr/openv/pdde/pdag/bin/pdcfyg
m /usr/openv/pdde/pdag/bin/pdusercfyg
m /usr/openv/pdde/pdconfigure/pdde
m /usr/openv/pdde/pdcr/bin/*
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EFHIFMAPAHE - & NetBackup CLI AR

4 i & NetBackupCLI fl P & 1517 NetBackup 4 :
L NetBackupCLI FI P S 1{3ia a4 A M=

s {HH3ZBEH NetBackup Appliance Shell SZEf

o AL AR ["sudo"], i,

bppllist
i,

/usr/openv/netbackup/bin/admincmd/bpplist

Hn#k NetBackup 18 &1

cp-nbu-notify LTS cp-nbu-config SLHRRFIA, JEETINE] NetBackup
Appliance DMEH NetBackup i@ A, Fl41 start Al exit AIEATERGMEL
JGia T o

NetBackup CLI Fi 7 BEME M LT BEIAS S & 93 A4S .

m /usr/openv/netbackup/bin

m /usr/openv/volmgr/bin

HRE: co-nou-noti ry BBCEHBAIANE 7RGSO BUAAAE TIEPRALE, s R
BAFAET goodies H st WARIXLE H 5t HpRAFAE R BlsBEGE FA, WA fEs:
I AR BN TCAL

YE24 NetBackupCLI F P &5k &, ARG TE 3 H sk p Qi AR .
ﬁﬁ/\ cp—nbu-notify fﬁé\ﬂgﬂfﬂﬁ(

RFEGWIBERM A :
1
2

cp-nbu-notify <notify-script>
B BRI

NetBackup Appliance admin must review and
approve this operation.

Enter admin password:

3 YA PR EAA R, TERA RS % (A2 NetBackupCLI
W) o MEMEHT R EN, RO R G G A

YR IE L S, B R [ SR R

ER: PUEMIEADHAET T H s H
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EFHIFMAPAHE - & NetBackup CLI AR

s AR HLEAAA . AREKZ ] NetBackup 2t P ROAE AT HABIAIAS .
A 3 3 A A T AR AT SRR AR 25 S Eie 2 )

HZ I 30 BUA“ T SCRF I f € - s NetBackup CLI I,



NetBackup Appliance \ {2
kLN EY ol B0

TS T4 R

= Symantec Critical System Protection (SCSP) f&j/
» T NetBackup Appliance AfZ i (IPS)

s X7 NetBackup Appliance A% (IDS)

= 753 Symantec Intrusion %45 M% (IPS)

= HHE ] Symantec Intrusion 22450

» % SCSP Hff

w KT Z AT SCSP fRé

o KT R SCSP {4

Symantec Critical System Protection (SCSP) & 41

Symantec Critical System Protection (SCSP) /& Symantec ¥ fh.0r 224/ R L
IR, AFORIPEdE h.Oh RS AR . BEIERIET EPLH AR PR R 7
A, FRELFE TR A B3 TS B AR IERR 55 a8 22 4o it A S/ MBI i 1) 2 0 HLig
REHS B 2B B R AP B EE O 2% . [ NetBackup Appliance A
RO RS (IPS) AR5 (IDS) ISR SCSP 2R 4 5
NetBackup Appliance 1%, ATHELL T UfE:

»  fNE Linux BAERGEM - B 1k olis il [N A 2R G I i i S a3
LRSS BRI E

o RAPEURE - B RGABRANT, AR BRI B s iy Ui, A ARVFR ZUR Y
FEFFFITG ST V5 10)
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%F NetBackup Appliance N{2BiiR5K#E (IPS)

I R AR e HERR - DU iR & 0 R T R B, ORI R el ]
TR AR ] A% s i SE T

¥ R MIFNEAZThAE - X B P s R SR ISR A T L, DA S E
SEREHAZIRES , W IR ML (0T PCIL) AR Ak Mefas il #5 it .
THEGEFEENRE - AFF BT I CSP BHMRGAEBT L MEE LN
CSP ML M R 2 R e 2k

% F NetBackup Appliance N[ KEE (IPS)

NetBackup Appliance AfZ i/ SR SHEEUT .

S & BRI NetBackup Appliance OS #EFEFIE WL FIFRE, filln.
» nscd - 247 DNS 3K LA/ D 7L DNS A 4RI CEL.
= cron
s syslog-ng
= klogd
« rpcd (NFS)
» rpc.idmapd
s rpc.mountd
» rpc.statd

m  rpcbind

SCSP A G 1y HILY, #ifk SCSP YL AL REA 32 H 5w
BIE RGBS, A CARRRISZ (AR A R R AT P LA REfE T

EAMRGIER, PR R S50I005 1R L83 (il sbin ) BOERARSRD
EHE (B0 hosts ) &,

A B P TEEN RS, H100 nknod, modetl. link. mount %,
A% 11 A FH P N FHAR D B & 0 B, an

/advanceddisk, /cat. /disk. /usr/openv/kms. /opt/NBUAppliance/db/config/data
&
o

FR 24 P % root Mk AR, 1S LA 35 TLIK“ 7% Symantec Intrusion
GARNE (IPSYs
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%F NetBackup Appliance \{2#&ilI5k#& (IDS)

% F NetBackup Appliance N E#&ill%E k& (IDS)

ARIGIN R ST (1IDS) Sems 2 —FG i Hems, b SCSP AAHUA . IDS Mgt & —14>
R 55, Al Seit ML E R R G R O R, .

o JHPVESR . TR MO8 Sl
= Sudo %>

o JHPEI. HPMER . R
o USRS E

»  RGEH A S e

o T RS H SRS (R0 RGO RERCE ST 2R
Fe .l S GIER T SO ) BB

= NetBackup Ji5 g/ 1- RS

n  RRENAE H UNIX Rootkit SC/ H SRAHI . UNIX Worm SCHA/ B Sl B &
REEHAGI | ] SEAS R B oA 45 1 R e i

= maintenance. root 1 NetBackup CLI /1) NetBackup Appliance shell #:1E

= F %A NetBackup Appliance Shell 32551 NetBackup Appliance Web Console
?ﬁi;jj o

7= Symantec Intrusion &% (IPS)

RS 2.6.0.2 5% 3 & R A 19 NetBackup Appliance R8T i > “dp” K
i F elevate A4 iln] root MK/, WSR2 N elevate 4, N4 BRI T H
E .

SN .
Permission Denied !! Access to the root account requires

overriding the Symantec Intrusion Security Policy.

Please refer to the appliance security guide for

overriding instructions.

B R, AT Symantec Intrusion 2245 W LAEEGT root 1 7 4 1517)
PR AFUE, ANEUGHETHIRIE, MERESHE RGA TR I B R 55 =22
%O

EE: ArTLUMETA NetBackup CLI I F i 4217 NetBackup A4, TiJoHs 4 55 %
A, TS LA 30 TUAY“SCT 3R A P A £0 - 048 NetBackup CLI I,
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& 2= Symantec Intrusion £ K (IPS)

#a] DU P LT 33 7298 55 Symantec Intrusion 30,

R 4k TR R NE SR B R
B 22 AR RSB B8 AR ORI A 8 SR AT AL T 08 DRSS

&&= Symantec Intrusion 2R

I 51 B 755 ) NetBackup Appliance Shell i,

1
2 1547 Support > Maintenance fii% .
3

kA Maintenance Ik, 5B T T4, HAEWEIEE R ILED

NBAppl.Support > Maintenance
<!--Maintenance Mode--!>

maintenance’s password:

4  FEYEHPEE, AL T4 85 Symantec Intrusion %845 HS :
/opt/Symantec/scspagent/IPS/sisipsoverride.sh
WA R T HE

Symantec Critical Protection Policy Override

Agent Version: 5.2.9 (build 739)

Current Policy: NetBackup Appliance Prevention Policy, rl9
Policy Prevention: Enabled

Policy Override: Allowed

Override State: Not overridden

To override the policy and disable protection,

enter your login password.

Password:
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& 2= Symantec Intrusion £ K (IPS)

LPNNERE 2 A TN
AL K /s AR R0

Choose the type of override that you wish to perform:
1. Override Prevention except for Self Protection
2. Override Prevention Completely

Choice?

FA 1 BEERR A BRI Z MBI

R Symantec HIIUAEMH LD 1, #EHE “EB 17 R A5 NetBackup
Appliance Shell SEEFTER, TA VX SCSP AR TEMN .

B /R DU e

Choose the amount of time after which to automatically re-enable:
1. 15 minutes

2. 30 minutes

3. 1 hour

4. 2 hours

5. 4 hours

6. 8 hours

7. never
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E A A Symantec Intrusion & K

4RI Symantec SCRFR BT ARTE, MIARGENET (18]7)
B B RN

Enter a comment. Press Enter to continue.

Disabling the security policy for
debugging a Symantec
support case no - XYZ

FARISERE, AL N o
VAR B T R R DL R
Please wait while the policy is being overridden.

The policy was successfully overridden.

maintenance - !> elevate

TERIAERLIZANA V51R) root Mk = i#EAT e A PR R 17

i

%

O

LA 38 TU“E ¥ S Fl Symantec Intrusion 224 30E”

E# 5 A Symantec Intrusion ££& KB

ATRME LA T i B AR B A AR 425k (IPS),
EH B A Symantec Intrusion R£ R

1
2
3

DUVETH 51 B 535 5+ 3] NetBackup Appliance Shell 351,

:@?:I Support > Maintenance ﬁ/é\o

kA Maintenance k)7, iEisfTA a4, AR iR La6D

NBAppl.Support > Maintenance
<!--Maintenance Mode--!>

maintenance’s password:
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1 iy BT, A LT a4 LLEETE H Symantec Intrusion 22 450 -
/opt/Symantec/scspagent/IPS/sisipsoverride.sh
WK ERUTIHE:

Symantec Critical Protection Policy Override

Agent Version: 5.2.9 (build 739)

Current Policy: NetBackup Appliance Prevention Policy, rl9
Policy Prevention: Enabled

Policy Override: Allowed

Override State: Overriden

Overide Type: Prevention Overriden except for Self-Protection
Overide User: maintenance

Previous Comment: This is an example.

Auto re-enable in: 13 minutes, 31 seconds

Do you wish to:

1. Re-enable the Policy.

2. Extend the Override Time.
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#3EF SCSP =¥

5 HiA 1 EHEH Symantec Intrusion &4 50 .
WA ERUTHE:

Enter a comment. Press Enter to continue.
The policy is re-enabled.

6 HAMICIERE.
VAR FES FZ R R LR B .

Please wait while the policy is being re-enabled.

The policy was successfully re-enabled.

WS L5 35 BUAY“E 5 Symantec Intrusion %245 (IPS)”,

&HE SCSP &=

ATLUE ] “M#” > “SCSP HHME" 3 ¥#%F Symantec Critical System
Protection (SCSP) H .

PR H S B A IR DA s s T m g S, S H T S g L
THAIEE

o ] - BoREIE PR

o AB - BRI ERPE SR

o NE - BORFERRR I KB BEIR

o 7 - RORHERRAFR . SRR ID. SRAEARLL RV S TEAE R
o JEHE - R HAER N

o SRR - Do R AVRR IR TR

FEHILAR B SO AG R IR SCSP H ik
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&#EH SCSP =4
FEEMRAILR ik BRI
=R FEEMEG A, UEET s B, DUF IR T SR S G
WEALIEH RERMEmNE  IEAER.
=]

JEho

general CLISH message
Event source:

SYSLOG PID: 30315
Complete message:

May 21 06:58:55
nb-appliance
CLISH[30315]:

User admin

executed Return

A FEEER N WA B A D TRRASE RS P T A SETHE
WEARIER REBRENGE  *R EwmT o g, UHHEAT
B MR T R T RIIT .

successful SUDO to root
Event source: SYSLOG
[sudo facility]
Command: /bin/su From
Username: AppComm To
Username: root

Port: unknown

i
of

PR s e BN, DUR SR B TR RSN S,
FREL2 M Symantec Critical Wk BASHE 1P Ml YA S 4 .

System Protection 4bH ) %41 Inbound iy I lowed £

VE RN, et s nbound connection allowe rom
%i?gﬁ;ﬁﬁ%aigﬂﬁg <IPaddress> to local address.
SRR TR IE RS AT T

SRR . AR R 2 S

A ARG 2R, MR,

Al L AR S S FH R )

R R



NetBackup Appliance NEFFIPFAINERIN RS | 42

EATFERAEZEERA SCSP Rip
FEEMRASER ik FHRHI
5E FEF PR CTRET IR B0, DU SR B R A A

W sk, o P
T GO ERE/D General luser message

Event source:SYSLOG Complete

message:

Feb 5 21:57 luser Unauthorized

user by luser

Denying access to system.

~E FPEE R CTEE” e B, DU SHEA B TN LIRS
FORT e AT R TRk E RN 1B I P
IE AT Bl n) &

Group Membership for "groupl"
CHANGED from 'adminl' to
'admin2'

B A& SCSP #it HEMWEL(EE, 5% (Symantec NetBackup 52xx
Appliance BHLER ) i) “M43R” > “SCSP E4” #47

ﬁ?@%’ﬁ&f’ﬁ%?ﬁ Hik (40 syslog) FiEA NetBackup Appliance HEREE., 15255
= JL;EE' 49 ﬂ—l H’J“?&?iii E[ IL;\I,fq:”O

X TEREZERICH SCSP &7

TEARZ AR A2 T B TR fiE SCSP {44, AR 2 miz 2/ E NetBackup
Appliance FJERIME, TEAEZ AT, AHHSNE SCSP iRk 455 B al {4 &
FEXTHHITH . SCSP ARIRN Tissth, BFER st fii ] NetBackup Appliance
4P ARSI R W 1 A A T ORAP I A%

HE: SRR 2 NetBackup Appliance fME— BT 231 F 8 R &M & 58, 2
W A2

NetBackup Appliance Web Console [ “M#1EE" > “SCSP H4" T HT X}
WA LTI, DA AR 1G5, K 4-1 UL T JEsz i
S«
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KT EAZEERK SCSP Rp

4T IFZ 4515308 SCSP i

NetBackup Appliance

NetBackup Appliance

Hardware SCSP Events

Symantec NetBackup Appliance

e ——

Page 1 of1

Web

">“SCSP

NetBackup Appliance IPS DS

SCSP

SCSP

Monitor Symantec Critical System Protection (SCSP) events

Use this page to monitor SCSP Intrusion Detection and Intrusion Prevention events

Filter Logs ~ Showing logs for the last & hours,
Eventld  Date and Tme Event Type Severtty Message Detalls
4361 2014041402735 UTC  WTMP/ETMP Warning Failed Login Session id: 128160 Process Name: unknown Usernarme: root Port: ssh:... 3
4362 201404-14024735UTC  WTMP/BTMP Warning Failed Login Session id: 129160 Process Name: unknown Usernarme: root Port: ssh:... 3
Web 4363 2014.0414024735UTC  WIMPIBTIP Warning Falle Login Session : 129160 Process Name: Unknown Userame: oot Port: ssh:.. 3
Shell 4384 2014-04-140223:34 UTC  WTMP/BTMP Waming Falled Login Session d: 130534 Process Name: unknown Usemame: root Port: sshr. 33
4365 201404-14022334UTC  WTMP/BTMP Warning Failed Login Session id: 130534 Process Name: unknown Usernarme: root Port: ssh:... 3
4366 2014-04-14 02:23:34 UTC WTMP/BTMP Warning Failed Login Session id: 130534 Process Name: unknown Username: root Port: ssh:... (31
4367 2014-04-14 02:29:41 UTC WTMP/BTMP Warning Falled Login Session id: 546 Process Name: unknown Usemname: root Port: sshinott... 3
4368 2014041402941 UTC  WTMP/BTMP Warning Failed Login Session id: 545 Process Name: unknown Usemame: foot Port: sshinott.. 3
4369 2014-04-14022941 UTC  WTMP/BTMP Warning Falled Login Session id: 546 Process Name: unknown Usemame: foot Port: sshinott.. 33
4370 2014-04-14 02:29:41 UTC WTMP/BTMP Warning Failed Login Session id: 545 Process Name: unknown Usemame: root Port: sshinott... 3
4371 201404-140229:41 UTG  WTMP/ETMP Warning Failed Login Session id: 545 Process Name: unknown Usemame: root Port: sshnott... 3
a2 2014-04-14022941 UTC  WTMP/BTMP Warning Falled Login Session id: 545 Process Name: unknown Usemame: foot Port: sshinott.. 33
4373 2014-04-14 03:47:30 UTC SysLog Notice. successful login Event source: SYSLOG [sshd facility(ssh2)] PID: 13051 To Userna =]
4374 201404-14034730UTC  Syslog Major general CLISH message Event source: SYSLOG PID: 13091 Complete message: A... 3

Current Log Retention: 30 Days Set Log Retention

SCSP

SCSP KEiRE

A NetBackup Appliance i4s 2.6.0.2 K& ¥ A, SCSP hfi4s 5.2.8 (2012 4F
6 H ) ¥ )y SCSP A 5.2.9 MP3 (20134E 7 ) il sch L) A NetBackup

Appliance IPS Fil IDS 5%,

X TEHZEEZRY SCSP R

f,ﬁ»

K

T NN

WP s EH RN
T A S

FREUT, S SCSP RS54 T T 5% 45 L) SCSP U718 {5 % H:
PEATAS IR, AN SCSP RS i F4& L &
Web Console T #; SCSP 554 (e ObE R4y )

B, AT LI NetBackup Appliance

Pl B Aok, (U

SCSP Wi SCSP & i sz ftizt, K 4-2 i
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4-2 TR SCSP i

X FEAREENXE SCSP RiP

SCSP

NetBackup Appliance SCSP -

NetBackup Appliance SCSP
SCSP

SCSP

S

SCSP

SCSP

SCSP NetBackup Appliance SCSP
5
SCSP
=
SCSP SCSP
« »54gCSP “« "SUGCSP "> SCSP
SCSP
SCSP
IPS IDS SCSP
NetBackup Appliance SCsP
SCSP IPS IDS
NetBackup Appliance
fFAZEEAHRLS

o EEpRRAEER A TR RO A BRI MO,
w  flJH— SCSP g5 ezl & e 2 Mt iy e rp U A B

o RIS H AR IIRE
o OANERL, Rl RIS E RS B IR 5

= fE Symantec F:£k 93l 9 NetBackup Appliance IPS #il IDS 5% LIS

TR O R

= 1M NetBackup Appliance Web Console B T %k SCSP IR 45 #% fida il & 14

2
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KT EAZEERK SCSP Rp

T# AT L3 SCSP fR&EzFfEH &

TR T AN “SCSP F4” bl 2 SCSP fIRsFas AEdil 5

T# SCSP IRFRfi=HI&

1 %37 NetBackup Appliance Web Console,

2 il U5 > “SCSP EH” .

3 B R “SCSP EM” WU, K RTER X 6 /NI H L A &

4 M\ “Symantec Critical System Protection &%~ #i/r71, f§ifH] “SCSP ARk
S|/ HE” FiHz T SCSP g5 # sl £ 1 R P4
scsp_server 5.2.9 MP3 EN.zip UK FEBIER A S,

5 U scsp server 5.2.9 MP3 EN.zip XHFHFAINE .
scsp server 5.2.9 MP3 EN > SCSPInstall {3, Hh@&LRITHA:

» server.exe - fITFEERIAMITEYL 4% Symantec Critical System
Protectlon Management Server 5.2.9,

R SRR, DASBIETEA L L 4% Symantec Critical System
Protectlon Management Server 5.2.9, XT%%% SCSP mlﬁﬁ&%%ﬁﬂﬁﬁé
HHE., 2 ( Symantec Critical System Protection 5.2.9 “Z22%3554 )
Téknﬁﬁﬁﬁﬁ 46T, 155 % DOC5944,

m console.exe - T %%% Symantec Critical System Protection & B4z il 4 .
ZaEmp R, DI IR RE IR & . G T 4% SCSP A
MIUEZIEE, i2 0 ( Symantec Critical System Protection 5.2.9 ‘%% 45
M) o ETRERBTIEHSER, i§5% DOC5944,

15 L5 45 TUH“T 2k NetBackup Appliance IPS #il IDS 3",

THZ LA 43 BURY O T HIZ 400 SCSP iy,

\

N

T#k NetBackup Appliance IPS #1 IDS % #&

PIT AT A “SCSP {4 i T3 NetBackup Appliance IPS S
IDS %M

T3 NetBackup Appliance IPS 1 IDS R H:
1 %% NetBackup Appliance Web Console,
2 il M5 > “SCSP HH”
Wk s “SCSP HJM” Uil K nfeid £ 6 /M NRIH R HAE,


http://www.symantec.com/business/support/index?page=content&id=DOC5944
http://www.symantec.com/business/support/index?page=content&id=DOC5944
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X TFEMAZEREXH SCSP &Rip

3 A “Symantec Critical System Protection %" ¥4+, ffiH] “NetBackup
Appliance IPS 71 IDS $REE” #f42 N RZIN T SCSP RS54 15
scspPolicies.zip SCIFHE N EENEMA I

4 P scsppolicies.zip SXAEHHINZ.

SCSPPolicies.zip SCHALE T FI RIS TR 4E SO

m NetBackup Appliance Detection Policy.zip- 7 IDS $KMG. IR
J& “HR7 DS, AT AREE, HATEOGER IR R B R
fiiiti .

m NetBackup Appliance Prevention Policy.zip—@/a'\ IPS % R
WE—A> “NIER” IPS, AT LATERRAE RGN R BRI AT D R IBUH
ZHTE BB X AT

ER: XSRS B R A FR AR, JF BT DR AR S A T
“IE4=” > “SCSP H4” T+ SCSP Management Server 5.2.9 jit
TTIEFE

5 M “SCSP E#4” WY “E#:E SCSP ARE " ¥4y, MHdh & . X
L REN S NetBackup Appliance %423 SCSP Ik 454 L0 IDS %u IPS %
mé}o HS LA 46 TUAY“%ER:S) SCSP R4 4%,

6 B PEEH 4855 Symantec Critical System Protection Management
Server5.2.9, %4514 NetBackup Appliance J:17 ] IDS 504 Fl IPS W%
KTFAEFRET 2 A E SCSP ks thiite (i, 15 % (Symantec
Critical System Protection & FRAIZ 2445/ )

Z: WL 47 Jiry“N FH NetBackup Appliance IPS #1 IDS %",

L. VIR T2 IPS 1 IDS SRl , SXJ)5 PR+ NetBackup Appliance
PR ZR SCSP IRF5 45 o WA AR FHIL SRS (R 00 T 15 a8 42 22 SCSP
MR55 4%, WKL TAZ YR

1S ILER 45 TR T 2T %3¢ SCSP RS54 Al 67,
IS 43 TR T 28X SCSP .

E$EE| SCSP AR5 =5

PINEBA4 T faT A “SCSP 4" nii% 45| SCSP Ik 55 %%
“SCSPHM" Tl R TiEHS| SCSP 55 #xii “% 42| SCSP REEH" 1.
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KT EAZEERK SCSP Rp

EIES| SCSP R
1 &3%3] NetBackup Appliance Web Console,

2 iy “MAHZE” > “SCSP WIZBE” .
g Bs “SCSP B Ui, KRk 6 /IR H A H &,
3 il ERET HRANEHER) SCSP RS
WK B “ZEEE] SCSP 528" XHEHE.
4 tE “ENRBNPT FEPii A SCSP RS2 — A SE AT 3L FHLA P Hudik
St “iwO” FErhii A SCSP s i 15

EE: WRAEMILEDEAREES, WIGEA SCSP k54, LI
T AR A B S A A S g i — AN e R R B E T

6 i N ETHEMWIEER" Ak, LI SCSP s 2l sl FH 5
B e .

WA R IET TR B o
7l CEERRER” IR,
Bk R “BMAIER" HE.
¥
8 kf REMFIEBRME" et S AAM SO P IEB R0 E
9 iy ERET MR SCSP s
WA S SCSP k55 it WL TN E :
B R IIEE R SCSP RS,
Z: WA 43 U O Tl 2 #5510 SCSP
152 ILE 45 TUAY“ T %k NetBackup Appliance IPS #i1 IDS %%,
HS L 45 TU N 400 2% SCSP RSG5 a FidEiil 57,

K F3 NetBackup Appliance IPS #1 IDS R &

Al LL{gi ] NetBackup Appliance Web Console T % NetBackup Appliance IPS #il
IDS %, ZAfTH] SCSP A5 FRAE ] £ I FHIX LLems , T LA N /.
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4 IPS 1 IDS kMR B F NetBackup Appliance {¢IBak4A

1

2
3
4

A PR 5 %Sk B 51 SCSP k55 % o

BRI G, Bl R .

15 “REE” R, b CRERT s R .

T “HREE” UUM LAY R Bh, SR T4 NetBackup Appliance

Detection Policy.zip #ll NetBackup Appliance Prevention Policy.zipe
7] LM NetBackup Appliance Web Console F[#) “M#188” > “SCSP H4”
VU T #aXLeiRmg . WS LA 45 TU N 4% NetBackup Appliance IPS #1 IDS
WL

15 “REET DU L, SRR IR, SRR N R R

& N R NE DU 4R B AT S A I B b s I T AR 4 (R SR
2%} %%ﬁﬁk?ihﬂ IR G TR, M NetBackup Appliance Web
Console 5 A NetBackup Appliance 5% A] v FF NetBackup Appliance
2.6.0.2 WA S 5 i WA o

12 BT sl CRIERT BRORE VA . ZLEPRCRERINLZIN R, R
IRBRRCII AL BT HeEms B

TIAERLZAE— D IUH (SCSP i) FAEEDE A A & B i,
AR WM VIR LA R AT AT I HABE S IR 2 E R, S0

{ Symantec Critical System Protection 5.2.9 & F5R ) Hiy “BRIFEH" —
e
TS ILE 43 BURY G T 248y SCSP {4,

5 BUW“ 2] %%¢ SCSP RSG5 aa Mzl 57,
6 TUM i H3 SCSP RS #4"s

it
\\»
5”&
E N

48
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X 1%

ARETELLE T A

KT A3 H S

P WO H A S 5

1§ Support fir&-# A H & Serk

{811 Browse 42 4% NetBackup Appliance H & 3Cf):

@1 Datacollect Ay 2 WAE B # H 7%

KTREAEXH

YAREAE T 0] BRI B B TR R HERR Y, AR BE A M E RS E .
NetBackup Appliance RESSHHAR S/ . BKfF . REFPEREAHSCHIEIE . X H &
SO RIS MAVATIE T T4 . R AEAEATA A (WKL E B8 . iR EE )
ML RAB A ) AR, X [ RSO TE R E A H b, AR LR

HEATVIIR] :
51 B TRk i) A A i g H AR
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NetBackup Appliance B &34

B

XTFREAEXH

BIEuE..

fEA..

WEMAE..

NetBackup Appliance Web
Console

u] Ui Ff] NetBackup Appliance
Web Console #11%) “Uf&EBEX
7 10 SR IREE H S

Z L5 51 TSI SC Tl fcdle
H RS

“NetBackup & il H "
T.H (nbcplogs) BIEERY
EI —l—:
w&HE (EiEETH
e A&
PERGH &

540 iR 55 15 2 E
B3t (MSDP) A< T A
Hik

5 NetBackup Appliance
Web Console 51 AT fy
HiE&

4% NetBackup FI#fE
RS E R
BTG & H &

NetBackup Appliance Web
Console

Al LUdi i NetBackup Appliance
Web Console H11y “M

MW" > “SCSP HIZME" Hf#i

R HE A, 152
LER 40 TUHY -7 SCSP Fif”,

NetBackup Appliance 1 1%
H &

NetBackup Appliance
Shell 5.

" LE Main > Support >
Logs > Browse fy& 4TI

LOGROOT/ > #E/R" 4RI LA i

i 1s Ml cd MAA A0 PRIEE & H A&
H SR AREAS Fl H 3

S WA 52 T ffiH Support
A A H RS,

NetBackup Appliance Bt
HHE

NetBackup H ki, & H
HE K openv B
rh U % NetBackup H
NetBackup Appliance 13
fEZR S (OS) L Hik
NetBackup &# Web F
J 3L H 51 NetBackup
Web k%% H &
NetBackup 52xx
Appliance 54 H &

50
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XFERAMEREXH WS

BRuE. . fEH... WEMAS..
NetBackup Appliance A PMfiH Main > Support > | NetBackup Appliance 4i—H
Shell 35 Logs > VxLogView Module |i:

ModuleName fii21/ila)

NetBackup Appliance VxUL (4t -
n

—) Hiko BT Main

> Support > Share Open fif "

A M HEIB . R VUL
Hio

All
CallHome
Checkpoint
s Commands
s Common

s Config

m CrossHost
m Database
m Hardware
s HWMonitor
m Network

s RAID

m Seeding

m SelfTest
m Storage

m  SWUpdate

m Trace

NetBackup Appliance
Shell 3z

AT LU#FH Main > Support >

DataCollect AT EEFEHIR % i

Hio

&5 54 TR 8T
Datacollect fir &Y 4E ¥ 4 H &

NetBackup 5xxx ##i#% £ H

N

NetBackup-Java Jii 25

R NetBackup-Java i JHFEF H
BRIRIFE, D] DAGE FHASTS v

ARG R SRR R e AR
B

GO

5 NetBackup-Java i f%
FPARCY H A&

XTEM "WEBEXH" %

A] LA NetBackup Appliance Web Console F) “UgE B & [0 M &IL
SR, iz T, AT I NetBackup . #54. #RYERSE. PureDisk,

GUI., NBSU ( NetBackup 4352 2% ) .

ff )\ 52x0 Appliance Y A 30

A H SO, AR T R R R R L T RS 3
F| Symantec ¥ F. fAREFEHITHOHFEE,

DataCollect 2 [R| 2 A1 ) H &34
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{# [/ Support f & &EEF BEXH

ijﬁzé—%y—ll_‘% 49 i H"J“?@ZFQIE H AL;\I’{L-F”O

{£ A Support s L EHFHEXH

AT LME LI A H S AR
Em Support > Logs > Browse ﬁ%ﬁ%ﬂfg

1

LA NetBackup Appliance Shell S {di ] Main Menu > Support > Logs,
SRIGIBAT Browse 4, #EAWIMERI, BLAPEF L LocrooT/ > FERFF

ZRaks LT B & ESE, W tocroor/> FRAF FHEA 1s.

FAFATAT H & H SRR B &30, B ca frd-k B St o 8k
FHEH . R EN D SR EITER H . i, Rk B s
S cur B, MR RN LOGROOT/GUI />, FEMERRAF T, 1A LU
i 1s 4 IEsR cur HEH SRR B &30,

BAE A, BT less <FILE> Bf tail <FILE> ii%. Ui <F1LE>
Kebric, BRI <p1r> SRR

12 WA 53 T AY“fliFH] Browse fir&#t & NetBackup Appliance H i34,
f [ support > Logs & &E NetBackup Appliance 4i— (VxUL) B&

1

2

{fiff] support > Logs > VXLogView fir>#r& NetBackup Appliance 4i—
(VxUL) H3&, 7€ Shell SEHHETAMA, JFATHEIZ — .

m Logs VXLogView JobID job id
T R E TAE ID /YR B

m Logs VXLogView Minutes minutes ago
FHT R i Be A5 2

m Logs VXLogView Module module name
T SR FE RS E S . TS FREI4E: A11. callHome,
Checkpoint, Common., Config, Database., Hardware., HWMonitor,
Network, RAID, Seeding. SelfTest. Storage. SWUpdate. Commands.
CrossHost 5Fﬂ Traceo
AT SR FrE i R 5 S . AT AR E4E: A1l callHome,
Checkpoint., Common., Config., Database. FTMS. Hardware.
HWMonitor., Network, RAID, Seeding. SelfTest. Storage. SWUpdate.

Commands, CrossHost *ﬂ Traceo

WL, AILUM#I] Main > Support > Share Open fFAE MG —HE, f#i
Pt s . M A&,
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{# [/ Browse #4&# NetBackup Appliance B &34k

#3: NetBackup Appliance %i— H i 5 NetBackup 4i— H AR, #1 nopem
5% nbim. NetBackup Appliance & [ C H%i— H &4, %4&(% NetBackup 4i—H
A, HRE H B2 IR%EE NetBackup,

AT MEF Main Menu > Support > Logs ArAHATIA FHAE
o ¥ H SO 33 Symantec FR T

o B HER

o ST CIFS Al NFS 46732

& NetBackup Appliance VxUL H &EAF# cron VEME B HUEAE S5 A4, 1LAh,
HaEMgE g A, HHESHHBRASE D RE N 50,

AR A F iR E2(E R, 5% (NetBackup Appliance 45445
M) e

VEJ = JI_II_»/;F} 49 ny H’J“ﬂéﬁ:ﬁklﬂ E[ I )L#F”o

£ Browse < &k NetBackup Appliance HE&
1%

2 5-2 AL TR LUMEi ] support > Logs > Browse 3 iI0AY H G H & H R/

(A
xR 52 NetBackup Appliance B4 E
NetBackup Appliance A& BEXHAE
NetBackup Appliance [it & H i <DIR> APPLIANCE
config nb factory.log
NetBackup Appliance A& <DIR> APPLIANCE
selftest report
NetBackup Appliance FHLHEH H & <DIR> APPLIANCE

hostchange.log

NetBackup Hi&, HEHE HELIK openv | <DIR> NBU

5 A1k &
Hotr i NetBackup H i m  <DIR> netbackup

m <DIR> openv

m <DIR> volmgr
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i@id Datacollect S WEIREAE

NetBackup Appliance A& BEXHALE

NetBackup Appliance #:/E &%t (OS) %% H | <DIR> 0S

= boot . log
boot.msg

boot.omsg

messages

NetBackup =& £z Bk (PDDE) Bl & A

Hi&

<DIR> PD

pdde-config.log

NetBackup & HE Web F /7 Fifi H 251
NetBackup Web fIR45#% H &

<DIR> WEBGUI

m <DIR> gui

m <DIR> webserver

NetBackup ¥ 115& H &

/tmp/DataCollect.zip

T LM#E Main > Support > Logs >
Share Open fird¥f DataCollect.zip &
TR AR oSO

TSI 49 BURYSCT AL H S

13T Datacollect s & W EIZFHE

" DMH Main > support Shell 3EEAHIY patacollect My NS HE, ATLL
Fl Symantec A AT X 868 5 H s, LARB S IS4 a8,

Pi7E, DataCollect firA R FAFEZR S . IPMI FIFEGE H S —EIEL T .

o BAMETFHE

» Veritas U RS H &
o AR H K

= CPUfEE

w BEREPEREH K
 AFEE

o FEFHE R
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@it Datacollect e LYW EREDE

7 F45 B NetBackup Appliance Shell 8.,

@it Datacollect & WEREZRE
1
2 JTJF Support 3284, ZFTIF Support 3288, iEMHHLL Fand:

Main > Support

B2 s SR T A 55 .
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@it Datacollect e LYW EREDE

3 MiA patacollect il LINAETAERAS Hik,
WSREh LT R

appliancel23.Support > DataCollect
Gathering release information
Gathering dmidecode logs
Gathering ipmitool sel list logs
Gathering fwtermlog logs
Gathering AdpEventLog logs
Gathering smartctl logs
Gathering disk performance logs
Gathering ipmiutil command output
Gathering cpu information
Gathering memory information
Gathering sdr logs

Gathering adpallinfo logs
Gathering encinfo logs

Gathering cfgdsply logs
Gathering ldpdinfo logs
Gathering pdlist logs

Gathering fru logs

Gathering adpbbucmd logs
Gathering os logs

Gathering adpalilog logs
Gathering dfinfo logs

Gathering vxprint logs

Gathering Test Hardware logs

Gathering patch logs

All logs have been collected in /tmp/DataCollect.zip

Log file can be collected from the appliance shared folder
- \\appliancel23\1logs\APPLIANCE

Share can be opened using Main->Support->Logs->Share Open

End of DataCollect

All logs have been collected in /tmp/DataCollect.zip

WG AE /tmp/DataCollect . zip XA HAE B4 H

4 fﬁfﬁ Main > Support > Logs > Share Open /ﬁé\)]%l DataCollect.zip ’E—Fﬁﬂ

FAH SO
5 ALY patacollect.zip XA E] Symantec SCRFFAIBN, LUE AR,
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XTRIERZERE
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w RS REERR TG, %6 DIERES T SRR 4 & AT
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2 0L 59 TS HY NetBackup Appliance 2225 i i A E R G411
i%f}ﬂl’éﬁ 86 1Y% i M\ NetBackup Appliance I HE1E R S840,

» JET SCSP WARBFIIRE, ZIhRei L b B b G IR AT A R 58
PEIIE TSR ARAE R G L Oy AR, NI PRIE T R GEH SE Bk

o BT IA AT AR X NetBackup Appliance #EATH ML . 8% &
BB =N H SR — NP A, A S SR E RGeS AN
tomcat/openssl/java %55 = BT 2 E# . WRAERRATT 2 1]
(25 R4 T LAl , IEBKR Symantec FRELE FIAG DL 4

o R TEAERGENGEP G, RE IR S AR B R G i — AP
JIE T NetBackup Appliance #1548 Lk Gt 78 12 42 i .
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o MBREREEHT T AR R 4 AR 55 K
HZILE 60 SU E A MRS Ik

» NetBackup Appliance 4 T 1] I NAZ S UURIP IR 445 E R G 5521 4l DoS
Q?ﬁ(fﬁo sysctl lﬁﬁ net.ipvé4.tcp syncookies Eﬂﬁbﬂiﬂ /etc/sysctl.conf
fid & S LLSZE TCP Syncookie,

s ST ADEN runlevel iS5, WREAERSH A runlevels i MAz1T 1Ak
%, WARVFERSE FPUTHE T/,

s 27T FTP. telnet l rlogin (rsh),
n [REINE ssh. scp Fll sttps

= JE;L‘—D{% AllowTcpForwarding no $ﬂ X11lForwarding no (?J@j][]@]
/etc/ssh/sshd_config, MIMZEH T X SSH 1Y TCP #4 % .

n  UMASKAETE T B A SR SRR . BT E T AN BOATRBEZA B A S0
HIALRR . BAR KR40 UNIX RS9 UMASK AYERIA(ESZ 022, {H NetBackup
Appliance ) UMASK &0 077,

» JHFEIMERE T NetBackup Appliance HHHE S i 42y Al 5 ASCIFRIRLR

» FRIFEL T NetBackup Appliance HHHEI T A JISL I FIANE TAE ] A SC
PERTH SEAIALFR o

5| NetBackup Appliance ZEEh = RFIRIER S
A

% 6-1 51! T i NetBackup Appliance — 4238 i FA R S FE R G AL I
Symantec 7= i ;

*x 6-1 F& NetBackup Appliance &3t/ Symantec F=RINIRIER G A

FaAiRMERGAN 3

i

Symantec Storage Foundation (47 |6
FERRE MR I RE DAL )

Symantec Critical System Protection | SCSP {{#f 5.2.9 MP3

NetBackup 7.6.X.x

NetBackup Appliance Web Console 2.6.x.x

NetBackup Appliance Shell 5. 2.6.X.X

TP AR 22
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EXAMRSKP

FRARMERGAM

3

Symantec $2{Lf Linux RS0

SUSE Linux Enterprise Server (#2244 T #l
Service Pack 1 11SP1)

WAN /et

2.6.16.60-0.101.1

THZ UL 58 B K THRERG LA

S AR AR Sk A

T AR 55K B 4:7F NetBackup Appliance 15:/E R Gi 28 .

Batch jobs daemon

bin

daemon

DHCP server daemon

FTP account

User for haldaemon

User for OpenLDAP

Mailer daemon

Manual pages viewer

User for D-BUS

Name server daemon

News system

nobody

NTP daemon

PolicyKit

Postfix Daemon

SSH daemon

Novell Customer Center User
UNIX-to-UNIX CoPy system
wwwrun WWW daemon Apache

NBE Web service ntbecmlpi
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S AR IHL I AT 9 k%% NetBackup Appliance FAEEIHLES B 1517] o
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NetBackup Appliance i {76 217413 s 85 2 B MM Bk . (MSDP) H (1) T 444y
BRI HIER TR R (CRC) B4 ThRC . AEd T 55 SR TR
CRC &2 30 S IR AR A F AT e, DTRG0 58 i M o v 2 547
AT AR TR EAY B s

I A AR SR BB A B 1L T X HEE R A R AL

AL P Al NetBackup 2 RS 1 ] 32400
S ILE 60 SU E A MRS ik
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o A EERTIEE, A HTTPS YrsURsEG 1 443 #4823 Symantec AutoSupport
JIR %5 B UL FABRE PR RGPS E . Symantec SCHEFAT A5 B AT B 4T
fllnliE, {5 EAE Symantec & EH LR 90 X, Z A iiERR.
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o KA SR A

» BEERERS

o BAHRAE

= NetBackup ¥ff:

n  ERSEF LARGEN R E
w IESHCE

» LDAPFLE (GRAATE)
n OUAEIERE

w  AEATSEET N A IE MR T

B A (BN NetBackup H 3% . KMS 4 o NBAC i) ) 7]
e BTSN E

NetBackup Appliance A% A A0 N B G I 2ih 24, Bk HTTP (Web
M%) Uisls AR IRAE AR TR 430851247, Symantec B
NetBackup EHLZ[EFHE VPN (BIIEL ML ) ffder 2, #lin IPSec,

X THREE RS

NetBackup Appliance H1(1) “BEEZHARMBRM” fAETRAET LU T SR e R L
TP S A -

X 54 75 55 5 B A BR it v B £% 40 SHE $ 48 i 1700 B9 B8 iE
Al W] BT BRI 1 B A MR B SRR iT A S R BEEA T IE . AR
AR BRI R ) AR 5 NetBackup 1] & BUmE#E4R 5 Ul ( “NetBackup
FEEHE” > W > “MERE” ) EAAEERN .
?ggé?%%ﬁﬁﬁﬂﬂﬂﬁ?r&ﬁh i) & B BRI SR TR TR

e H B ER b T 235 s VL BT A X4 CRC (. Ja iRty
LR CRC 254 AR IR A 0 Bt A 2 B SO F FLAT LI 2 ik I . 4L
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PRI T2 A AR HORH AT IR EE Mt ARAIR 2 KBRS, B LA R
SR I B P AL A

KTFHIES 2L
B R — A oK, AR FETR SN B ST ng S . Blin, ¥4
GO 3 S0 8 AU B B 4 PRI 3 S R At HE i JE D19 . NetBackup
Appliance 3715 NetBackup #HRIFIEdE /23R M.

NetBackup “¥#fs328" JEHEFE E T A& I A A dn RO I 194325, i,
BG4 SR 25 03 DI 1) 5 4 9 B B 43 A7t BT

NetBackup 2L ERIAEHR /325 .

» &

WA

R PR TR, (U ZORE 6 10 5 AL G dn S SRS IS . neRAN R “ &
HIESE” |, MRS “RIETEAE” vIRD Do i e s, nsRuess 1 dE
oy, MIZHIZr2E 1D FRic SRms B B E i AT e fg

% FHEME
NetBackup Appliance #{HLLT % 7 ik S A4 2 Kt An o FH v At 858 -
w DU S ELAE 2 el i AL T EE o T8 R S0 RN & ] BT A7 X e
B A sk T5, %R ATE NetBackup Appliance A T4 51 k¥
28 FLRB ARG R AR B il T P (R B8

» 1E MSDP Hi{flt blowfish 128 {i i i H A vl HME— 2T &2, Wi
if— AR APk

» R A NetBackup Z4HE HERSS (KMS) (5 NetBackup Enterprise Server
7A R N TES IR 64 TUKMS SR

» 3 NetBackup Access Control (NBAC) ZhAE, %IhAEK: NetBackup Product
Authentication #1 NetBackup Product Authorization 4 31%] 7 NetBackup
Appliance TR%5#5H .

KMS 3

NetBackup Appliance 37351 NetBackup #4& HR S (KMS) & HAIMSS, T
NetBackup 4% IR 5 T 42 H.7F NetBackup Enterprise Server 7.1 1, Fit k&
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KT HEME

IR 55 %8 AR IR 45 %5 19 2.6 B = AR 1 NetBackup Appliance 3 KMS, £ 4%
FMeg5 % LK KMS fE——h SR e S A Ui i 25 41

KMS B LU SR .
»  CHRHYNYVFATIE,
s RTINS AR BIRS

» S ZEEE S 5 — NetBackup Appliance SR 4% HAE b &
R 45 Fitb A TR L

w I TA0 FRvfE (U0 LTO4 5 LTOS ) 45 @G S Sl 45 1 X PR B B 25 B
o HAGH LT BB N
o AT E R N DI RE R R R

» A1 NetBackup CLI 53 51 i ] NetBackup Appliance Shell 385l KMS 4>
758 (CLI) HEAT4 3,

EB: EMAMET 2.6 19 NetBackup Appliance 11, HA 41848 it R it 1A iR 45 e
B A S RE KMS, TR R4 32 M55 #8 A R 3% 4231 NetBackup Appliance %
FEPLKMS,

% F KMS T A i) %5A

KMS $ T A= il 0l H sl s8] . 36 7-150H T 5 KMS SRR & 2 4 AH
A7 BB S

R 71 KMS 34

KMS 3 | g E
#

WG | MO BT KMS SO, HAALEHUR NS %5, | /usr/cpenv/kns/do/RS_TRTA.dat
E/

FHLES | TS AES 256 fi# 547 KMS_DATA. dat | /usr/cpenv/kis/key/KVE HVKF.dat
# WSO I

WA | A AES 256 I 154 KMS_DATA.dat | /usr/openv/ks/key/KVB KPKF.cat
" WY RAE RSP . BT, T
LRI — SR B
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AT LA T A1) R

= %T NetBackup Appliance Web Console %4> 8
= KT SSLIAIE

» S =7 SSL ik

% F NetBackup Appliance Web Console &£ E #

1E v2.6.x.x 17, NetBackup Appliance Web Console 587 A48 DL F S0 f

Tomcat kR 6.0.37

NetBackup Appliance {4 v2.6 €17 T H A Tomcat iii4s 6.0.37 DI HERE
IERE e 4tk Tomeat M55 % Bl & B 1138 L % 7 AR ] Cookie i ot i
HUBTRRA Y Tomcat, RT3 0l FBS ol A (XSS) Blig, SRt A 231
2B =J7ilt#& Cookie.

Apache Struts 2.3.15.1

Apache Struts lIASE T £ 2.3.15.1, IWHEH O SEHNLELRABAET, #la
Web Al 55 i 3 58 Al 55 e oy R Py A S P TR B

Java fi& JRE 1.7

Java [ E# £ JRE 1.7 update 45, I SSHEMEF B H {0 & Oracle Java SE
1) 40 B A BAMET, K UAER T Java RS 408 .

HS UL 67 TUH“ET SSL AR,
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%F SSL IAGE

% F SSL IAIE

CEEERTRT S TEERR A Web [R5 25 MR LDAP IS5 w5 oA 1 il 55
v B R, fE B e e BT . BRE ek B AR A, B
#:1% NetBackup Appliance Web Console jia ] SSL, #RTHEEAEASIH AT SSL
WEPIH R B A& 1) Web IRE545
Symantec Product Authentication Service %17 H2:44 SSL {45, NetBackup
Appliance i JH] H 28 ZF 452 R G5 . T AL SSL i 240 B S vk 2
SHA1withRSA. T {IKHRE%HS (40 SSLv2 i Diffie-Hellman ) ¥/ 25
WAL LDAP PAM BB RE % B SSL iiE-, MIMZE NetBackup Appliance
LDAP PAM #iHeFl LDAP I 45 i 2 A1 HE 7 2 43 4

B=AHIEH

F0] LRSI SEIE S = uE 3k S Web IRS5 . #% 4 ffi F Java KeyStore
VR T IFEEE . Java KeyStore (JKS) J&— M2 iF BIEi#E, 5 SSLm
2% TS B BRI S A PIIE B —FE

EE: SO =PI AR Y PKCS (A% ARE ) HZEEURETAS L.
A KAEH] PKCS# 7 Hil PKCS# 12 prifits S sh = iEBRELE R, 20
{ Symantec NetBackup™ Appliance & BEFERI ) 19 “SCifisE =7 SSLIE” —77,

iHE W5 66 T AY“:T NetBackup Appliance Web Console #2455 7,

l:‘-l ‘/_ i — A »

SLffsE =75 SSL iEH
AT LA TS iR IR S 55 =7 iE 153 3678 Web IR 45 304, %451 [l Java KeyStore
VE R AE B IIFEEE . Java KeyStore (JKS) J&— 24 iF BIEiGE, 5 SSL
25 i TSP BBGE B e A SE B —RE . QR BSOS = iEds, WA FHE

2.

SEMEE =7 SSLIEH:

1 A Web [R5 14 keystore SCF, 1z B2 2R HAEY PKCS (A MFRIE )
KIS, TRNE T PKCS# 7 Fil PKCS# 12 FRufits =) 255§
PKCS #&3% HE & keystore

PKCS#7 ¢ X.509 &) LA T 511464z «
=5y https://knowledge.verisign.com/support/ssl-certificates-support/index.html
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SLHEE =7 SSLiIEH

PKCS #&= HE&F keystore 3§

PKCS#12 k&= 1 (AL Fard ¥ PEM #5209 x509 HiF 5 445 -y PKCS#
12.

openssl pkcsl2 export -in server.crt -inkey
server.key -out server.pl2 -name some-alias
-CAfile ca.crt -caname root

fi X openssl HIEMIFAIEL, H5%
http://www.openssl.org/.

R I PKCS #12 SO EIE RS, MRARRHZIC
PR P, T2 T NSO P RE 23 I8 325 5 |

2 R T A4 pkes12 Scid il Java Keystore :

keytool -importkeystore -deststorepass
changeit -destkeypass changeit -destkeystore
server.keystore -srckeystore server.pl2
-srcstoretype PKCS12 -srcstorepass some-

password -alias some-alias

AKX keytool JHEMITAMEE, H5%
http://docs.oracle.com/jjavase/6/docs/technotes/tools/solaris/keytool.html

fd LA 4 OGH] Web JIR55
/etc/init.d/nbappws stop

PG Y keystore SCHE R Y keystore U1, BRIASCHE4 2

/opt/SYMCnbappws/Security/keystore,

TERCE SR R BIME -

»  HR /opt/SYMCnbappws/config/server.xml HHJ keystoreFile Fl
keystorePass ﬁi%io

» B /opt/SYMCnbappws/webserver/conf/server.xml Y keystoreFile
N keystorePass WH o

[] EEEQ /opt/SYMCnbappws/bin/startgui.sh 4189

javax.net.ssl.trustStore Zill javax.net.ssl.trustStorePassword
WHE.
LI 62 ) 3 Web il 55 :

/etc/init.d/nbappws start
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Z a1 A HAbl (5 35 A IPsec,

IPsec “L47E P S AFEAEFIE A AVF R & EVLZEW IP @, FiR&HN
PR B TR&AES, ZESRAXSIER RS IPsec i, X £
SN BRI 2E AF BI04 . PRl X Se i 45Tk /2 B Versign CA &4T

Y x509 {E45 .

FEEET IPsec JHIE FI & ST AT S iER A

w  [fF X509 FE - TEIE 15 1Y FLIE

n RIFRAIEB 2SS IP X,

o SO TEDT SR L A A R

FEBE T BRAIEA R EHLEA TR . FUR R 58 1 A RE TG & A H IPsec
&1 IPsec it E

Al LI NetBackup Appliance Shell S LI R 4K & IPsec il :
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XF IPsec Bl E

we

filik

Network > Security

Configure

AT I i E AT A EHLZ AT IPsec, AT LA
FWAE L EYL drT Ui ™ ID AR 6L,

Network > Security
Delete

nl i Ik A A AR R S L — RS A SIS IPsec
Ko I FHILAY S A RS A — R B RE FEHUMBR
IPsec . AAM ARG FiY— RS EHMER IPsec
Semg . M8 Hosts A1) E L —AN B A THA . HHIEE
FaMREAFHLL -

Network > Security
Export

AT v 3 IPsec %4l . EnterPasswd FBAT
[P RS “REBEEWMNEZG?” | EBOAFEL P A
yes ¥ no, ItAh, AR E— KR, T LEK
HET SR E

FEE: IPsec B EEMPTFEPMER, B T
BRI ME—, WETERmR ) wigh, AT EG
BEE& I USB BKBh a8 AU f IPsec fE4E .

Network > Security
Import

a2 A IPsec i,

EnterPasswd FERHAFHZNE “BEEMANEZBE?” .
BRI B A yes B no, IKAN, MRS E
TRE U A GG B AT

Network > Security

Provision

A2 P AL R 48 1) — R A RE EHLE % IPsec
Sk i Hosts TEAEX—NHENENR. i
ESaMEENL,

Network > Security
(IPsec) > Refresh

il P A4 W] BTN E IPsec BCE . [Auto] BEIE e
TR 5 U ENL R ECE ., 0TI [Auto] TX
[NoAuto]. BRIMEA [NoAuto],

Network > Security > Show

A EHLE AR A EHLE R IPsec 5l . [ [Verbose] ]
BRI T SR AR, B30T LAFE L B AR
"N [VERBOSE] B}, [NoVERBOSE] ., ZRINME N
[NOVERBOSE], [[HostInfol] EIMFAIAEEMUTE
g2, WESHR, FHL4. HP ID (Wik) f#e (n]
)

Network > Security >

Unconfigure

i H 4 FTHOR AL 5 LA AY IPsec AL .
HostlInfo ZEFAMEEUTRER, MESHR. Il
. M ID (Flik) F® (Wik) o [Host2info] 7%
WO LM FENLA . P ID (Al ) AR (Rl )
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22 ssh AL CLI

80 HTTP HNEHE GUI

443 HTTPS HAEH GUI
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5900 KVM CLI¥ili], 1SO # CDROM F

SE )

623 KVM (A3, FTIFMAE)

7578 RMM CLI il
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7582 RMM KVM

5124 HTTPS CD ROM

5127 USB s
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+ NetBackup Integrated storage manager
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443 HTTPS T4k SCSP iEH
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