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NetBackup 7.6 Feature Briefing - Plug-in for VMware vCenter

Feature Description

VMware’s vSphere client interface provides complete administrative access to the vSphere virtual
machine environment. VMware has built into this vSphere interface the ability for 3" party vendors to
create functional plug-in. This integration point was developed so that partner vendors can provide
integration with their product directly into the vSphere client interface. vSphere administrators enjoy
the benefits of using a single interface to interact with multiple supporting 3™ party applications. With
the 7.6 release, NetBackup is introducing a powerful vSphere client plug-in that brings data protection

capabilities directly to the VMware administrator.

The NetBackup plug-in for VMware vCenter provides two levels of functionality to the VMware
administrator — comprehensive backup reporting and virtual machine image restores. Both of these
features are accessible via the standard NetBackup Backup Archive and Restore (BAR) interface. But the
VMware administrator is typically not familiar with this interface. NetBackup administrators are
hesitant to allow access to the BAR GUI as it also provides access to protected data not related to

VMware.

The NetBackup plug-in for VMware vCenter is designed to use the look and feel of the standard vSphere
client. To the VMware administrator, it is accessed like any other functionality within the vSphere client.
NetBackup reporting is context sensitive and virtual machine image restores use a simple, wizard based
process. All of this is done within the context of the vSphere interface that VMware administrators are

comfortable using.

Business Value

NetBackup can provide backup and restore access to the VMware administrator through standard
NetBackup interfaces. But the typical VMware administrator is not familiar with backup paradigms.
Much of the functionality that is available in the NetBackup interface is most likely confusing to a virtual
machine administrator. By creating a vSphere client plug-in designed specifically for VMware
environments, the VMware administrator can access only the information that is important to them and

in a format that they are comfortable with — the vSphere client.

This plug-in offloads tasks typically managed by the backup administrator. Information related to the

protection status of every VM can easily be accessed through the vSphere client. Virtual machine image
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restores can be processed by the VMware administrator as well. No need to ever contact the backup

administrator for these tasks. This intuitive plug-in provides access to only virtual machine backup
images. The VMware administrator can search for and select from any full or incremental backup image
to restore any protected virtual machine. The backup administrator is freed up to focus on other
activities. The backup administrator always has complete control of all backup resources. Access to

these functionalities and can be rescinded at any time.

Underlying Principles

The NetBackup Plug-in for VMware vCenter works within the vSphere client framework as defined by
VMware. No NetBackup software needs to be installed on the vCenter server. The plug-in operates
from a virtual appliance that is supplied and preconfigured by NetBackup. This appliance is deployed as

an OVF Template via the vSphere client.

Enabling the plug-in requires explicit permissions from both the vCenter and NetBackup servers. On the
NetBackup side, vCenter credentials must be provided to allow access and communication with the
vCenter system. Reporting is enabled through the “Post events to vCenter” attribute that is defined
within the NetBackup for VMware policy. Enabling virtual machine image restores requires that a
trusted SSL certificate be generated by the NetBackup master server and imported to the vCenter
server. Without this certificate, virtual machine image restores are not possible. This certificate can be

revoked at any time by the NetBackup master.

Once configured, access to NetBackup reporting and restores is achieved. At this point a NetBackup tab
is available within the vSphere client and context sensitive backup reporting is available. Backup

information can optionally be exported in either a CSV or XCEL format by the vSphere administrator.

Virtual machine image restores utilize this same basic framework. An easy to use wizard walks the user
through the entire image restore process using terminology familiar to the virtual machine
administrator. Entire virtual machine restores can be simply processed through a sequence of a few

mouse clicks. No specific operating system knowledge is required to restore any virtual machine.

Test Drive
Reporting. By clicking on a VMware object (e.g. ESXi host, cluster, virtual machine), a backup report that

is specific to that object can be accessed by selecting the “Symantec NetBackup” tab (Figure 1).
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Important backup information such as successful/failed backs is displayed. Backup history is also

available. Virtual machine specific information is also included such snapshot deletion status.
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Figure 1 — Backup Protection Summary

Clicking on the “Virtual Machines” section of the NetBackup tab (Figure 2) provides a tabular view of
virtual machine backup status. Sorting these backup events can be accomplished by clicking on any
column. For larger environments powerful filtering tools can be used to focus on specific virtual

machines.

Getting Started  Summary | Virtual Machines | Resource Allocation | Performance | Configuration | Tasks &Events | Alarms | Permissions | Maps | Storage Wiews gl

Last refreshed at: 3/17/2012 5:48:00 &AM (an hour ago) &
« Symantec NEtBaCkuPW Plugin Server: vspherevm
Summary | Virtual Machines | Events
View: |E\ackup Successful j Filter: |Name ﬂ contains |nfs Add | Clear All Backup Age: (EEIEEN
Total Count: 19 Exclude | Include I Exportw | Sort
Name Host / Cluster {Backup Status Last Successful Backup Backup Age (days) Policy Master | Consecutive Failures
B NFS_RHELS oigtesx | Backup Successful | 2/22/2012 3:51:46 PM 23 test2 Igsol1g- -
& NFS_SUSE1 oigtesx Backup Successful 2/23/2012 6:07:55 PM 22 test3 lgsol19- -
&) NFS_DFM_A oigtesx Backup Successful 3/13/2012 4:43:01 PM 3 newl hryp
& NFS_DFM_# oigtesx Backup Successful 3/13/2012 4:43:01 PM 3 newl hyp
@ NFS_DFM_4 oigtesx Backup Successful 3/13/2012 4:43:13 PM 3 newl hyp
B NFS_DFM_A oDigtesx Backup Successful 3/13/2012 4:43:23 PM 3 newl hyp
i NFS_DFM_# oigtesx Backup Successful 3/13/2012 4:43:24 PM 3 newl hyp
@ NFS_DFM_4 oigtesx Backup Successful 3/13/2012 4:43:29 PM 3 newl hyp
B NFS_DFM_A oigtesx Backup Successful 3/13/2012 4:43:03 PM 3 newl hyp

Figure 2 — Tabular list of Virtual Machine backup status
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VMware events that are specific to backup operations are posted within the Events tab (Figure 3). More
detailed information related to each event can be found within this tab. Again, this information is

context sensitive.

Getting Started  Summary  Virtual Machines ' Resource Allocation | Performance ' Tasks@Events ' Alarms | Permissions | Maps  Storage Views Bt )

Last refreshed at: 3/17/2012 6:13:55 AM (2 minutes ago) @
Plugin Server: vspherevm

v Symantec NetBackup,,

Summary  Virtual Machines

View: [all =l Filter: [Virtual Machine ] contains [ Add | Clear All | Show events since: m
Total Count: 22 Export+ | Sort| Recover
Event Time Event Type Virtual Machine Policy Schedule Name | Schedule Type Client | Master Job ID Job Duration ‘b
€ 3/15/2012 9:17:27 PM _ Backup Failed Nl FID3122 snap s Full hyp hyp24 21 Ohrs 1 min 26 sec -
© 3/15/2012 9:15:14 PM Backup Failed newl FID3122_snap s Full hyp hyp24 - - -
€ 3/15/20128:39:15FPM Backup Failed newtest FID3122 s Full hyp hyp24 8 Ohrs 3 min 40 sec -
© 3/15/20129:22:19PM  Backup Successful newl FID3122_snap s Full hyp hyp24 24 Ohrs 2 min 39 sec -
© 3/15/20128:37:53PM  Backup Successful newtest FID3122 E Full hyp hyp24 8 0hrs 2 min 17 sec -
© 3/15/20129:29:30PM  Backup Successful newtest FID3122 s Full hyp hyp24 6 Ohrs 2 min 21 sec -
0 3/15/2012 8:23:53 PM  Backup Successful test_FID31 FID3122 s Full hyp hyp24 4 Ohrs 2 min 48 sec -
o 3/14/2012 9:19:10 PM  Backup Successful test_FID31 Test_3122 s Full hyp hyp24 49 Ohrs 1 min 18 sec -
5 3/15/2012 9:22:38 PM  Snapshot Delete Failed  newl FID3122_snap € Full hyp hyp24 24 - NE,

Figure 3 — Backup related event list

Virtual machine recovery. Restoring a virtual machine can be accomplished by using one of three
access points. First, you can restore the virtual machine by right clicking on the virtual machine itself
and selecting the Symantec NetBackup Recovery Wizard. You can also restore via the Symantec
NetBackup Recovery icon within the vSphere client home screen. Finally, you can initiate a restore from

the events section of the Symantec NetBackup tab (Figure 4).

Symantec MetBackup

Last refreshed at: 8/8/2012 10:49:32 AM (a few seconds ago)
Plugin Server: rt.symantec.com

w events since: | All time L'
Export = ‘ Sort ‘l Recover ‘
Master Job Duration ’
symantec.com rt.symantec.com 0 hrs 1 min 38 sec ;I

Figure 4 — Virtual machine restore from events section
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From this point on, the virtual machine recovery is completely wizard based.

screen that describes the virtual machine attributes (Figure 5).

v Symantec NetBackup

Select Backup

Select Backup | Latest Backup

Backup Details

Master Server: ripvirt89.engba,symantec.com
Client: Exchange-Server2
Backup time: Wed, 05 Dec 2012, 12:12:26.000 AM

Schedule Type: Full
Policy: test

Hardware Snapshot: No

Virtual Machine Attributes

Display Name:
BIOS UUID:

Instance UUID
Hostname:

DNS Name:
Template:

Center Server:
Datacenter:
VMDKs
File Name

/node2/Exchange-Serverz/Exchange-Serverzvmdk 1073741824

Exchange-Server2
422de5b2-127-6590-2b6e-402
50209488-aade-a08f-6e2b-afft
tone

None

None
cheetha37v2.engba.symantec.c
/DC-Folder/test1/Geeta's Datac

Cluster: host-cluster

ESX Server: cheetha37.engba.symantec.cor

Folder: /DC-Folder/test1/Geeta's Datac

Resource Fool: /DC-Folder/testl/Geeta's Datac

VApp: Hone

Datastore: node2
VM Version: vmx-08
vCloud Enabled: false

Size(bytes)

Last Modified 4
Wed, 05 Dec 2012, 12:13:13.000

Figure 5 — Virtual machine image recovery wizard

Next

First we see a summary

The next few screens provide options related to placement and configuration of the virtual machine to

be restored (Figure 6).

\/Symantec NetBackup,,

Destination Options

Original Location

ESX
VMFolder
Datastore node2
Display Name Exchange-Server2

Resource Pool

Recovery Location

cheetha37.engba.symantec.com

/DC-Folderftestl/Geeta's Datacenter/vm/

/DC-Folder/testl/Geeta's Datacenter/host/host-cluster/Resources

Use Original Location

ESX cheetha37.engba.symantec.com

VM Folder /DC-Folder/test1/Geeta's Datacenter/vm,

Resource Pool /DC-Folder/testl/Geeta's Datacenter/host/host-cluster/Resources

Datastore or node2
Datastore Cluster

Display Name  Exchange-Server2

Back

Figure 6 — Recovery wizard
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The final screen displayed is a pre-recovery check. Here a number of final tests are made to help ensure
that the virtual machine recovery has the highest probability of successfully completing. As we see
below, the Datastore that will be the target of the restore does not have enough free space for the
restored virtual machine (Figure 7. Once any reported issues are fixed, simply select the “Recover”

button and the entire virtual machine restore process is now completely automated.

v Symantec NetBackup,,,

Recovery Summary

Datacenter /DC-Folder/testl/Geeta's Datacenter

ESX Server cheetha37.engba.symantec.com

Folder

Resource Paol

Datastore Or Datastore Cluster
Display Name

NetBackup Recovery Host

/DC-Folder/test]/Geeta's Datacenter/vm/
/DC-Folder/test1/Geeta's D: /

node2
Exchange-Server2

rtpvirt89.engba.symantec.com

Transport Modes
COverwrite Virtual Machine
Networks

Virtual Machine Version

Pre-Recovery Check Results

vSphere server credential found :pass

Verify datacenter path :pass

Verify folder path :pass

Unsupported non-ASCI characters :pass

VM exists overwrite :pass

Adequate space on Datastore Or Datastore Cluster for configuration file.:pass

VMware connectivity test :pass

! Datastore Or Datastore Cluster space available:fail

SAN Datastore Or Datastore Cluster compatibility :pass
Validation tests completed.

Back Run Pre-Recovery Check Recover

Figure 7 — Pre-recovery check

Licensing and Support Considerations

The NetBackup vSphere Client Plug-in is provided as part of the Enterprise Client license.

Related Documents

NetBackup for VMware Guide
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