Configure high availability for Failover Cluster quorum
using Storage Foundation for Windows

| \/fSymantec..

Microsoft Failover Cluster provides an option to configure a quorum for the cluster. During the cluster configuration you are required to assign a
separate disk for configuring the quorum. The disk assigned for quorum stores a copy of cluster configuration data.

A cluster uses the quorum for the following tasks:
About the quorum e Define which cluster node should be active at any given time.
configuration in a e Define on which cluster node the service group should be brought online, in the event of a split-brain.

Microsoft Failover Cluster

For details on quorum types and the configuration steps, refer to Microsoft product documentation.

By default, the failover cluster uses a single physical disk resource and a basic disk volume resource for a quorum.

If the physical disk resource fails or becomes corrupted, the cluster becomes unusable. To avoid this failure you must use a dynamic disk group resource.
Unlike a physical disk resource which contains a single disk, a dynamic disk group resource contains more than one disk. A dynamic disk group resource
provides a high level of redundancy by allowing the mirroring of disks.

Typical Failover Cluster configuration with quorum disks

SFW support for dynamic quorum resource

Storage Foundation for Windows (SFW) allows Failover Cluster to use ‘ ‘

Cluster network

dynamic disks as quorum disk resource. This allows you to make your

Failover Cluster quorum highly available using host-based mirroring. _
Failover cluster - Failover cluster

Note: Symantec recommends the following: Node 1 Node 2

e Use at least three disks for a dynamic quorum resource because a 1
cluster disk resource cannot be brought online unless a majority of ' |
disks are available.

e |n case of Cluster Volume Manager (CVM) clusters, use physical | |

disks for configuring a quorum. Data disks (& ____:1 ____:1 Quorum disks

Shared storage connection
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Configuring Failover Cluster quorum using SFW iy v/ Symantec.

To use SFW to configure Failover Cluster quorum, you must perform the following main tasks:

E
0 0T .o 0.’
Configure a Add the clustered disk group as a

Failover Cluster Install SFW Lo resource to the Failover Cluster
Create a cluster dynamic disk . . .
(using the Microsoft Failover Cluster
group for quorum and then
Manager)

create a volume on the disk
group.

This disk group should be
separate from the disk group that
you create for application data.

Configure cluster quorum settings
(using the Microsoft Failover Cluster
Manager)

For details about configuring Failover Cluster, refer to Microsoft documentation.

For details about installing SFW, refer to the Storage Foundation and High Availability Solution Installation and Upgrade Guide.

'a This quick reference guide provides the steps to perform the following tasks:

e Create a cluster dynamic disk group and then create a volume on the clustered disk group
e Add the clustered disk group in a Failover Cluster as a resource
e Configure the cluster quorum settings
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Creating a cluster dynamic disk group

| v Symantec.

The following workflow represents the main tasks for creating a cluster dynamic disk group using VEA.

Note: Only the wizard panels that have considerable user actions are shown here. You must follow the wizard till the Finish page to complete the workflow.

G On a cluster node, launch VEA.
In the tree-view, right-click Disk Groups and

then select New Dynamic Disk Group.

Mz System

El[B localhost
---= Applications
@ Cache
- fgd CD-ROMSs

ER T |Disk Groe=s

% Disks Mew YVolume...
DRAP D%

Migrate Storage

5] Enclosu

- 25 i5CS In Mew Dynamic Disk Group...
(8 isCsl Ar L) Properties

- iSNS

Scheduled Tasks
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The New Dynamic
Disk Group Wizard
appears.

On the Welcome
panel, click Next.

On the New Dynamic Disk Group panel, perform the following steps:

1. Specify a name for the disk group in the Group name text box.

2. Select Create cluster group.

3. Select the required disks from the Available disks box and click Select.
4. Click Next.

Mew Dynamic Disk Group Wizard %
Enter a unique name for this dynamic disk group, and then select the disks to include. EE

Group name: QuorumDG
() Create dynamic secondary disk group
(@ Create cluster group
() Add private group protection
() Create Microsoft disk management disk group

() Create cluster shared disk group

Available disks: Selected disks:

‘= Harddisk0 ‘=" Harddisk7
&5 Harddisk9
Select All>>
<=Unselect All

< Back || Mext > || Cancel || Help |

Follow the wizard till the Finish page to complete the workflow.
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Creating a volume on a cluster dynamic disk group

The following workflow represents the main tasks for creating volumes on a cluster dynamic disk group.

\/Symantecm

Note: Only the wizard panels that have considerable user actions are shown here. You must follow the wizard till the Finish page to complete the workflow.

On a cluster node, launch VEA.
In the tree-view, right-click the disk group you have
created for the quorum and then select New Volume.

Mtz System

= [a localhost
--= Applications
@ Cache
- g CD-ROMs
El@ Disk Groups

e BasicGroup

""" § Mew The New Volume
..... = Wizard appears.
= SQLDGE | Mew Volume...

On the Welcome

Migrate Storage panel, click Next.

Ea--% Disks |
- [E8 DMP DSM|
}@ Enclosures
- iSCSI Initial G2 Properties
- (18 iSCSI Arrays

- 4 i5NS

@ Scheduled Tasks

EJ--@ Volumes

Mew Dynamic Disk Group...

=1

(|
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On the Assign Disks for Volume panel, perform the following steps:

e Select the disk group from the Group name drop-down list.

e Select the appropriate site preference option.

e Select the required disks from the Available disks box and click

Select.
e Click Next.
Assign Disks for Volume

Storage Foundation will automatically select the disks used te create the velume unless you choose

te manually specify any of the disks to be used.

Group name:| QuorumDG v
Site Preference

(®) Siteless

() Site Confined

() Site Separated

s

Select site from :

@ Auto select disks
Available disks:

Mame PCTL Size Site

5 Harddi P3COTOLS 2.000 GB
5 Harddi P3COTOL6 2.000 GB
3 Harddi P2COTOL7 2.000 GB

[ Disable Track Alignment

[ Disable Caching

) Manually select disks

Selected disks:

< Back || Mext = || Cancel

|| Help |
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Creating a volume on a cluster dynamic disk group

(Contd..) | \/fSymantec..
On the New Volume panel, perform the following steps: e On the Add Drive Letter and Path panel, select the drive letter
1. Specify a name for the volume in the Volume name text box. and then click Next.

2. Specify the size for the volume to be created.

3. From the Mirror Info section, select Mirrored and then specify the
number of disks on which you want to mirror the volume data.

4. Click Next.

New Volume Wizard

™ Add Drive Letter and Path *
Select the attributes for this volume. @ You can assign a drive letter to this velume, @

An NTFS mount point can not be assigned if the host is remote.

Volume name: QuorumVol

Size: 2 GB v

Layout Mirrar Info
[v Mirrored ®) Assign a drive letter:
(™ r 7 . = . .
® Concatenated Columns: 2 :| Total mirrors: |3 j ) Do not assign a drive letter
Striped Stripe unit size (Sectors):| 128

) Mount as an empty NTFS folder: Browse

RAID-5 [ Stripe across: Port

¥ Enable logging

v Concatenated: A simple volume with a single copy of data on one or more disks.

< Back || Mext > || Cancel || Help |

< Back || Mext » || Cancel || Help |

Follow the wizard till the Finish page to complete the workflow.
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Adding a cluster dynamic disk group to the Failover Cluster P v/ Symantec.

The following workflow represents the main tasks for adding a cluster dynamic disk group as a resource to the Failover Cluster.

Note: Only the wizard panels that have considerable user actions are shown here. You must follow the wizard till the Finish page to complete the
workflow.

G On a cluster node, launch Failover Cluster Manager. e On the New Role Properties panel, perform the following tasks:
In the tree-view, right-click Roles and then select 1. Specify a name for the role created in the Name text box.
Create Empty Role. 2. Select the desired cluster nodes.
3. Select the desired priority.
— 4. Click OK.
%X Failover Cluster Manager
4 EH Clusterl. SAMGWIN.local General | Faiover |
= R _
Configure Role... T New Role
@ N -
: i i The wizard creates an
bl S Virtual Machines... (I Name:
empty role.
N Create Empty Rol [Quonum
; reate Em ole
C Pty Prefemed Owners
Vi " In the right pane, right-click Select the preferred owners for this clustered role. Use the button
1w ’ . to list them in order from maost preferred at the top to least preferre:
the empty role and click at the bottom.
Refresh Properties.
HE|FI Serverl
- Server?
Priority: Medium v
Status: Running
MNode: Serverl
OK || cancsl || Appy |
(Contd...)
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Adding a cluster dynamic disk group to the Failover Cluster 7
(Contd...) )| Symantec.
In the right pane, right-click the role created and from the On the New Volume Manager Disk Group Properties panel,
context menu, select Add Resource > More Resources > perform the following tasks:
Volume Manager Disk Group. 1. On the General tab, specify the name for the resource.

2. On the Properties tab, for DiskGroupName attribute,

e o specify the cluster dynamic disk group name that you
ervice
NTE St.ajus Type Owner Node Distributed Transaction Coordinator created for the quorum ea rller'
= Quorum [ Runnina Cither Serverl
= Tl IP Address H
[ 50L Ser ¥ er Server2 3' CI ICk OK'
&% | Stop Role IPvE Address
_‘; " IPv6 Tunnel Address
3 ove »
- iSCSI Target Server . .
(@) | Change Startup Priority 8 {SNS Cluster Resource The wizard adds a VMDG Advanced Policies | Propestias | Shadow Coples
% Replicated Velume Group type resource to the r0|e' Ganeral Dmandm | Polcies
t4) | Show Critical Events SQL Server S r
\3 Add Storage SQL Server Agent _: !‘ MName: I|}..'E|FU"I'I Diisk G[‘}L.ﬂl |
|'ﬁ? Add Resource 3 Client Access Point SQL Server Availability Group From the lower rlght w T:"pc- Volume h‘a‘l.ﬂgﬂf Dusle &m.p
B | More Actions ' Generic Application el S HLESTRFAM Gl pane, select the Sraius e
% | Remore Generic Script Volume Manager Disk Group | Resources tab and then
Generic Service Volume Manager Shared Volume . .
[E | properties VR — ; TR S right-click the resource
added.
From the context menu
click Properties. General I Dependencies I Policies
) ) ) Advanced Policies | Properties | Shadow Copies
In the Role view, select the Resources tab and right-click the e . o
. . . is allows you to view and modify the private properties of this resource.
resource added. From the context menu click Bring Online. * fy the private prop
Mame Name Type Walue
5 DiskRunChiDak Read-.. |0
33 Quorum Disk Grun FastFailover Read-... |FALSE
Bring Cnline DiskGroupMame Read-.. |GQuorumDa|
MountWolumelnfao Mot Ed... | 00 00 00 00 ... (200 bytes)

Show Cntical Events
More Actions »

Remove from Quorum

@ @ m |6 E]

Properties
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Configuring cluster quorum settings
)| \/fSymantecm

The following workflow represents the main tasks for configuring the Failover Cluster quorum settings.

Note: You must perform these tasks from a cluster node where all the cluster resources are online.

If the cluster dynamic quorum resource is online on a node other than the one where rest of the cluster resources are online, then you must move the
cluster dynamic quorum resource to the other node and then perform these tasks.

To move the resource, right-click the resource and from the context menu select, Move > Best Possible Node.

a In the Failover Cluster Manager tree-view, right-click the On the Select Quorum Configuration Option panel, select
cluster and from the context menu select Select the quorum witness.
More Actions > Configure Cluster Quorum Settings.

FEE EFE ] i i
-“3_-§, Failover Cluster Manager H jj_{ Select Quorum Configuration Option

= . ‘ =]
|3 Clusterl. SAMGWIN Configure Role...

=5 Roles
_:ﬁ MNodes Validate Cluster... Before You Begin Select a quorum configuration for your cluster.
] View Validation Report T Select Quorum _
4 e ;t:tf‘igek P The Conflgu re Configuration Option () Use default quorum configuration
orks
Cluster Events Add Node... Cluster QUOFU m Select Quorum The cluster determines quorum management options, including the guorum witness.
= Close Connection | Wizard appears. Witness
‘ Corfimation (® Select the quorum witness
Reset Recent Events Configure Cluster You can add or change the quorum witness. The cluster determines the other quorum management
Ouanim Sethinms options.
More Actions 4 Configure Cluster Quorum Settings... | ST ) )
On the Before Smmary () Advanced quorum corfiguration
View 3 Copy Cluster Roles... : You determine the quorum management options, including the quorum witness.
You Begin
Refresh Shut Down Cluster... 8 K
panel, click
Properties Destroy Cluster...
Next.
Help Move Core Cluster Resources 3
Cluster-Aware Updating Failover Cluster Quorum and Witness Corfiguration Options

| « Previous || MNeat | | Cancel

(Contd...)
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Configuring cluster quorum settings

On the Select Quorum Witness panel, select Configure a
disk witness and then click Next.

(Contd...) A A Symantec.

On the Configure Storage Witness panel, select the disk
group that is added for cluster guorum and then click Next.

:33' Select Quorum Witness
i

Before You Begin Select a quorum witness option to add or change the quorum witness for your cluster configuration. As a
Select @ best practice, configure a quorum witness to help achieve the highest availability of the cluster.
elect Quorum

Corfiguration Option
Celeer (e (® Corfigure a disk witness
Witness Adds a quorum vote of the disk witness

Configure Storage .
Witness (_) Corfigure a file share witness

Gorfimmation Adds a quorum vote of the file share witness

Corffigure Cluster

(@] i .
Quorum Settings () Do not corfigure 3 quorum witness

Summary

Failover Cluster Guonum and VWitness Corfiguration Options

| < Previous || Next = | | Cancel

f‘ Configure Storage Witness
i .

Before You Begin Select the storage volume that you want to assign as the disk witness.

Select Quorum

Configuration Cption

Select Quorum MName Status Node Location

Witriess | QEPES] Cluster Disk 3 © Online Server2 Cluster Group
Corfigure Storage 4 Quorum Disk Group @ Orling Server? Quorum

Witness 0O =2 saLbG @ Online Server? SQL Server (INST|
Corfirmation

Configure Cluster
Quorum Settings

Summary

< Previous || Meod = | | Cancel
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The wizard configures the cluster quorum settings.
The Volume Manager Disk Group that is created for cluster quorum is now
added in the Failover Cluster as a quorum resource.

The quorum data is mirrored on all the disks that are part of the Volume

Manager Disk Group. Even if any of the disks fail, the quorum data is available
on the remaining disks.
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	 Select the disk group from the Group name drop-down list.
	 Select the appropriate site preference option.
	 Select the required disks from the Available disks box and click Select.
	 Click Next.

