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Encryption of VVR Replication Data Over-the-Wire Using L2TP/IPsec VPN

Problem statement
In a VVR environment, the replication data that is transferred over a public network, is not secured. Such data

needs to be encrypted during an over-the-wire transmission.

Solution
A virtual private network (VPN) configuration extends a private network across a public network so that the
data being transmitted can be remotely accessed through the public network in a secure manner. You can also

use a VPN to secure your internet activity by using the VPN server as a proxy server.

You can configure an L2TP/IPsec VPN on a Windows network and use it to access your business network.
This VPN is configured by using the built-in Routing and Remote Access (RRAS) feature of Microsoft Windows
Server. Then, a VPN tunnel is created from the VVR primary to the VVR secondary. Finally, the replication
data is encrypted by using the IPsec VPN before it is sent over the wire.

What is IPsec?
IPsec is a set of protocols that are used together to configure encrypted connections between devices. It helps
keep data sent over public networks secure. IPsec is often used to set up VPNs, and it works by encrypting IP

packets along with authenticating the origin of the packets.

How does IPsec work?

Configuring IPsec connections includes the following steps:

o Key exchange: Keys are necessary for encryption; a key is a string of random characters that can be used
to lock (or encrypt) and unlock (or decrypt) messages. IPsec sets up keys with a key exchange between
the connected devices, so that each device can decrypt the messages from the other device.

o Addition of packet headers and trailers: All data that is sent over a network is broken down into smaller
pieces called packets. Packets contain both, a payload, or the actual data being sent, and headers, or
information about that data, so that computers receiving the packets know what to do with them. IPsec
adds several headers to data packets containing authentication and encryption information. It also adds
trailers, which are sent after the payload of each packet, instead of before.

o Authentication: IPsec provides authentication for each packet, like a stamp of authenticity on a collectible
item, which ensures that the packets are from a trusted source and not from an attacker.

e Encryption: IPsec encrypts the payloads within each packet and the IP header of each packet unless the
transport mode is used instead of the tunnel mode—refer to the details further in this document. This

encryption keeps the data sent over IPsec secure and private.
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Transmission: Encrypted IPsec packets travel across one or more networks to their destination using a
transport protocol. At this stage, IPsec traffic differs from regular IP traffic in that it most often uses UDP as
its transport protocol, rather than TCP, sets up dedicated connections between devices, and ensures that
all the packets have arrived. UDP does not set up these dedicated connections. IPsec uses UDP because
it allows IPsec packets to get through firewalls.

Decryption: At the other end of the communication, the packets are decrypted, and applications (for

example, browsers) can now use the delivered data.

Which protocols does IPsec use?

A networking protocol is a specified way of formatting data so that any networked computer can interpret it.

The IPsec suite of protocols comprises the following:

Authentication Header (AH): The AH protocol ensures that the data packets are from a trusted source
and that the data has not been tampered with, like a tamper-proof seal on a consumer product. These
headers do not provide any encryption and so they do not help conceal the data from attackers.
Encapsulating Security Protocol (ESP): ESP encrypts the IP header and the payload for each packet
unless transport mode is used, in which case it only encrypts the payload. ESP adds its own header and a
trailer to each data packet.

Security Association (SA): SA refers to a group of protocols used for negotiating encryption keys and
algorithms. One of the most common SA protocols is Internet Key Exchange (IKE).

Finally, while the Internet Protocol (IP) is not part of the IPsec suite, IPsec runs directly on top of IP.

Which port does IPsec use?

IPsec usually uses port 500.

Operating system supported with InfoScale
Windows Server 2016
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Deployment Diagram
The proposed configuration has been validated on 1 primary and 1 secondary in DR scenario.

Primary Secondary

IPSEC VPN

Setting up the IPsec VPN
Step 1

Log in to both the InfoScale servers—the VVR primary and the VVR secondary—and make sure that they have

the latest updates installed.

Step 2
Install the Remote Access role on both the servers.

1. Open the Server Manager window.
2. Click Manage > Add Roles and Features.
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Select the server from server pool, select Remote Access in the Server Role section, and click Next.
On the Remote Access wizard, select DirectAccess and VPN (RAS) and Routing.

On the popup that appears, click Add Features and the click Next.
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Make sure that DirectAccess and VPN (RAS) and Routing are selected in the Role services section,
and then click Next. Accept the defaults on the further pages and click Next.
7. On the Confirmation page, select Restart the destination server automatically if required checkbox,

and the click Install.
Step 3

1. Open Server Manager > Tools > Routing and Remote Access.
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2. Onthe new screen that appears, right-click the server name and click Configure Routing and Remote

Access.
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3. On the Routing and Remote Access Server Setup Wizard, click Next.

Routing and Remote Access Server Setup Wizard

Welcome to the Routing and Remote Access
Server Setup Wizard

Thig wizard helps you set up your server so that you can
connect to other networs and allow connections from
remote clients.

To continue, click Meat.

< Back Mext > Cancel

4. Use a custom configuration because the VPN access and NAT require two or more network interfaces.

Routing and Remote Access *

. Less than two network interfaces were detected on this machine. For
l % standard VPN server configuration at least two network interfaces need
to be installed. Please use the custom configuration path instead.

oK
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5. Select Custom configuration and click Next.

Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the following combinations of services, oryou can
customize this server.

" Remote access (dial-up or VPN)

Allow remote clients to connect to this server through either a dialup connection or a
gecure virtual private networs (VPM) Intemet connection.

™ Metwork address translation (MAT)
Allow intemal clients to connect to the Intemet using one public IP address.

" Virtual private networs (VPN) access and NAT

Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public 1P address.

™ Secure connection between two private networks
Connect this netwark to a remote network, such as a branch office.

{* Custom configuration
Select amy combination of the features available in Routing and Remote Access.

< Back Mext > Cancel
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6. Select VPN access and NAT and click on Next.

Routing and Remote Access Server Setup Wizard

Custom Configuration
When this wizard closes, you can configure the selected services in the Routing
and Remote Access console.

Select the services that you want to enable on this server.
¥ VPN access

[ Dialup access

[~ Demand-dial connections { used for branch office routing )

[~ LAN routing

<Back || Ned> | | Cancel
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7. Review the summary and click Finish.

Routing and Remote Access Server Setup Wizard

Completing the Routing and Remote Access
Server Setup Wizard

You have successfully completed the Routing and Remate
Access Server Setup wizard.

Summary of selections:

WPM access
MAT

Metwork Address Translation (MAT) cannot start when
Windows Firewall(WF)/Intemet Connection Sharing

(IC5) service is running. Windows Firewall(WF) Intemet
Connection Sharing (IC5) service will be disabled when
you finish the wizard. This is not enabled again when — w

After you close this wizard, configure the selected services
in the Routing and Remote Access console.

To close this wizard, click Finigh.

8. On the Routing and Remote Access confirmation box, click Start service.

Routing and Remote Access

Start the service

The Routing and Remote Access service is ready to use.

10
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A message box indicates that the initialization is in progress.

Completing Initialization

Please wait while the Routing and Remote Access

% service finishes intialization.

Step 4
Configure Routing and Remote Access.

1. Right-click the server name (VPN) and click Properties.
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2. Navigate to the Security tab and select Allow custom IPsec policy for L2TP/IKev2 connection. Provide
a strong password as the Preshared Key value.

VPN (local) Properties 7

General Securty [Pv4  IPvE  IKEvZ FPP Logging

The Authentication provider validates credentials for remote access clients
and demand-dial routers.

Authentication provider:

Windows Authentication LI Configure... |

Authentication Methods. ..

The accounting provider maintains a log of connection requests and
3E35i0Ns.

Accounting provider:

Windows Accounting LI Configure... |

The custom |IPsec policy specifies a preshared key for LZTP/IKEv2
connections. The Routing and Remote Access service should be started to

set this option. [KEvZ initigtors configured to authenticate this server using
certificate will not be able to connect.

v Allow custom |Psec policy for LZTP/IKEvZ connection
Preshared Key:

551 Certificate Binding:
[T Use HTTF

Select the cerfficate the Secure Socket Tunneling Protocol (SSTF)
server should use to bind with S5L (Web Listener)

Certificate: I Default ;I Wi |

o] [ Canosl | [ ey |

12
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3. Navigate to the IPv4 tab. This sample configuration does not use a DHCP server but uses the Static

address pool option instead. Click Add... to enter your IP address range.

SU-VVR-MT (local) Properties
General Securty IPv4 Py IKEwZ PFF Logging

[ Enable IPv4 Forwarding

— IPw4 address assignment
This server can assign |Pv4 addresses by using:

" Dynamic Host Corfiguration Protocaol (DHCP)
¥ Static address pool

From | To | Number | IP Addre.. | Mask
10221801 |10221... 2048 10221

W Enable broadcast name resolution

lUse the following adapter to obtain DHCP, DNS, and WINS addresses for
dialup clients.

Adapter: Allow RAS to select adapter LI

Cancel Aoy

13
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4. Use the following values and click OK to save them:
e Start IP address: 10.221.80.1
e End IP address: 10.221.88.0

e Number of addresses: 2048

Edit IPv4 Address Range ? x

Type a starting IP address and either an ending IP address or the number of
addresses in the ranage.

Start IP address: | 10 .221. 80 . 1

End IP address: | 10 .221.88 . 0

Mumber of addresses: P.048

QK | Cancel

5. Click OK to apply the changes made to the Routing and Remote Access service properties. A message

box appears to inform you about the required service restart; click OK.

14



Encryption of VVR Replication Data Over-the-Wire Using L2TP/IPsec VPN
Step 5
Configure NAT.

1. Navigate to Routing and Remote Access > VPN (server name) > IPv4 > NAT and click New Interface...

from the context menu.

15
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2. Onthe New Interface for Network Address Translation (NAT) dialog box, select Ethernet and click OK.

Mew Interface for Network Address Translation (MAT) ot

This routing protocol runs on the inteface that you select below.

Interfaces:

Cancel |

16
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3. Onthe NAT tab of the Network Address Translation Properties screen, select Public interface connected

to the Internet and Enable NAT on this interface.

Metwork Address Translation Properties - Ethernet Pro... 7 X
NAT  Address Pool  Services and Ports

Interface Type:
i~ Private interface connected to private networlk
¥ Public interface connected to the Intemet

¥ Enable NAT on this interface
MAT enables clients on this network to send data to and receive

data from the Intemet using this interface.

ok || Cancel || ooy |

17
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4. On the Services and Ports tab, select VPN Gateway (L2TP/IPsec - running on this server) from the list

of services.

Metwork Address Translation Properties - Ethernet Pro... ? >

MAT  Address Pool Services and Ports

Select the services on your private network to which you want to redirect
the Intemet users. This will create NAT port redirection rules.

Services:

[11P Security (IKE) ~
[11P Security (IKE NAT Traversal)

[[] Post-Office Protocaol Version 3 (POP3)

[[] Remate Desktop

[[] Secure Web Server (HTTPS)

W[ VPN Gateway (L2TFP/IPsec - unning on this server)
| VPN Gateway (FPTP)
[[]Web Server (HTTF)

< >

Add.. | Edt. DElEte

OK || Cancel || fosly |

18



Encryption of VVR Replication Data Over-the-Wire Using L2TP/IPsec VPN

5. On the Edit Service dialog box, edit the Private address from 0.0.0.0 to 127.0.0.1 and click OK.

Edit Service 7 >

Designate the port and address to which packets should be sent when they
amive on a special port on this interface’s address or on a specific address
pool entry.

Description of Service:

WP M Gateway (LZTP/IPsec - unning on this server)

— Public address

¥ O this interface

© On thiz address poal entry;

— Protocol

 TCR = DP
Incoming port: 171
Outgoing port: 1701

6. Click OK to close the NAT properties screen.

19
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Step 6

Restart the Routing and Remote Access service—right-click the server name (VPN) and select All Tasks >

Restart.

R e
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Step 7
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Set the Windows firewall rules.

1. Open the Windows firewall settings page, select Advanced Settings > Inbound Rules > New Rule....
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2. Onthe New Inbound Rule Wizard, select Predefined: > Routing and Remote Access and click Next.

@ New Inbound Rule Wizard >

Rule Type
Select the type of firewall rule to create.

Steps:
@ Rule Type

@ Predefined Rules

@ Action () Program
Rule that controls connections for a program.

What type of nule would you like to create?

O Port
Rule that controls connections for a TCP or UDP port.

® Predefined:
Rule that controls connections for a Windows experience.

() Custom
Custom nie

e rm [
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3. Select Routing and Remote Access (L2TP-In) and click Next.

‘ New Inbound Rule Wizard

Predefined Rules
Select the rules to be created for this experience

Steps:
@ Rue Type Which ndes would you like to create?
@ Predefined Rules The following rules define network connectivity requirements for the selected predefined group.
: Rules that are checked will be created. f a rule already exists and is checked. the contents of
® Action the existing rule will be overwritten.
Rules:
Name Rule Exists Profile Desc
[[] Routing and Remote Access (PPTP-in) Areadyeists Al Inbot
’»@ Routing and Remote Access (L2TP-in) Aready exists Al Inbo
[[] Routing and Remote Access (GRE-In) Aready exists Al Inbot

4. Click Finish and then verify that the rule is created.

23
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Step 8
Assign network permissions to the appropriate users so that they can start using the VPN.

1. Open the Computer Management window and expand Local Users and Groups > Users.

& Computer Management
File Action View Help
s am oz B

& Computer Management (Local| Name Full Name Description Actions
v il System Tooks B Administrator Built-in account for administering... Users.

3 (B Tesk Scheduler
» @ Shared Folders g
v @ Local Users and Groups
1 Users
[] Groups |

» Q) Peformance
A Device Manager
v % Storage
> b Windows Server Backup
7 Disk Management

> §y Services and Applications

24
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2. Right-click each user account for which you want to enable VPN access and click Properties.

& Computer Management - m] *
File Action View Help

o amXEE HMA

. Computer Management (Local| Name Full Mame Description
w0 if'«“‘:"‘?ﬂh Built-in account for administ,
’ [%. Errrt :,h:::ﬂ i Defaulthcen... & user account managed by 1 Sck Paspwrord... More Actions
3 i o
- f
5 g Shared Folders ¥ Guest Built-in sccount for guest ace Al Tasks » -
w ¥ Local Users and Groups
Delete .
Users Mere Actions 4
j Rﬂﬂmﬂ
| Groups
» @ Perfarmance l Properties ]
& Device Manager
~ B8 Storage Help

» Wl Windows Senver Backup
= Disk Management

> i Services and Applications
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3. On the properties screen that appears for a user account, provide the required values. For this sample

configuration, on the Dial-in tab of the Administrator Properties screen, select Allow access in the

Network Access Permission section.

Administrator Properties ? X
General Member Cf Profile Environment Sessions
Remate control Remote Desktop Services Profile Dialin

Networlc Access Permission

&+ Alow access h

" Deny access
" Control access through NP5 Metwork Policy

[~ Verfy Caller-ID:
—Callback Options

' No Callback
" Set by Caller (Routing and Remate Access Service only)

" Mways Calback to:

I Mssign Static |P Addresses

D;ﬁrje IP addre_esses to enable for this Static IP Addresses |
Dialin connection.

A Ppply Static Routes

Define routes to enable for this Dialdn Static Foutes ... |

connection.

Cancel Apply Help

4. Click OK and close the Computer Management window. The Administrator user now has the permission to

connect to the server via the L2TP/IPsec VPN connection.

26
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Step 9
View and manage remote access information.

1. Open the Server Manager window and click Tools > Remote Access Management.

o e |m & %

2. Onthe Remote Access Management Console, the Remote Access Dashboard indicates that the services
are running without any warnings.

Step 10
Restart the server.

Step 11

Repeat all the previous steps in this procedure to configure the secondary server as well.

27
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Connecting the L2TP/IPsec VPN
Step 1

Log in to the primary server, open the Control Panel window, and click Network and Internet.

. Network and Internet —

“ « 2 '8 » ConteotPaned » Network and internet » v & | Sasch Control Panal
Control Panel Home
: g Network and Sharing Center
System and Security v View natwork status and tasks  Connect 10 & network | View netwerk computers and devices
* Network and Interet . Internet Options
Hardware and Sound -_1_' Change your homepage = Manage browser add-ons | Delete browsing history and cookies
Programs :? Infrared
User Accounts - Send of recerve 4 file

Appearance and
Personalzation

Clock and Region
Ease of Access

28
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Step 2
Configure the VPN.

1. On the Network and Sharing Center screen, click Set up a new connection on a network.

5% Network and Sharing Center - o

« v g' » Control Paned » Network and Internet »  Network and Sharing Center vl Search Control Pane -]

Contiod Paridd Hatne View your basic network information and set up connections

View your sctive networks
Change adapter settings
Change advanced shaning Network Access type: internet
settngs Public network Connections: § Ethemnet
Change your networkeng settings

Set up & new connection or network

Set up 2 broadband, dal-up, or VPN connection; of set up a router Of ACCess point,
_'-' Troubleshoot problems
=

Diag: and repair rk probl or get troubleshocting information.

See also

Infraed

Internet Options

Windows Defendes Fwewall

29
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2. Onthe Set Up a Connection or Network wizard, select Connect to a workplace and click Next.

— X

E Set Up a Connection or Network

Choose a connection option

Connect to the Internet
Set up a broadband or dial-up connection to the Internet.

= | Set up a new network
cg®. 5etup a new router or access point.

Connect to a workplace

Set up a dial-up or VPN conne. .. *nvour work

30
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3. On the Connect to a Workplace screen, click Use my Internet connection (VPN).

¢ [l Connect to a Workplace
How do you want to connect?

— Use my Internet connection (VPN)
Connect using a virtual private network (VPMN) connection through the Internet.

N@

— Dial directly
Cennect directly to a phone number without going through the Internet.

| VN

Cancel
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4. On the Connect to a Workplace screen, enter your IP address in the Internet address: field, and click

Create. In this sample configuration, the IP address of the secondary server, 193.33.61.185, is used.

- *
¢ [Jg Connect to a Workplace

Type the Internet address to connect to

Your network administrator can give you this address,

Internet address: I 193.33.61.185 I

Destinaticn name: VPM Connection

Remermnber my credentials

G [] Allow other people to use this connection

This option allows anyone with access to this computer to use this connection,

32
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5. On the Network and Sharing Center screen, click Change adapter settings in the navigation menu on the
left.

5% Network and Sharing Center - o x
« « 4 5% s ControlPanel » Network 2nd Internet » Network and Sharing Center v &  Search Controi Pane y-]
ConitPaid Mina View your basic network information and set up connections
View your sctive networks
Change adapter settin,
Change advanced sha Network Access type: internet
sethngs Public network Connections: § Ethemet
Cn your netwerking settings
et Up @ new connection or network
Set up 2 broadband, dal-up, or VPN connection: o set up a rouUter Of ACCESE Point,
_"’ Troubleshoct problems
o ]
Diagnose and repair rk probl ot get troubleshocting information.
20¢ 250
Infraved
Internet Options
Windows Defendes Feenall
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6. On the Network Connections screen, the VPN connection that you created earlier appears among all the

available interfaces. Right-click the VPN Connection interface and click Properties.

f’ Network Connections - O x
A ¥ « Network and Intemet > Network Connections v &  Search Network Connections 0
Organize v Start this connection Rename this connection Delete this connection  » 5 v [

.‘I Ethernet L“. VPN Connection
—

Network Disconnected ;
~ Mat VirtiO er Ad >
@ Red Hat VirtlO Ethernet Ad WAN Miniport (IKEvZ) Connect / Disconnect

Status

Set as Default Connection
Create Copy

Create Shortcut
© Delete
& Rename

o2

\l

2 tems 1 item selected
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7. Onthe VPN Connection Properties screen, open the Security tab, select Layer 2 Tunneling Protocol with

IPsec (L2TP/IPsec) from the Type of VPN: dropdown, and click Advanced settings.

™ p « Network and Internet » Network Connections v & Search Network Connections 0
Organize v Start this connectid 4 VPN Connection Properties X S ™ O
- Ethernet General Options Secuity Networking Shanng
k Network Type of VPN:

@7 Red Hat VirtiO Ethed

Iv2
Authentication
(O Use Extensible Authentication Protocol (EAP)

Propesbes

O Allow these protocols
EAP-MSCHAPv2 wil be used for IKEv2 VPN type. Select
any of these protocols for other VPN types.

Unencrypted password (PAP
Challenge Handshake Authentication Protocol [CHAP)
Microsoft CHAP Version 2 (MSCHAP v2

Automatically use my Windows logon name and
password (and doman, f any)

[ ok ] conce

\l

2 tems 1 item selected
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8. On the Advanced Properties dialog box, select Use preshared key for authentication, enter the

preshared key that you created on the Windows Server, and click OK.

Advanced Properties >

LITP

(®) Use preshared key for authentication &

Key: I snelcom| l

(") Uze certificate for authentication

Verify the Mame and Usage attributes of the server’s certificate

o[ o
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9. On the Security tab, select Allow these protocols, select the following options, and then click OK:

¢ Challenge Handshake Authentication Protocol (CHAP)
e Microsoft CHAP Version 2 (MS-CHAP v2)

Z VPN Connection Properties X

General Options Securty  Networking  Sharing

Type of WPN:
Layer 2 Tunneling Protocol with IPsec (LZTP/1Psec) o
Advanced settings
Data encryption:
Optional encryption (connect even if no encryption) o
Authentication

() Use Extensible Authentication Protocol (EAFP)

Properties

(®) Allow these protocols H

[] Unencrypted password (PAP)

Challenge Handshake Authentication Protocol {CHAP*
Microsoft CHAP Version 2 (MSCHAP v2)

[ Automatically use my Windows logon name and
pasgword (and domain, if any)

Cancel

Step 3

Configure the same settings on the secondary server. Use the internet address of the primary server while

creating the VPN on the secondary server.
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Step 4
Connect to the VPN server

1. Click the Network icon in the system tray, click VPN Connection, and click Connect.

2. When prompted for credentials, enter the Administrator username and password.

The IPsec VPN connection is now established between the primary and the secondary, and the replication

data being transmitted between the servers will be encrypted.
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