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premises or hosted services. Any use, modification, reproduction release, performance, display or disclosure of
the Licensed Software and Documentation by the U.S. Government shall be solely in accordance with the terms
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These release notes describe updates related to installation, upgrades, and operational
considerations, including resolved and known issues related to Veritas eDiscovery
Platform software.

Detailed information on how to use the appliance and the new features can be found in
the documentation for that feature or enhancement. Each manual has a guide to the
documentation in the Product Documentation section.

Upgrade Paths, Compatibility, and Notes

10.2.2 Upgrade Paths

From Release To Release
10.2 GA 10.2.2
10.2.1 10.2.2

For more information on supported upgrade paths, refer to:
http://www.veritas.com/docs/000095769

If you are on a pre-10.2 version, upgrade to 10.2 GA before performing the 10.2.2
upgrade. To verify that you are at the correct product level, log on to Veritas eDiscovery
Platform and select System > Appliances. Select the appliance and verify it is at the
correct product version.

Refer to the Veritas eDiscovery Platform Upgrade Overview and Veritas eDiscovery Platform
Upgrade Guide 10.1 for more upgrade details.

Read the Imaging Tool Upgrade Guide to learn the upgrade implications for case backups
that have unlocked production folders. All the redactions and annotations that are not
part of a locked production folder will be lost after you upgrade to eDiscovery Platform
version 10.2.2. To preserve any desired markups, you need to identify and lock the cases
that have unlocked production folders.

For more information on the supported operating systems and third party applications,
refer to: eDiscovery Platform Compatibility Matrix and Browser Compatibility Charts.

Note: In pre-9.0 versions, Windows Time Sync was disabled during installation. Starting
with version 9.0, Windows Time Sync is not altered during installation.


http://www.veritas.com/docs/000095769
https://www.veritas.com/content/support/en_US/doc/ImagingToolUpgradeGuide
https://www.veritas.com/support/en_US/article.000019811
https://www.veritas.com/content/support/en_US/doc/VeritaseDiscoveryPlatformBrowserCompatibilityChart
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Operational Notes

This section covers important operational notes for version 10.2.

Note: For other Operational Notes pertaining to previous releases, see the release notes
for the last cumulative version. In this case, see the release notes for version 10.0, 10.0.1,
10.0.2, 10.1, 10.1.1, 10.1.2, 10.1.3, 10.1.4, 10.2, and 10.2.1.

For additional information, refer to the System Administration Guide, User Guide, and
other specific documentation available by clicking the “Documentation” link at the
bottom of any pane from the platform’s User Interface, or the "Help” link on the upper
right corner of any pane to access the Veritas eDiscovery Platform Online Help.

PKI encrypted messages

Starting with release 10.0, eDiscovery Platform does not support PKI encrypted
messages for native review.

Browser Support

Veritas eDiscovery Platform 10.2.2 is certified to work with the Google Chrome, Microsoft
Edge, and Safari. Any version of Internet Explorer is no longer supported. For more
information on the supported versions of browsers, see the Browser Compatibility Charts.

BDSA algorithm

Starting with release 10.0, DSA algorithm is no longer available while generating self-
signed certificates using the Clearwell Commander or Clearwell Utility. Only RSA
algorithm is available. You need to perform additional steps while installing certificates or
dealing with Provider-Generated Certificate.

Supported File Types

Veritas eDiscovery Platform supports over 500 different file types including all Microsoft
Office 2013 formats. Refer to the Supported File Types and File Type Mapping section in
the application’s library (Online Help) for a detailed list of supported file types. (For
additional user documentation sources, see Obtaining Product and Compatibility
Information.

The following container file types are supported: ZIP (standard and self-extracting), GZIP,
TAR, LZH (including LHA), UNIX compressed files, RAR (standard and self-extracting), BZ2,
and 7Zip.

The NIST list version is 2.74 (Sept 2021).

Note: Veritas eDiscovery Platform provides the ability for users to exclude both the
standard NSRL (NIST list) files and to upload company-specific file hash lists into the
system.


https://www.veritas.com/content/support/en_US/doc/VeritaseDiscoveryPlatformBrowserCompatibilityChart
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See this tech note for how to update NIST list within eDiscovery Platform:
https://www.veritas.com/support/en US/article.100038118.html

See this tech note for details about custom NIST file creation:
http://www.veritas.com/docs/000017121.

Supported E-Mail Types

Microsoft Exchange/Outlook: Veritas eDiscovery Platform supports all PST and OST file
versions (with limitations below). Supported Exchange server versions include 2007, 2010,
2013, 2016, and 2019. The supported Outlook version is 2013 on Windows Server 2012
R2 /2016 and 2019 on Windows Server 2019.

Limitations:

e EDB files are not currently supported.
e MS Office 97-2002 PST formats are not supported

OST Files: For 9.0 users, OST files are recognized and automatically converted into PSTs
and stored in the application’s managed email conversion area prior to processing.

Lotus Notes: Veritas eDiscovery Platform supports IBM Notes 10.0.1. Older versions of
Notes often can be processed with no issues; however, there are some known issues with
the Notes APIs that may cause problems. While these issues are outside of our direct
control, we made some adaptations to the crawler to make it operate as smoothly as
possible. Starting with 10.1, the application requires IBM Notes client 10.0.1. If you restore
an older case to a version 10.1 or later installation, where that case has processed NSF
files using Lotus Notes 8.5, the messages may de-duplicate differently. Please refer to the
Veritas eDiscovery Platform Upgrade Overview document section “Using Outlook 2019 on
Windows Server 2019 and IBM Notes 10.0.1 Clients (on all supported platforms) and its de-
dupe Implications” for more information.

Note: Installations with known deduplication issues should consider using the Update
Checksum for Emails feature. Consult this tech note for more details:
https://www.veritas.com/content/support/en_US/article.100051881

Email Loose Files: \When processing loose files, the application automatically processes
.eml, .emlx, and .msg files as emails as long as they are compliant with the RFC822
specification (in the case of .eml files) or the Microsoft .msg specification (in the case of
.msg files).

MBOX Files: Processing MBOX email containers (and derivative formats such as MBX) is
also supported. These are converted into PST files and stored in the application’s
managed email conversion area prior to processing.

Distributed Review and Processing

Please refer to the Veritas eDiscovery Platform Distributed Architecture Deployment Guide
for configuration, operational and installation information.


https://www.veritas.com/support/en_US/article.100038118.html
http://www.veritas.com/docs/000017121
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Supported Collection Sources

The following are supported sources for identification and collection using the Veritas
eDiscovery Platform:

Microsoft Exchange 2007, 2010, 2013, 2016, 2019, Office 365 (Teams collection via Merge1
only, supported version of Merge1 is 6.21.1019.174 or later), Lync 2013 with Exchange 2013

Microsoft 365 — Exchange, OneDrive and Teams (through Merge1)
SharePoint 2007, 2010, 2013, 2016, 2019, SharePoint Online

Lotus Domino Server 8.x, 9.0, 10.x*

* Compatibility testing not done for this version. However, as there are no changes to the underlying Domino APIs
used by eDiscovery Platform, it is possible that the listed compatibility will work.

Veritas Enterprise Vault 10.0.4, 11.0, 11.0.1, 12.x, 14: From an Enterprise Vault source,
you can collect data from Exchange Mailbox and Journal archives, SharePoint archives,
Lotus Domino Journal and Mailbox archives, and File System archives. When Enterprise
Vault 11.0.1 or later is used, you can also collect data from Exchange SMTP and Internet
Mail archives.

Veritas Enterprise Vault.cloud

Windows File Shares: \eritas eDiscovery Platform can collect from file shares over the
network.

Distributed File System (DFS)

PC/Desktops: The OnSite Collector can collect data from laptops, PCs, and Macs directly
using a locally connected drive (USB for example).

Documentum, Livelink, and FileNet: Starting with 9.5.1, Documentum, Livelink, and
FileNet data sources are not supported.

For more information on supported data sources, see the Veritas eDiscovery Platform™:
Identification and Collection Guide 70.1.2.
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New in Version 10.2.2

System Administration
Support for Veritas Information Classifier 4.2

Veritas eDiscovery Platform 10.2.2 comes with an updated version of the Veritas
Information Classifier Engine version 4.2.0. Updates in the Veritas Information Classifier
Engine 4.2.0 include:

Keyword-based exclusion:

In this release, a new condition parameter, keyword-based exclusions, is introduced that
allows for conditions to include specific words or phrases that can be excluded from the
matching criteria for a keyword policy condition. This feature provides a simpler, more
computationally efficient alternative to using regex conditions to deal with keyword-
based exclusions.

New policies and policy enhancements:
This release supports the following new information classification:

Support to the following medical diagnosis-related policies based on signs and/or
symptoms for diseases:

¢ Medical Diagnosis - Female Sexually Transmitted Disease (STD) Policy
e Medical Diagnosis - Male Sexually Transmitted Disease (STD) Policy

The following new corporate compliance policy is added:
e Auto-Generated Email Policy

The following new transparent policy is added:
e Selling Away Policy

The following existing transparent policies are updated:

e High Risk Securities - Complete List Policy
e High Risk Securities - Large CAP Policy

e High Risk Securities - Mid CAP Policy

e High Risk Securities - Other Policy

e High Risk Securities - Small CAP Policy

New and updated patterns:
The following transparent patterns are introduced:

e Online and Cryptocurrency Brokerages
e Payment to Personal Address, or Financial Institutions
e Selling Away Action Terms

The following transparent patterns are updated:
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e High Risk Securities - Company Names

e High Risk Securities - Company Names Other

e High Risk Securities - Company Names Small CAP
e High Risk Securities - Company Names Mid CAP
e High Risk Securities - Company Names Large CAP
e High Risk Securities - Company Names Very Large CAP
e High Risk Securities - Tickers

e High Risk Securities - Tickers Small CAP

e High Risk Securities - Tickers Mid CAP

e High Risk Securities - Tickers Large CAP

e High Risk Securities - Tickers Very Large CA

Support for Veritas Quick Assist

Veritas eDiscovery Platform 10.2.2 comes with an updated version of the Veritas Quick
Assist, Version 2.4.171.359.

Support for MySQL Server 8.0.32

Veritas eDiscovery Platform 10.2.2 comes with an updated version of MySQL 8.0.32 to
meet the enhanced security needs.

Support for Java SE Development Kit 8, Amazon Corretto 1.8.0.362

Veritas eDiscovery Platform 10.2.2 is certified to work with Java SE Development Kit 8,
update Amazon Corretto 1.8.0.362.

Support for PrizmDoc 13.23

Veritas eDiscovery Platform 10.2.2 comes with an updated version of PrizmDoc Server &
Client 13.23.

e  PrizmDoc Server: 13.23.0.11097
e PrizmDoc Client: 13.23.0.3942

Support for Perpetual Basis LicenseVeritas eDiscovery Platform 10.2.2 comes with a
new Perpetual Basis License.
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Known Issues in Version 10.2.2

This section contains known issues related to the usage of the Veritas eDiscovery

Platform.
Issue Number Description
ESA-65103 Exchange Archive Mailbox collection does not work.

If a user's mailbox on an on-prem Exchange server has an archive
mailbox enabled, then the Exchange collection job for such a user
does not collect messages from the archive mailbox. With office
2019 and 2016, collecting items from the archived exchange
mailboxes is not possible.

Content collection from the user's primary mailbox is not impacted
due to this issue.
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Fixed in Version 10.2.2

Issue Number | Description

System Administration

CFT-5032 Node backups created with esa.backup.ignoreFragments=true
fail to restore.

This fix resolves the occurrence of Case Fragmentation scenario in a
distributed environment where a case might reside on any of the
worker nodes. During backup, code flow throws an error if the case is
fragmented. In this release, a Support tool has been introduced to
discover the Fragmented cases.

CFT-5205 Users (even with enhanced permissions) receive insufficient
privileges error ‘You do not have privileges to get/update the
user information.’

This fix resolves the issue where users (even with enhanced
permissions) cannot navigate from different points in the product,
select Analysis & Review, and receive the insufficient privileges error
‘You do not have privileges to get/update the user information.'

CFT-5206 Microsoft 365 discovery fails with ‘Incorrect string value:
"\xFO\x9F\x92\x99" for column 'FULLNAME".

This fix resolves the issue where an encoding problem for special
values in FULLNAME (like blue heart emojis) caused an issue in
inserting records into the database.

Case Administration

CFT-5258 Analysis & Review Help does not display Help information.

This fix resolves the issue where (in the case of using the setup link
with NetBIOS name) if you click on the Help symbol (?) in the Analysis
& Review tab, the popup window shows a failure to navigate to the
help information error.

CFT-5270 Redaction Sets that use parentheses in the reason codes cannot
be imported in the new Case Template feature.

This fix resolves the issue where if you navigate to Case templates >
Redaction Set > Import preset redaction set using CSV, Redaction
Sets with open and closed parentheses cannot be imported, whereas
the exact Redaction Set without open and closed parentheses can be
imported into an individual case.

Search and Review
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Issue Number | Description

CFT-5153 The '>' symbol (to move to the next document) is grayed out for
the previous document with attachments.

This fix resolves the issue where in the Review Mode, the '>' symbol
of moving to the next document is grayed out for the previous
document, even when the document has attachments.

Known Limitations

There are no known limitations related to the usage of the Veritas eDiscovery Platform.

Deprecated Features

In this release, no features are deprecated related to the usage of the Veritas eDiscovery Platform.

Technical Support

Technical Support maintains support centers globally. All support services will be
delivered in accordance with your support agreement and the then-current enterprise
technical support policies.

For information about our support offerings, how to contact Technical Support, and how
to manage your Veritas account information, visit our website:

https://www.veritas.com/support

If you have questions regarding an existing support agreement, please email the support
agreement administration team for your region as follows:

Worldwide (except Japan): CustomerCare@veritas.com

Japan: CustomerCare_Japan@veritas.com

Licensing Portal

If your Veritas product requires registration or a license key, access our Support Portal
Licensing area. From the Veritas Support Portal, please log in under Licensing to use
Veritas Account Manager. If you do not have an account, please register for one under
Licensing.

https://www.veritas.com/support

Downloading 10.2.2 Software

Note: Previous links and website portals (FileConnect/FlexNet and all Symantec specific
sites) for downloading product software, licensing and support have changed.


https://www.veritas.com/support
mailto:CustomerCare@veritas.com
mailto:CustomerCare_Japan@veritas.com
https://www.veritas.com/support
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e Information and the replacement options are located here:
www.veritas.com/docs/100040083

e For cumulative hotfix information and downloads, visit the support site
Downloads area:
https://www.veritas.com/support/en US/downloads/update.UPD754639

Obtaining Product and Compatibility Information
Make sure that you have the current version of the documentation. The latest
documentation is available from:
®  Documentation link at the bottom of any page in the eDiscovery Platform landing
page.
m  Veritas Support Portal

= Documentation Landing Page:
https://www.veritas.com/support/en US/article.100040275

= Compatibility Matrix:
https://www.veritas.com/content/support/en US/article.100010964

= Late Breaking News:
https://www.veritas.com/content/support/en US/article.100038329

m  Veritas Products Web site: https://www.veritas.com/product/a-to-z



http://www.veritas.com/docs/100040083
https://www.veritas.com/support/en_US/article.100040275
https://www.veritas.com/content/support/en_US/article.100010964
https://www.veritas.com/content/support/en_US/article.100038329
https://www.veritas.com/product/a-to-z
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