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Ports and Requirements
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Ports required for communication

Port number

From

To

Used for

(6)(8)443

443

1556 outbound

1556 outbound

13724 bhi-directional

13724 bhi-directional

Primary server

Media servers

Kubernetes cluster

Kubernetes cluster

Kubernetes cluster

Kubernetes cluster

Kubernetes cluster

Kubernetes cluster

Primary server

Media servers

Primary server

Media servers

HTTPS communications

HTTPS communications

For certificate deployment and
PBX communication with the
Primary server

For certificate deployment

VNETD for data movement

VNETD for data movement




Deployment - Prerequisites for NetBackup Kubernetes Operators

»  Customer needs to install helm chart on Kubernetes cluster access host to deploy operator.

»  Check the Software Compatibility List (SCL) and Hardware Compatibility List (HCL) guide for
supported configurations.

»  Kubernetes operator requires 10Gi of storage, 100m CPU and 500Mi memory up to 150m max
CPU and 600mi memory. All configuration is done during deployment.

»  To install NetBackup Kubernetes Operator (NBKOPS) you require administrative privileges.

»  Customers either need access to a local repository to place the NetBackup Kubernetes Operator
(NBKOPs) and Data mover packages for deployment or customers need internet access to the
Veritas Customer Repository and use whatever tools customer generally use to copy mentioned
packages into their local repository.

» A namespace must be configured to deploy the NetBackup Kubernetes Operator (NBKOPS), and

Data mover packages.
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Deployment - Prerequisites for NetBackup Kubernetes Operators

» Primary and Media servers must be created with FQDN, if they are created with short names. For more
information, refer the section Prerequisites for backup from snapshot and restore from backup

operations (Point 3 and 8) in the NetBackup™ Web Ul Kubernetes Administrator’s Guide.

» Namespaces with persistent storage must use CSI enabled storage with snapshot support, for more

details refer to the Hardware Compatibility List (HCL). NBKOPs supports only snapshot API version ‘v1

for backup operations.

» Kubernetes supports DTE mode setting, Customer can configure DTE mode setting that is set on the
datamover via backupserver specific configmap. Data-in-transit encryption of backup images is carried

out based on the global DTE mode and the client DTE mode.
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NetBackup upgrade

+++++++++++++++++++++++++++++++

................... - VERITN\S

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!



Important notes:

» All components (NBU Primary, Media, Kubernetes operators, and Data mover) must be same
version.

» Existing policies continue to take backups but must be restored manually until the Kubernetes
operator is updated.

Note: This is applicable to the NetBackup version 9.1 to 10.x upgrade.
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Steps to upgrade

1. Download the tar package from Veritas Support website:
https://www.veritas.com/content/support

2. Extract the package to the home directory. The netbackupkops-helm-chart folder must
be in the home directory.

3. To list all cluster contexts, run the command: kubectl config get-contexts

4. To switch to the cluster where you want to deploy the operator service, run the command:
kubectl config use-context <cluster-context-name>

5. To change the current directory to your home directory, run the command: cd ~

6. NetBackup supports any Container Image Repositories complied to OCI standards. you
can use any tools to push the operators and data mover images. If you use a private
docker registry, follow the instructions in this step to create a secret nb-docker-cred in
NetBackup namespace. Otherwise, skip to the next step.
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Steps to upgrade

» To load the image to the docker cache and push the image to the docker image repository, run the
commands:

= Load the tar file for Netbackup Kubernetes Operator.
<docker load -i <nameof the tar file> ./>
= Tag the loaded docker image as per requirement.
docker tag <imagename:tagof the loadedimage> <repo-name/image-name:tag-name>
= Push the image to a repository from where Kubernetes can fetch the image at the time of
NetBackup Kubernetes Operator deployment.

docker push <repo-name/image-name:tag-name>

Note: In the example, Docker is used for reference. You can use any other CLI tool that provides

equivalent functionality.
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Steps to upgrade

1.

Edit the netbackupkops-helm-chart/values.yaml in a text editor:

Replace the image value in the manager section with your image name and tag in the format
reponame/image-name:tag-name. Aslo, replace the datamover image in the netbackup_config_pod

section with datamover image name and tag.

To upgrade the NetBackup Kubernetes operator, run the command:
helm upgrade <plugin-name> <chart-path> -n <namespace>
Example:

helm upgrade veritas-netbackupkops ./netbackupkops-helm-chart -n netbackup

Note: Upgrading the NetBackup Kubernetes operator will reset the Helm values to their defaults. You
must ensure that you back up the old configmap and reapply any patches if the values have changed
after the upgrade
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Download the Veritas NetBackup Kubernetes
Operator, Data mover tar packages and load
Images into local repository
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Download and extract Veritas NetBackup Kubernetes packages

Get packages from Veritas Entitlement Management System (VEMS)

1. Go to the support.veritas.com, to log onto the Veritas Entitlement Management System (VEMS) and the, sign
in and click Licensing.

2. Click Entitlements (within Veritas Entitlement Management System (VEMS) main menu).

3. Click More Options to expand filters.

4. Setthe Product Line filter to NetBackup and click Apply Filters.

5. Look for entitlement's references, the version matches to the release note mentioned in the subject line.

6. To access your new software and license key(s) utilize the Download Software and Generate License buttons
located in the Actions column.

7. Download two packages:
> NetBackup Kubernetes operator package (netbackupkops-10.4.1.tar.gz).

> NetBackup Data mover image (veritasnetbackup-datamover-10.4.1.tar).
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Download and extract Veritas NetBackup Kubernetes packages

Package names and content

8. Extract the package to the home directory of a system that has access to the cluster where you can run kubectl
commands. The netbackupkops-helm-chart is part of the NetBackup Kubernetes Operator package and is in

the home directory.
9. To list all cluster contexts, run the following command: kubectl config get-contexts

10. To switch to the cluster where you want to deploy the operator service, run the following command:

kubectl config use-context <cluster-context-name>
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Add the NetBackup Kubernetes operator and Data mover image into your

local registry
Follow the steps only if you have a private docker registry

1. Create a secret netbackupkops-docker-cred in the NetBackup operator namespace if container registry requires
authentication. This secret is not needed if authentication is not configured.

To log on to the private container registry, run the following command:
docker login -u <username> <container-registry-url>

2. After sign in, the config.json file containing the authorization token is created or updated. To view the config.json
file, run the following command:

cat ~/.docker/config.json

The output looks like below:

{

"auths": {
"https://index.docker.io/v1/": {
"auth": "c3R...zE2"

b}

}
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Add the NetBackup Kubernetes operator and Data mover
Image into your local registry

3. To create a secret named netbackupkops-docker-cred in the NetBackup operator

namespace, run the following command:

kubectl create secret generic netbackupkops-docker-cred \ --from-
file=.dockerconfigjson=.docker/config.json \ --type=kubernetes.io/dockerconfigjson -n

<name of the namespace where the NetBackup operator will be deployed>

4. To check if the secret netbackupkops-docker-cred is created in the NetBackup operator
namespace, run the following command:
kubectl get secrets -n <name of the namespace where the NetBackup operator will be

deployed>
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Add the NetBackup Kubernetes operator and Data mover image into your
local registry

Push the NetBackup Kubernetes Operator and Data mover images to your registry

1. To load the image to the docker cache and push the image to the docker image repository, run the
following commands:

> docker load -i <name of the tar file>

> docker tag <image name:tag of the loaded image> <repo-name/image-name:tag-name>
> docker push <repo-name/image-name:tag-name>
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NetBackup Kubernetes Operator installation
and configuration
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‘ NetBackup Kubernetes Operator installation and configuration

There are two ways to configure NetBackup Kubernetes Operator with NetBackup Primary server:
1. Using Automated configuration by providing required parameters in values.yaml file

2. Using manual configuration steps
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Installation and configuration

NetBackup Kubernetes operator deployment and configuration

1. Using Automated configuration by providing required parameters in values.yaml file

> Before you run the helm install, user need to provide required input values in the netbackupkops-helm-
chart/values.yaml file.

> As part of configuration deployment, a pod gets created each time user runs helm install. config pod runs the
script to configure Kubernetes workload in the NetBackup web UI.

> This process includes following operations:

* Prepares storage for backup and restore: Label volmesnapshotclass and storage classes for creating
snapshots and PVCs.

* Read service account token from NetBackup operator namespace.

» Create NetBackup credentials for Kubernetes in NetBackup.

« Add Kubernetes cluster to NetBackup.

» Create NetBackup token and fetch sha256 fingerprint.

« Create BackupServerCert for establishing secure communication for datamover pod.
« Configure primary server specific configmap for datamover image.

2. Using manual configuration steps.
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NetBackup Kubernetes Operator deployment
and configuration using automated
configuration

---------------
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Deployment High-level steps using automated configuration

Download the Helm Install Helm chart
chart from Veritas

repository

Create NB API key secret and
update values.yaml file for
configuration parameters
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Automated configuration

Update netbackupkops-helm-chart/values.yaml configuration file

» Untar netbackupkops.tar.gz file (run command: tar —xvf netbackupkops.tar.gz ) and provide inputs
required for netbackupkops-helm-chart/values.yaml
netbackup_config pod:
> nbprimaryserver : <FQDN of NetBackup Primary Server>
> nbsha256fingerprint : <Copy sha256 fingerprint from NetBackup Primary server web Ul>
(Go to NetBackup web Ul = Security - Certificates - click Certificate Authority)
> k8sCluster : <FQDN of Kubernetes cluster API server (run command : kubectl cluster-info)>
> k8sPort : <Port on which Kubernetes API server is listening>

> datamoverimage . <Container registry URL for pulling datamover image>
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Automated configuration

Update netbackupkops-helm-chart/values.yaml configuration file

> storageclassblock : <Storage class used for provisioning block volumes (run command: kubect| get
storageclasses)>

> storageclassfilesystem : <Storage class used for provisioning filesystem volumes (run command:
kubectl get storageclasses)>

> volumesnapshotclassblock : <Volume snapshot class for creating block volume snapshots (run
command : kubectl get volumesnapshotclass)>

> Vvolumesnapshotclassfilesystem : <Volume snapshot class for creating filesystem volume snapshots
(run command : kubectl get volumesnapshotclass)>

> storageMap: It is a dictionary of key, value fields where key is storage class and its value is a tuple
consisting of (snapshotClass, storageClassForBackupDataMovement,
storageClassForRestoreFromBackup). For more details, refer to the netbackupkops-helm-

chart/values.yaml|

VERITAS



Automated configuration

Update netbackupkops-helm-chart/values.yaml configuration file

> acceleratorTracklogPvcStorageClass: The storage class used for provisioning tracklog for
Accelerator backups (Run command: kubectl get storageclasses) defaults to None, indicating
non-accelerator backups will be performed. To enable accelerator backups, set this value to

a valid storage class.

> MinSizeForAcceleratorTracklogPvc: The Minimum size in Mi/M for creation the accelerator

tracklog PVC during installation or upgrade is set to 50Mi by default.

Note: Automated configuration is currently supported only for NBCA mode. For more details
about the volume snapshot class and storage class names, refer to the Label Storage for

Backup and Restore section in the NetBackup Kubernetes Administrator’s guide.
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Automated configuration: AP| key creation
Create Netbackup API key for nb-config-deploy-secret

1. If an API key already exists, same could be used in next step without creating a new API key. The details are
hidden for already created apikey and must be collected from NetBackup admin.

To create a new API key :
Go to the NetBackup web Ul = Security = Access keys and click Add. Add username and select validity of one day
to avoid misuse of API key. You must delete the Secret after the configuration is done.

00
Access settings
Access codes
®la Y 2 mv = New API key X
Domain Add API key x Description API key tag Last modified
Username + Copy and store this key in a safe place. The key cannot be retrieved after you close this window.
root ov
[] sAML authentication Username Valid until
For a SAML user, the AP1 key re root February 28, 2023 5.0 PM
& Bare Metal Restore v Valid for * API key
1 Day Ui iR v GGy owi DL S RO LU A GV UG VS0V s TG Ly s u s Gusnao T UA
@ Resiliency Al e S e
& Security
Description
& rBAC
# Certifica Copy and close
Cancel
A Securi nts - m
ngs
Rows per page: 100 v K < > A
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Automated configuration : API Key creation

Create secret for NetBackup configuration pod

2. Create a secret file as shown below containing NetBackup API key
Sample: nb-config-deploy-secret.yami

3. Enter the API key value here which was extracted in the previous step.

apiVersion: v1
kind: Secret
metadata;

name: <nbkops-namespace>-nb-config-deploy-secret

namespace: <nbkops-namespace>

4. Once the file is ready, create a namespace <kops-namespace> and secret:
kubectl create namespace <kops-namespace>

kubectl apply -f nb-config-deploy-secret.yaml
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Automated Configuration netbackupkops-helm-chart/values.yaml file

sample values.yaml

netbackupkops :
containers:
manager:
image: reg.domain.com/10.4.1/nbk8splugin:netbackupkops_10.4.1
resources:
Limits:
cpu: 1530m
memory: GOOML
requests:

cpu: 100m

memory: S8080ML
kopsPwcStorageClass: ocs-storagecluster-ceph-rbd
kopsPwcSize: 10G1
pvMountPath: Jfusr/openw
imagePullSecrets: []
# Example to imagePullSecrets

imagePullse
# -0 2: netbac
fipsMode: DISABLE
acceleratorTracklogPwcStorageClass: MNone
minSizeForaAcceleratorTracklogPwc: S0Mi
hostaliases: []
Example to add hostAliases

HHERHHR R

replicas:
containers:
netbackup_config_pod:
nbprimaryserver: primarybackupserver.sample.domain.com
nbsha2s56fTingerprint: 8B:12:XX:D3:XX:AB: XX :FF:XX:3F:XX:AF:XX:94 : XX : A4 XX 64 : XX:52:XX:25: XX:05:XX:32:XX:10:XX:50: XX:8A
kgsCluster: testcluster.sample.domain.com
kesPort: 6443
datamover image: reg.domain.com/10.4.1/datamover:10.4.1
logLewel: INFO
storageclassblock: ocs-storagecluster-ceph-rbd
volumesnapshotclassblock: ocs-storagecluster-rbdplugin-snapclass
storageclassfilesystem: ocs-storagecluster-cephfs
volumesnapshotclassfilesystem: ocs-storagecluster-cephfsplugin-snapclass
storageMap:
ocs-storagecluster-cephfs:
storageClassForBackupDataMovement: ocs-storagecluster-cephfs
storageClassForRestoreFromBackup: ocs-storagecluster-cephfs
snapshotClass: ocs-storagecluster-cephfsplugin-snapclass
ocs-storagecluster-ceph-rbd:

storageClassForBackupDataMovement: ocs-storagecluster-ceph-rbd "
storageClassForRestoreFromBackup: ocs-storagecluster-ceph-rbd VE I I AS
snapshotClass: ocs-storagecluster-rbdplugin-snapclass




Automated configuration : Custom CA cert config (Optional)

Create a secret for external cert configuration

External CA certificate configuration for Kubernetes clusters

Note: This configuration step is necessary if you have custom CA certificates configured on your
cluster’s API server for external access. This step can be ignored if there is no custom CA setup

« If you have the custom CA certificates available, then simply enter them directly in the configuration yaml file
mentioned in the next slide.

« If you do not have the certificates available, run the command shown to extract the certificate on the NetBackup
primary host.

* You can also use the openssl command tool to perform the same step on the Linux host.

<NBU_Install Path>/bin/goodies/vxsslcmd s_client -showcerts -connect <cluster-fqdn>:<port-no> 2>/dev/null </dev/null

| sed -ne '/-BEGIN CERTIFICATE-/,/-END CERTIFICATE-/p'

« Enter the certificate value which will be generated from the output of this command into the

template file in the next step.
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Automated configuration: Custom CA cert config (Optional)

Create a secret for external cert configuration

External CA certificate configuration for Kubernetes clusters using custom CA certs

* Prepare a yaml file based on the format shown.

* Note: Ensure the proper indentations as shown in the following template.

* Enter the value which was extracted in the previous step into the k8scacert field and ensure the indentation is properly followed for the entire value

: vl
: Secret

: <kops-namespace>-nb-config-deploy-secret
: <kops-namespace>
: Opaque

: <Netbackup API Key>
b
BEGIN CERTIFICATE
MIIDDDCCATSgAwIBAgIBATANBgkqhkiGOwOBAQsFADAMMSQwIgYDVQQDDBtpbmdy
ZXNzLWOwZXIhdG9yQDE20Dc 1MzY4Nj gwHhcNMjMwNJ IzMTYXNDI 3WhcNMjUwWNT Iy
XtXgbaBGrXIuCCo90mxv4g==
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Automated configuration for Rancher managed clusters

Extract Rancher cacert and token

Rancher managed clusters use custom cacert provided by Rancher manager to communicate with NetBackup.
NetBackup also requires token from the managed cluster for authentication.

« Rancher managed cacert:

1. Navigate to the Rancher Management Server Ul > Open the left side panel Global Settings > Under CA Certs, click
the Show CA Certs button.

2. Extract the complete CA cert value in a temporary file.

* Cluster Token:

1. Open the Rancher Management Server Ul > Open the left side panel > Under the Explore Cluster Section > Navigate to
the cluster you want to protect > Click the Download KubeConfig icon on the top right corner.

2. Token field is present inside the kubeconfig file. Extract the token value without the double quotes " " from this
downloaded kubeconfig file.
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Automated configuration for Rancher managed clusters

Create a secret for external cert and token configuration

Follow the step to create a secret for Rancher managed cluster

1. Create a yaml file nb-config-deploy-secret.yaml with the following format shown.
2. Enter the values for k8stoken and k8scacert which were extracted earlier under stringData.

3. Once the k8stoken and k8scacert values have been entered, move to the API Key creation step on next slide
to get the value for apikey

Sample file : nb-config-deploy-secret.yaml

vl
: Secret

: <kops-namespace>-nb-config-deploy-secret
: <kops-namespace>
: Opaque

: A_YoUkgYQwkPLUKkmyj9Q6A1-6RX8RNY-PtYX0SukbqCwIK_osPz8qVm9zCL9phje
: kubeconfig-user-mvvgcm8sq8:nrsvcnx8hj46t24r2tjrxd2kn8tzo2bgdkj8waxpw36k8ktrchp826

MIIDDDCCATSgAwIBAgIBATANBgkghkiGOwOBAQsFADAMMSQwIgYDVQQDDBtpbmdy
ZXNzLWOwZXJIhdG9yQDE20Dc1MzY4ANjgwHhcNMjMwNjIzMTYXNDI3WhcNMjUwN]Iy
XtXqbaBGrXIuCCo90mxvag==

END CERTIFICATE
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Automated configuration: Deploy the NetBackup Kubernetes Operator

Install operator via the Helm Chart

1. Ensure the <kops-namespace>-nb-config-deploy-secret has been created before running the helm install on the
next step.

2. Run the following command to install the NetBackup Kubernetes Operator:
helm install <user defined name of the deployment> ./netbackupkops-helm-chart -n <kops-namespace>
Example: helm install veritas-netbackupkops ./netbackupkops-helm-chart -n netbackup

3. To check the status of the deployments, run the command: kubectl get pods -n <kops-namespace>
Example: kubectl get pods -n netbackup

4. To verify that Kubernetes cluster is added to NetBackup, Go to the NetBackup web Ul - Workloads - Kubernetes -
Kubernetes clusters.

Kubernetes cluster should be listed on this page. If there is an issue, check the troubleshooting steps on next page.
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Automated configuration

Troubleshooting the NetBackup configuration pod

Troubleshooting the configuration pod:

1. To check configuration pod logs using the following commands:
kubectl get pods -n <kops-namespace>
kubectl logs <netbackup-config-pod-name> -n <kops-namespace> > config-deploy.log

2. If you see any failures in the deployment due to incorrect input values, set the replica count to zero for
deployment <kops-namespace>-netbackup-config-deploy to remove the deploy pod.
kubectl scale deployment <kops-namespace>-netbackup-config-deploy -n <kops-namespace> --replicas=0

3. Correct the input values in deployment config.
kubectl edit deployment <kops-namespace>-netbackup-config-deploy -n <kops-namespace>

4. Again, set the replica count to 1 to restart configuration. Use the following command to set the replica count:
kubectl scale deployment <kops-namespace>-netbackup-config-deploy -n <kops-namespace> --replicas=1
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NetBackup Kubernetes Operator deployment
and configuration using manual steps

---------------

34 Copyright © 2023 Veritas Technologies, LLC o A o ' ' AL AL AL L R : Z £ s VEE'TAS

++++++++++++++++++++++++++++++++++++



Label storage for backup and restore
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Prepare storage

Check for the valid volume snapshot class available in your environment

1. To see what volume snapshot classes are available in the environment, run the following command:

> kubectl get volumesnapshotclass

> Following is the output example, you can see:

> The parameter you will use is the value in the name field from this command that is associated
with the appropriate CSI driver.

2. User must label a valid volume snapshot classes on the block and file system volume snapshot
classes to create a block and file system volume snapshots for NetBackup usage.
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Prepare storage

Label a valid volume snapshot class for NetBackup usage

3. Add the following label on the block and file system volume snapshot classes to create block and file system

volume snapshots:

netbackup.veritas.com/default-csi-volume-snapshot-class=true

4. Run the following commands:

» kubectl label volumesnapshotclass <block-vol-snap-class-name> netbackup.veritas.com/default-csi-

volume-snapshot-class=true

» kubectl label volumesnapshotclass <filesystem-vol-snap-class-name> netbackup.veritas.com/default-csi-

volume-snapshot-class=true

5. If the NetBackup labeled VolumeSnapshotClass class is not found, then snapshot of a namespace consisting of
persistent volume fails with an error message: Failed to create snapshot of the Kubernetes namespace.
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Prepare storage

Check for the storage available in your environment

6. To see storage classes available in the environment, run the following command:
kubectl get sc
> Following is the output example, you can see:

[root@d1388g10-066-v38 ~J# kubectl get sc

NAME PROVISIONER RECLAIMPOLICY  VOLUMEBINDINGMODE ALLOWVOLUMEEXPANSION  AGE
localblock kubernetes.io/no-provisioner elete WaitForFirstConsumer 53d
ocs-storagecluster- :uph rbd (default) openshift-storage.rbd.csi.ceph.com ] e Immud1atu true

ocs-storageclust 3 g upunsh1ft stors eph.rook. io/bucket o o

ocs-storageclust nTs openshift-stors: s.csi.ceph.com e e ed e true
openshift- sturage.nootaa io openshift-store yaa. io/obc = i =

thin Puturnutus io/vsp e-volume e e Immudwatu

thin-csi csi.vsphere.vmware.com elete WaitForFirstConsumer
[root@d1380g10-066-v38 ~1# |

7. Look for the storage that has CSI drivers listed under provisioner which consists of CSI in the name.

8. You must label each of the CSI supported storage classes with the labels in this section.

VERITAS



Prepare storage

Validate the storage you use for deploying namespaces

9. The command ‘kubectl get sc’ you ran earlier takes note of the default storage listed:

ceph.com

10/bucket ) te Immediate
Immediate
Immediate

Immediate

10. If the default storage for the cluster is not associated with the CSI storage you labeled. Then, any

namespaces created with default storage will not be able to protect.

11. Customers either must change the default storage to CSI storage which needs to protect, or

explicitly point to the CSI storage when the namespaces are created.
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Prepare storage

Label a valid storage class for NetBackup usage

12. Add the following labels on CSI supported storage class:

> netbackup.veritas.com/default-csi-storage-class=true is used to label where storage class
provisions volumes based on raw block.

> netbackup.veritas.com/default-csi-filesystem-storage-class=true is used to label where
storage class provisions volumes based on file system.

13. Run the following commands:
> kubectl label sc <storage class> netbackup.veritas.com/default-csi-storage-class=true

> Kubectl label sc <storage class> netbackup.veritas.com/default-csi-filesystem-storage-
class=true

> <Storage class> will be from the name section of the ‘kubectl get sc’ command for each
CSI compliant storage you will need to protect.

14. If NetBackup labeled storage class is not found, then backup from snapshot job for metadata image
and restore jobs fails with an error message No eligible storage classes found.
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Prepare storage

Validate that labels were applied

15. To verify the result, run the following commands:

kubectl get sc --show-labels

ster-cephtf
t-'tl:l"I:E noobas. Lo

[rDDtﬂdl; 0g10-066-v38 ~]# kubectl get volumesnapshotclass —s
DRIVER
1. vsphere.vmware. com
S 1ift-s i
plug in- rldpcl nshift-s

DELETIOMPOLICY AGE
Delete

.com Delete
Delete

al.storage. openshift. Lofowner -namespace=1lo
=, netbackup. ver itas . con/default-csi-s

LHBELB

netbdckup veritas.com/default-csi-volume-snaps

netbackup.veritas.com/default-csi-volume
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Prepare storage

Specify Storage Map in netbackupkops-helm-chart/values.yaml for BnR operations

storageMap: Refer values.yaml for more information.

Example:

storageMap:

storageClassForBackupDataMovement:
storageClassForRestoreFromBackup:
snapshotClass:

« Set nbsetup replicato O in netbackupkops-helm-chart/values.yaml to disable netbackup config pod
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Deploy the NetBackup Kubernetes Operator

Install operator via the Helm Chart

1. Run the following command to install the NetBackup Kubernetes Operator:

helm install <user defined name of the deployment> ./netbackupkops-helm-chart -n <kops-namespace>
Example: helm install veritas-netbackupkops ./netbackupkops-helm-chart -n netbackup

2. To check the status of the deployments, run the command: kubectl get pods -n <kops-namespace>
Example: kubectl get pods -n netbackup
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Prerequisites for NetBackup backup
from snapshot and restore from
backup operations

---------------
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Prerequisites for NetBackup BFS and RFS operations

» Ensure that the user label a valid storage class (Block and Filesystem) for NetBackup
usage. (Refer: Prepare Storage section)

» Ensure that the user label a valid snapshotvolumeclass for NetBackup usage. (Refer:
Prepare PV for Backup section)

» Each primary server which runs the backup from snapshot and restore from backup copy
operations, needs to create a separate ConfigMap with the primary server's name.
(Refer: Deploy the NetBackup Kubernetes Operator - Create configmap.yaml file for each
Primary Server protecting the cluster)

» Ensure that the user deployed certificates on the Kubernetes operator. (Refer: Deploy

certificates on the Kubernetes Operator section)
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Create configmap file for each Primary server protecting the cluster

1. Create the following configmap yaml file.
apiVersion: v1
data:
datamover.hostaliases: |
<Primary server IP Address>=<Primary server FQDN>
<Media server IP address>=<Media server FQDN>
datamover.properties: |
Image=<repo-name/image-name:tag-name>
version: "1"
kind: ConfigMap
metadata:
name: <Primary server FQDN>
namespace: <Name of namespace where the NBUKops package will be deployed>

2. If you have more than one Media server that will access this cluster from that domain add each
Media server to the data mover host alias list. You only need this parameter if the cluster can’t
automatically resolve the primary and media servers with name resolution.

3. repo-name/image-name:tag-name should be the parameters you set when you pushed the data
mover images into the registry.
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Deploy the NetBackup Kubernetes Operator

Create configmap yaml file for each Primary Server protecting the cluster

4. Save the configmap.yaml to the home directory from where the Kubernetes clusters are accessible.

5. If you have more than one primary server protecting the cluster create one configmap.yaml file for
each primary server and give each file a unique name.

6. Run the following command to deploy each file where <configmap.yaml> is the nhame you gave to
the file:

kubectl create -f <configmap.yaml|>
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Data mover pod schedule mechanism support
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Specify the following fields in the backupserver ConfigMap to schedule datamoverpods on the nodes

1. nodeSelector: nodeSelectoris the effortlessway to constrainpods to thenodeswith specificlabels.

Example:

apiVersion: vl

kind: ConfigMap

metadata

name: backupserver.sample.domain.com
namespace: netbackup

data

datamover.hostaliases: |
10.20.12.13=backupserver.sample.domain.com
10.21.12.13=mediaserver.sample.domain.com
datamover.properties: |
image=reg.domain.com/datamover/image:latest
datamover.nodeSelector: |
kubernetes.io/hostname: test1-194jm-worker-k49vj
topology.rook.io/rack: rackl

version: "1"
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2. nodeName : nodeName is a more direct form of node selection than affinity or nodeSelector. It allows you to specify the node on

which a pod should be scheduled, overriding the default scheduling mechanism.

Example:

apiVersion: v1

kind: ConfigMap

metadata

name: backupserver.sample.domain.com
namespace: netbackup

data

datamover.hostaliases: |
10.20.12.13=backupserver.sample.domain.com
10.21.12.13=mediaserver.sample.domain.com
datamover.properties: |
image=reg.domain.com/datamover/image:latest
datamover.nodeName : test1-194jm-worker-hbblk

version: "1"
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3. Taint & Toleration : Toleration allows you to schedule the pods with similar taints. Taint and toleration work together to ensure

that the pods are scheduled onto appropriate nodes. If one or more taints are applied to a node. Then that node must not acce pt

any pods which does not tolerate the taints.

Example:
apiVersion: vl
kind: ConfigMap
metadata
name: backupserver.sample.domain.com
namespace: netbackup
data
datamover.properties: |
image=reg.domain.com/datamover/image:latest
Datamover.tolerations: |
- key: "dedicated"
operator: "Equal”
value: "experimental”
effect: "NoSchedule"

version: "1"
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4. Affinity and Anti-affinity : Node affinity functions like the nodeSelector field but it is more expressive and allows you to specify soft rules. Inter-pod affinity/anti-

affinity allows you to constrain Pods against labels on other Pods.

Example: Node Affinity
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Add Kubernetes
cluster - Create new
credentials

+++++++++++++++++++++++++++++++
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Add Kubernetes cluster

Add new credentials

) Veritas™ Netbackup™

Kubernetes clusters

Discovery status

Table toolbar should be inline with
VDL standards.

a4

g 2 (

Kubernetes setting

Last discovery attempt

al v X2

Credential name

Credential

< Kubernetes
B Dashboard Namespaces
R Activity Monitor
] Protection
@ Protection Plans Cluster
@ Policies No data to display

1 Workload

@ Oracle
@ Microsoft SQL server
@ VMware
@ RHV
@B Cloud
@ Kubernetes
) Storage

) Credential Management

Items per page: 10

v

1-100f 100

@ Certificates

1. Click Add to add a
new Kubernetes

cluster
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Add Kubernetes cluster

Add new credentials

(B Veritas™ Netbackup™ 2 8 2 @ 2. Enter the following information

« Add Kubemetes chister x FQDN for the Kubernetes
@ Dashboard cluster
@ Activty Monior Kubemetes custar ame 1 Enter the Kubernetes API
B Protection Cluster_SIN server port number. Our
@ Protection Plans - default port IS 6443
. r:::'“ Sl ’ Default port is 6443 for
R Openshift, and Tanzu
@ Oracle i . and 443 for GKE, AKS
< @ Microsoft SQL server Enter namespacs for contioller and EKS, and Vanl”a
VMware

Run the command
kubect! cluster-info for
the Cluster name and

@ Kubemetes Port number parameters
Q storage to insert here

& Credential Management

d Controller namespace where
the NetBackup Kubernetes
Operator is deployed

@ RHV
@ Cloud

B security

@ RBAC

@ Certificates
N

(o || - [N 3  Click Next
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Add Kubernetes cluster

Add new credentials

s & 2 @ 4. Select Add credentials.

@ Veritas™ Netbackup™
« Add Kubernetes cluster
5. click Next.

@® Dashboard

x

Activity Monitor Connect using new or existing credentials

I Protection
@ Add credentials 1

Protection Plans
) () Select from existing credentials
Policies )
KB workload
Oracle
Microsoft SQL server
< @ VMware

RHV

@ Cloud

Kubernetes
& Storage
& Credential Management
B Security
RBAC :

Certificates
[ Cancel l ’ Previous T ﬁ
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Add Kubernetes cluster

Add new credentials

@ Veritas™ Netbackup™ A O 2 O 6 PI’OVide a name, tag and
description for the credential

« Add Kubernetes cluster ®

@ Dashboard
@ Activity Monitor
H Protection
@ Protection Plans

Policies

B Workload

@ Oracle
@ Microsoft SQL server
VMware
@ RHV
@ Cloud
@ Kubernetes
& Storage
&2 Credential Management
B Security
RBAC

Certificates

Add credential

Credential name *

K8S_Credentials_1

Tags
K8Ss

Description

K8S credential for demo

Credentials for Kubernetes clusters 2

Token *

token <1amph7yubgt67vo1e2tn3wgbhbwxgvlap>

CA certificate *

CA certificate <jnvjdfbjknvasjiub87346743589823kljnvfn>

| concel || previous }ﬁ

The Category type will be
selected to Kubernetes by
default

Add Token and CA
Certificate you got from
running the kubectl get
secret <[namespace-
name ] ~backup-server-
token-<id>> -n
<namespace name> -0
yaml command (You want
the ca-cert not service-ca-
cert certificate)

Click Next.
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Add Kubernetes cluster

Add new credentials

 The credentials are
Note validated and on
successful validation,
the cluster is added

« On click of the ‘Next’ button the credential will be created and stored in the CMS.

« The notification message for the successful creation of the Credential will appear on the following screen.

Q Successfully added credential.

« After the cluster is

« The Permission screen has a dependency one the ‘Manage access’ parameter in the RBAC for the selected role. added’ aUtOd ISCOVE ry

+ If the user does not have the permission then the permissions screen will be skipped. runs aUtomatlcaI Iy to

discover available

assets in the cluster.

T This first discovery is
| a full discovery

+ If the user click the ‘Cancel’ button on the footer.

’ Cancel‘ H Previous

The wizard will close without saving the user inputs.
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Add Kubernetes cluster

@ Veritas™ Netbackup™

« Add Kubernetes cluster
@ Dashboard Permissions
@ Activity Monitor
I Protection
Role name Role description
@ Protection Plans
@ Policies
I Workload
@ Oracle
@ Microsoft SQL server
& VMware
@ RHV
@ Cloud
@ Kubernetes
& Storage

& Credential Management

B Security

@ RBAC Showing 1-1

@ Certificates

« The user role who
created the credential
will be assigned
access by default.

* More roles can be
assigned permissions
using Add button.

9. Click Next.
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Add Kubernetes cluster

@ Veritas™ Netbackup™

+ = * @ 10.Click Close.

« Add Kubernetes cluster

@ Dashboard
@ Activity Monitor

H Protection Credentials configuration continues when this window is closed.

Validating credentials

@ Protection Plans o
1 of 1 successful
@ Policies

I Workload
@ Oracle
@ Microsoft SQL server
& VMware
@ RHV
@ Cloud
@ Kubernetes
& Storage

& Credential Management

K Ssecurity
@ RBAC

@ Certificates
-.
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Add Kubernetes cluster

) Veritas™ Netbackup™

a4 &

2

Kubernetes Kubernetes settin|
R Dashboard Namespaces Kubernetes clusters
P Activity Monitor
| Protection Q ‘ Y v Ing ‘
@ Protection Plans Cluster Discovery status Last discovery attempt Credential name Credential
ici Cluster_SIN '.:f' Runnin 2020-11-10, 10:55 K8S_Credentials_1 Vali E
Policies ' : 9 dential v Valid
' Workload Immediately after cluster will . . v . -
orkloa Cluster_BLR be added/updated, discovery 2020-11-10, 10:55 K8S_credentials_12 Valid H
will start automatically
@ Oracle Cluster_SFO v success 2020-11-07, 08:19 K8S_credentials_11 i
Microsoft SQL server
ﬁ Q Cluster_AED + Success 2020-11-10,09:45 K8S_credentials_ABC « Valid H
@ VMware
Cluster_ALT + Success 2020-11-18,17:42 K8S_credentials_13 « Valid H
@ RHV
Cluster_PEK + Success 2020-11-07,08:19 K8S_credentials_13 « Valid H
@b Cloud
ﬁ b Cluster_DXB + Success 2020-11-01, 08:07 K8S_credentials_14 « Valid H
Kubernetes
A Storage Cluster_HND « Success 2020-11-10, 09:46 K8S_credentials_14 « Valid H
A Cluster_LAX Error 2020-11-21,07:36 K8S_credentials_15 Invali H
) Credential Management | dential lid H
Cluster_ORD « Success 2020-11-21,07:36 K8S_credentials_16 « Valid H

Items per page: 10 v 1-100f100

@® Certificates

Cluster credentials will
show as Valid. If
cluster is added the
discovery will start
automatically.
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Add Kubernetes cluster

Note

Permission for the Kubernetes cluster

- The user who initiated the “Add Kubernetes cluster” will have a permission to access this cluster by default.

- If more permissions are required.
Add permissions to the cluster can be done in the following 2 ways.

1. From cluster details page
Workload > Kubernetes > Cluster > Details > Permissions (tab) > Add Permissions

2. From RBAC
Security > RBAC > Add Role > Assign workloads.
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Incremental backup support
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Kubernetes incremental backup

You can choose to create incremental backups via protection plan for Kubernetes workload.

NetBackup Kubernetes supports two types of incremental backup jobs:
=  Cumulative incremental
= Differential incremental

The type of backup needs to be set in the respective schedule while creating a Kubernetes
protection plan.

There is also an ‘Automatic’ backup type supported in order to ease creation of full +
Incremental backups.

Apart from snapshot copy, backup from snapshot, duplicate copies have incremental
support.
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Create a protection plan

Basic properties

@ Veritas NetBackup™

1. Enter name and description.

« Create protection plan b ]

© oot ® souae O rkocnr O remaen ©o=- 2. Select a Kubernetes from drop
down list.

@® Dashboard
Y Activity monitor

D Recovery
Name *

2 K8s-incremental
U Protection

3. Click Next.

& Protection plans Description
& Policies
B2 Workloads Workload
Kubernetes ~
< Apache Cassandra
& Cloud Policy name prefix

K8s-incremental - <auto generated UUID=>

Cloud object store Use this name patter for palicies. NetBackup sutomatically crestes  policy when users subscribe asssts to this protaction plan.

a
Kubernetes

Microsoft SQL Server

T, MysaL
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Create a protection plan

Schedules

+ = = @ 4. Click Add schedule.

« Create protection plan x

(©f Veritas NeiBackup”

@ Dashboard
° Basic properties o Schedules @ Backup options @ Permissions @ Review
¥ Activity monitor
D Recovery
U Protection

@ Protection plans

© Policies

Workloads

@ Apache Cassandra

& Cloud

Cloud object store You have not added any schedules yet

Kubernetes Add schedule
Microsoft SQL Server
MysaL

Nutanix AHV

£ OpenStack

Oracle

PostgreSQL
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Steps to set a differential incremental backup job in protection
plan

Add backup schedule x 5_ Select BaCkup type ->
Differential Incremental

Configure schedule for snapshot

sackup ype 6. Under Configure

Differential incremental ~ S C h ed u I e fo r S n ap S h Ot Set

Recurrence Every

Dally v Day values for Recurrence and

Keep for attribute

Keep for

2 Weeks ~

7. Under snapshot and

Snapshot and backup copy options

ese backup from snapsht @ backup copy options, enter
et value in the Keep backup for
text field.
[] create aduplicate copy of the backup from snapshot
gl gereme—" ... | 8. Click Start Window and
Note: provide backup window
. Eﬁgﬁlgjgirom Snapshot option will always be enabled by default for Incremental backup types and cannot be 9. Click Add

* AIR (Auto Image Replication) option is not applicable to Incremental backup types.

- Itis recommended to add full backup schedule along with differential incremental schedule to have shorter
recovery chain .
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Steps to set a differential incremental backup job in protection
plan

Create protection plan x

- Differential schedule
@ Basic properties @ schedules () storage options (® Backup options () Permissions (&) Review getS added In

I Schedules and
00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 24:00

sun

retention section.

Tue
Wed

* Click Edit to change

Fri

values set in the
Differential incremental backup S C h e d u I e .

Schedules and retention + Add schedule

* Click Delete to
Type Every Snapshot retention Backup retention Additional copies Start windows
Differential incrementa 1day 2 weeks 4 weeks Hide i re m Ove th e
schedule.

Delete
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Steps to set a differential incremental backup job in protection
plan

* 10. On Storage
R - Pyu— g © °"" options page,
" click Edit to
~ provide target
X storage location for
— Backup from

@ stul v v v 74.06% 147.97 GB of 198.84 G Sn ap S h Ot .

11. Select the
desired storage
unit.

Showing 1-1 of 1(1 selected) Rows perpage: 100
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Add backup schedule x

Attributes Start window

Configure schedule for snapshot

Backup type

Cumulative i

Recurrence

Daily

Keep for
2

Snapshot an

Keep b
4

[] create

ncremental ~

Every

v Day

Weeks w

d backup copy options

)

ackup for

Weeks ~

a duplicate copy of the backup from snapshot

Cancel Add and add another

Note:

Backup from Snapshot option will always be enabled by default for Incremental backup types and cannot be
changed

AIR (Auto Image Replication) option is not applicable to Incremental backup types

Always add full backup schedule along with cumulative backup schedule otherwise every Cumulative backup
is Full backup.

Steps to set Cumulative incremental backup in Protection Plan

5. Select Backup type ->
Cumulative Incremental

6. Under Configure
schedule for snapshot
set values for
Recurrence and Keep
for attribute

7. Under snapshot and
backup copy

options Mention value
under Keep backup
for attribute

8. Click Start Window->
Provide backup window

9. Click Add.
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Steps to set Cumulative incremental backup in Protection Plan

T — x « Cumulative schedule
P © scresus @ storageoptons Ol ® permissins © review gets added in
P ) o o o oo - . . oo o o o Schedules and

| . . - | | : | : i retention section.

Mon

- « Click Edit to change
values set in the

Fri

B schedule.
. Cumulative incremental backup

e Click Delete to remove

Schedules and retention + Add schedule
Type Every Snapshot retention Backup retention Additional copies Start windows
Cumulative incremental 1day 2 weeks 4 weeks Hide
Edit
Delete

Cancel Previous m
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Steps to set Cumulative incremental backup in Protection Plan

* 10. On Storage
R - Pyu— g © °"" options page,
" click Edit to
~ provide target
X storage location for
— Backup from

@ stul v v v 74.06% 147.97 GB of 198.84 G Sn ap S h Ot

11. Select the
desired storage
unit.

Showing 1-1 of 1(1 selected) Rows perpage: 100
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Steps to set Automatic schedule in Protection Plan

Add backup schedule x 5. SEIGCt BaCku p type
Attributes Start window - > A u to m at I C

Configure schedule for snapshot

BackuPt.ype 6 Under Conflgure

TTOTUCT v e cesed bckin ety V SC h ed u I € fO rsn ap S h ot

g:i:rrence 5 fvew . o Set Values for Recu rren Ce

and Keep for attribute

Keep for

2 Weeks v 7. Under SnapShOt and
Snapshot and backup copy options baCkUp CO py
U options Mention value
e under Keep backup

for attribute

8. Click Start Window to
provide backup window

[] Createaduplicate copy of the backup from snapshot

Cancel Add and add another

» Backup from Snapshot option will always be enabled by default for Automatic backup type and

cannot be changed 9. Click Add.

* AIR (Auto Image Replication) option is not applicable to Automatic backup type
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Steps to set Automatic schedule in Protection Plan

" « Automatic schedule
gets added in
Schedules and
retention section.

Create protection plan

o Basic properties o Schedules @ Storage options @ Backup options @ \\\\\\\\\\\\ @ Review

Backup schedule preview @

- . » Click Edit to change
™ values set in this
schedule.

@ Automatic

Schedules and retention + Add schedule b CI ICk Del ete tO remove
Type Every Snapshot retention Backup retention Additional copies Start windows th i S S C h e d u I e .
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Steps to set Automatic schedule in Protection Plan

(SN Veritas NetBackup”

¢+ €+ + @ After a protection plan

& Details & Edit description | x . .
with an Automatic
@ Dashboard test-k8s-automatic Features .
v Accelerator v Backup from snapshot + Deduplication « Snapshot storage S h d I t d
Y Activity monitor Supported workload Backups Longest retention C e u. e I S C re a e 1
D Recovery fubemetes e fweeks th e re WI I I b e tWO
Options Schedules Protected assets Permissions
© Pt : schedules created
Schedules ~

@ Protection plans

© poties Do e e e eewewewewewe e weaee |f recurrence 1s less

S i d - than 1 week, one
o differential schedule
- G and one full schedule
o will be created

&= Microsoft SQL Server Eull backup

* If recurrenceis >=1
3¢ Nutanix AHY Type Every Snapshot retention Backup retention Additional copies Start windows Wee k O n I fu I I
| , only
~ o o Differential incremental 1da 2 we 4y .
i OpenStac
e e schedule will be

6= Oracle
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Recommendations for Retention values

« To perform a restore from recovery point from any copies (snapshot, backup from
snapshot, duplicate), it is recommended to keep retention of that copy longer.

* For example, to restore from a backup copy, retention of backup from snapshot >

snapshot, otherwise backup copy will get expired, and recovery point will be marked
as COMPLETE =NO

« Warnings for the same will be shown in web Ul as follows.

« Itis recommended to set backup retention period greater than snapshot retention
period.

« Itis recommended to set duplication retention period greater than the backup
retention period.
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Recommendations for retention values

Add backup schedule b 4

Backup type

Automatic v

NetBackup automatically generates full and incrementa
schedules to achieve the desired backup frequency.

Recurrence Every

Daily v o1 Day
Keep for

5 Weeks v

Snapshot and backup copy options
Create backup from snapshot &
Keep backup for
4 Weeks v

Create a duplicate copy of the backup from snapshot
Keep for
3 Weeks v

Itis recommended to set backup retention period greater than snapshot retention period
Itis recommended to set duplication retention period greater than the backup retention period

‘ Cancel ‘ ‘ Add and add another ‘ m
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Accelerator backup support
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‘ Prerequisites for Accelerator backups

» Accelerator-supported NetBackup storage targets like MSDP, MSDP-C,

OpenStorage Technology (OST) should be created before creating
protection plan

» Storage class for provisioning Tracklog PVC
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Steps to configure accelerator backups

1. Select
Accelerator
supported
Storage while
creating a
Protection plan

* & * & * & & @ w
ffffffff » * * *



Steps to configure accelerator backups

- #. .0 2. The Protection plan
— - S S pyan o creation Summary

= =
K8s-ACCL-PP i a. e WI I I I ISt th e
Policy name prefix v Backup from snapshot v Deduplication + Snapshot storage

K8S-ACCL-PP Supported workload Backups Longest retention

Accelerator feature.

Edi

>

Schedules

=

Backup schedule preview @

e e e e e - 3, Before you click
Finish, ensure

Accelerator is listed
S there.

T

Snapshot retention Backup retention Additional copies Start windows

E
g

Full 1 wesk 2 wasks L weasks Hide

m
2
e

~

Storage options

Backup storage
MSDP-5TU

Backup options

k(C)



Steps to configure accelerator backups

4. Storage for
Tracklog can be
provisioned in two

600M1 ways.

-(:L:Z’??""' 5. While deploying
'N‘/“u?‘/openv NBUKOPS, Update
add "acceleratorTrack

logPvcStorageCl

PvcStorageClass: ocs-storagecluster-ceph-rbd n -
ass INn

fipsMode: DISABLE

values.yaml file

r7515 117 v56 vx1ndia.veritas.com

k8s-nb-support.nbartifactory.rsv.ven.veritas.com/qa/datamover:10.3.1 0108
ock: ocs-storagecluster-cephfs
ssblock: ocs-storagecluster-cephfsplugin-snapclass
ocs-storagecluster-cephfs
esystem: ocs-storagecluster-cephfsplugin-snapclass
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Steps to configure accelerator backups

7]
i
#

Please edit the object below. Lines beginning with a '#'
and an empty file will abort the edit. If an eI

reopened with the relevant failures.

apiVersion: vl
data:

acceleratorTracklogPvcStorageClass: ocs-storagecluster-cephfs

checkNbcertdaemonStatusDurationMinutes: "1440"
cleanStaleCRDurationMinutes: "1440"
cleanStaleCertFilesDurationMinutes: "1440"
clusterName: api.lab.ocp.lan
collectDataMoverlLogs:
fipsMode: DISABLE
livenessProbePeriodSeconds: "180"
livenessProbeTimeoutInSeconds: "1"
livesnessProbeInitialDelay: "60"
maxRetentionDataMoverInHours: "24"
maxRetentionDataMoverLogsInHours: "72"
maxRetentionInDiscoveryCacheHours: "48"
maxRetentionRestorelobMetalnHours: "72"
namespace: shakti-nbukops-ns
nbcertPrerequisteDirectoryAndFiles: |
vxssDirPath=/usr/openv/var/vxss
bp.conf=/usr/openv/netbackup/bp.conf
atLibPath=/nbcertcmdtool

fingerprintDirPath=/usr/openv/fingerprint-dir

pollingFrequencyInSecs: "5"
pollingTimeoutInMinutes: "15"

will be 1ignored,
occurs while saving this file will be

Or
6.

Updating Configmap -
"backup-operator-
configuration" after
NetBackup Kubernetes
operators' deployment.

Run the command:
kubectl edit cm <ns>-
backup-operator-
configuration —n <ns>

Change
"acceleratorTracklogPv
cStorageClass"
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Kubernetes Operators install and upgrade changes
Validate accelerator tracklog storage class

* The storage class should be such that it allows creation of file mode PVC.

« During install and upgrade, if accelerator is enabled on Kubernetes cluster,
(‘acceleratorTracklogPvcStorageClass' is provided in values.yaml) NetBackup Kubernetes

Operator creates a file mode PVC and a pod to check if the given storage class is valid.

« |f volume binding mode of the storage class is 'Immediate’, it only creates a PVC, and

installation is successful if the PVC is in Bound state.

« If volume binding mode of the storage class is 'WaitForFirstConsumer' then, it creates a
datamover pod with a PVC. Installation is successful if PVC is in Bound state and pod is in

running state.

VERITAS



Kubernetes Operators install and upgrade changes
Validate minimum size provided for the creation of accelerator tracklog PVC

* In NetBackup release 10.4.1 and later, if a user provides a value less than the
minimum, the installation or upgrade of Netbackupkops will fail, and the user must

adjust the value accordingly.

» |f the "acceleratorTracklogPvcStorageClass" attribute in values.yaml is other than
"None" during installation, a PVC of the size specified by

"minSizeForAcceleratorTracklogPvc" will be created.

« During accelerator backups, the size required for the tracklog PVC is calculated based

on the size of data available in PVC being backed up.
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Kubernetes Operators install and upgrade changes
Validate minimum size provided for the creation of accelerator tracklog PVC

» |f the calculated size is less the minimum specified by the
"minSizeForAcceleratorTracklogPvc" attribute in the configmap <kops-namespace>-

backup-operator-configuration, the size from the configmap is utilized instead.

» |f the calculated size is the minimum specified by the "minSizeForAcceleratorTracklogPvc
attribute in the configmap <kops-namespace>-backup-operator-configuration, the size

from the configmap is utilized instead.
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Upgrade notes for Accelerator Backups

« The Accelerator Backups feature in Kubernetes FileSystem mode is compatible with

NetBackup version 10.4.

« Protection plans created before the 10.4 release do not qualify for Accelerator benefits. New

protection plans must be created to take advantage of this feature.

Note: This applies to all Protection Plans, even if older plans have NetBackup storage targets

that support Accelerator. NetBackup does not automatically upgrade protection plans.

« All hosts including Primary, Media, Storage, and NBUKOps must be upgraded to version 10.4

to fully utilize the accelerator advantages.
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Forced Rescan

 The Accelerator forced rescan feature safeguards against corrupt backup image issues by
allowing manual execution of the ForcedRescan command. This functionality provides

protection against potential issues such as checksum verification failures.

« NetBackup creates a schedule named 'ForcedRescan' for every protection plan that

contains FULL schedule.

« To initiate the backup manually with a forced rescan, run the following command in the
command prompt or Linux terminal:
bpbackup -i -p <policy _name> -s ForcedRescan

* You can obtain the policy name from web Ul from the relevant protection plan.
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Forced Rescan

 Example,

bpbackup -i -p msdp_10mins_FRS+5d990ab5-f791-474f-885a-ae0c30f31c98 -s
ForcedRescan

« Likewise, the following APl can achieve the same outcome.
POST admin/manual-backup
* You can obtain the policy name from the NetBackup web Ul from the relevant protection

plan.
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Configure Duplication

@ Veritas NetBackup™ 1 . C re ate StO rag e U n It tO
keep duplicate image
copies.

| Cloud object store Storage servers Disk pools Storage units Universal shares Server groups

Kubernetes + Add ‘

Microsoft SQL Server ] Name Media servers Category Disk pool used space Fragment size Disk pool Hig

D stu-adv dI380g9-43-vm34.vxindia.veritas...  AdvancedDisk 512GB dp-adv

—
24 GB of 91.07 GB used
—

24 GB of 87.18 GB used soce dp-msdp

. MySQL
] stu-msdp Any available MSDP
Nutanix AHV
£ OpenStack
Oracle
PostgreSQL

RHV

CEER

{3 Universal shares

® VMware

Storage configuration
Snapshot Manager

Q Storage lifecycle policies

Showing 1-2 of 2 Rows [}

i Nevices
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Configure Duplication

Add backup schedule

Attributes Start window

Configure schedule for snapshot

Backup type

Full ~
Recurrence Every

Daily w1 Day
Keep for

2 Weeks ~

Snapshot and backup copy options
Create backup from snapshot @

Keep backup for
4 Weeks ~

Create a replica copy (Auto Image Replication) of the backup from snapshot

8 [

Create a duplicate copy of the backup from snapshot
Keep for

6 Maonths ~

Create Protection plan
with duplication.

Enter retention period of
each copies.
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Configure Duplication

(©f Veritas NetBackup”

« Create protection plan

@ Dashboard
° Basic properties ° Schedules ° Storage options

Y Activity monitor

D Recovery

Storage options
U Protection
Backup storage
@ Protection plans stumsdp
E Policies Duplicate copy of the backup from snapshot
stu-ady

2 Workloads

@ Apache Cassandra Backup options

& Cloud Resource kind selection

All resource kinds included

¥ Cloud object store

Kubemetes Manage permissions
Microsoft SQL Server

MySQL [

° Backup options

o Permissions

© 7 * 8| 1. Enter storage for each

copies during protection
: plan creation step.

2. Click Finish.

o Review

Edit

Edit

. Role name Role description Inherit from
Nutanix AHV P

No data to display
T3 OpenStack

0Records

&2 Oracle

W PostgresQL

Cancel Previous m
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Configure Duplication

(S Veritas NetBackup

3. Start backup of
Kubernetes asset using
the protection plan.

& Kubernetes

@ Dashboard Kub clusters Intelligent groups

Activity monitor

L_‘ Select a protection plan x l_—

overy [] Mamespace
This operation creates a one-time backup of the selected item. This backup does not affect any future, scheduled backups. . = .
Protection ] go—block-les_w a | 4 . Du pl |Cat|0n JObS gets
[] openshift-ings
v Protection plans |:| demo10 | Name Backup types Backup frequency Longest retention Featuresfl & trl g g e re d 0 n Iy afte r
g [] openshiftkub
Policies e | () kes-air Fu 1day 6 months Acceleratfl B
[1 openshift-apis -
|:| e 135 () kas-snapshotpp Fu 1day 2 weeks Snapshotll B aC u p CO I I l p e e .
Workloads |:| T Te () pp-bis-adv Fu 1day 4 weeks Backup fif B
— -for-dupl 1} d h: | |
= Apa‘:he Tremi |:| nbu-shreyash © test-for-duplication Ful 1 day & months Accelerat] . R .
T epesitl - B 5. Duplication happen using

& Cloud [] prabhakar-1-r¢

1 b B the backup from snapshot

[ fips h | |1

Kubemnetes [] kops102bpt | CO py

| kube-puhlic_

Cloud object store

Microsoft SQL Server [] openshift-hos
—u Showing 1-4 (1 selected) Rows per page: 100 v |
[] demo-poct
- MysQL [] openshift-mar
| o
Nutanix AHV — 5
1m ] ; X Y
: OpenStack [1 demo1 api.kube-oc1 vxindia.veritascom @ Not protected
[] openshift-console api.kube-oc1 vxindia.veritas.com @) Not protected
fi ndral api.kube-oc1.vxindia.veritas.com Mot d
Showing 1-100
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Configure Client-side Deduplication

©) Veritas NetBackup”

P t @

= ClicCk HoSt Properties to connect
St esniisd to the primary server.

Host Operating system 0Stype Host type Version Status Resiliency

Host properties

X 1item selected

& SaaS

€3 Universal shares

di380g9-43-vm34.vxindia.veritas.com RedHat Linux (3.10.0-1160.e7.x86, UNIX Primary server, Media serve  10.2.1Betal Connected off

& VMware
& Storage
&= Storage configuration
Snapshot Manager
0 Storage lifecycle policies
13 Devices
8 Catalog
[@) Detection and reporting
Credential management
@ Hosts
i= Host properties

(D Deployment management

& Bare Metal Restore

(@ Resiliency Showing 1-1 0f 1(1 selected) Rows perpage. 100 v
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Configure Client-side Deduplication

» Edit Primary server Client
_ T attributes, add Kubernetes
@ Veritas NetBackup | L ? % @ .
& Edit primary server: dI380g9-43-vm34.vxindia.veritas.com x Cl u Ste r n am e u n d e r C | I e n tS
- Q Client attributes Restore to defaults tab .

& Saas

Backup host poals Allow client browse

€ Universal shares s Alow client restore > YOU Can retrIeVe the

@ Whare e Kubernetes cluster name
‘ running the following

N command on the cluster.

(@ Use global settings

Storage Cloud storage + Add

&= Storage configuration Credential access

lapi.kube-oc1.vxindia.veritas.co

" .. Default job priorities
Q Storage lifecycle policies

O Alowtoth kubectl cluster-info

£} Devices mapping () Allow browse only

Enterprise Vault hosts

g caaog O oerytan > Cluster name can also be

Fibre fransport Browse and restore scheduled backups

Detection and reporting S @ Pemitaccess fo u n d O n th e N et B aC ku p We b

() Denyaccess

Credential management ) O
General serve
.

() Useclient settings
o= Hosts Global attributes

= e » Workloads > Kubernetes >

Deduplication location

@ Deployment management Always use client-side deduplication

- Kubernetes clusters >
' Name column.

& Bare Metal Restore

.n] Reslency E
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Configure Client-side Deduplication

S Veritas NetBackup”

~# : + @|» Select Always use client
e Edit primary server: di380g9-43-vm34 vxindia.veritas.com x S I d e d ed u p I i C at i O n from
& sus Q Client attributes Restore to defaults d ed u pl icati O n |Ocati O n

Backup host pools Allow client browse

© o s dropdown list
Cleanup Allow client restore b
© VMware
Client attributes Clients
General Connect options Windows open file backup > ‘ I k S
& Storage Cloud storage + Add o I C av e -

&= Storage configuration Credential access

RO ... . Note: Storage unit configured in

@ Use global settings

0 Storage lifecycle policies Defaultjeb pricties Y Allow both P rote Ctl O n P I an fo r B aC ku p fro m

~
U
Distributed application restore

2 v O ot snapshot should be of MSDP

Enterprise Vault hosts ~
‘ () Denyboth

8 catalog
Fibre fransport Browse and restore scheduled backups ty p e .

Detection and reporting ) @ Pemitaccess
Firewall

~
Credential management () Denyaccess
General server
() Use client settings

@ Hosts Global attributes
= i i Deduplication
#= Host properties Logging

Deduplication location
Media

@ Deployment management

Always use client-side deduplication v
1 Records (1 selected)
Network settings

& Bare Metal Restore v

.n] Resilency E
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Configure Auto Image Replication (AIR)
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‘ Configure Auto Image Replication

Prerequisite for AIR:

A Source and target NetBackup primary servers must have MSDP storage
configured as storage unit.

A Source and target primary servers must be reachable to each other.
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Configure Auto

Image Replication

(@) Veritas NetBackup”
& Host properties
2 RHV

& Saas

{3 Universal shares
® VMware

& Storage
&= Storage configuration
<& Snapshot Manager
O Storage lifecycle policies
1 Devices

g Catalog

[#) Detection and reporting

Credential management

Configuration on the
source primary server.

Step 1

» Add target primary server
entry under trusted
servers.

» In the NetBackup web Ul
navigate to the Host
properties

» Select primary server in host
entries, and connect.
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Configure Auto Image Replication

S Veritas NetBackup”

Configuration on source
primary server.

Edit primary server: di380g9-43-vm34.vxindia.veritas.com

= RHV i Q Servers
& SaaS Media Primary server: di380g9-43-vm34.vxindia.veritas.com
Network settings Ste p 2
D Universal shares i Additional servers Media servers Trusted primary servers
Nutanix AHV access hosts
@ VMware Primary servers that are trusted for interdomain operations. If you added or removed a trusted primary server, clicking Cancel does not undo that change.
Port ranges
o ™ » Navigate to S in Edit
preferrec netwrk dsacll avigatle 10 servers In I
9 Add trusted primary server b4

&= Storage configuration e P r I m ary S e rver pag e

When you establish trust between two primary servers, it allows the servers to securely
Snapshot Manager

RHV access hosts communicate and perform replication operations
Trusted primary server * 1
€D Storage lifecycle policies Resilient network > U d T t d p l I l y
~ 9 2 ! dI380g9-43-vm33 vxindia.veritas.com ‘ Validate Certificate Authority ‘ n e r r u S e r I ar S e rV e r

£ Devies - i R tab Add entry of target primary
8 catalog Pesiors Bl Cancel Serve r.

Retention periods

» Click Validate Certificate
savs Authority

Throttle bandwidth

» Enter Target primary server
® oeployment management  [HSREERE credentials and click Create
Trust.

@ Detection and reporting

Credential management
o= Hosts

= Host properties
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Configure Auto Image Replication

(S Veritas NetBackup”

Configuration on source primary
dp-msdp Se rve r-

£ RHV Details Acth  Add replication targets X Ste p 3

Storage server
€ Saas Select trusted primary server
R § Server name
€ Universal shares Q
dI380g9-43-vm34.vxindia.veritas.c apable

& VMware Diek ool options y | Trusted primary server E— > N aV|gate to Sto rag e > StO rag e
S Configuration in the NetBackup
&= Storage configuration Web U I

Low water mark

&= Storage

2 Snapshot Manager 80% Select target storage server
These settings apply only to A.LR. between NetBackup domains > S I D 1 k I b
0 Storage lifecycle policies = gs apelyony P — e eCt I S = p O O S ta .
Volume options Q
14 Devices
LEETE Target storage server Target volume Target storage server type > S e I e Ct d IS k- pOOI h aVI n g M S D P
8 catalog
Name ':::' dl380g10-123v56.vxindia.veritas.cc  PureDiskValume PureDisk Cate O ry
[#] Detection and reporting PureDiskvVolume 1 Records g
1 Records

B Credential management

Login credentials for the replication target storage server: R > Add entry for Replication targ etS .

o= Hosts — —_
= Hostpropertis Replication targets Username * > SeleCt trusted prlmary Server

@ Deployment management

— » Enter the primary server
credentials.

» Click Add.

¢ Bare Metal Restore -

Target storage server Target storage server type Source volume Target volume

@ Resiliency
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Configure Auto Image Replication

® — Configuration on Target primary server.
Veritas NetBackup
New operation Step 1
>¢ Nutanx ALY widou Follow the Configuration of source primary
3 openstack e s et e server Step 1 and 2 to add trusted primary
& orace servers.
® PostgresqL meert - Step 2
2 RHV . . .
Destination storage strbutes Retenton » Create Storage lifecycle policies
&3 SaaS
Destination storage Retention type . .
© Universal shares v » Navigate to Storage > Storage lifecycle
e policies in Target machine NetBackup
Storage import Web UI
D Override default priori . . .
5= Sorsge conturatn o » Create SLP with operation import.
= Srepstortionees > Select Destination storage of MSDP
Q Storage lifecycle policies typ e.
1 Devices Advanced .
. > Select Retention type.
Detection and reporting > Clle Create.
e menegEmert > Same SLP name is visible during
&= Hosts

configuration of source primary server
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Configure Auto Image Replication

Add backup schedule

Attributes Start window

Configure schedule for snapshot

Backup type

Full ~
Recurrence Every

Daily v 1 Day
Keep for

2 Weeks v

Snapshot and backup copy options

Create backup from snapshot @

Keep backup for
4 Weeks v

Create a replica copy (Auto Image Replication) of the backup from snapshot
Keep for
3 Weeks v

Configuration on source
primary server.

Step 4

» Create protection plan for
Kubernetes workload, with
Create a replica copy (Auto
Image Replication) of the
backup from snapshot
option selected.

» Add Schedules of protection
plan.
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Configure Auto Image Replication

Select replication target

Select storage lifecycle policy

Q

Import storage lifecycle policy  Data classification

Status code

() sLP_Import

L

0

Showing 1-1 of 1

‘ Cancel

‘ Previous

Configuration on source primary server.

Step 5

>

In Create protection plan storage
options, select storage unit for backup
from snapshot as local MSDP storage
unit.

For Replica copy of the backup from
snapshot

» Select target primary server.
» Click Next.

»  Select storage lifecycle policy, this
is created in “Configuration of
target primary server step 2”

Click Next.

Select Resource for Protection, and
click Next.

Select the roles you want to have
access to this protection plan.

Click Finish.
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Configure FIPS enablement

From NetBackup 10.2.1(Sequoia) release, FIPS support has been introduced for NetBackup
Kubernetes workloads in Redhat-based deployments. This requires that all components
iInvolved in the Kubernetes workload, NetBackup Kubernetes Operator and NetBackup Data
Mover must operate in FIPS mode. Meeting specific requirements across these components is

necessary to achieve FIPS support.
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Configure FIPS enablement

System Requirement

NetBackup Primary and Media server
Both Primary and Media should be deployed on NetBackup 10.2.1 with underlying RHEL-8 system which is enabled with FIPS.

RHEL OS version should be greater than REHLS.

You can check version of Redhat machine.
cat /etc/Redhat-release

You can check if underlying system has FIPS is enabled using below command
fips-mode-setup --check

For more information, you can check man page entry for command fips-mode-setup

Kubernetes cluster
Kubernetes cluster should be deployed with FIPS enabled mode.
The process to deploy Kubernetes cluster in FIPS mode in vendor dependent.
For example, deploying Openshift with FIPS Enabled.
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Configure FIPS enablement

Configuration
NetBackup Primary and NetBackup Media

Enabling NetBackup process to run in FIPS mode:
Update <Netbackup-Installation-Path>/netbackup/bp.conf with below key
NB_FIPS MODE = ENABLE

NetBackup Kubernetes Operator

User can follow any one of the below steps to enable FIPS mode.
Update the value of parameter fipsMode to ENABLE in values.yaml file from the Helm Chart.
OR
Update the value of parameter NB_FIPS MODE to ENABLE in backup-operator.

Note: Customer must ensure that the system on which Kubernetes workload is running are FIPS compliant.
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OpenShift Virtualization support
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OpenShift Virtualization support

NetBackup 10.4.1 release and later, provides backup and restore support for namespaces
having one or more multiple virtual machines running on Kubernetes clusters. Users can create
Kubernetes Protection plan to protect namespace which has virtual machines and its related

resources.

Note: To ensure the successful backup and restore of namespaces containing virtual machines,
It is essential to have the necessary components required for virtualization is installed and

configured properly on Kubernetes cluster.
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‘ OpenShift Virtualization support

Intelligent group :

Users can create intelligent groups by filtering namespaces based on the
following resource kinds.

* Virtual Machines
 Persistent Volumes

 Persistent Volume Claims
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Troubleshooting OpenShift Virtualization

Restore of VM having static MAC defined will fail on the same cluster if MAC is already assigned to any virtual
machine.

Error message: Failed to allocate requested mac.

Recommended action: When a user performs virtual machine restore operation in same cluster with
alternate namespace then there may be chance existing virtual machine MAC is assigned to source virtual

machine, user needs to make sure MAC should not be assigned to any virtual machine.
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Kubernetes Policy support
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Kubernetes Policy support

e Starting with the NetBackup 10.5 release, backup and restore capabilities have been

extended to Kubernetes resources via NetBackup policies.

e Furthermore, this includes:

= Support for tape as a media option for Kubernetes backup and restore, covering all types of PVCs, including

File Mode, Block Mode, and File Mode.

= Support for Expire after copy and other SLP operations for Kubernetes.
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[l Veritns et

Create policy

# P 1 0 Q
u

Attributes

. 1. Provide policy name.

2. Select Policy type as
Kubernetes from the list.

3. Specify Policy storage as SLP
or storage unit.

4. Click Next.

_______
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Create policy

Schedule
5. Provide schedule name.

6. Select Schedule type from the
list.

7. Click Add.

e =
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Create policy

......

........

+# P2 0@

Kubernetes
8. Provide Backup Selection

9. Select asset type as an
Intelligent group or Namespace.

10. Click Add.
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Create policy

Kubernetes

Add Intelligent group

1.  Select a new or existing intelligent
group that you want to protect.
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Create policy

Add inelicent group

Mame *
Demoimelipemmup

Chasters

1 IR GrouD Can be creited o CuTUi. T vitw NG Mandge The gring, (o Samird mu hive 5t e view plmissicn far the selend chasen

Kubernetes

Add Intelligent Group

2. Enter the Intelligent group name and
description.

3. Click Add Clusters.
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Edit inteligant group

Chusasrs

Create policy

) iSRG QoD CAN D Creaed SIS chuesiers. To view and manaQe the Qroup, Qroup SOmire must have BT MEsT view DETmissan for the sebecued cheners

o+ aa

gt raeme

ST

[ incuce all asses

FETEEDACE = Surwth

Hamespace sebecton o i per Curmen remessece ervronment Query nesults My vany w

Duery
ST TR SNE, PRranD
Tt gpuary ridides
Al e Eaghaey
62 1 61
Mametpace Chaten
e 0016284

th Changes i the namespace eovironrent

- pgase

Kubernetes

Add Intelligent Group
Specify the query for an intelligent

4.

5.

group.
Click Save.
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Create policy

Add namespaces

Select narmespces manuslly fromithe following bst

Kubernetes

| B Q

B e cone Add Namespace
- 14 14

S et 6. Select the namespaces from the

O tldkes oz list you want to protect.

O lochneson-teemipe 2106284

O ea W0 16184

O defett (AT

0 flens 1h210162 84

O neesmcrecurnoogy L F R

[ finance 21016254

[0 financedfen W02

O flash (AT

O telsbel 1h21016284

O e 021016254

L kopgermn 1021016284

O keparnd W02

[0 kopst W08

O kopedd 210284

O lutpossbas 021016254

[ ueputic 021016284

O lutesystem W02

[ ket W0 1884

O mimode 21016284

Srcwing 1411 sbncied bemparpige 6 - H]
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Create policy

Server U300 0T M ) waincha, verrlas. com

i —— Resource Kind and label selection

Resgurce kind selection

ket i i 7. Select the include all
e g s e s 0 resource kind in the
e backup option to include all

resource kinds in the backup.

8. Select exclude the
following resource kinds from
the backup option to include all
resource kinds in the backup.

india.veritas.com,webui/policies/create-policy/resource-kind-selection _’I m VE R I T/\S



Create Policy

Create policy
Server: dI380910-076v30.vxindia.veritas.com ReSO urce Kl n d and |abe| SeleCtiO n
Attnibutes Schedules Kubernetes Resource kind and label s2lection
* If you have selected the Include all
| | resource kind in the
Resource kind selection . .
backup option to include all

resource kinds in the backup.

(@ Include all resource kinds in the backup.

» Add a query for a label in Label
selection.

() Exclude the following resource kinds from the backup. @

Label selection @

+ a0

Departmant Equal to *  Finance a ]
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Create policy

Create policy

Server: di380g10-076v30.vxindia.veritas.com

Attributes Schedules Kubemetes Resource kind and label selection

Resource kind selection

() Include all resource kinds in the backup.

(@ Exclude the following resource kinds from the backup. @

Resource kinds

Select

Label selection €

== Add

Department Equal 1o

Finance

Resource Kind and label selection

» Select the exclude the
following resource kinds from
the backup option.

* Enter the Resource kinds or
Select.
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Create policy

Resource Ki

00

oo0000OD0OOOCOOOOO

e ]
[N |

§0000000

nd selection

Type

Confightap
Comrodlerfevision
Crondob

DiaerronSet
Deployrment
EndpointSlics
Endpoints

Event

Ewvent

Honizonal Podautoscaler
Ingress

Ingress

pel-1- ]

Lot

LirrdtRange
MeTworkPolicy

Persd stentvVolurmee
Persd #tentValhu el labiT
o=
PodDismupticnBudgest
FPodTemplate
ReplicaSet
Replicaticanlortfolled
ResourcslhiucTa

Rl

RodeBimding

e 2

GrasLp

apps
Baich
L1=1-03
apps

discowery bBs o

wvents ks o
npa

reTvroriing k8. io
exiensions

EBatch

cocrdnation ks o

netwroriing kB o

appe

rioar. st iz atboan kB b

rbac. authorization kis_ wxo

Resource Kind and label selection

» Select the exclude the
following resource kinds from
the backup option.

» Select the Resource kinds you
want to exclude from backup from
the list.

9. Click Select.
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Troubleshooting

Troubleshooting for known issues

>

If the Kubernetes add cluster operation fails in NetBackup with an error message Failed to
validate cluster <cluster-name>, then the failure could be due to the following reasons:

QO User might have created credentials with incomplete ca.crt value in NetBackup.

Q The ca.crt value was properly copied but the cluster’s service account and AP| endpoint
have a different Certifying Authority (CA). User can check CA by extracting CA certificate
from the cluster API endpoint.

a Verify if <kops-namespace>-nb-config-deploy-secret has proper values for k8scacert,

k8stoken with the right indentation.
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Troubleshooting

Troubleshooting for known issues

> Solution: Refer to the tech note x509 certificate signed by unknown authority error

during discovery and backupservercert configuration of NetBackup Kubernetes

setup

» In customer environments with restricted access to external repositories, the
deployment of NetBackup Kubernetes operators may fail to pull the 'kube-rbac-

proxy' image from these repositories.
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