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Veritas Desktop and Laptop Option: Remote Wipe 

The software described in this document is furnished under a license agreement and may be used 

only in accordance with the terms of the agreement.  

Documentation version for Veritas DLO 9.8 

Legal Notice 

Copyright (c) 2022 Veritas Technologies LLC. All rights reserved. Veritas, and the Veritas Logo are 

trademarks or registered trademarks of Veritas Technologies LLC or its affiliates in the U.S. and other 

countries. Other names may be trademarks of their respective owners.  

This Veritas product may contain third party software for which Veritas is required to provide 

attribution to the third party (“Third Party Programs”). Some of the Third Party Programs are available 

under open source or free software licenses. The License Agreement accompanying the Software 

does not alter any rights or obligations you may have under those open source or free software 

licenses. Please see the Third Party Legal Notice Appendix to this Documentation or TPIP ReadMe 

File accompanying this Veritas product for more information on the Third Party Program s. 

The product described in this document is distributed under licenses restricting its use, copying, 

distribution, and decompilation/reverse engineering. No part of this document may be reproduced in 

any form by any means without prior written authorization of Veritas Technologies LLC and its 

licensors, if any. 

THE DOCUMENTATION IS PROVIDED "AS IS" AND ALL EXPRESS OR IMPLIED CONDITIONS, 

REPRESENTATIONS AND WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF 

MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT, ARE 

DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY 

INVALID.  Veritas CORPORATION SHALL NOT BE LIABLE FOR INCIDENTAL OR 

CONSEQUENTIAL DAMAGES IN CONNECTION WITH THE FURNISHING, PERFORMANCE, OR 

USE OF THIS DOCUMENTATION.  THE INFORMATION CONTAINED IN THIS DOCUMENTATION 

IS SUBJECT TO CHANGE WITHOUT NOTICE.  

The Licensed Software and Documentation are deemed to be commercial computer software as 

defined in FAR 12.212 and subject to restricted rights as defined in FAR Section 52.227-19 

"Commercial Computer Software - Restricted Rights" and DFARS 227.7202, "Rights in Commercial 

Computer Software or Commercial Computer Software Documentation", as applicable, and any 

successor regulations. Any use, modification, reproduction release, performance, display or disclosure 

of the Licensed Software and Documentation by the U.S. Government shall be solely in accordance 

with the terms of this Agreement. 
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1 Remote Wipe 

This feature provides the administrator with the capability of remotely deleting the User data from the 

Backup Selections in scenarios of decommissioning a user machine. 

The Remote Wipe also uninstalls DLO Agent from the machine in which the Remote Wipe is performed. 

The below data gets deleted when the remote wipe is performed: 

 LUDF Data. 

 Data from backup selection folder. 

 Logs, History and other temporary data. 

 All settings. 

 Registry entries with Admin privilege. 
 

Note: Network user data folder and system related files will not get affected by this operation. 
 
 

1.1  Prerequisites 

The following prerequisites must be met before performing the Remote Wipe: 

 DLO Agents should be in Online or BOI mode for Remote Wipe to complete. 

 DLO Agent should have admin privileges to uninstall itself completely. 
 

Note: Any pending backups will be lost when the Remote Wipe is performed. 

In addition, when the system drive is selected as backup selection, Agent will not have permission 

to delete all the files or folders, so deleting Backup selection cannot be possible. Similarly, some 

read-only backup folders also cannot be cleaned. 

Warning: This feature should be used cautiously only by the DLO Administrator. Accidental usage 

of this feature will result in deletion of User Data from the Backup Selection. 

 

1.2  To perform Remote Wipe 

1. From the DLO Console, on the DLO navigation bar, click Setup. 

2. In the Selection pane, click Computers. 
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3. Right-click the computer for which you want to perform the Remote Wipe, and click Remote 
Wipe. 

  
 
A confirmation message appears. 

4. Read the message that displays, and then click Yes. 

 
Note: If the machine is associated with multiple users, other user’s data may not be deleted if the 

backup selection differs for each user. 

 

1.3  Remote Wipe Log 

The Status of the Remote Wipe operation can be viewed in the History Log. 

Once the Remote Wipe operation is completed, Remote Wipe logs will be generated on the client 

computer in the below location: 

C:\users\<username>\AppData\Local\VirtualStore\Windows\SysWOW64\ 

DLORemotewipelog 

This DLORemotewipelog.txt file contains information related to backup files or folder gets deleted 

as part of Remote Wipe operation. 
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Also, the information related to the Uninstallation of DLO Client will be generated as a 

DLORemoteUninstall.txt file on the client computer in the below location: 

C:\windows\system32\DLORemoteUninstall 

Note 1: The file path may differ for different username and bitness. 

Note 2: After Remote Wipe, if the administrator wants to install DLO client on the same machine 

and for the same user, DLO administrator will have to delete the user from the DLO console and 

add the user again. Please note that the NUDF data will be deleted. 

 


