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RELEASE NOTES for June 2023 (Pine) Release 

Veritas Alta™ Data Compliance & Governance 

The latest release of the Veritas Alta™ Data Compliance & Governance portfolio is scheduled0F

1 to begin roll out in 
late June 2023. 

This release introduces new features for the Veritas Alta™ Data Compliance & Governance portfolio.2 

WHAT’S NEW 

Veritas Alta™ Archiving 
(formerly known as Enterprise 
Vault.cloud or EV.cloud) 

Manage Your Own (Encryption) Key 
• Allows customers to supply an encryption key that encrypts their content
• Customers will have the ability to manage their key, allowing them full

control over their data

Native 2-Factor Authentication 
• Customers not using SSO authentication can enhance their security by

enabling 2-Factor Authentication

Direct Migrator 
• Capability to migrate messages in EML format
• Capability to force messages into Unassigned Legacy Mailbox (ULM) 
• Capability to migrate only the P2 of a journal message
• Capability to generate Archive Owners’ list and allow customization prior

to start of migration
• Enhanced reporting for data points about the migration, upon request
• Data processing, error handling, and performance enhancements for

increased migration speed

One Time Password (OTP) 
• Security enhancement for the ability to require the end user to supply a 

one-time password that is emailed to their email associated with their
account in order to authenticate and access Alta Archiving related web
applications

Azure Active Directory Multi-Factor Authentication 
• Support for Azure Active Directory Multi-Factor Authentication (AD

MFA) when used with Azure SSO

Alta View for Compliance & Governance – Dashboard Enhancements 
• Enhanced Dashboard that allows customers to see activity and 

consumption over different time periods
• Provides deeper visibility into the content of archives and archiving

activity
• Provides insight into archived users and consumption licensing

1 All future release dates are tentative and are subject to change at the sole discretion of Veritas. While the features and enhancements listed above are 
scheduled for the dates mentioned, Veritas makes no assurances that any or all these features and enhancements will be available at any time. Customers 
looking to purchase or renew their services with Veritas should do so solely based on the features of the service available at that time. 
2 Additional fees apply. Requires a concurrent number of Enterprise Vault.cloud Discovery Archive licenses. 
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• Show archive metrics (filtered by date ranges):
o Total mail items
o Total Archive Archives
o Total Size of data in archives
o Distribution by Attachment
o Counts by message size
o Distribution by content type
o Count by Direction type
o Top accounts by mail count

• This information can be exported:
o PDF
o CSV 
o Excel 
o Word 

Alta View for Compliance & Governance – Classification Role 
• The Classification role in Alta View for Compliance and Governance has

been updated to further isolate the activities of a Classification Admin
only administrator

• Enhances security and allows for more granular distribution of admin
related activities

FolderSync Performance Enhancements 
• Significant (more than 10x) sync performance improvement

Self Service Password Reset Enhancement 
• Enhanced password reset mechanism via an end-user password reset

email, and no changes until the user takes the reset action

Veritas Alta™ Capture 
• Developed a new Audio Video collector
• Added a new Azure Active Directory filter type to the Mail Filter
• Added the Monitored User Statistics Endpoint to collect information 

from all sources for overages
• Implemented monitoring metrics functionality for the following 

collectors: 
o Citrix Workplace & ShareFile
o Zoom Chat

• Added Time Stamp Formatting to the Source tab of the Citrix Workspace 
& ShareFile collector

• Ability to capture praises and approvals via the Microsoft Teams via 
Export API collector

• Ability to capture praises and approvals via the Microsoft Teams via 
Webhooks collector

• Limited data collection range for up to 31 days



Page 3 of 12 
© 2023 Veritas Technologies LLC. All rights reserved. Veritas, the Veritas Logo are trademarks or registered trademarks of Veritas Technologies or its  
affiliates in the U.S. and other countries. Other names may be trademarks of their respective owners. 

RELEASE NOTES for June 2023 (Pine) Release 

Veritas Alta™ Data Compliance & Governance 

• Renamed the Delete data functionality under the source section
to Delete History

• Changed the confirmation popup text about an uploaded file
• Redesigned and added new features to the Monitored Users section
• Added the JIT (Just-in-Time) Provisioning feature to Merge1

Authentication
• Enhanced the Microsoft Teams via Webhooks collector to have the

original messages of replies rendered within the output messages
• Enhanced the filtering of the Yammer collector for better performance
• Improved the performance of Microsoft Teams via Export API collector
• Enhanced the logging for the following collectors:

o Box
o Citrix Workspace &ShareFile
o Yammer

• Slack eDiscovery
o Improved the collector to display all participants’ avatars in the

output message
o Deployed the caching technique to improve the overall

performance of the collector
• Improved the Merge1 portal logging
• Developed a new Azure Blob target
• Enhanced the Box collector to have the Original creation date and

Original modification date values printed in the output message body
• Enhanced the Bloomberg collector to handle the rollover mechanism for

messages and attachments
• Redesigned the Licensing page
• Microsoft Teams via Export API

o Improved the Threading section
o Modified the Conversation areas to capture section
o Added ability to capture the shared channels of Microsoft

Teams
o Added the monitoring metrics functionality
o Included the team information within the exported thread

• Yammer
o Enhanced the collector to have gif file names printed in the

output message
o Improved the collector to capture Yammer message

attachments stored in SharePoint
• Updated the End User License Agreement
• Messages from the same day are now merged into one output message

in case the threading is enabled. Previously, this functionality was
optional and could be applied with the Split by day option.

• Added new endpoints to the Merge1 API for updating:
o the Target name
o the Filter name

• Bug Fixes
o Addressed an issue with the Box collector where deleted

comments were not captured
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o Resolved an issue with the Microsoft Teams via Export API
collector where an error with the ‘An entry with the same key
already exists.’ message was thrown

o Resolved an issue with the Microsoft Teams via Export API
collector where the certificate could not be replaced

o Fixed an issue with the Yammer collector where files shared in
Yammer could not be processed due to parsing issues

o Addressed an issue with the SMTP target where the target
mailbox configuration could not be edited when the Construct
envelope messages checkbox was disabled

o Addressed an issue with the Microsoft Teams via Export API
collector where there were duplicated mentioned users in the
output message

Veritas Alta™ Classification 
Version 4.3: 

• New policies and policy enhancements
o General Data Protection Regulation (GDPR) policies for Bolivia,

Guatemala, Kenya, Panama, and Honduras
o United States Data Protection Law Policies

• United States Utah Consumer Privacy Act (UCPA) Policy
• United States Connecticut Data Privacy Act (CDPA)

Policy 
• United States Colorado Privacy Act (CPA) Policy 
• United States Virginia Consumer Data Protection Act

(VCDPA) Policy 
o Medical diagnosis-related policies based on signs and/or

symptoms for diseases
• Medical Diagnosis - Strep Throat Policy
• Medical Diagnosis - Hypertension / High Blood Pressure

Policy 
o Veritas-designed transparent policy for financial regulation

• Off-Channel Signaling Policy
o Client Concerns policies update for better accuracy

• English keyword support for all Canada Classification Rules
• English keyword support for Canada Postal Address

Veritas Alta™ eDiscovery 

(formerly known as Veritas 

Advanced eDiscovery  or VAD) 

Send to Case Workflow in Advanced ECA 

• “Send to Case” workflow now available in Advanced Early Case
Assessment (ECA).  Customers can now run a Search, send the Search
Results to Advanced ECA, Filter Data by Options, select remaining
Documents, and choose to “Send to Case”

Defensible Deletion Audit Log Enhancements 

• View Deleted Items events for more than 30 days

• Log of events can be exported
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Search Log Enhancements 

• Show the date range within the search in normal format

• Show the accounts searched against

• Show the hits from the search

• Allow for the log data to be downloaded/exported

• Ability to scroll through entire criteria without truncation

• Search results show content type (email, collaboration, files)

Export Enhancements 

• When exporting messages, there are two new options, “Original” and 
“OriginalEDRM” to allow the export of the original message

Veritas Alta™ Surveillance 

(formerly known as Veritas 
Advanced Supervision or VAS) 

WORM Storage Enhancements 

• Ability to set and align retention & WORM storage policy for items
shorter than the default retention period. 

• Allows for very granular WORM and retention storage policies

• Customers can take advantage of our classification capabilities to identify 
content that does not need to be retained as long as their 7 or 10 year
financial supervisory content

Audio and Video Smart Transcript 

• Provides support in review for items containing audio and video with a 
Single Click Smart Transcript. Once clicked, the smart transcript
navigates the reviewer to a dedicated review pane optimized for
audio/video review supporting features such as a karaoke style transcript
review with hit highlighting, navigation capabilities to jump directly to
hits in the content or AI-extracted topics, speaker identification, and
much more. 

Hotword and VIC Item Statistics 

• Item Statistics provides an expandable pane when reviewing an item. All
hits for the item, whether in the message body or in an attachment, are
displayed in the Item Statistics pane with an associated hyperlink that
when clicked, navigates the user’s review pane directly to that hit. Hits
are provided for both Hotwords and Classification Tags. 

o For hotwords, hits are displayed via hotword set (if any) and then

by specific hotword/phrase.

o For Classification Tags, hits are displayed via the Tag Name.

Add Monitored Employees by Active Directory or LDAP Query 

• Provides the ability to assign:

o Active Directory Groups created by Azure Active Directory or by 
the Exchange Portal

o Distribution Lists
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• Customers can assign a group or distribution list where a user could have

been assigned before, specifically:

o Roles (at both application and department level)

o Monitored Employees

Hit Highlight Improvements 

• As part of a continuing initiative, we have continued to provide a better

Hit Highlight experience for our clients. In this release improvements to

Hit Highlighting have been addressed by providing better support for

double byte characters

Steps to Access Veritas Alta™ Archiving Downloads 

We have a new updated Downloads Center that makes finding your Veritas Product Downloads even easier! You can 
read about it here: https://www.veritas.com/content/support/en_US/news/download_center . 

The new Downloads Center effectively combines the access to files from Veritas Entitlement Management System 
(VEMS), the Veritas Support website, or SORT into a one stop shopping experience.   Now you can find, review, and 
download software releases for all Veritas products (full installs, full upgrades, patches, and other related files) in one 
place. Obtaining Veritas software is now as simple as going to Veritas Support and clicking on the Downloads icon from 
the homepage.  It is that easy! 

To start working in the Downloads Center: 

1. Go to the Veritas Support.

2. If you have an account, then click Sign-In and jump to step 7.

https://www.veritas.com/content/support/en_US/news/download_center
https://www.veritas.com/support/en_US
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3. If you do not have an account, click Create One.

4. In the opened window, fill in the proper details to create an account.

5. When complete, click Register. You will be navigated to this page where you must activate your account by 
going to your email and clicking the proper link.
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6. Click the activation link that is included in the received email to complete the registration process.

7. Go back to Veritas Support and Sign in to your account. 

8. Click the Downloads button and you will be directed to this page. 

https://www.veritas.com/support/en_US
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9. Click the Product dropdown arrow, to search for Enterprise Vault.cloud.

10. Click Explore.
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11. In this window, click Base and Upgrade Installers and you will see a list of installers.

12. Check the box next to each file that you wish to download and click ‘CloudLink 4.1.2 64-bit’ or ‘CloudLink 4.1.2
32-bit.’
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13. The End User License Agreement pop-up window will appear, and we recommend reading it before checking
the box to continue.

14. Click Download and the zip file will start downloading to your machine. 


