VERITAS _ _
. Veritas Alta™ Data Compliance & Governance
RELEASE NOTES for June 2024 (Banyan) Release

The latest release of the Veritas Alta™ Data Compliance & Governance portfolio is scheduled* to begin roll out in
late June 2024.

This release introduces new features for the Veritas Alta™ Data Compliance & Governance portfolio.?

WHAT'S NEW
eDiscovery Analytics for Alta eDiscovery
e Analytics satisfies a huge need for customers around visualizing data in the archive,
and allowing for organizations to run searches using analytics. This release brings
Relationship Network Charts and Classification Counts, and future releases will allow
us to offer Keyword Clouds and Topic Clouds.
e Ability to visualize data & filter/search using user communication network maps,
classification counts, keyword clouds and topic summarization.
Previous Searches
e Previous Searches satisfies a need for customers around having an iterative process for
search, allowing for organizations to recall and rerun previous searches, including
editing previous searches with new parameter
Legal Hold Visibility
e This feature brings the ability to determine whether an item has been placed on a
legal hold in Alta eDiscovery, but continues to keep the level of transparency
limited to the Reviewer.
Filter by Source Type
e As part of our "Capture Anything” theme in Alta eDiscovery, with different data types
we now have the ability to search and filter by the particular data type, whether an
email, a collaboration message or a loose file item.
Archive Search in eDiscovery
e Moves the ability to search against the archive in eDiscovery, placing the capability
outside of the case yet still available to Reviewers in the eDiscovery module.
Scheduled Exports
e Exportsto Azure blob storage can be scheduled to occur on a recurring schedule for a
specific set of users.
Surveillance Application search - Department exclusion

e Allows users to exclude one or more departments from application searches.

Collaboration Attachment preview

* All future release dates are tentative and are subject to change at the sole discretion of Veritas. While the features and enhancements listed above are
scheduled for the dates mentioned, Veritas makes no assurances that any or all these features and enhancements will be available at any time. Customers
looking to purchase or renew their services with Veritas should do so solely based on the features of the service available at that time.

2 Additional fees apply. Requires a concurrent number of qualifying Veritas Alta™ Data Compliance & Governance product.
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Information
Governance

e Enhancement in the Collaboration tab that enables users to preview attachments
without downloading them. The preview also includes hotwords and classification
hit highlighting as well with hit highlight navigation.

Enhanced reporting Updates

e Access Alta Surveillance data through APl endpoints (with OData support) for
reporting and analysis, using customized scripts or applications such as Microsoft
Excel, Power B, and so on. In this release, the existing 'ltemMetrics' and 'UserRoles'
APl endpoints are updated.

e The'MonitoredEmployees' & 'ReviewerMapping' new APl endpoints have been
introduced. These new endpoints provide monitoring percentages details for
reviewers and monitored employees.

Optimized Performance and Resiliency

e Many aspects of the solution were optimized for performance and resiliency with faster
load times, fewer failures, improving the overall experience.

Updated Font for Transcription
e The font for transcribed text has been updated to be made more readable.

Delete content from M365
e Have native capability to trigger data remediation (Delete) workflow and record the
confirmation from custodians. Content from SharePoint and OneDrive can also be
deleted in bulk using file-path csv. Content will be deleted from source (SharePoint,
OneDrive) and confirmation logged for future audits.

Dashboard Enhancements
e Present analytical information on the dashboard. Find obsolete, stale and active
content across M365, generate report and export to csv. View aggregated storage,
sensitivity, and file count across content under monitoring.

Reporting enhancements
e Consolidated the reporting capabilities to a single screen — users would now be able to
cull down data using multiple filters — data source, repositories, classification tags, file
groups, date range and generate CSV reports.

Core Capabilities

Administration
e Reconciliation Report —end to end reconciliation including item counts and disposition
of all content sources, provided as consolidated email with .csv attachment.

e SIEM/SOAR Log Shipping improvements
e SFTPtarget
e Azure Blob target

e SCIM Enhancements
e Ability to synchronize Azure AD attributes
e Synchronized Azure AD attributes can be added / removed from user alias list

which allows user information such as phone numbers to be used as identifiers

Page2of11

© 2024 Veritas Technologies LLC. All rights reserved. Veritas, the Veritas Logo are trademarks or registered trademarks of Veritas Technologies or its
affiliates in the U.S. and other countries. Other names may be trademarks of their respective owners.



VERITAS

ALTA

Veritas Alta™ Data Compliance & Governance
RELEASE NOTES for June 2024 (Banyan) Release

Capture

in content capture and then be used to associate items with users in the
archive.
Audio / Video Viewer improvements
e Improved tracking for dynamic text bubble
e  Ability to mute channels
e Speaker diarization (separation to different channels)
SPF & DMARC support for notification emails
Auditing user account making classification policy changes
OCR —autoscaling, caching & performance enhancements
Personal Archive — Performance Improvements
Archive Dashboard — Improved calculation of Storage entitlement and consumption
Transcription Dashboard — Added to provide visibility of transcription consumption
Active User Trend Report enhanced to show purchased quantity

Microsoft Teams - Capturing the Microsoft Teams control messages with the
Microsoft Teams via Export API collector
Facebook Workplace
e Added the ability to skip or monitor groups via CSV to the Workplace from
Facebook collector
e Improved the performance of the Workplace from Facebook collector in
case of enabled attachment filtering
Slack
e Added the ability to format the message output in a Grid mode to the Slack
eDiscovery collector
Zoom for Government - Added support for the Zoom for Government
environment to the Zoom Meetings collector
NTR-X - Launched a new NTR-X collector
Chatter - Validation of credentials has been implemented for the Chatter and
Chatter Cipher Cloud collectors
EML Collector - Improved the custom script file for the EML collector
Bloomberg - Modified the default host and port for the Bloomberg collector to
reflect changes on Bloomberg's side
Text Delimited Collector — Added the ability to specify content source for existing
and new content types (above and beyond any existing API based collectors) which
allows for downstream classification, retention, search & filtering by content type:
e SMS
e WhatsApp
e Twitter (EML)
e ZoomChat (EML)
e Carbon
e ENMACCEnergy
e Legato Chat
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Classification

e LiquidNet

e Markets Manager
e Saphyre

o Skytel-Pager

e Social

e Web CHAT

e WecChat

o FXT

Added the option of setting a password to the User Information section while
creating a new user in the Users & Groups section

Improved the user interface and the logic of the Filtering section in the Importer
Settings section

Developed the Agent Configurator Wizard GUI tool for managing agents

Policy condition for message body
o Users can now create policy conditions that apply to the message body and
not the attachments.
Handling long list of keywords
o Manage long list of keywords by using the Expand option in policy
conditions and patterns with a large pop out window to perform: Search,
Sort, Import/Export and Add/Remove/Edit operations.
Specific character proximity distance
o From this release forward, user will be able to set precise value in the range
of 1to0 10,000 characters as proximity distance.
Performance improvements
o Allows users to build bigger policies in the Ul as well as shorten response
time of classification, increasing the overall throughput.
New Policies:
o Gifts and Entertainment Policy: Transparent Policy that detects the
offering or accepting of inappropriate gifts and entertainment.
Resume CV Policy: Detects resumes and curriculum vitae
o United States National Institute of Standards and Technology (NIST) 8oo-
171 Policy: Detect forms and terms relating to the U.S. National Institute of
Standards and Technology (NIST) 800-171 publication
Updated Policies:
o Off Channel Signaling: In this release we have restructured the logic of the
policy to apply individual patterns for each channel
High Risk Securities - Complete List Policy
High Risk Securities - Other Policy
High Risk Securities - Large CAP Policy
High Risk Securities - Small CAP Policy
High Risk Securities - Mid CAP Policy
Offensive Language policy has been updated to reduce false positive results

O O 0O O O O
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o

Migration

e Updated Patterns:

e User & Domain filtering — Ability to target items of select users or those from particular
domains for migration from Enterprise Vault Journal or SMTP archives to Alta
Archiving.

Authentication pattern has been expanded to detect various PEM-encoded
security keys and tokens

Improved detection of South Korean bank account and credit card numbers
Detection of non-delimited U.S. Social Security Number (SSN) without
keywords has been reinstated

France Full Name classification rule has been renamed to Person's Name -
France and applied to the related policy

Australia Postal Address pattern has been extended to detect
mailing/postage format with less corroborative evidence

Steps to Access Veritas Alta™ Archiving Downloads

We have a new updated Downloads Center that makes finding your Veritas Product Downloads even easier! You can
read about it here: https://www.veritas.com/content/support/en _US/news/download center .

The new Downloads Center effectively combines the access to files from Veritas Entitlement Management System
(VEMS), the Veritas Support website, or SORT into a one stop shopping experience. Now you can find, review, and
download software releases for all Veritas products (full installs, full upgrades, patches, and other related files) in one
place. Obtaining Veritas software is now as simple as going to Veritas Support and clicking on the Downloads icon from

the homepage. Itis that easy!

To start working in the Downloads Center:

1. Goto the Veritas Support.

2. If you have an account, then click Sign-In and jump to step 7.
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VOX Get Support ¥ English

Netlnsights

Veritas.com

Downloads Licensing

Documentation

Products Knowledge Base

VERITAS support

How can we help”?

Search all support and community content

3. If you do not have an account, click Create One.

Username
e e . o - e -

Password

Forgot Password

D Remember me

Don't have an account?[Create One.

Cancel m

In the opened window, fill in the proper details to create an account.

4.
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VERITAS

Create your Veritas account profile

_  Country* Select country

Preferred

. Select preferred language
language

Fields marked with * are required.

5. When complete, click Register. You will be navigated to this page where you must activate your account by
going to your email and clicking the proper link.

VERITAS

6. Click the activation link that is included in the received email to complete the registration process.

7. Go back to Veritas Support and Sign in to your account.
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Veritas.com VOX Get Support ¥ English v e

VE [2 IT/\S SU ppor‘t Products Ki Base Dy Licensing Netinsights

How can we help?

Search all support and community content

8. Click the Downloads button and you will be directed to this page.

Veritascom VOX  GetSupport ¥ English v €

Licensing Netinsights Q

VER IT,\S SUDDOrt Products Knowledge Base Dacumentation Downloads

Support / Downloads

i

Explore

Product

Show all products Download history

Latest releases for my products

@ NetBackup @ Resiliency Platform @ Data Insight Enterprise Vault @ eDiscovery

Released on 2022-09

9-05

Released on 202

Released on 2022-09-08 Released on 2022-09-08 Released on 2022-09-05
>
& Eligible for download & Eligible for download &  Eligible for download B Eligible for download &  Eligible for downloa
Learn Learn Leam Learn Le
more more more more m
.
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9. Click the Product dropdown arrow, to search for Veritas Alta Archiving.

Veritas.com  VOX Community Forum * Get Support ¥ English v Sign In

VE I2 | T/\S Support Products Knowledge Base Documentation Downloads Licensing Netlnsights Q

Support / Downloads

EXplOI’e prOdUCtS ‘ Current custon

Veritas Alta Archiving Explore

Product
All Products
Access
Appliances
Backup Exec
Data Insight
Desktop Laptop Option

ST T wp NetBackup Flex Scale NetBapkup L

Enterprise Vault Analytics

InfoScale & Storage Foundation 32 11.4.00

Merge1

Migrate on 2024-03-27 Released on 2024-03-25 Released on 2024-03-
NetBackup & Alta Data Protection >

NetBackup IT Analytics
Resiliency Platform
System Recovery

Veritas Alta Archiving Learn Learn Lear
mol

re more more more more

10. Click Explore.

Veritascom VOX GetSupport ~  English v S6

VEQIT’\S Suppor“[ Products Knowledge Base Documentation Downloads Licensing Netinsights Q

Support / Downloads =

Explore products

Enterprise Vault.cloud v HOSTED

Latest releases for my products

Show all products | Download history
NetBackup Resiliency Platform Data Insight
101 10.1 64
Released on 2022-09-08 Released on 2022-09-08 Released on 2022-09-05
>
&  Eligible for download &  Eligible for download & Eligible for download
Learn more Learn more Learn
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11. In this window, click Base and Upgrade Installers and you will see a list of installers.

Veritascom VOX  Get Support v English v

VE [2 ITI\S SU ppor‘[ Products Knowledge Base Documentation Downloads Licensing Netlnsights Q

Support /Downloads /Enterprise Vault.cloud HOSTED

3r

Explore products

Enterprise Vault.cloud Explore [}

Enterprise Vault.cloud HOSTED

Release ID:REL987212 | Release date: 20140228 | End of support life: 2029-12-17
W Documentation B Licensing agreement <) Download history
B 5ase and upgrade installers v
a Updates v

12. Check the box next to each file that you wish to download and click *CloudLink 4.1.2 64-bit’ or ‘CloudLink 4.1.2
32-bit.’

I Base and upgrade installers A~

Base and upgrade installers lists download files for full product releases and version upgrades. To download, check the box next to each file that you wish to download and click Download. The Download button will appear
after you've checked the first file. See Download instructions for more information.

& Exportlist

Search updates

Directory. Can also send welcome messages and set
up Personal.cloud web folders for Exchange users

O CloudLink 4.1.1_64-bit-zip B} automatically provisions and synchronizes accounts 411 Windows 6.00 MB
from Microsoft Active Directory or IBM Domino
Directory. Can also send welcome messages and set
up Personal.cloud web folders for Exchange users

O CloudLink 4.1.2 32-bit-zip B automatically provisions and synchronizes accounts 412 Windows 7.01MB
from Microsoft Active Directory or IBM Domino
Directory. Can also send welcome messages, and set
up Personal.cloud web folders for Exchange users

O CloudLink 4.1.2 2% bit zip B automatically provisions and synchronizes accounts 412 Windows 591MB
from Microsoft Active Directory or IBM Domino
Directory. Can also send welcome messages, and set
up Personal.cloud web folders for Exchange users

T S N— G1 8 Enterprise Vault.cloud Collector Agent 2.0.0.4 2004 ‘Windows 5.00MB

O FolderSync_1.14.0_Setup.zip :#] FolderSync 1.14.0 1.140 Windows 23.69 MB

Showing 1to 8.of 8 entries Rows perpage: 25 4 -
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13. The End User License Agreement pop-up window will appear, and we recommend reading it before checking
the box to continue.

Uuwinuau ~

)T’T Licens

| agree to the End User License Agreement applicable to each downloaded product.

|
h & Printd
,|OL Download ;

le: 20140228 | End of support lite: 2029-12-17

ip

14. Click Download and the zip file will start downloading to your machine.
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