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About this guide
This chapter includes the following topics:

■ Introducing this guide

Introducing this guide
This guide describes how to set up Enterprise Vault Microsoft Teams archiving
to archive conversations from Microsoft Teams.

This guide makes the following assumptions:

■ You have already installed and configured Microsoft Teams.
For more information, refer to the Microsoft Teams documentation.

■ You have already installed and configured Arctera Merge1 in your
environment to collect Microsoft Teams data.

■ You have already created aArcteraMerge1 account forMicrosoft connectors.
To create an account, contact Arctera Customer Support.

■ You have already registered Merge1 agent using a domain user.

■ You are familiar with several Enterprise Vault features, including the
Administration Console.

■ You know how to administer your storage hardware.
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Introducing Microsoft
Teams Archiving

This chapter includes the following topics:

■ About Enterprise Vault Microsoft Teams Archiving

About Enterprise Vault Microsoft Teams Archiving
Enterprise Vault enables you to archive Microsoft Teams instant messaging (IM)
and channel communications. This in turn helps support the compliance
requirements that are specified in industry and government regulations.
Enterprise Vault archives the following:

■ Peer-to-peer chat conversations

■ Private channel messages

■ Public channel messages

Microsoft Teams Archiving Overview
Microsoft Teams Archiving with Enterprise Vault links the Microsoft 365
environment and EnterpriseVault usingMerge1 server. EnterpriseVault assumes
that archiving is enabled for individual or all users in the Microsoft 365 Domain
and appropriate archiving policies have been applied. Enterprise Vault requires
Microsoft 365 andMerge1 environment details to actively archive conversations
to a file server. These conversations are then archived in the Enterprise Vault
environment as EML files.

The following figure illustrates the process when archiving a conversation from
Microsoft Teams.
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The archiving process is as follows:

■ A conversation takes place between Microsoft Teams users.

■ Merge1 fetches the conversation JSON and sends them to the chat holding
folder on the Enterprise Vault server.

■ Merge1 notifies Enterprise Vault after every 50 messages.

■ Enterprise Vault segregates the messages by date and chat room id in a chat
segregated folder.

■ Teams archiving task processes files in the chat segregated folder and creates
EML files for each room id and day.

■ Teams archiving task archives the item in a Teams archive. During processing,
the task applies the retention category or retention plan that is specified in
the target properties.

Microsoft Teams Archiving Components
The following table provides an overview of the main components of Microsoft
Teams archiving. You can configure Microsoft Teams archiving using the
Enterprise Vault Administration Console.

8Introducing Microsoft Teams Archiving
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Table 2-1 Microsoft Teams Archiving components overview

DescriptionComponent

The TeamsArchiving task processes the JSON conversation
files in the holding folder as follows:

■ Creates EML files from the segregated JSON files. 1 EML
per chat room, per day.

■ Stores the conversations in the archive that is associated
with the importer.

■ Applies the target retention category or retention plan.
■ Deletes the conversation files from the holding folder

by default, when archiving is completed successfully. If
errors occur, the task does not delete the files.

Teams Archiving task

The Teams holding folder is a shared folder that is assigned
to the Teams Archiving task. The folder location is in the
Teams Importer properties. Conversation JSON files are
placed in the folder for the archiving task to process.

Conversationswhich the archiving task fails to archive are
not deleted automatically from the holding folder. These
conversations are placed in a Failed subfolder called
BrokenChatHolding.

Teams holding folder

A Teams policy is assigned to a Importer. The policy defines
rules based on which the Importer collects data from
Microsoft Teams. The Teams policies are displayed in the
Administration Console, under Policies > Microsoft 365 >
Teams.

Teams policies

Retention categories are assigned to conversations when
the conversations are archived. This categorization makes
it easier to retrieve conversations because it is possible to
search by retention category. Users can select retention
categories and assign them to Teams conversations.

When Enterprise Vault archives a conversation, it is stored
with the appropriate retention category. With a retention
plan, you can associate a retention category with several
other settings, such as a classification policy and the criteria
for discarding expired conversations. All these settings can
be applied to one or more archives.

For more information, refer to the topic "Working with
retention categories and retention plans" in the Enterprise
Vault Administrator's Guide.

Retention categories and
retention plans
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Table 2-1 Microsoft Teams Archiving components overview (continued)

DescriptionComponent

Connection holds the authentication information to connect
to Merge1 server and Microsoft 365 server. The Microsoft
365 Connections are displayed in the Administration
Console, under Targets > Microsoft 365 > Connections.

Microsoft 365 Connection

The Importer downloads Microsoft Teams data to Arctera
Enterprise Vault.

The importer properties contain following settings:

■ A Microsoft 365 Connection.
■ A Teams Policy.
■ An archive.
■ A vault store.
■ A retention category or retention plan.
■ Teams holding folder.
■ Log folder.
■ Monitored users.
■ Date Range filter.
■ Schedule information to collect Microsoft Teams data.

The Importers are displayed in the Administration Console,
under Targets > Microsoft 365 > Importers.

Importer

A new Teams Archive is created for each importer. These
are displayed in theAdministrationConsole, underArchives
> Teams.

Teams archives
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Configuring Microsoft
Teams Archiving

This chapter includes the following topics:

■ Steps to configure Microsoft Teams archiving

■ Roles-based administration (RBA) and Microsoft Teams Archiving

■ Assigning the permissions required for exporting data fromMicrosoft Teams

■ Preparing to configure a Microsoft 365 connection

■ Configuring a Microsoft 365 connection

■ Configuring a Microsoft Teams policy

■ Configuring an Importer

■ Managing Teams archives

■ Managing Teams archiving tasks

Steps to configure Microsoft Teams archiving
The steps to configure Microsoft Teams archiving are as follows:

1. Configure a Microsoft 365 connection.

See “Configuring a Microsoft 365 connection” on page 18.

2. Configure a Microsoft Teams policy.

See “Configuring a Microsoft Teams policy” on page 20.

3. Configure an Importer.
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See “Configuring an Importer” on page 23.

Note: You must configure Microsoft Teams archiving only from the Enterprise
Vault Administration Console. For the importers you have created from the
Enterprise Vault console, you are strongly discouraged from making
importer-related configuration changes from the Merge1 server console.

Roles-based administration (RBA) and Microsoft
Teams Archiving

To configure Microsoft Teams Archiving, you must log in to Enterprise Vault
using the Vault Service account or an account that is assigned to the Microsoft
365 Administrator role.

TheMicrosoft 365Administrator role is also included in the Power Administrator
role.

For more information on roles-based administration, see the Administrator's
Guide.

Assigning thepermissions required for exportingdata
from Microsoft Teams

Creating the Microsoft application for Merge1 Importer
Perform the following steps on theMicrosoft Azure portal to create theMicrosoft
application for the Merge1 importer:

Note: Only a Microsoft Office 365 or Microsoft Azure administrator of your
organization can create the Microsoft application for the Merge1 importer.

1. Navigate to https://portal.azure.com and log on to your organization's
Microsoft Azure account.

2. Click onMicrosoft Entra ID and select App registrations.

3. In the command pane to the top, click on New registration.

4. In the opened Register an Applicationwindow fill in the Name and click
the Register button.

5. Copy the Application ID and Directory (tenant) ID from the Overview
section to later use them in the connection creation.
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6. Navigate to theCertificates and secret section and upload theMerge1 server
and Enterprise Vault server certificates. The thumbprint of the certificate
will be later used for connection creation.

7. In the navigation pane to the left, underManage, click API permissions.

8. Add the following permissions (Application permissions):

Microsoft Graph

Channel

■ Channel.ReadBasic.All

ChannelMember

■ [ChannelMember.Read.All]

ChannelMessage

■ ChannelMessage.Read.Al

Chat

■ Chat.Read.All

■ Chat.ReadBasic.All

Files

■ Files.Read.All

Group

■ Group.Read.All

Team

■ Team.ReadBasic.All

User

■ User.Read.All

SharePoint

Sites

■ Sites.Read.All

User

■ User.Read.All

Grant all the above-referenced permissions.

Ensure that the Azure AppRegistration is granted with the additional privileges
to access the Protected APIs from Microsoft. Navigate toManage > API

13Configuring Microsoft Teams Archiving
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permissions, and click Yes in the Grant admin consent confirmation section.
Ensure that Grant admin consent for SG DEMO is selected.

Preparing to configure a Microsoft 365 connection
The New Connectionwizard enables you to add a connection and perform the
following actions:

■ Connect to the Microsoft Entra ID

■ Configure Importers for collection of Microsoft Teams data

Prerequisites: Information required from the Microsoft Azure
administrator
Ensure that you have the following information available with you from your
Microsoft Azure administrator:

■ Application ID and Tenant IDwhich you have copied at step 5 in Assigning
the permissions required for exporting data from Microsoft Teams.

■ X509 certificate's thumbprint or X509 certificate and its password

Prerequisites: Information required from the Arctera Merge1
administrator
Ensure that you have the following information available with you from your
Arctera Merge1 administrator:

Note: To learn how to collect the Merge1 information, see Collecting Merge1
information.

■ Merge1 instance URL

■ API Client Application ID associated with the Merge1 server

■ API Client Secret associated with the Merge1 server

Prerequisites: Acquiring a certificate thumbprint
Merge1 requires an SSL certificate to use in the authentication flow. This
certificate must be generated by the customer and the certificate thumbprint
must be entered in the "X509 Certificate Thumbprint" field of Connector
Configuration.

Note: If you want to generate your own X.509 certificate, see Steps to generate
a self-signed certificate (X.509) for the Merge1 server.
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You can also use the same certificate used by Merge1 Web Application, to do
this launch PowerShell and run the following command, which might return
several certificates. Choose the one depending on your requirements and copy
the thumbprint.

Get-ChildItem -path cert:\LocalMachine\My

Prerequisites: Setting up the Data Access Account
To be able to create a connection, the Data Access Account must be set on the
Directory properties. You must create an Enterprise Vault anonymous user. For
more information about creating an anonymous user, see
https://www.veritas.com/support/en_US/article.100022472.

If you already have a Data Access Account user created, you can use the same
account. You must re-enter the credentials associated with the account at
Directory properties > Data Access Account, so that the user account is
configured in the IIS Merge1WebHook application.

Prerequisites: Installing the Enterprise Vault site certificate
from IIS on the Merge1 server
You must install the Enterprise Vault site certificate from IIS on the Merge1
server under Trusted Root Certification Authorities.

Prerequisites: Installing the Enterprise Vault site certificate
from IIS on the Merge1 agent
Youmust install the Enterprise Vault site certificate from IIS on theMerge1 agent
under Trusted Root Certification Authorities.

Prerequisites: Installing the Merge1 server certificate on the
Merge1 agent
You must install the Merge1 server certificate from IIS on the Merge1 agent
under the Trusted Root Certification Authorities.

Prerequisites: Installing the Merge1 server certificate on the
Enterprise Vault server
Install theMerge1 server self-signed certificate or X509 certificate of theMerge1
server (uploaded on theMicrosoft Azure portal) under the local machine's trusted
root on the Enterprise Vault server.

Prerequisites: Installing the Merge1 agent certificate on the
Enterprise Vault server
You must install the Merge1 agent certificate from IIS on the Enterprise Vault
server.
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Collecting Merge1 information
This topic contains information that enables you to collect theMerge1 information
which is required for setting up Microsoft Teams archiving.

API Clients
This section describes the Merge1 API feature which allows managing Client
Applications for having access to the Merge1 REST APIs.

Adding Importer Manager role in the system variable
1. Go to System Properties > Environment Variables > System Variables.

2. Click Add new.

The New system variable window opens.

3. Enter variable name as follows and true as the Variable value:

Merge1:Customizations:AllowClientApplicationImporterManagerRole

4. Restart the Merge1 server virtual machine.

Managing API Clients
This section describes how to add an application.

Adding an Application

To add an application:

1. Go to the API CLIENTS section of the navigation pane.

2. Click ADD APPLICATION.

3. In the pop-up window, enter Application Name (maximum 64 characters
length).

4. Select the Agent Manager and Importer Manager roles.

5. Click ADD.

The application consists of the following fields:

Table 3-1 Application fields

DescriptionComponent

The application name is specified.Name

The level of accessibility is specified.Role

The application ID is presented. You can
copy the ID by clicking the Copy option.

Application ID
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Managing Secrets
This section describes how to add a secret.

To navigate to secrets, click Go to Secrets located on the left bottom corner of
the application.

Adding a Secret
To add a secret:

1. Click NEW SECRET.

2. In the openedwindow, enter aDescription (maximum500 characters length)
for the secret and select the Expiration period.

The specified expiration period is used to invalidate the secret.

Available periods are:

■ Recommended: 6 months

■ 3 months

■ 12 months

■ 18 months

■ 24 months

■ Custom

You can select one of the available periods from the drop-down list. Also,
you can specify a custom expiration date by selecting the Custom option
from the list and specifying the date.

The secret consists of the following fields:

Table 3-2 Secret fields

DescriptionComponent

The description of the secret.Description

The client secret is specified. Note that the
Client secret is displayed only when you
create the secret. Copy the secret using the
Copy option, and save it in a secure location
for later usage.

Client Secret

The expiration date is specified.Expires
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Configuring a Microsoft 365 connection
To create the connection
1. In the left pane of the Enterprise Vault Administration Console, click Targets

> Microsoft 365 > Connections.

2. To create a new connection, right-click on Connections and select New >
Connection.

The New Connectionwizard opens.

3. Click Next.

4. Enter the following details and click Next:

■ Name: Enter a unique and appropriate name for the new connection.

■ Description: Enter an appropriate description for the new connection.

5. Enter the following connection details to connect to the Microsoft Entra ID:

■ Application ID and Tenant IDwhich you have copied at step 5 in
Assigning the permissions required for exporting data from Microsoft
Teams.

■ X509 Certificate Source: If the X509 certificate source is on your local
computer, select LocalMachine and enter the X509 certificate thumbprint
on the corresponding text box..
If you want to upload the X509 certificate as a PFX file, select Upload
File. Navigate to the X509 certificate PFX file location and select the
certificate. Enter the X509 certificate password on the corresponding
text box.

6. Click Test to validate the Microsoft Entra ID connection. On successful
validation, click Next.

7. Enter the following Arctera Merge1 server details to connect to the Arctera
Merge1 server:

■ Merge1 instance URL: Enter the Merge1 server instance URL.
The instance URL must be in the https://hostname:port format.
It is recommended that you use the DNS alias for the Merge1 server
instance URL.

■ API Client Application ID: Enter the API Client Application ID.

■ API Client Secret: Enter the API Client Secret.

8. Click Test to validate theMerge1 server connection. On successful validation,
click Next.
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9. Review the details that you have entered for the connection.

10. Click Finish.

To view and edit the connections
1. In the left pane of the Enterprise Vault Administration Console, click Targets

> Microsoft 365 > Connections.

The right pane of the Administration Console displays the available
connections.

2. Right-click on a connection to perform the following actions:

ActionsField

Allows you to delete a connection. If you
want to delete a connection which has
been configured to importers, you must
first delete the associated Importers and
then delete the connection.

Delete

Allows you to view and update the
connection properties. You can
double-click on a connection to view and
update the properties. For more
information, see the steps below.

Properties

3. If you want to update a connection, double-click on the connection. The
connection properties dialog box is displayed and contains the following
tabs:

Note: If you want to update a connection which has been configured with
the importers, you must first disable the importers on which the connection
has been configured. After updating the connection, enable the importers
for data collection.

DetailsTab

■ Name: View the connection name.
■ Description: Enter an appropriate

description for the connection.

General
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DetailsTab

■ Application ID: Enter the application
ID associated with Microsoft Teams.

■ Tenant ID: Enter the tenant ID
associated with Microsoft Teams.

■ X509 Certificate Source: If the X509
certificate source is on your local
computer, select Local Machine and
enter the X509 certificate thumbprint
on the corresponding text box. If you
want to upload the X509 certificate
as a PFX file, select Upload File.
Navigate to the X509 certificate PFX
file location and select the certificate.
Enter the X509 certificate password
on the corresponding text box.

Click Test to validate theMicrosoft Entra
ID connection.

Microsoft 365

■ Merge1 instance URL: Enter the
Merge1 server instance URL.
The instance URL must be in the
https://hostname:port format.
It is recommended that you use the
DNS alias for the Merge1 server
instance URL.

■ API Client Application ID: Enter the
API Client Application ID associated
with the Merge1 server.

■ APIClient Secret: Enter theAPI Client
Secret associated with the Merge1
server.

Click Test to validate the Merge1 server
connection.

Merge1

4. Click Apply > OK.

Configuring a Microsoft Teams policy
The Teams policies are the set of rules based on which the Importer collects data
from Microsoft Teams.
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To add a new Teams policy
1. In the left pane of the Enterprise Vault Administration Console, click Policies

> Microsoft 365.

2. Click Teams.

3. Right-click on Teams and select New > Policy.

The New Teams Policywizard opens.

4. Click Next.

5. Enter the following details in the corresponding text boxes and click Next:

■ Enter an appropriate name for the new Teams policy.

■ Enter an appropriate description for the new Teams policy.

6. Configure the Teams policy as follows:

■ Conversation areas to capture: Select the conversation areas to capture.
If you selectAll areas, conversation is captured from Chats or Channels.
If you select certain areas, you can select between Chats or Channels.

■ Attachment configuration: To specify themaximumsize of an attachment
that can be downloaded, select the Do not download files greater than
check box and enter the size in MB in the text box.
If you want to exclude certain file types from being downloaded, select
the Exclude file types check box and specify the file types in a comma
separated format andwithout any space in between (such as, txt,jpg,png)
in the text box.

■ Participant configuration: To specify the number of participants for
whomyouwant to capture the conversation, select the required operator
from theMatchmessages that have dropdown list and enter the number
of participants in the check box.

■ Click Next.

7. Review the new Teams Policy configurations and click Finish.

To view and update a Teams policy
1. In the left pane of the Enterprise Vault Administration Console, click Policies

> Microsoft 365.

2. Click Teams.

The right pane of the Administration Console displays the available Teams
policies.Default TeamsPolicy is the default Arctera Enterprise Vault Teams
policy.
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3. Right-click on a policy to perform the following actions:

ActionsField

Allows you to copy an existing policy.

1 Click on Copy Policy.

2 In the Copy Policy dialog box, enter
a unique policy name and a policy
description in the appropriate text
boxes.

3 Click OK.

Copy Policy

Allows you to delete a policy.

If you want to delete a policy which has
been applied on a Importer, youmust first
delete the associated Importer and then
delete the policy.

Delete

Allows you to view and update the policy
properties. You can double-click on a
policy to view and update the properties.
Formore information, see the step below.

Properties

4. If you want to update a Teams policy, double-click on the policy.

The Teams policy properties dialog box is displayed.

Note: If you want to update a policy which has been applied on Importers,
you must first disable the importers on which the policy has been applied.
After updating the policy, enable the Importers for data collection.

5. The General tab displays the following, which you can update:

■ Policy name

■ Policy description

6. The Configuration tab displays the following, which you can update:

■ Conversation areas to capture: The conversation areas to capture. If you
selectAll areas, conversation is captured from Chats or Channels. If you
select certain areas, you can select between Chats or Channels.
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■ Attachment configuration: The maximum size of an attachment that
can be downloaded. Select theDonot download files greater than check
box and enter the size in MB in the text box.
If you want to exclude certain file types from being downloaded, select
the Exclude file types check box and specify the file types in a comma
separated format andwithout any space in between (such as, txt,jpg,png)
in the text box.

■ Participant configuration: The number of participants for whom you
want to capture the conversation. Select the required operator from the
Match messages that have dropdown list and enter the number of
participants in the check box.

7. If you have updated the Teams policy, click Apply > OK.

Configuring an Importer
The importer downloads Microsoft Teams data to Arctera Enterprise Vault.

Prerequisite
■ Ensure that the Teams domain is added to the list of internal SMTP domains

for marking the correct message direction (internal or external). Navigate to
Site Properties > Advance > SMTP > List of internal SMTP domains to add
the Teams domain.

■ Ensure that the connection to configure the importer is available in Enterprise
Vault underTargets > Microsoft 365 > Connections.

■ Ensure that theMerge1WebHookPool application pool identity is set to
LocalSystem under IISManager >Application Pools on the Enterprise Vault
server.

■ Ensure that Anonymous Authentication is enabled for the
Merge1WebHookapplication under IIS Manager > Default Web Site >
EnterpriseVault > Merge1WebHook > Authentication on the Enterprise
Vault server, with Anonymous user identity set to the Enterprise Vault Data
Access Account user.

■ Be aware of the Vault Store you want to use for the importer.

■ Be aware of the log folder path of the Merge1 server where the Merge1
importer logs are written. The log folder path must be a local path on the
Merge1 server.

■ Ensure that theMerge1 agent is registered using the domain user in the same
domain. It is recommended that you use the Enterprise Vault Service Account
to register theMerge1 agent. However, if you already have registeredMerge1
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agent with a non-Enterprise Vault Service Account, you can continue using
this account, provided it is the same domain user.
You must add the Merge1 agent user to the following security policies on the
Merge1 agent server:

■ Log on as Service rights

■ Log on as a batch job right

■ Ensure that the Merge1 agent user account has been added to the local
Administrators group on the Merge1 server.

■ Ensure that the Merge1 agent user account has been assigned the db_owner
permissions on the Merge1 database.

■ Ensure that the Enterprise Vault server administrator (Vault Service account,
Power Administrator,Microsoft 365 Administrator, and RBA role member)
account has been added to the local Administrators group on the Merge1
server.

■ Ensure that the Teams holding folder in the Enterprise Vault server is available
to receive the Microsoft Teams data. The holding folder path can only be a
shared folder on Enterprise Vault server. The holding folder must be a shared
folder so that the Merge1 server and the Enterprise Vault server can access
it.

■ Ensure that the Vault Service account and Data Access Account has Full
control security permission on the Teams holding folder.

■ Ensure that the Enterprise Vault server administrator (Vault Service account,
Power Administrator, Microsoft 365 Administrator, and RBA role member)
account has the Change, Read sharing permissions on the Teams holding
folder.

■ Ensure that the Merge1 agent user account has the Change, Read sharing
permissions on the Teams holding folder.

■ Ensure that theMerge1 agent user account has theModify security permission
on the Teams holding folder.

Note: For collecting legacy data and daily data, it is recommended that you create
two separate importers. The administrator must manually start the Teams
Archiving Task to collect both legacy and daily data. For legacy data collection,
the administrator must allow the importer to download data for a few days and
then start the Teams Archiving Task either in the Run now or Schedule mode.
See Managing Teams archiving tasks for more information about the Run now
and Schedule modes.
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About Holding Folder
The holding folder is the folder where Merge1 will dump the Microsoft Teams
data and Enterprise Vault pick that data for the archiving.

The holding folder path must comply with the following conditions:

■ The folder is recommended to be on a local drive to the EV Server.

■ The folder should be excluded from virus scanning. Scanning the holding
folder can cause the corruption of items, performance issues, and data loss.

■ The folder must be a shared folder and must be specified in UNC path format
where-ever asked.

■ Themaximumpermitted length of folder path is (140 - importer's Name length)
characters.

■ Ensure that the Enterprise Vault server administrator (Vault Service
Account/PowerAdministrator/Microsoft 365AdministratorRBA rolemember)
account has the 'Change, Read' sharing permissions on the Teams holding
folder.

■ Ensure that the Merge1 agent user account has the 'Change, Read' sharing
permissions on the Teams holding folder.

■ Ensure that Vault Service Account has the 'Full control' security permission
on the Teams holding folder.

■ Ensure that the Merge1 agent user account has the 'Modify' security
permission on the Teams holding folder.

To create an importer
1. In the left pane of the Enterprise Vault Administration Console, click Targets

> Microsoft 365 > Importers.

2. To create a new importer, right-click on Importers and select New >
Importers.

3. In the New Importerwizard, click Next.

4. Enter the following details in the corresponding text boxes and click Next:

■ Enter an appropriate and unique name for the new importer.

■ Enter an appropriate description for the new importer.

5. Select the following and click Next:

■ Microsoft 365 connection: From the dropdown list, select connection.

■ Holding folder: Select theMicrosoft Teams holding folder path to receive
the Microsoft Teams data
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■ Log folder: Select the location of the log folder of the Merge1 server
where the Merge1 importer logs are written.

6. Specify the users whose data will be collected by the importer:

■ To collect data for all users, select All users.

■ To collect data for specific users, selectManually maintain the list.
To manually enter email IDs and display names of specific users, click
Add and enter the user details. Click OK.
To import specific users from a CSV file, click Import and select the CSV
file. Click Open.
Entries in the CSV file should be present in the following format:
<Email Address1>,<Username1>
<Email Address2>,<Username2>
...
...

7. Click Next.

8. Specify the Date Range for which importer will collect the Microsoft Teams
data.

■ All Time: Select this option to collect theMicrosoft Teams data for all the
timewithout any date filter criteria. It will continuously keep on collecting
the Microsoft Teams data whenever data is available.

■ Date Based: Select this option to collect theMicrosoft Teams data for the
specific date range. If you select this option, you must select at least one
of the checkboxes - Collect data generated after andDo not collect data
generated after - to specify the date range for data collection.

■ Collect data generated after: Select this option to collect the Microsoft
Teams data from a specific date only. Team data prior to this date will
not be collected.

■ Do not collect data generated after: Select this option to collect the
Microsoft Teams data up to a specific date only. Microsoft Teams data
after this date will not be collected.

Note:Once data for the specific date range is collected we cannot collect the
data prior to this date range by modifying it from the importer's properties.
Importer will always collect the data from the date where it last collected
the data.

9. Click Next.
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10. Select the following:

■ The Teams policy that you want to apply on the importer.

■ The retention category that you want to use for the importer.

11. Click Next.

12. Select the Vault Store that you want to use for the importer.

Note: The Microsoft Teams Archive and the Teams Archiving Task for the
importer are created on the samemachine where the Vault Store is present.

13. Review the new importer configurations and click Finish.

To view and update importers
1. In the left pane of the Enterprise Vault Administration Console, click Targets

> Microsoft 365 > Importers.

The right pane of theAdministration Console displays the available importers.

2. Right-click on an importer to perform the following actions:

■ Enable: Allows you to enable the importer.

■ Disable: Allows you to disable the importer. This is needed to modify the
importer’s properties and to delete the importer.

■ RunNow: Allows you to run the importer, whichwill collect theMicrosoft
Teams data.

■ Delete Allows you to delete the importers. Importer should be in the
disabled state to perform this operation.

■ Properties: Allows you to view and update the importer properties. You
can double-click on an importer to view and update the properties. For
updating the importer properties, importer must be in disabled state. For
more information, see the steps below.

3. To update an importer, double-click on it.

Note: If you want to update an importer, ensure that the importer is in the
disabled state.

The importer properties dialog box is displayed and contains the following
tabs:
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■ General: The Details section displays the importer name, description,
status, and the Teams archiving task associated with the importer.
The Settings section displays the Teams archive name and the Teams
policy applied on the importer. You can update the settings, if required.
The Retention section displays the retention category. You can update
the retention category settings, if required.

■ Connection and Folders: The Connection section displays the available
connections with the Merge1 server on which the importer has been
created. You can update the connection, if required.
The Holding folder section displays the path of the Microsoft Teams
holding folderwhich receives theMicrosoft Teams data from theMerge1
server. You can update the holding folder path, if required. Before
updating the holding folder location for the importer, perform the
following steps:
Step 1: In the Enterprise Vault Administration Console, stop the importer's
Teams Archiving task.
Step 2: Copy the existing content of the current holding folder tree to the
new location.
The Log folder section displays the path of the log folder of the Merge1
server where the Merge1 importer logs are stored. You can update the
log folder path, if required.

■ Monitored Users: Specify the users whose data will be collected by the
importer:

■ To collect data for all users, select All users.

■ To collect data for specific users, selectManually maintain the list.
Tomanually enter email IDs and displays names of specific users, click
Add and enter the user details. Click OK.
To import specific users from a CSV file, click Import and select the
CSV file. Click Open.
Entries in the CSV file should be present in the following format:
<Email Address1>,<Username1>
<Email Address2>,<Username2>
...
...

■ Date Range: Specify the Date Range for which importer will collect the
Microsoft Teams data.

■ All Time: Select this option to collect the Microsoft Teams data for all
the time without any date filter criteria. It will continuously keep on
collecting the Microsoft Teams data whenever data is available.
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■ Date Based: Select this option to collect the Microsoft Teams data for
the specific date range. If you select this option, you must select at
least one of the checkboxes -Collect data generated after andDonot
collect data generated after - to specify the date range for data
collection.

■ Collect data generated after: Select this option to collect theMicrosoft
Teams data from a specific date only. Team data prior to this date will
not be collected.

■ Do not collect data generated after: Select this option to collect the
Microsoft Teams data up to a specific date only. Microsoft Teams data
after this date will not be collected.

Note: Importer will always collect the data from the date where it last
collected the data.

■ Schedule: The configurations to schedule running of the importer.
The Interval section allows you to select 1 hour or 15minutes to schedule
running of the importer.
You can also select specific time slots on specific days of the week to
schedule running of the importer by clicking on the time scheduler at the
bottom of the dialog box.

■ Advanced: Displays the batch size of theMerge1 notifications. The batch
size of the number of copied files initiates Merge1 to send notifications
to Enterprise Vault. The default batch size is 50.
ClickModify if you want to change the existing batch.

4. Click Apply > OK.

5. If you have updated the holding folder location, perform one of the following
actions:

■ Recycle the Merge1WebHookPool in the IIS Manager application pools.
Or,

■ Restart the IIS server.

6. Enable the importer.

7. Start the corresponding Teams Archiving task.
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Managing Teams archives
1. In the left pane of the EnterpriseVault Administration Console, clickArchives

> Teams.

The right pane of the Administration Console displays the available Teams
archives. By default, the name of the Teams archive has the same name as
the Importer name.

2. Right-click on an archive to perform the following actions:

ActionsField

Allows you to search for archived Teams
items.

Search archive

Allows you to view the expiry report of
archived Teams items.

View expiry report

Allows you to delete an archive.Delete

Allows you to view and update the
archive properties. You can double-click
on an archive to view and update the
properties. For more information, see the
step below.

Properties

3. If you want to update a Teams archive, double-click on the archive.

The Teams archive properties dialog box is displayed and contains the
following tabs:

DetailsTab

Allows you to:
■ View and rename the Teams archive.
■ View the details of the Teams archive,

such as site, vault store, and so on.
■ The Administrative note sections

allows you to add any note.

General

Allows you to:
■ Control access of users and groups to

the archive.
■ Select users and groups to which

permission is to be granted or denied
for accessing the archive.

Permissions
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DetailsTab

Allows you to:
■ Select indexing level of the archive.
■ View configured archiving dates.

Indexing

Allows you to:
■ View and set archive deletion settings.
■ View the archive ID.
■ View the archive type ID.

Advanced

Allows you to control the maximum size
of the archive. You can set a limit for the
archive, inherit the setting from the site
properties, or the Vault Store properties.

Archive Usage limit

Allows you to:
■ View the available index volumes.
■ View the health of the index volumes.
■ Upgrade, verify, synchronize, rebuild,

and change location of the index
volumes for the Enterprise Vault
archives.

Index Volumes

Allows you to recover items marked for
deletion from the archive.

Deleted Items

4. Click Apply > OK.

Managing Teams archiving tasks
1. In the left pane of the Enterprise Vault Administration Console, click

Enterprise Vault Servers > Tasks.

The right pane of the Administration Console displays the available Teams
archiving tasks.

2. Right-click on an archive to perform the following actions:

ActionsField

Allows you to start the Teams archiving
task.

Start

Allows you to stop the Teams archiving
task.

Stop
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ActionsField

Allows you to restart the Teams archiving
task.

Restart

Allows you to pause the Teams archiving
task.

Pause

Allows you to resume a paused Teams
archiving task.

Resume

Allows you to immediately run the Teams
archiving task.

Run Now

Allows you to delete the Teams archiving
task.

Delete

Allows you to view and update the
archiving task properties. You can
double-click on an archiving task to view
and update the properties. For more
information, see the step below.

Properties

3. If you want to update a Teams archiving task, double-click on the task.

The Teams archiving task properties dialog box is displayed and contains the
following tabs:

■ General: The Details section allows you to:

■ View the archiving task site name.

■ View the name of the machine on which the archiving task exists.
The Settings section allows you to view and update the archiving task
startup type. The available startup options are:

■ Automatic

■ Manual

■ Disabled
The Administrative note sections allows you to add any note.

■ Scheduled: The configurations to schedule running of the archiving task.
Select theUse site setting checkbox to schedule running of the archiving
task based on the site setting. Selecting the checkbox, disable other
scheduling settings. By default, the Use site setting checkbox is not
selected.
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If you want to schedule running of the archiving task based on
configurations other than the site settings, clear the Use site setting
checkbox.
In the Run section:

■ Select Never to prohibit the archiving task to run on its own.
Click Run Now to immediately run the archiving task.

■ SelectAt selected times to configure running of the archiving task at
specific intervals, in specific days and time-slots.
Configure the settings from the Interval section and time and date
picker section. Click RunNow to immediately run the archiving task.

4. Reports: Allows you to configure the archiving report settings.

See “About Teams archiving task reports” on page 34.

5. Advanced: Allows you to configure the following archiving task advanced
settings

■ Converted chat folder path for Teams archiving task: Path of the
converted chat folder. Path must be a valid folder path.

■ Broken chat folder path for Team archiving task: Path of the broken
chat folder. Path must be a valid folder path.

■ Ignore items in the current date folderwhenprocessing items from the
segregation folder: Determines if the current date folder must be
processed or not when processing items from the segregation folder. By
default, the Teams archiving task ignores the current date folders.

■ 1: Ignore current date folders in the segregation folder.

■ 0: Do not ignore current date folders in the segregation folder.

6. Click Apply > OK.

Updating the converted chat or broken chat folder path
You can update the converted chat or broken chat folder path if required. Perform
the following actions to update the converted chat or broken chat folder path:

1. From the Enterprise Vault Administration Console, stop the importer and
the Teams archiving task corresponding to the importer.

2. Copy the existing content of the current holding folder tree to the new
location.

3. Set the new folder path in the Teams Archiving Task Properties: Advanced
page.

4. Perform one of the following actions:
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■ Recycle the Merge1WebHookPool in the IIS Manager application pools.
Or,

■ Restart the IIS server.

5. Start the importer and Teams archiving task corresponding to the importer.

About Teams archiving task reports
When a Teams archiving task runs as per its schedule, or with the Run Now
option, it creates a report with the details of the run.

Teams archiving task reports are created at following location:

<Enterprise Vault Install Path>\Enterprise Vault\Reports\Teams

Archiving

Following is a sample of the Teams archiving task report:

Archive run started at 11/11/2021 3:26:04 PM for the Teams archiving

task 'TEAMS ARCHIVING TASK FOR IMPORTER NAME'

Task Started : 11/11/2021 3:26:04 PM

Task Finished : 11/11/2021 3:26:20 PM

Elapsed Time : 00:10:15 (hh:mm:ss)

Total number of TeamsRoomChat in the segregation folder: 92318

Total number of TeamsRoomChat processed: 10

Total number of TeamsRoomChat archived: 10

Total Number of TeamsRoomChat failed to convert: 0

Total number of TeamsRoomChat failed to archive: 0

Total number of TeamsRoomChat marked as broken: 0

Total KB archived: 9867 KB

Note: If the Teams archiving task run does not find any files to process and archive,
then it adds following note in the report.

NOTE: The Teams archiving task did not find any files to process and archive in
the \\SERVERNAME\c$\HoldingSharedFolder\ImporterName\ChatSegregated.
This could happen when there is no data available from Microsoft Teams for
archiving. Ensure that the Merge1Webhook under the Arctera Enterprise Vault
website is running and the Importer is dumping data into the holding folder.
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About Teams archiving tasks performance counters
The task provides following counters tomonitor the performance of the archiving
process.

DescriptionCounter

Number of chat rooms data converted from
.json to .eml and archived successfully.

Teams Room Chat Archived

Number of chat rooms data converted from
.json to .eml but failed to archive.

Teams Room Chat Failed To Archive

Number of chat rooms data that failed to
convert from .json to .eml.

Teams Room Chat Failed To Convert

Number of chat items yet to be processed.Teams Room Chat Items In Queue

Number of chat rooms data successfully
converted from .json to .eml and added to
BrokenChatHolding folder.

Teams Room Chat Marked As Broken

Number of chat room processed.Teams Room Chat Processed
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