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The Technical Support group works collaboratively with the other functional
areas within the company to answer your questions in a timely fashion.

Our support offerings include the following:

m A range of support options that give you the flexibility to select the right
amount of service for any size organization

m Telephone and/or Web-based support that provides rapid response and
up-to-the-minute information

m Upgrade assurance that delivers software upgrades
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m Premium service offerings that include Account Management Services

For information about our support offerings, you can visit our website at the
following URL:

www.arctera.io/support
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When you contact Technical Support, please have the following information
available:

m Product release level
m Hardware information

m Available memory, disk space, and NIC information
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Operating system

Version and patch level

Network topology

Router, gateway, and IP address information

Problem description:

m Error messages and log files

m Troubleshooting that was performed before contacting Technical Support

m Recent software configuration changes and network changes

Licensing and registration

If your product requires registration or a license key, access our technical support
Web page at the following URL:

www.arctera.io/support

Customer service

Customer service information is available at the following URL:

www.arctera.io/support

Customer Service is available to assist with non-technical questions, such as the
following types of issues:

Questions regarding product licensing or serialization

Product registration updates, such as address or name changes

General product information (features, language availability, local dealers)
Latest information about product updates and upgrades

Information about upgrade assurance and support contracts

Advice about technical support options

Nontechnical presales questions

Issues that are related to CD-ROMs, DVDs, or manuals
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Support agreement resources

If you want to contact us regarding an existing support agreement, please contact
the support agreement administration team for your region as follows:

Worldwide CustomerCare@arctera.io
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Infroducing Arctera Insight
Surveillance

This chapter includes the following topics:

m About Insight Surveillance

m Insight Surveillance multi-tier architecture

m System requirements

m Sampling support for content sources

m Al-based label predictions support for efficient review process
m Date format support in Insight Surveillance

m About Insight Surveillance system security

About Insight Surveillance

Insight Surveillance is a software-as-a-service (SaaS) offering that deals with
monitoring, searching, retrieving, and reporting of emails and messages. It is
designed to meet a wide variety of regulatory requirements for the supervision
of electronic communications.

Insight Surveillance offers a simple and intuitive user experience. It delivers
end-to-end supervisory workflow to Arctera Insight Archiving customers, greatly
reducing audit review time, minimizing compliance risk and increasing
organizational efficiency for today’s global enterprises.

This guide describes the procedures involved in configuring and managing Insight
Surveillance and ensures that organizations meet electronic communication
supervision requirements.
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Insight Surveillance multi-tier architecture

Insight Surveillance multi-tier architecture

Insight Surveillance has a two-tier architecture, which provides the ability to
manage and delegate compliance responsibilities across multiple geographical,
functional, and departmentally-distributed compliance departments. The following
diagram illustrates this architecture:

Generke Corporate Structure Corporate Structure In VAS

‘ ) Parent
Orparate Tier 1 [Top Tier] Department
T I
I | | | Sub- l Sub- I Sub-
Office 1 Office 2 Officen Tier 2 [Bottom Tier] department 1 departmant 2 dapantment n

The mirroring of an organizational department can be accomplished by creating
departments and sub-departments in Insight Surveillance. The parent department
(top tier) is a Corporate Office tier. The sub-department (bottom tier) is an office
tier in which an administrator can create as many sub-departments as necessary.
This architecture enables the corporate office to distribute the items monitoring
workload to the second-tier offices as required.

Within a department in Insight Surveillance, an administrator or a reviewer can:

m Create another department for monitoring individual compliance and
subsequently generate department-specific reports.

m Create, edit, and delete reviewer and escalation reviewer accounts for an
office.

m Control whether the reviewers in an office can create hotwords
(department-specific keywords or phrases) as per the compliance policy.

m Create compliance-specific searches (immediate, scheduled, and guaranteed
sample searches).

m Monitor and review items.
m Reassign items to an escalation reviewer for approval or rejection.

m  Export and print search results and reports for offline review or for sharing
with an approved third-party organization.

System requirements

Compatibility documentation
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Sampling support for content sources

For more information on web browser compatibility, supported social media
servers and file services, refer to the latest Arctera Insight Archiving Compatibility
List document in the Arctera Documentation Library.

Product documentation

Table 1-1 lists the documentation that accompanies Insight Surveillance. Before
you start working with Insight Surveillance, you must understand how Insight
Surveillance is associated with Arctera Insight Archiving, Arctera Insight
Management Console, and Arctera Insight eDiscovery. This documentation is
also available in PDF and HTML format in the Arctera Documentation Library.

Table 1-1 Product documentation

Document Comments

Arctera Insight Archiving : Arctera | Provide information on searching for archive
Insight Management Console Help accounts, creating an archive account, deploying
users and enabling their access to Insight
Surveillance, and removing user access.

Arctera Insight Archiving : Customer | Provide information on viewing your company
Administration Guide configuration details and creating the archive
instance for a customers.

Sampling support for content sources

Arctera Insight Surveillance supports sampling and capturing of review items
from the Arctera Insight Archiving and Insight Capture content sources. The
sampled items of the configured and enabled content sources are subsequently
included in the review set for reviewers. The currently supported content sources
are as follows:


https://www.veritas.com/content/support/en_US/doc/116255045-116255056-1
https://www.veritas.com/content/support/en_US/doc/116255045-116255056-1

Audio Files
Avaya
Blackberry
CellTrust
CrowdCompass
Domino

EML

EWS

Exchange
FXConnect
IMessage
Collaboration
IPC

LinkedIn Audit
Mobile Phone
Pivot

Redtail Speak

London Stock Exchange Group (LSEG)

Salesforce
Chatter

ServiceNow

While creating a department, in the Monitoring policies section, you can specify
the sampling percentages for these content sources as shown in the sample image

below.

Introducing Arctera Insight Surveillance
Sampling support for content sources

Signal

SMS

SMS Collaboration
Symphony
TeamsChannel
TeamsChat
Text-Delimited

UBS

Video Files

Viva Engage
WebpageCapture
WeChat

WhatsApp

WhatsApp Collaboration
Workplace from Facebook
XIP

XSLT/XML

Yammar

Yieldbroker

YouTube

Zoom

18
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Al-based label predictions support for efficient review process

New Department x

Monitoring policies

[] Disable monitering of employees Review requirement for
® All policies 2%
() Per palicy
Name 4 Policy % Inbound % Outbound % Internal %
Audio Files 2
Avaya 2
Blackberry 2
CellTrust 2
Cisco Webex Teams 2
Crowd Compass 2
EML 2
EWS 2
FXConnect 2
Goegle Mail = 2 2 2
IMessage Collabora... 2
Instant Messaging 2
IPC 2
LinkedIn Audit - 2 2 2
Lotus Domino - 2 2 2
LSEG 2

For more information, See “Creating departments” on page 54.

Al-based label predictions support for efficient
review process

Arctera Insight Surveillance introduced the Intelligent Review - Label Predictions
feature that uses Artificial Intelligence (AI) to predict labels for new items by
analyzing how reviewers previously assigned labels to their review items.

To enable Al-based label predictions at both the department and application
levels, labels need to be activated, and the Enable Al Predictions option must be
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selected. For Al predictions, only 20 active labels (including single choice group
labels) can be enabled per department or at application level.

Refer to the sample image below to see where you can enable this feature in the
application.

New Label x
Name Test_Label
- Enter description
Description

Active Propagate [ ] Enable Al Predictions

Select a department, go to the Labels tab. The Enable Al Predictions column
displays if the labels, label groups, and a single choice label groups are Al-enabled.

20
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Date format support in Insight Surveillance

Hotwords Labe Review Comments
2 Refresh

Type Mcdified Date Propagated P[iggik::lﬁoﬂs
Label 15/01/25 v v

Label 03/07/24 v v

Label 32424 v v

Label 1200525 L v

Label 07/02/24 v

Deactivating a label or label group disables Al predictions for that label or label
group.

For more information on enabling Al-based label predictions and viewing predicted
labels, refer the below mentioned sections.

See “Managing department-specific labels” on page 115.
See “Managing department-specific single choice label groups” on page 124.
See “Managing application-specific labels” on page 174.
See “Managing application-specific single choice label groups” on page 183.

See “Viewing predicted labels of review items” on page 276.

Date format support in Insight Surveillance

The default date format for the Insight Surveillance application is DD/MM/YYYY,
which is also supported in Arctera Insight Management Console and Insight
eDiscovery. However, as an administrator, you can opt for any of the available
supported date formats based on your organizational needs or regional
preferences.

If the tenant/customer modifies the date format in the Arctera Insight
Management Console, the change will be reflected in Insight Surveillance after
the database synchronization between the Arctera Insight Management Console
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and the Insight Surveillance servers is completed successfully. This job runs every
15 minutes.

When any user logs in to the Insight Surveillance application, a user can see the
date in the format specified by the tenant/customer.

Note: In case the selected date format mentions a single Y, it indicates YYYY
format for the year variable (for example, 2024), and a single M indicates MMM
format for the month variable (for example, Aug).

About Insight Surveillance system security

Insight Surveillance provides several security features that help ensure the
integrity of your archived items. These features include:

m 128-bit SSL encryption - When you log in to Insight Surveillance, SSL is used
to encrypt the communication between your browser and our servers.

m Role-based permissions to users - As every role has limited permissions,
functions like configuration, review, access control, escalation, and export are
always performed by an authorized user.

m Strong passwords - For security reasons, passwords must be created using
suitably complex criteria. The password policy can be configured based on
customer needs.



Getting started

This chapter includes the following topics:

Signing in to Insight Surveillance
Signing out from Insight Surveillance
Launching Arctera Insight Archiving applications

Resetting a forgotten password

Signing in to Insight Surveillance

To sign in to Insight Surveillance

1

Enter the Insight Surveillance URL in the internet browser.

For the best viewing experience, use Mozilla Firefox or Google Chrome.
Insight Surveillance is not supported on Internet Explorer.

Note: Whenever a new version of the Insight Surveillance application is
available, the application displays the following alert.

"A new version of this app is available. It is recommended to close all open
tabs and reopen application for better experience. Click OK to refresh."”

Arctera recommends you to click OK and close all the open browser tabs.
Open the application again. In case you do not perform this action, the
application page gets refreshed automatically and opens the latest version
of the application.

(Optional) Bookmark this URL in the Insight Surveillance compatible internet
browser.

See “System requirements” on page 16.
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3 Enter your user name (format: domain\user name) and password in the
authentication screen.

4  Click Sign In.
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5 If the multi-factor authentication (MFA) is enabled for you, the OTP field
appears on the authentication screen.

:f' Management Console

Select this option if you are connecting from a public computer. Be
sure to off and close all br

Read about the Irity K5 of ue plic computer

This email-based authentication enhances the access and data security of
Insight Surveillance. Management Console administrators have the permission
to enable or disable multi-factor authentication at the user and tenant level.
If the email-based authentication is enabled for you, a one-time password
(OTP) is sent to your registered email address for authentication and access
to the application. This OTP remains valid for 5 minutes from the time of
receiving the email.
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Manually enter the OTP on the authentication screen within 5 minutes.
Copy-pasting the OTP is not allowed.

If you fail to provide OTP within 5 minutes of receiving it, the application
displays a message that the OTP has expired. To obtain a new OTP, click
Resend OTP. The application sends a new OTP.

6 Click Continue.

After successful authentication, the Insight Surveillance dashboard appears.

Signing out from Insight Surveillance

To sign out from Insight Surveillance

1 On the Insight Surveillance user interface, in the upper right-hand corner,
click the user profile icon.

2 Click Log Out.

Launching Arctera Insight Archiving applications

To launch Arctera Insight Archiving applications

1 On the Insight Surveillance user interface, in the upper right-hand corner,
click the user profile icon.

When you hover over this icon, the account user name is displayed. Based
on the access granted to the user, any or all of the following options are
displayed:

m Arctera Insight eDiscovery
m  Arctera Insight Management Console

m Arctera Insight Personal Archive

2  Select the application that you want to launch. The application appears in a
new browser window.

3 On the new browser window for the selected application, enter your
credentials.

Note: If the user has signed into Insight Surveillance using Single Sign-On
and access is allowed using this method, then the sign in for the launched
application is automatically authenticated.
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Resetting a forgotten password

You can follow the below-mentioned procedure to securely and conveniently
regain access to your account and mitigate the risk of unauthorized access and
data breaches.

To reset your forgotten password

1
2

In the authentication screen, click the Forgot your password? link.
In the User Name field, provide your user name (email ID).

In the Validation Code field, enter the CAPTCHA text without spaces.

Note: The CAPTCHA text is not case-sensitive.

Click Continue.

Insight Surveillance sends the Reset Password link via email notification on
your primary email address. The reset password link expires in 30 minutes.

Note: If you have not received any notification, check spam and junk folders,
or contact admin if needed.

Click the Reset Password link and do the following:

m In the User Name field, provide your user name (email ID).

m In the New Password field, enter your new password.

m Inthe Confirm Password field, enter your new password again.
Click Submit.

The application redirects you to the login page.



Working with dashboard
widgets

This chapter includes the following topics:

Understanding the Dashboard page

Viewing status summary of recently reviewed departments
Pinning and unpinning departments to view review status
Changing the order of pinned departments

Viewing the review status summary of escalated items

Viewing a summary of searches and exports

Understanding the Dashboard page

After logging in to Insight Surveillance, your dashboard appears by default. If
not, you can view it by clicking the Dashboard tab. The dashboard page lets you
view the status of department reviews, escalations, and tasks. Aggregated statistics
are used to report the status of these items.
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Figure 3-1 An example of the dashboard that appears to administrators
and reviewers upon login

1 2 3
'ur}lerd insight & Surveillance teamsqa ? @ @
Dashboard Review Status ¥ Pin/Unpin Departments
F3 Pinned Total . Reviewed . =30 Days Last %
— Department/Reviewer Items CorEesreE (Relevant) Suemiinzy) [ewlyy Bl Old Activity Complete
B B _ssmv 0 0 0(0) 0 0 0 0 = 0%
Departments
Escalations
=
Groups All Escalations Total Items Escalated Closed My Escalations Escalated > 30 Days Old
=] All Escalations 168 149 9 8 169
Reports
i Searches Status (1 Failed / 26 Compl Exports Status (0 Completed)
Monitor
o Name Department Items Status
Application
Mol 01AK 0 No Hits.
o
Configuration im23june 01AK 6 Pending Acceptance
£ 23june-accept-rocket 80_Dept_None 2 In Review
Audit viewer
23-june-foday 80_Dept_None % Pending Acceptance
PTOI Ol vinay dept 4 32829 Pending Acceptance

1. Left navigation pane

The left pane provides a navigational menu. When you click on an item in this
menu, the corresponding view appears in the right pane. The availability of these
menu items and the corresponding views depend on the roles that are assigned
to the signed-in user. Therefore, if you are a reviewer, some of these tabs may
not be visible, depending on the permissions that your administrator has assigned
to you.

You can click the >> icon to expand and the << icon to collapse the navigation

banner.

Tab Description

Dashboard This tab provides an overview of the status of the activities
that you can perform in Insight Surveillance. It also gives
you quick access to the activities that you are likely to
perform frequently with Insight Surveillance.

Review This tab displays a list of review items. A reviewer can

provide comments for them and assign actions like review
irrelevant or relevant, pending, question, escalate, and
appraise.
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Tab Description

Departments This tab lets you manage departments, the monitored
employees who belong to them, and reviewers assigned to
department and allocate items for review to reviewers,
specifying the allocation as a percentage.

Groups This tab lets you manage employee groups that belongs to
departments.
Reports This tab lets you generate reports about review status for

Bloomberg, Domino, Exchange, SMTP, Instant Messaging
(IM), Microsoft Teams Chat and Microsoft Teams Channel.

Monitor This tab lets you monitor and resubmit searches as
necessary.
Application This tab lets you access commonly used administrative

facilities. You can manage the following:

m Roles - Set up and amend the roles you can assign to
users to manage their access to Insight Surveillance.

m Role Assignment - Assign Insight Surveillance roles to
users.

m Hotwords - Set up lists of important words that you
may want to search within archived items.

Configuration This tab lets you:

B Create schedules at which searches can run across
multiple departments.

B Manage audit settings for the Audit viewer.

m Configure reporting API endpoints that can be used to
generate reports and perform data analytics through
custom scripts or templates.

Audit viewer This tab lets you search and save audit records for various
modules and operations at department and application
level.

2. Banner

The banner contains the Insight Surveillance logo, company name, user name of
the administrator or reviewer who is signed in, the Switch to dark/light mode
icon, the Help icon, the Notifications icon, and the Account Profile icon.

m Click the Help icon to display application help in a separate window, without
leaving the application window.
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m Click the Notification icon to view the most recent updates in the application.
Notifications and their summaries are displayed. Click notification titles for
corresponding details in user help.

teamsqa ? p

Latest updates 10 unread / 10 total

€ New Reports with Enhanced Reporting

New Item Label metrics which allows for reporting on
lobels including reperting on predictive labels. Search
Master repert gives insight en immediate, scheduled and
guaranteed sarmple searches. Both report types include a
Poweer Bi Template.

€ Enhanced Reporting - Evidence Of Review
improverments

Improvements include displaying counts by department'
and counts for both reviewed and unreviewed relevant
and irrelevant, ability to filter report by search name,
optien to omit records with O count which improves
report perfermance, and renaming of 'Users' to
‘Menitored Employees”.

Close Mark All Read

Click Mark All Read to mark them all as read. Click Close to exit the
notifications panel.

m Click the Account Profile icon to open the Arctera Insight eDiscovery, Arctera
Insight Management Console, and Arctera Insight Personal Archive
applications in new windows if you are authorized to access these applications.

m Click Log Out to exit the application.
3. Details pane
The details pane displays summary of the following sections:

m Review Status: Provides details of up to five or less pinned departments. If
user has not pinned any department, then it presents details of the five
departments to which that user has access.
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m Escalations: Provides details of escalated items.

m Searches and Export Status: Displays results of the last few exports and
searches run by a user.

Viewing status summary of recently reviewed
departments

The Review Status widget displays detailed information on review status of your
pinned departments. If user has not pinned any departments, then it displays
detailed information on review status of 5 departments to which you have access.
You can pin (bookmark) up to five departments to quickly view their review
status when required. If you try to select the sixth department, a notification
appears that you cannot pin more than five departments. If the pinned
departments are no longer required, you can unpin them.

When you log out and log in the session again, the pinned departments from the
last session are displayed.

If you have permissions to view department reviewers details, click the > icon
to expand the department row. When department row is expanded, the
department reviewer details are displayed. You can drill down for further details
in a specific area.

Figure 3-2 An example of a summary of recently reviewed departments
Review Status X Pin/Unpin Departments (& Update Order
Pinned Department/Reviewer Total Itemns Unreviewed ( Questioned Pending  Escalated  >30 Days Old Last Activity % Complete
v ! bl_KD_DepT 121929 121888 6(5) 2 33 2 121888 14/01/25 0%
@ Admin 37 - 2(2) 2 33 o o 14/01/25
@ Kanchan Dudhe 4 - 4(3) 0 0 1 o] 04/09/23
@ Aditya Magare o - - [ [ (] [
@ Mandar Nagarkar o - - o o [¢] (<]
@ sarita korake o - - o o o o
@ Tushar Patil o - - o o ¢} o
@ users o - - o o o o
> [ 01vinay dept1- Updated 47660 47607 7(4) 1 3s 9 47607 01/05/25 o%
> @ vinay-independent 543 523 17(14) 2 1 3 523 211723 3%
> @ oooitest 25378 25376 1 1 o o 25376 09/06/25 o%
B ol-Karan-Test 43802 43657 17 (16 ) 1 27 5 43657 01/12/24 0%
Total in this subset 239312 239051 148 (140) 7 96 19 239051 - o%

It summarizes the departmental details such as:
m Total items presented for review

m Total relevant items reviewed and unreviewed
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m Number of pending, questioned, or escalated items
m Items more than 30 days old that are still unreviewed
m Date of the last marking activity performed in the department

m Current review completion status

Pinning and unpinning departments to view review
status

You can pin (bookmark) up to five departments to quickly view their review
status when required. You can drill down for further details in a specific area. If
the pinned departments are no longer required, you can unpin them.

To pin and unpin departments
1 In the left navigation pane, click Dashboard.

2 On the Review Status wizard, click Pin/Unpin Departments.
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3 Inthe Pin/Unpin Departments dialog box, search for the department that
you want to pin or unpin, then and click the pin icon adjacent to it.

Pin/Unpin Departments x

Search by department name Q

B ok_new_evc_50_monit_dis

B ak_Sentiment_score_Immediate
B Ak_Terminated_Employse

B ok_terminated_employees_2
B ok_terminated_smployees_3
B oka_deptl_childl =

B ckaosh =

B akaosh_new@evc-504101 =

> [ akaosh_new_evc_51 =

| pinned €
Cance

The icon color and direction of the pin icon changes to indicate that the
department is selected. Use the navigation arrows to go to the previous and
next pages to select departments. The count of the departments selected for
pin or unpin is displayed at the bottom of the dialog box.

4 Click Save.

If the departments selected for pinning, these departments appear on the
Review Status wizard. If the departments selected for unpinning, these
departments disappear from the Review Status wizard.

Changing the order of pinned departments

The Update Order button is enabled only if the Review Status wizard contains
more than one pinned departments.
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To change the order of pinned departments
1 In the left navigation pane, click Dashboard.
On the Review Status wizard, click Update Order.

Use the UP and DOWN arrows adjacent to the department name to change
order of pinned departments.

Alternatively, drag and drop the department above or below another pinned

department.
Review Status
Click the up or down arrow next o each department to change their order. Alternatively, you can drag and drop items above or below another department. % Cancel
Pinned Department Total Items Unreviewed Reviewed (Relevant) Questioned Pending Escalated > 30 Days Old Last Activity % Complete
v - 01_KD_Dept 121929 121888 6(5) 2 33 2 121888 01/14/2025 0%
AV - 0Ol vinay dept 1 - Updated 47660 47607 7(4) n 35 9 47607 05/01/2025 0%
AV - vinay-independent 543 523 17(14) 2 1 3 523 11/21/2023 .37.
AV - 000ltest 25378 25376 (N 1 [+ 0 25376 06/09/2025 0%
A . Ol-Karan-Test 43802 43657 n7(ns) 1 27 ] 43657 12/01/2024 0%

Note: The Save option remains disabled till you change the order of at least
one department.

4  After updating the order, click Save.
The dashboard refreshes and displays the updated order.

Viewing the review status summary of escalated
items

The Escalations widget displays the escalation history for specific items.

Figure 3-3 An example of a summary of escalated items

Escalations
All Escalations Total Items Escalated Closed My Escalations Escalated > 30 Days Old
All Escalations 168 149 19 8 169

It summarizes the details such as:
m Total items reviewed
m Total items escalated

m Total items closed
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m Items more than 30 days old that are still unreviewed

Viewing a summary of searches and exports

This is a read-only function. The Searches Status tab is visible only when the
user has the View Task Status permission in any of the departments and also
has any of the Search capture or Application Search permissions. If the
administrator removed the View Task Status permission from all departments
for a user, the Searches Status tab is not displayed to that user.

To view a summary of completed searches
1 Inthe left navigation pane, click Dashboard.

2 Click the Searches Status tab to view the status of failed and completed
searches.

Click the Exports Status tab to view the status of failed and completed
exports.

Figure 3-4 An example of Searches and Exports status on dashboard

Searches Status (1 Failed / 26 Completed) Exports Status (2 Completed)

Name Department Items Status

IM 01 O1AK 9] No Hits

im23june 01AK 6 Pending Acceptance
23june-accept-rocket 80_Dept_None 2 In Review
23-june-today 80_Dept_None 2 Pending Acceptance
PTOI Ol vinay dept 4 32829 Pending Acceptance

Sched power bi refresh () OIAK o No Hits



Managing employee
groups

This chapter includes the following topics:

m Creating custom employee group

m Adding employee groups

Creating custom employee group

You must have the Manage Employees permission to set up an employee group.
By default, users with the application-level App User Admin role have this
permission.

To create a custom employee group

1
2

In the left navigation pane, click Groups.
Click on the Employee Groups section and expand it.

By default, the General tab is displayed. If not, select the General tab. On
the action bar of the tab, click New Custom Group. The New Employee
Group dialog box appears.

New Employee Group x

Name: *

Test_New_Employee_Group

Description:

Test_New_Employee_Group
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Provide the following details:

Name Specify a name for the employee group.

Description Specify a description for the employee group.

To add employees to the group manually, click the Members tab.

General Members

+ Add 2 Refresh
Filter by name

MName 1+

No members to display
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Creating custom employee group

6 Click Add. Add Members window is displayed.

Select the employees from the list as shown in the following sample image:

Add Members x

Search.

< < BN < <

J|ojojo|o|o|o| o) o

4 selected €

Name 4

abhay Gaur I
Abhinav Agrawal
Aditya Magare
Admin

Admin

adminl

Admin2

ajin kel

ajinkya

Ajinkya Kelwadkar
ajinkyal
ajinkyalCl?

aiinkval(lg
) 1-100 of
Go fo page: | 5775 > A

7 Click Save.

Editing custom employee group details

You must have the Manage Employees permission to edit an employee profile.
By default, users with the application-level App User Admin role have this

permission.

To edit the details of the custom employee group

1 In the left navigation pane, click Groups.

2 Click on the Employee groups section and expand it.
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3  Search for and select the employee group you want to edit.

Employee Groups ~ General Members
Search by name e - | T New Custom Group 4 Add Group ([ Edlit  x Delefe
= Name 4 Test_New_Employee_Group
&% ak_group_new Name: Test_New_Employee_Group
L] Test_New_Employee_Group
Description: Test_New_Employee_Group
Type Custom Group

4 By default, the General tab is displayed. If not, select the General tab. On
the action bar of the tab, click Edit. The Edit Employee Group dialog box
appears.

Edit Employee Group x

Name: *

Test_New_Employee_Group

Description

Test_New_Employee_Group

5 Update the employee group details. For more information on the employee
group fields and adding members to a group, See “Creating custom employee
group” on page 37.

Click Save.
On the action bar of the tab, perform the following actions as required:

m Deleting an employee group: If an employee group is no more required,
under General tab, click Delete.
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Delete employee group
A Are you sure you wanf fo delete

Employee Group
"Test_New_Employee_Group"”

. T

o

m Removing an employee from employee group: If an employee is no
longer a part of an employee group, under Members tab, select the
employee/s, click Remove.

General Members

+ Add | % Remove | & Refresh

Filter by name

MName +

Aditya Magare

Admin

Ajinkya Kelwadkar

abhay Gaur
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Adding employee groups
Like adding users (employees) from Microsoft Azure Active Directory, you can
add new employee groups to Insight Surveillance from the Microsoft Azure Active
Directory. After the employee groups are successfully added, their records are
automatically synchronized to display the corresponding group members.
Additionally, you have the option to manually initiate synchronization.

If you no longer need certain employee groups, you can remove them from Insight
Surveillance. Note that when you remove employee groups from Insight
Surveillance, these groups are not deleted from the Microsoft Azure Active
Directory. However, if the employee groups are deleted from the Azure Active
Directory, those groups gets deleted from the Insight Surveillance database
immediately after successful synchronization. To permanently delete the group,
you should delete it from the Azure Active Directory.

You must have the Manage Employee Groups permission to add employee groups
from Microsoft Azure Active Directory. By default, users with the application
role of App User Admin have this permission.
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To add employees and employee groups
1 Inthe left navigation pane, click Groups.

2 Expand the Employee Groups section, if not expanded by default.

The application displays the currently available employee groups in Insight
Surveillance as shown in the sample image below. To sort employee groups
in either ascending or descending alphabetical order, click on the Name
column heading.

Add Employee Group x

B inchucks ressed groups )

3 To view the employee group details, select the group.

m Hover over the status icon adjacent to the employee group name to view
the status of synchronization with the Azure Active Directory.
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Adding employee groups
Employee Groups A
Search by name Q °©

Name

testiparentGroupl
TK_P_Grpl
TK_PIChildl @

ALSs 1ot synchronized yet.

TK-PartialSyncTesting

WVAS - Auto Synch Group

m On the right side, the General tab is displayed by default. It provides the
name and description of the group, total members in the group, status to
search the nested groups, and the date when this group record is lately
synchronized with the Azure Active Directory.

m Click the Members tab to view the details of group members. This is a
read-only information. After group record synchronization, addition or
deletion of members is updated on this tab.

To sort member names in either ascending or descending alphabetical
order, click on the Name column heading.

To search members by name, specify a few characters of member name,
and click the filter icon or press ENTER.

To view members from other pages, use navigation arrows in the bottom
of the dialog box to go to the next or previous pages.
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Employes Groups e General Mermbers

Search by nome Q & < Refresh

Name + Filter by narme

Itestsecuritygroup] Mame T

AA-ChildGeoup EVCTestUser]

AA-CSC-974]

EVCTestUser2
AA-CSC-9779

To manually synchronize the group record across departments, click
Synchronize. The application displays an alert as shown in the sample image
below.

Note: The application takes some time to update the record. Besides that, the
application automatically synchronizes the record with the Azure Active
Directory every 15 minutes. Click Refresh to view the updated details.
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5 Toadd anew employee group, click Add Group. In the Add Employee Group
dialog box, do the following:

Add Employee Group x

Search Q
Inchude nested groups

MName I

AD-TestGroup?

CH-Groupl

CH-Group2

CH-Group3

CH-Groupd

1 selected | - 130 of 126 > A

m To sort employee groups in either ascending or descending alphabetical
order, click on the Name column heading.

m Tosearch agroup, in the Search field, specify the group name characters,
and click the search icon.

m To manually search a group, use navigation arrows in the bottom of the
dialog box to go to the next or previous pages.

m To include all the members from the nested groups, select the Include
nested groups check box.

m To add the selected employee group to Insight Surveillance, click Save.
Wait for some time for record synchronization.

6 Toremove the existing employee group, search for and select the group you
want to remove, and click Remove.



Managing departments

This chapter includes the following topics:

About departments

Understanding the Departments page

Searching departments

Creating departments

Moving existing departments under other departments

Adding monitored employees and employee groups to departments
Editing monitoring policies

Editing department details and monitoring policy

Managing exception employees

Designating employees as exception employee

Assigning further exception reviewers to an exception employee
Removing exception status

Removing exception reviewers

About departments

The mirroring of organizational department can be accomplished by creating

departments and sub-departments in Insight Surveillance. The parent department
(top tier) is a Corporate Office tier. The sub-department (bottom tier) is an office
tier in which, an administrator can create as many sub-departments as necessary.
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This architecture enables the corporate office to distribute the items monitoring
workload to the second-tier offices as required.

Figure 5-1 A sample departmental structure in Insight Surveillance
Company Nama
Parent
Department : J
HR and
Adminisration I Praduction Quality Assurance

I | . s
Sub- Sub- Sub- Sales and -
department 1 department 2 department n Marketing Accounts and
L 1 ] Flmanee

Departments allow for the organization of monitored employees, the configuration
of department-wide monitoring policies, and capture and review of monitored
employees' archived communication items via random sampling and searches.
Administrators can configure individual monitoring policies for each department
and sub-department. Insight Surveillance lets you organize monitored employees
into departments that reflect the structure of your company. For example, an
administrator can create departments that are called Marketing, Sales, Engineering
and so on. Employees can be added to the appropriate departments. Reviewers
can review items of these departments and the nested departments.

Understanding the Departments page

The following images highlight the standard features of the Departments page.
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Understanding the Departments page

Figure 5-2 A sample page showing summary of departments

(2) 3) (a)
rarctera insight @ Sundillance e ¢ 2 O @
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" B AllDepartments Fiter by department name T
Deportments @ AllExcepiions [0 Stats  Department 4 Parent Department Meontor™ owner items
) > B -4 O B OITK_dept! ) Tanushree Kharvandikar o
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Figure 5-3 A sample page after selecting a single department
5 (2
Departments A~ < Properties Monitored Employees Searches Export Reviewer Assignment Hotwords
e Yv & *NewDeparimenthere & Edit Deportment GoToReview X Delste Department & Refresh
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1. Search and filter pane

Insight Surveillance lists all the available departments. After you create a search,
the application searches for the items based on the search criteria. You can use
the filters to narrow down the search results. You can use the filtering options
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to search the required department. Options include filtering by department name,
exception employees, and reviewers associated with the department.

You can select a single or multiple departments just by selecting the corresponding
check boxes. You can select the departments from multiple pages. For better
performance, it is recommended to select maximum 200 records. To clear the
entire selection, click the Clear selection icon on the bottom pagination pane.

2. Action bar

Functions of the action bar vary with the menus you have selected. The available
action buttons are mentioned below.

Table 5-1 Department view action buttons and their function

Action button ‘ Function

When the All Departments node is selected:

New Department

Opens a New Department page to create a new department.

Open Department

Opens a closed department for monitoring .

Close Department

Closes an open department and restricts monitoring of employees in
the department.

Go to Review

Navigates you to the Review tab of the current department.

Refresh

Refreshes the page information.

Filter by
department name

Allows you to narrow down the results by specifying a department
name.

When an individual department node is selected:

New Department
here

Opens a New Department page to create a new department.

Edit Department

Opens an Edit Department page to let you to modify department
configuration/details.

Go To Review

Opens the selected department in the review pane to access items
for review.

Refresh

Refreshes the page information.

3. Details pane

This pane displays the records with subsequent details. You can click on the
column heading to sort the data either in ascending or descending order for one
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or more columns on the selected page. The sorting is case insensitive. After
performing a sort action, users land on the first page, by default.

You can change the size and order of the columns on this pane. This change
persists till the time you are signed in. After you log out from the application, the
default column size and the order is retained.

4. Bottom navigation bar

This bar displays total number of records, total number of records on page, and
total number of the selected records if you have selected these records. The
navigation options are supported for multi-page lists.

m Click the Clear selection icon to clear the selection of records in the table.
m Click the |< icon to go to the first page of the list.

m Click the >| icon to go to the last page of the list.

m Click the < icon to go to the previous page of the list.

m Click the > icon to go to the next page of the list.

5. Menu bar

The Title bar appears directly underneath the upper banner. The left side of the
title bar always displays the name of the current page. This bar also displays
menus based on the permissions you have to work within departments.

Table 5-2 Department view menu bar tabs and their function
Properties Displays department-level properties. You must have the Configure

Department Properties permission in a department to edit its
properties. Users with the User Admin role have this permission by
default.

You can filter the departments by name and choose whether to list
any exception employees and reviewers that are associated with
them.

Using the Properties tab, you can perform the following:

rename a department
change monitoring policy
close and reopen the department

nominate a new owner

Note: Even if you nominate a new owner, the original owner still
retains all the administrative permissions. You can use the Role
Assignment feature to remove these permissions.

Sl
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Department view menu bar tabs and their function (continued)

Monitored Allows you to manage the configuration activities for

Employees department-specific searches.

Searches Allows you to manage the configuration activities for
department-specific searches.

Export Allows you to manage the export activities for department-specific

data.

Role Assignment

Allows you to manage department-specific roles and responsibilities.

Hotwords Allows you to manage department-specific hotwords and hotword
sets.

Labels Allows you to manage department-specific labels.

Review Comments | Allows you to manage department-specific review comments.

Trash Allows you to manage department-specific trash rules.

Allowlist Allows you to manage department-specific allowlist rules.

History Displays start and end dates for employees added to the department.

Searching departments

Upon accessing the Department page, a list of all the available departments

appears.
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To quickly search a required department
1 Inthe left navigation pane, click Departments.

2 Expand the Departments section if it is not expanded by default, and click
the Apply filter icon to view the filtering options.

Note: Insight Surveillance lists all departments. Use the provided filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

A closed department will only be visible if any of its child department is

open.
a
Dashboard Departments A
& ~
Search by name YA &
Review

B @ Al

Departments Q Unreviewed/Unsupervised

S Show Exceptions
Croups B All Departments
g [&] All Exceptions

Reports
> B _45RVI
(]

B _4Admin Role

Monitor

3 Perform the following steps as required:

m In the Search by name field, type name of a department or department
owner containing items you want to search.
Click Show extra filtering options to see the following filters:

m Select All to search a department within all departments.

53



Managing departments | 54
Creating departments

m Select Unreviewed/Unsupervised to search a department where no
department reviewer or compliance supervisor is assigned.

m Select Show Exceptions to search for exception employees. Type a name
of exception employee.

m Select Show Reviewers to search for the specific reviewers. Type a name
of areviewer.

4  Click the Apply Filters icon to apply the search criterion.
The application displays a summary of your search result.

5 Alternatively, select the All Departments node to obtain a summary of all
the available departments. To view the departments based on their closed
or open status, expand the filter section and choose the respective option
from the Department Status drop-down list as shown in the sample image
below:

Departments ~
Search by name Ya &+ NewDepartment  Refresh

- Fiter by department name a|

Unreviewed/Unsupervised Department Status:  Both M
Show Exceptions. . Monitorir
[ Stats  Department 4 Parent Department "9 Owner Items

8 0001 RVS DIPI Child 1 <01>RVS DIPI
AllExceptions

> B -45RVI

W _4AdminRole
> B
> <01>RVSDIPI

0001 RVS D2PI

00l vinay 45 reg

e EE @
8

<script>alert(hi</script>
8 <script>alert(hi)</script 001 VKKR1

The application displays the summary of departments based on their status.

Creating departments

The minimum information needed to create a department is its name and an
owner. The owner can be any employee that you have added to the system but
is typically the main system administrator for Insight Surveillance. You can add
either a new department or a nested department (a child department of an existing
department).

Note: You must have the Create Departments permission to add a new department.
By default, users with the App User Admin role have this permission.
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To create a department

1
2

In the left navigation pane, click Departments.

On the action bar, click New Department or press Alt + N.

The New Department dialog box appears.

In the Department section, specify the relevant information in the respective

fields.

Name

Status

Owner

Parent department

Type a unique name for the department. The name can contain spaces,
all the special, and the text characters.

Choose Open to make the department open for monitoring.

Choose Closed to restrict monitoring of employees in the department.
The closed department name appears on the start page of the
application only when any of its child department is open. Employees
who are also monitored in other departments continue to be
monitored in the closed departments.

Select the name of the principal administrator for the department.

Note: Each department has an owner, who must have a logon but
does not need any special privileges assigned. By default, Insight
Surveillance grants the permissions associated with the Admin role
to department owners. These permissions are as follows:

Grant access to users

Add monitored employees
Configure department properties
View reports

If the department itself is a parent department, do not select any
previous department in this field.

If you want to create this department under any existing department,
click the search icon to select the parent department.
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In the Options section, specify the relevant information in the respective

fields.

Can contain
departments

Can contain
monitored
employees

Click the slider switch to turn it ON to allow creating nested
departments under this department.

Click the slider switch to turn it OFF to restrict creating nested
departments under this department.

Click the slider switch to turn it ON to allow adding monitored
employees to this department.

Click the slider switch to turn it OFF to restrict adding monitored
employees to this department.

Note: You may want to clear this option in cases where you need to
set up a department hierarchy, where the top-level department do
not contain any monitored employees, but the nested departments
do.

In the Search details section, specify the policy that Insight Surveillance
must follow when it adds the results of a search to the department review

set.

Default
percentage sample
for new searches

Lock

Specifies the minimum percentage of the items that a search returns
to add to the review set. When you create a search, you can qualify
this option further by specifying the minimum number of items that
are required per employee.

Click the slider switch to turn it OFF to allow department
administrators to change the sample rate for new searches.

Click the slider switch to turn it ON to restrict department
administrators from changing the sample rate for new searches.
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In the Intelligent review section, specify a sampling method and relevancy
threshold.

Note: To use the Intelligent Review feature efficiently, ensure that the Add
or remove content snippets permission is enabled for the departments in
which you will be creating Searches. Else, you will not be able to capture or
remove text for machine learning in Arctera Insight Surveillance. After you
capture a sample text, Insight Surveillance adds it to the machine learning
model.

When you execute a search in the same department, based on the actions
that reviewers have taken on earlier items, Insight Surveillance quickly
retrieves and categorizes other items as relevant or irrelevant for your
review. Intelligent Review is not applicable in the case of Immediate searches,
if Intelligent Review is not enabled at department level. To determine the
relevance of an item for review, Insight Surveillance checks email metadata,
classification tagging, the content of the items, and its route from sender to
recipients. However, the Intelligent Review feature does not consider the
Microsoft Teams items for machine learning, and always mark them as
Relevant, by default.
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Learning behavior The options that are available depend on whether you use guaranteed

for sampling

sampling, which is the default sampling mode, or statistical sampling.

None: Insight Surveillance samples items in the normal way, without
implementing Intelligent Review.

Sample exact percentage and prioritize: Sample exact percentage
and prioritize for guaranteed sampling. Insight Surveillance samples
both relevant items and irrelevant items without favoring one over
the other. So, if your monitoring policy requires that you capture and
review 10% of items, Insight Surveillance captures 10% - but a
substantial number of the items may be irrelevant. With this option,
however, Insight Surveillance does give the items a status of either
Unreviewed (Irrelevant) or Unreviewed (Relevant) as it adds them
to the review set. When you later review the items in the Review
pane, you can filter them by their Unreviewed status to distinguish
between the relevant and irrelevant items.

Sample exact percentage of relevant content in addition to current
sample: Sample exact percentage of relevant content in addition to
current sample (guaranteed sampling only). Insight Surveillance adds
both relevant items and irrelevant items to the review set until it has
captured the required percentage of relevant items. With this option,
therefore, Insight Surveillance may capture more items for review
than your monitoring policy demands. For example, suppose that
your policy requires you to review 10% of items. To achieve the
required number of items, you may need to capture 20% of items,
only half of which are relevant.

Sample exact percentage of available relevant content: Sample
exact percentage of available relevant content (guaranteed
sampling).Insight Surveillance discards all content that it considers
irrelevant and samples relevant content only, until it has captured
the required percentage. So, if your monitoring policy requires that
you capture and review 10% of items, Insight Surveillance captures
precisely 10%.

In the case of guaranteed sampling only, if there are too few relevant
items to fulfil the monitoring policy then Insight Surveillance
supplements them with irrelevant items. For example, suppose that
100 items are available for sampling, and your monitoring policy
requires you to capture 10% of them.

If only seven items are relevant, Insight Surveillance adds three
irrelevant items to achieve the required number of 10 items.
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Relevance Threshold specifies the level of confidence that Insight
Surveillance must have in the accuracy of its prediction before it
marks the item as Unreviewed Relevant. Depending on the relevance
threshold value, Insight Surveillance determines whether the item is
relevant or irrelevant for review and accordingly marks the item as
Unreviewed relevant or Unreviewed irrelevant.

On a scale of O to 100, the default threshold value is 40, with a
recommended range of 20 to 80. Though it is recommended to set
the relevance threshold value between 20 and 80, depending on the
requirement, it can still be set to a lower or higher value by adjusting
the slider as shown in the sample image below.

Intelligent review

Learning behavior for sampling

None ~

Relevance threshold: @

Low Medium High

Last learning cleared on:

An item with a relevance score greater than or equal to the set
relevance threshold is classified as Relevant, or otherwise Irrelevant.

Discards all the accumulated learning behavior for this department.

Specifies the date when the accumulated learning behavior for this
department was discarded.

In the Monitoring policies section, specify the sampling percentages for the
configured and enabled content sources as shown in the sample image below.
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New Deparfment x

Monoring policies ~

[ Disable monitoring of employees Review requirement for.

@ Alpolces 2%
) Per policy

Name 4 Policy % Inbound % Outbound % Internal %
Audio Files 2 - -

Avaya 2 - -

Blackberry 2 - -

CellTrust 2 - -

Cisco Webex Teams 2 - -

Crowd Compass 2 - -

EML 2 - -

EWS 2 - -

FXConnect 2 - -

Google Mail - 2 2 2

IMessage Callaboration 2 - -
Instant Messaging 2 - -
IPC 2 - -
Linkedin Audit - 2 2 2
Lotus Domino - 2 2 2
LSEG 2 - -

Microsoft Exchange Server - 2 2 2

The administrator or compliance supervisor can -

m View the content sources that are configured and enabled for customers.
The list of content sources updates when new content sources are
configured and enabled for the customer. For detailed list of supported
content sources, See “Sampling support for content sources” on page 17.

Note: If the content source is no longer required, it is recommended to
disable it, as valuable data may be retained for potential future use. The
list of content sources does not update when a content source is disabled.

m Set the monitoring policy at the department, child department, and the
user level.

m Create a monitoring policy by setting sampling percentages for the items
from these content sources, with the option to specify different
percentages for each individual service.

Perform the following actions:



Managing departments | 6l
Moving existing departments under other departments

Disable monitoring This option controls if the employees of the department will be eligible

of employees

Review
requirement for

8 Click Save.

for random sampling.

Do not select this check box if you want to allow employee monitoring
in this department.

Select this check box to disable monitoring of employees in the
department. If you select this option, you disable all the other options
on this tab. However, the reviewers and department administrator
can still access the department. Employees who are also monitored
in other departments continue to be monitored in those departments.

m Select All policies and specify the percentage of items to set the
same monitoring policy for all the configured and enabled content
sources (message types). For example, if you set the sampling
percentage value as 5%, then 5% items of all these services will
be captured and provided for review.

Note: When new message types are added to the list, the existing
monitoring policy automatically apply to them.

m Select Per policy and specify the percentage of items to set
different percentages for each individual content source (message
type). For example, if you set the sampling percentage for one
service as 5%, you can set different sampling percentage values
for other services.

Note: When new message types are added to the list, the default
sampling percentage for these types will be set to 2%.

For some message types, such as Exchange and Domino, you can also
set percentages on the items that travel in a particular direction. Refer
to the above-mentioned image.

B Internal. Selects the items where the author and all recipients are
internal to your organization.

m Inbound. Selects the items where the author is external to your
organization and at least one recipient is internal.

m Outbound. Selects the items where the author is internal to your
organization and at least one recipient is external.

Moving existing departments under other

departments

When you move a department to a different place in the department hierarchy,
its child departments move with it. The monitored employees within the
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department, exceptions reviewers, and supervisors also remain assigned to the
department in its new position in the hierarchy.

Note: You must have the Create Departments permission to move departments.
By default, users that have the App User Admin role have this permission.

To move a department under another department
1 Inthe left navigation pane, click Departments.

2 Search for and select the department you want to move.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

Click Edit Department.

4 Inthe Parent Department field, search for and select the department to
which you want to move the department.

5 Click Save.

Note: The reviewers and supervisors of the parent department automatically
have access to the moved department.

Adding monitored employees and employee groups
to departments

You can add monitored employees and employee groups to the Insight
Surveillance departments in the following ways:

m  While creating a department in Insight Surveillance (described below)

m  While creating an archive account in the Arctera Insight Management Console
Insight Surveillance administrators do not need to create employee profiles
separately in Insight Surveillance. Instead, Insight Surveillance receives
employee profiles from Arctera Insight Archiving. However, for this
synchronization, the SQL Server and the Audit server must communicate
with each other and the Auditing service should be enabled for the selected
department.
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Note: Insight Surveillance audits the activity of assigning monitored employees
to departments and generates a log file for your reference.

An important activity in Insight Surveillance is to add employees and employee
groups to the departments in which you want to monitor them. You can add new
employee groups to Insight Surveillance from the Microsoft Azure Active
Directory. See “Adding employee groups” on page 42.

Note: You must have the Add Monitored Employees and Grant Users Access
permissions to add employees to a department. By default, users that have the
User Admin role have these permissions.

For more information on searching for archive accounts, creating an archive
account, deploying users and enabling their access to Insight Surveillance, and
removing user access, see the Arctera Insight Management Console User Guide.

To add monitored employees to a department
1 Inthe left navigation pane, click Departments.

2 Search for and select the department to which the monitored employees
will be added.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.
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3 In the Monitored Employees tab, click Add Employees.

The Add Employees dialog box appears and displays the available employees
and employee groups.

Add Employees x

Search.. Q
a Type Name 4 I
O ) Admin A

O & adminl A

O ) ajinkel A

) ajinkya

O & ajinkyal

[l & ajinkyal0l7

1 & ajinkyalOl8

D & ajinkyal0l9

0O & ajinkyalo2

— s o

I selected @ Gotopage: 1 ]5;3]20 of > S

Cancel Save

4  Search for and select one or more employees and employee groups.

Note: Remember the following:

- Individual employees and employee group are distinguished using the
different icons.

- If the selected employee and employee group are already monitored in
other departments, an exclamation icon is displayed besides the names of
those employees and employee groups. You can still add such employees to
the department for monitoring purposes. The system displays a prompt listing
the first ten departments and the number of the remaining departments in
which the employee or employee groups being monitored.

To select multiple employees and employee groups from multiple pages,
select the corresponding check boxes. Click the navigation arrows to go to
the next or the previous pages.

5 Click Save.
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Editing monitoring policies
You can define the percentage of items that Insight Surveillance should capture
for a monitored employee. You must have the Assign % Review Requirement

permission to edit the monitoring policy for an employee. By default, users that
have the Rule Admin role have this permission.

By default, employee level sampling is enabled. So, you can only edit the
monitoring policies at employee level. If you want to edit monitoring policies at
department level, please contact Arctera Technical Support.

Note: When the department level sampling is enabled, the option to edit
monitoring policies is disabled. In this case, Insight Surveillance honors the
monitoring percentage of the department mentioned on the Department tab for
sampling and not the employees monitoring percentage mentioned on the
Monitored Employee tab.

To edit monitoring policies at employee level
1 Inthe left navigation pane, click Departments.

2 Search for and select the department you want to edit.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.
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3 Click the Monitored Employees tab.

A list appears, showing all monitored employees along with their configured
and enabled content sources. as shown in the sample image below.

< Properties Monitored Employee Searches Export Role Assignment Hotwords Label >

+ Add Employees & Refresh

Filter by employee name Y
N B ion et Botors NS doriest  vdeomiesx &

O & admin x 2 2 2 2 2 V4
O & Primary Administrator x 2 2 2 2 2 d
(] & Unassigned Legacy x 2 2 2 2 2 Vd
O > & Userl-Amazon-group4 x 2 2 2 2 2 Va
O & User2-Amazon-group4 x 2 2 2 2 2 rd
O & User3-Amazon-groupd x 2 2 2 2 2 v
O & Userd-Amazon-groupd x 2 2 2 2 2 rd
O & User5-Amazon-group4 x 2 2 2 2 2 V4

To search for employees by name, in the Filter by Employee Name field,
enter keywords that characterize employee names or construct a query.
Press ENTER or click the filter icon to view the filtered names. Avoid using
wildcard characters (asterisk or question mark) for partial searching, as they
do not yield results.

If the employee level sampling is enabled, the option to edit monitoring
policies is enabled.

4  Click the Edit Monitoring Policies icon for the employee whose monitoring
policies you want to edit.

Edit Monitoring Policies x
Monitoring policies ~
[ Disable monitoring of employees Review requirement for.
@ Alpolicies %
Per policy
In bracketst s the effective review percentage. This i the higher policy value between th and thy d monitored employee.
Name 1+ Policy % Inbound % Outbound % Internal %
Microsoft Exchange Server - 2% 2% 2%
Audio Files 2%
Video Files 2%

5 Under Review requirement for, select one of the following option:

m Select All policies and specify the percentage of items to set the same
monitoring policy for all the configured and enabled content sources
(message types). For example, if you set the sampling percentage value
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as 5%, then 5% items of all these services will be captured and provided
for review.

Note: When new message types are added to the list, the existing
monitoring policy automatically apply to them.

m Select Per policy and specify the percentage of items to set different
percentages for each individual content sources (message type). For
example, if you set the sampling percentage for one service as 5%, you
can set different sampling percentage values for other services.

Note: When new message types are added to the list, the default sampling
percentage for these types will be set to 2%.

For some types of items, such as Exchange and Domino, you can also set
percentages on the items that travel in a particular direction:

m Internal. Selects the items where the author and all recipients are internal
to your organization.

m Inbound. Selects the items where the author is external to your
organization and at least one recipient is internal.

m Outbound. Selects the items where the author is internal to your
organization and at least one recipient is external.

6 Click Save.

Editing department details and monitoring policy

You can define the percentage of items that Insight Surveillance should capture
for each employee and add to the review set at decided schedules. If you monitor
items from different types of content sources, you can set a percentage for each
type. For some types of items, such as Exchange and Domino, you can also set
percentages on the items that travel in a specific direction (internal, external
outbound, or external inbound).

Note: You must have the Assign % Review Requirement permission to edit the
monitoring policy for an employee. By default, users that have the Rule Admin
role have this permission.
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To edit department details and the monitoring policy for employees

1
2

In the left navigation pane, click Departments.

Search for and select the department you want to edit.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the

department.

In the Properties tab, click Edit Department.

The Edit Department dialog box appears.

Refer to the following table and provide the relevant information in the

respective fields.

Field
Department

Name

Status

Owner

Parent department

Description

Type another unique name for the department, if required. The name
can contain spaces, all the special and the text characters.

Choose Open to make the department open for monitoring.

Choose Closed to restrict monitoring of employees in the department.
The department name does not appear on the start page of the
application. However, employees who are also monitored in other
departments continue to be monitored in those departments.

Select the name of the principal administrator for the department.

Note: Each department has an owner, who must have a logon but
does not need any special privileges assigned. By default, Insight
Surveillance grants the permissions associated with the Admin role
to department owners. These permissions are as follows:

Grant access to users
Add monitored employees
Configure department properties

View reports
If the department itself is a parent department, do not select any
previous department in this field.

If you want to create this department under any existing department,
click the search icon to select the parent department.
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Field Description

Options

Can contain Click the slider switch to turn it ON to allow creating nested
departments departments under this department.

Click the slider switch to turn it OFF to restrict creating nested
departments under this department.

Can contain Click the slider switch to turn it ON to allow adding monitored
monitored employees to this department.
employees

Click the slider switch to turn it OFF to restrict adding monitored
employees to this department.

Note: You may want to clear this option in cases where you need to
set up a department hierarchy, where the top-level department do
not contain any monitored employees, but the nested departments
do.

Search details

Default Specifies the minimum percentage of the items that a search returns

percentage sample to add to the review set. When you create a search, you can qualify

for new searches this option further by specifying the minimum number of items that
are required per employee.

Lock Click the slider switch to turn it OFF to allow department
administrators to change the sample rate for new searches.

Click the slider switch to turn it ON to restrict department
administrators from changing the sample rate for new searches.

Intelligent review
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Learning behavior
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Description

The options that are available depend on whether you use guaranteed
sampling, which is the default sampling mode, or statistical sampling.

None

Insight Surveillance samples items in the normal way, without
implementing Intelligent Review.

Sample exact percentage and prioritize

Sample exact percentage and prioritize (guaranteed sampling). Insight
Surveillance samples both relevant items and irrelevant items without
favoring one over the other. So, if your monitoring policy requires
that you capture and review 10% of items, Insight Surveillance
captures 10% - but a substantial number of the items may be
irrelevant. With this option, however, Insight Surveillance does give
the items a status of either Unreviewed (Irrelevant) or Unreviewed
(Relevant) as it adds them to the review set. When you later review
the items in the Review pane, you can filter them by their Unreviewed
status to distinguish between the relevant and irrelevant items.

Sample exact percentage of relevant content in addition to current
sample

Sample exact percentage of relevant content in addition to current
sample (guaranteed sampling only). Insight Surveillance adds both
relevant items and irrelevant items to the review set until it has
captured the required percentage of relevant items. With this option,
therefore, Insight Surveillance may capture more items for review
than your monitoring policy demands. For example, suppose that
your policy requires you to review 10% of items. To achieve the
required number of items, you may need to capture 20% of items,
only half of which are relevant.
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Description

Sample exact percentage of available relevant content

Sample exact percentage of available relevant content (guaranteed
sampling). Insight Surveillance discards all content that it considers
irrelevant and samples relevant content only, until it has captured
the required percentage. So, if your monitoring policy requires that
you capture and review 10% of items, Insight Surveillance captures
precisely 10%.

In the case of guaranteed sampling only, if there are too few relevant
items to fulfil the monitoring policy then Insight Surveillance
supplements them with irrelevant items. For example, suppose that
100 items are available for sampling, and your monitoring policy
requires you to capture 10% of them.

If only seven items are relevant, Insight Surveillance adds three
irrelevant items to achieve the required number of 10 items.

Relevance Threshold specifies the level of confidence that Insight
Surveillance must have in the accuracy of its prediction before it
marks the item as Unreviewed Relevant. Depending on the relevance
threshold value, Insight Surveillance determines whether the item is
relevant or irrelevant for review and accordingly marks the item as
Unreviewed relevant or Unreviewed irrelevant.

On a scale of O to 100, the default threshold value is 40, with a
recommended range of 20 to 80. Though it is recommended to set
the relevance threshold value between 20 and 80, depending on the
requirement, it can still be set to a lower or higher value by adjusting
the slider as shown in the sample image below.

Intelligent review

Learning behavior for sampling:

None ~
Relevance threshold @
Low Medium High

Last learning cleared on:

An item with a relevance score greater than or equal to the set
relevance threshold is classified as Relevant, or otherwise Irrelevant.

Discards all the accumulated learning behavior for this department.

Specifies the date when the accumulated learning behavior for this
department was discarded.
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Description

Monitoring policies

For details, See “Editing monitoring policies” on page 65.

Disable monitoring This option controls if the employees of the department will be eligible

of employees

Review
requirement for

5 Click Save.

for random sampling.

Do not select this check box if you want to allow employee monitoring
in this department.

Select this check box to disable monitoring of employees in the
department. If you select this option, you disable all the other options
on this tab. However, the reviewers and department administrator
can still access the department. Employees who are also monitored
in other departments continue to be monitored in those departments.

m Select All policies and specify the percentage of items to set the
same monitoring policy for all the configured and enabled content
sources (message types). For example, if you set the sampling
percentage value as 5%, then 5% items of all these services will
be captured and provided for review.

Note: When new message types are added to the list, the existing
monitoring policy automatically apply to them.

m Select Per policy and specify the percentage of items to set
different percentages for each individual content source (message
type). For example, if you set the sampling percentage for one
service as 5%, you can set different sampling percentage values
for other services.

Note: When new message types are added to the list, the default
sampling percentage for these types will be set to 2%.

For some message types, such as Exchange and Domino, you can also
set percentages on the items that travel in a particular direction. Refer
to the above-mentioned image.

m Internal. Selects the items where the author and all recipients are
internal to your organization.

m Inbound. Selects the items where the author is external to your
organization and at least one recipient is internal.

m Outbound. Selects the items where the author is internal to your
organization and at least one recipient is external.
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Managing exception employees

The messages of certain employees such as senior managers and executives can
be kept separate and reviewed by specially-assigned reviewers. Any employees
falling into this category are called exception employees in Insight Surveillance.

Note: You must have Manage Exceptions permission in the department to make
an employee an exception. By default, users with the role of Compliance
Supervisor, Rule Admin, or User Admin have this permission.

Exception Reviewer

This role allows you to search the items of exception employees to whom you
are assigned. You can also monitor, review, hold review, question, escalate,
appraise, and comment on the items, export them, and generate and view reports.
This role also lets you create searches within the department and manage
department hotwords. You can also configure the monitoring policy that is
assigned to employees and generate and view reports. In addition, you can assign
exception reviewers to specific employees.

Designating employees as exception employee

You must have Manage Exceptions permission in the department to make an
employee as an exception. By default, users that have the Compliance Supervisor,
Rule Admin, or User Admin roles have this permission.

To designate employees as exception employee
1 Inthe left navigation pane, click Departments.

2 Search for and select the department in which you want to designate
employees as exceptions.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.
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In the Monitored Employees tab, select an individual employee.

A list appears, showing all monitored employees along with their configured
and enabled content sources.

To search for employees by name, in the Filter by Employee Name field,
enter keywords that characterize employee names or construct a query.
Press ENTER or click the filter icon to view the filtered names. Avoid using
wildcard characters (asterisk or question mark) for partial searching, as they
do not yield results.

Click the Actions button, and click Make an exception.
The Add Exception Reviewer dialog box appears.

Search for and select the employee who will be the reviewer of the exception
employee, and then click Save.

Assigning further exception reviewers to an
exception employee

The employee must be assigned an exception status, otherwise they cannot be

assigned exception reviewers. You must have the Manage Exceptions permission
in the department to assign exception reviewers. By default, users that have the
Compliance Supervisor, Rule Admin, or User Admin roles have this permission.

To assign further exception reviewers to an exception employee

1
2

In the left navigation pane, click Departments.

Search for and select the department in which you want to designate
employees as exceptions.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.
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3 In the Monitored Employees tab, select an individual employee.

A list appears, showing all monitored employees along with their configured
and enabled content sources.

To search for employees by name, in the Filter by Employee Name field,
enter keywords that characterize employee names or construct a query.
Press ENTER or click the filter icon to view the filtered names. Avoid using
wildcard characters (asterisk or question mark) for partial searching, as they
do not yield results.

4  Click the Actions button, and click Add exception reviewers.
The Add Exception Reviewer dialog box appears.

5 Search for and select the employee who will be the reviewer of the exception
employee, and then click Save.

6 To view recently added exception reviewers, click Expand icon adjacent to
the reviewer name.

The application displays a list of all exception reviewers.

Removing exception status

The employee must already be assigned an exception status before the ability to
remove the exception status is available.

When there is no need to monitor employees as exceptions, you can remove
their exception status. After removing the exception status, the employees become
regular monitored employees in their departments, and Insight Surveillance
captures their communications in the normal way. However, any items that
Insight Surveillance has captured while the employees had exception status
remain in the exception review set.

You must have the Manage Exceptions permission in the department to remove
exception status. By default, users that have the Compliance Supervisor, Rule
Admin, or User Admin roles have this permission.

To remove exception status
1 Inthe left navigation pane, click Departments.

2 Search for and select the department.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.
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In the Monitored Employees tab, select only one exception employee at a
time.

A list appears, showing all monitored employees along with their configured
and enabled content sources.

To search for employees by name, in the Filter by Employee Name field,
enter keywords that characterize employee names or construct a query.
Press ENTER or click the filter icon to view the filtered names. Avoid using
wildcard characters (asterisk or question mark) for partial searching, as they
do not yield results.

Click the Actions button, and then click Remove the exception status.

The application prompts you to confirm that you want to perform the
operation.

Click Remove.

Removing exception reviewers

You can remove the role of exception reviewer from employees when they do
not need to perform the role anymore. Note that if an exception has one reviewer
only, you cannot remove the reviewer while the exception is still active. Remove
the exception status from the employee before you remove the reviewer.

Note: You must have the Manage Exceptions permission in the department to
remove exception reviewers. By default, users that have the Compliance
Supervisor, Rule Admin, or User Admin roles have this permission.

To remove an exception reviewer

1
2

In the left navigation pane, click Departments.

Search for and select the department.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.
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In the Monitored Employees tab, select only one exception employee at a
time.

A list appears, showing all monitored employees along with their configured
and enabled content sources.

To search for employees by name, in the Filter by Employee Name field,
enter keywords that characterize employee names or construct a query.
Press ENTER or click the filter icon to view the filtered names. Avoid using
wildcard characters (asterisk or question mark) for partial searching, as they
do not yield results.

Select only exception employees to which additional exception reviewers
are assigned.

To view the associated exception reviewers, click Expand icon adjacent to
the reviewer name.

The application displays a list of all exception reviewers.

£ Proporties Monitored Employees Searches Export Roks Azsic
4 Add Employess £ Redresh

Filter by amgioyes nams

Policy Mobile Exchange Exchange Exchange Domano Do
Marre Inbourd  Outbound  Internal Inbourd O
Overridder Phone ¥
% % * % !
| & ] 2 15 5 15 15 5
O & ® 2 15 15 15 15 15
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Exception reviewers | Admin @ wasddresruser
o :* a ] 2 5 s 15 5 15
O - *® 2 15 15 15 15 15

Click the X (Remove ) icon to remove the associated exception reviewers.

The application prompts you to confirm that you want to perform the
operation.

Click Remove.
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This chapter includes the following topics:
m Assigning users to departments

m Removing users from departments

m Adding new roles for users

m Removing roles

m Managing role assignment for a user in departments

Assigning users to departments

Insight Surveillance makes it easy to add users (employees and employee groups)
to departments and assign several key roles to them. Department reviewers can
monitor, review, hold review, question, escalate, appraise, and comment on the
items in a department, export items for offline review, and generate and view
reports. Compliance supervisors can appraise the work of department reviewers
and manage any exception employees in the department.

You must have the Manage Roles permission to add users to a department. By
default, users that have the Department Admin role have these permissions.
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To assign a user to a department

1
2

In the left navigation pane, click Departments.

Search for and select the department to which you want to add department
reviewers and compliance supervisor.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

In the Role Assignment tab, click Add User.

In the Add Users dialog box, search for and select one or more users
(employees and employee groups).

Note: - Individual employees and employee group are distinguished using
the different icons as shown in the sample image above.

- To select multiple adjacent users, hold down the Shift key and click the
first and the last name in the range.

- To select multiple, non-adjacent users, hold down the Ctrl key and click the
required names.

Click Save.

The added users are displayed under User and Groups.

Under User and Groups, select one user at a time, and click Add Roles.
The Add Roles dialog box appears.

Search for and select one or multiple roles.

To add a user as a department reviewer, assign the Department Reviewer
role. To add a user as a compliance supervisor , assign the Compliance
Supervisor role.

Note: To select multiple adjacent roles, hold down the Shift key and click the
first and the last name in the range. To select multiple, non-adjacent roles,
hold down the Ctrl key and click the required names.

Click Save.
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Removing users from departments

You must have the Manage Roles permissions to remove users from a department.
By default, users that have the Department Admin role have these permissions.
Ensure that you are selecting the correct user you want to remove. When there
is no need for a department user (reviewer), you can remove them.

To remove a user from department

1
2

In the left navigation pane, click Departments.

Search for and select the department from which you want to remove
reviewers.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

In the Role Assignment tab, under the Users and Groups pane, select only
one user at a time.

Click Remove User.

The application prompts you to confirm that you want to perform the
operation.

Click Yes to complete the operation or click No to cancel it.

Adding new roles for users

To add a new role for a department user

1
2

In the left navigation pane, click Departments.

Search for and select the department for which users you want to assign
new roles.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

In the Role Assignment tab, under the Users and Groups pane, select only
one user at a time.
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Click Add Roles.
The Add Roles dialog box appears.

Search for and select one or multiple roles.

Note: To select multiple adjacent roles, hold down the Shift key and click the
first and the last name in the range. To select multiple, non-adjacent roles,
hold down the Ctrl key and click the required names.

Click Save.

Removing roles

To remove a role of a department user

1
2

In the left navigation pane, click Departments.

Search for and select the department from which you want to remove the
roles of a department user.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

In the Role Assignment tab, under the Users and Groups pane, select only
one user at a time.

Under Assigned Roles, select one or multiple roles you want to remove, and
click Remove Roles.

The application prompts you to confirm that you want to perform the
operation.

Note: Any user who is a department owner must have the User Admin role.
There must be at least one exception reviewer for an exception department.

Click Yes to complete the operation or click No to cancel it.
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Managing role assignment for a user in departments

While you can add users to a department and assign several key roles to them
using the Department > Role Assignments tab, you can also assign a specific role
to users in one or more departments and exceptions using the Department >
Users > Assign option. See “Assigning departments and exceptions to specific
users” on page 82.

You can also remove a specific role to users in one or more departments and
exceptions using the Department > Users > Remove option. See “Removing a
specific role to users in one or more departments and exceptions” on page 84.

Assigning departments and exceptions to specific users

In addition to viewing the user summary, you can also perform the following
actions using the Department > Users > Assign option:

m Assign departments to a user for a review
Associate departments to a user so that the user can review those departments.

m Assign exception employees to a user for review
Associate exception employees to a user so that the user can review the items
of the exception employees.

m Assign departments to a user for supervision

Associate departments to a user so that the user can supervise these
departments.

m Assign departments to a user for a passive review
Make the user a Passive Reviewer for the selected departments so that the
user can view items and review history, and then assign appraisal status.

Note: You must have the Grant Users Access permissions to perform these user
actions. By default, users that have the User Admin role have these permissions.

To assign a department to a user for review:
1 Inthe left navigation pane, click Departments.

2 Expand Users in the filter pane.
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Search for and select the user you want to assign to a department to a review.
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Click the Assign button, and then click Departments To Review.

The Select one or more departments to review dialog box appears.

Search for and select the departments that you want to assign for review.

Note: A maximum of 100 departments are displayed and can be selected. If
you have more than 100 results, repeat these steps for every 100
departments.

Click OK.

The User Summary page gets refreshed, and the associated departments are
displayed for the user.

You can also go to the Role Assignment tab and check the users to whom the
department has been assigned for review.

To assign exceptions to a user for review:

1
2

In the left navigation pane, click Departments.

Expand Users in the filter pane.

Search for and select the user you want to assign to an exception to a review.

Note: A maximum of 100 exceptions are displayed and can be selected. If

you have more than 100 results, repeat these steps for every 100 exceptions.

Click the Assign button, and then click Exceptions To Review.

The Select one or more exceptions to review dialog box appears.
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Search for and select the exceptions that you want to assign to review.
Click OK.

The User Summary page gets refreshed, and the associated exceptions are
displayed for the user.

To assign departments to a user for supervision:
1 Inthe left navigation pane, click Departments.
2 Expand Users in the filter pane.

Search for and select the user you want to assign to a department to
supervise.

4  Click the Assign button, and then click Departments To Supervise.
The Select one or more departments to supervise dialog box appears.
Search for and select the departments that you want to assign to supervise.
Click OK.

The User Summary page gets refreshed, and the associated departments are
displayed for the user’s supervision.

To assign departments to a user for a passive review:
1 Inthe left navigation pane, click Departments.
2 Expand Users in the filter pane.

Search for and select the user you want to assign to a department to a passive
review.

4  Click the Assign button, and then click Departments To Passive Review.
The Select one or more departments to passive review dialog box appears.

5 Search for and select the departments that you want to assign to passive
review.

6 Click OK.

The User Summary page gets refreshed, and the associated departments are
displayed for the user’s passive review.

Removing a specific role to users in one or more departments and
exceptions

You can perform the following actions using the Department > Users > Remove
option:

m Remove the Department Reviewer role for one or more departments
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Dissociate departments to a user so that the user cannot review those
departments.

m Remove the Exception Reviewer role for one or more exceptions
Dissociate exception employees to a user so that the user cannot review the
items of the exception employees.

m Remove the Compliance Supervisor role for one or more departments
Dissociate departments to a user so that the user cannot supervise these
departments.

m Remove the Passive Reviewer role for one or more departments
Remove the Passive Reviewer role of a user for the selected departments so
that the user cannot view items and review history, and or assign appraisal
status.

Note: You must have the Grant Users Access permissions to perform these user
actions. By default, users that have the User Admin role have these permissions.

To remove an Exception Reviewer role in an exception department, you should
either have Grant User Access permission in the exception department or you
should have Mange Exception permission in the parent department of the
exception department.

You can perform the above-listed actions using the cross button displayed in
front of the department and user names on the User Summary page. The cross
button is not be displayed for departments where the selected user is an exception
employee.

To remove the department reviewer role for one or more departments:
1 Inthe left navigation pane, click Departments.

2 Expand Users in the filter pane.
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3 Search for and select the user you want to dissociate to the department to
restrict a review.
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4  Click the Remove button, and then click Departments To Review.

The Select one or more departments to remove the department reviewer
role dialog box appears.

5 Search for and select the departments that you want to remove.

Note: A maximum of 100 departments are displayed and can be selected. If
you have more than 100 results, repeat these steps for every 100
departments.

6 Click OK.

The User Summary page gets refreshed, and the removed departments are
not displayed for the user.

To remove the exception reviewer role for one or more exceptions:
1 Inthe left navigation pane, click Departments.

2 Expand Users in the filter pane.
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Search for and select the user you want to dissociate exception employees
so that the user cannot review the items of the exception employees.

Note: A maximum of 100 exceptions are displayed and can be selected. If
you have more than 100 results, repeat these steps for every 100 exceptions.

You cannot remove the last active exception reviewer for an exception. An
active exception must have at least one exception reviewer.

Click the Remove button, and then click Exceptions To Review.

The Select one or more departments to remove the exception reviewer
role dialog box appears.

Search for and select the exceptions that you want to remove to review.
Click OK.

The User Summary page gets refreshed, and the removed exceptions are
not displayed for the user.

To remove the compliance supervisor role for one or more departments:

1
2

In the left navigation pane, click Departments.
Expand Users in the filter pane.

Search for and select the user you want to dissociate departments so that
the user cannot supervise these departments..

Click the Remove button, and then click Departments To Supervise.

The Select one or more departments to remove the compliance supervisor
role dialog box appears.

Search for and select the departments that you want to remove.
Click OK.

The User Summary page gets refreshed, and the associated departments are
removed from the user’s supervision.

To remove the passive reviewer role for one or more departments:

1

In the left navigation pane, click Departments.
Expand Users in the filter pane.

Search for and select the user you want to remove the Passive Reviewer
role for the selected departments so that the user cannot view items and
review history, and or assign appraisal status.
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Click the Remove button, and then click Departments To Passive Review.

The Select one or more departments to remove the passive reviewer role
dialog box appears.

Search for and select the departments that you want to remove for a passive
review.

Click OK.

The User Summary page gets refreshed, and the associated departments are
removed from the user’s passive review.
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This chapter includes the following topics:

About department-level searches

Guidelines for effective searches

Creating and running department-level searches
Disabling scheduled searches

Using proximity searches

Previewing search results

Accepting search results

Rejecting a search result

Resubmitting a search

About department-level searches

In Insight Surveillance, you can create department-level searches. These searches
can run only in a single department. You can search for the items (emails and
collaboration messages) that meet certain criteria and later review these items.
The search operations are based on terms like subject, tags, content, sender,
recipient, dates, communication direction, and so on. If the search results are not
suitable, you can reject the result and create a new search until you get the
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necessary information. If the search results are suitable, you can accept the search
and review the items.

You can create search schedules if you want to run searches at set times or set
up the recurrent searches that run automatically. You can stop and pause the
searches that are still in progress, and resubmit the failed searches.

If you want to search for instances of certain words in the communication items,
you can create a set of hotwords. When defining the search criteria, you can
select these hotwords and hotword sets. Insight Surveillance searches for the
selected hotwords in subject and content of searched items.

Sampling of communication items is performed once on the last 24-hours data.
If the sampling is aborted, it is performed on the data that was generated since
the last successful completion of a sampling.

Note: Collaboration searches does not support external employees.

Guidelines for effective searches

To increase the chances of retrieving the most relevant results when conducting
searches, follow these guidelines:

m Make searches precise. For example, include the author or recipient details,
or specify date ranges.

m  Avoid the overuse of wildcards.

m Avoid the overuse of search terms. The inclusion of several search terms
together can cause iterative searches, which may slow down performance
and return overlapping results.

m  Quickly accept or reject searches, as completed searches that have not been
accepted or rejected may affect overall search performance.

m Use one or more hotword sets in scheduled searches to allow the hotwords
used to be changed as needed. It is recommended to configure a hotword set
that is used by the scheduled search so that the hotwords in the hotword set
can be changed as needed, and the next instance of the search will use the
changes in the hotword set.

Creating and running department-level searches

To run a one-time search, create an immediate search. To run a recurring search
or one that runs on a specific time, create a search schedule and then create a
scheduled search.
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Note: You must have the Manage GSS and Scheduled searches and Search Capture
permissions to create or edit searches. By default, users that have the Rule Admin,
the User Admin, and the Exception Reviewer roles have this permission.

To create and run a department-level search
1 Inthe left navigation pane, click Departments.

2 Search for and select the department for which you want to create and run
a search.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

3 Inthe Searches tab, click New Search.

The New Search dialog box appears.
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In the Search Type section, specify the relevant information in the following
fields.

This section identifies the search and specifies when it runs.

Search In Displays the name of the department.

Search Type Choose Immediate to create one-time search that runs immediately.

Choose Scheduled to specify a period during which the search is to
run.

Choose Guaranteed Sample to run a search at the selected sampling
time by default. If the search returns fewer results than your
monitoring policy requires, Insight Surveillance adds
randomly-sampled items to the review set to make up the shortfall.
This feature allows you to assemble more focused review sets that
are weighted towards search-specific results instead of purely
randomly-sampled items.

Enabled Select the check box to enable scheduled searches and guaranteed
sample searches. When a search is not enabled, it does not run.

Name Type a name for the search.

Automatically Select this check box to specify whether to add the search results to
accept search the review set automatically. This option is useful for verified searches
results that you intend to run on a regular basis.

This option is enabled only if the Accept searches permission is
assigned to the user who is creating the search.

If you select this check box, you cannot reject the results and change
the search criteria.

Insight Surveillance recommends that you clear Automatically accept
search results until you have tested that the search returns the
expected results. A search that returns an error from any archive is
not automatically accepted, regardless of this setting.

Include items Select this check box to specify whether the search results can include

already in review the items you previously captured and added to this department's
review set. This option does not apply to the items you previously
included in the review sets for other departments.

For an immediate search or scheduled search, you can select this box
to ensure that the results include the items that may already be in
review from other searches.
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In the Sampling section, specify the relevant information in the following
fields.

This section lets you sample the search results and add a random selection
of items to the review set. Insight Surveillance does not deduplicate
randomly-sampled items.

Sampling Specify the percentage of search results to include in the review set.
percentage You can specify fractions, as in 10.25.

You cannot change the sampling percentage if the owner of the
department has locked this setting in the department properties.

Set minimum Specify the minimum number of items per author to include in the
items per author review set. If there are no items for an author in the search results,
none can be included in the sample.

Note: As the authors can be from outside the selected department,
searches may return more results.

Set absolute item  Specify an upper limit on the total number of search results to add
limit to the review set. This option takes precedence over any values that
you set in the Sampling percentage field.

In the Date range section, specify the relevant information in the following
fields.

This section lets you search for items according to when they were sent or
received.

Specific daterange Specify the date and time duration to search items that were sent or
received during the selected period.

Today / Yesterday The date ranges are relative to when the search runs, which is today
/Last 7 days/ Last in the case of an immediate search.
14 days / Last 28

4 You may find these options useful when creating a scheduled,
ays

recurrent search that runs once every day, week, two weeks, or four
weeks. For example, if the search runs once a week, select Last 7
days to limit the range to the days since the search last ran.

Since search last  For a scheduled search only, lets you search the new items that have

ran arrived since the last time you ran the search. This option is similar
to options such as Today and Yesterday. However, it lets you set an
explicit start date for the first run of the search. By default, this option
searches from the date of the last run (or the start date for the first
search) to the current day minus 1 (that is, up to yesterday).



Managing department-level searches | 94
Creating and running department-level searches

In the Authors and recipients section, specify the relevant information in
the following fields.

This section targets the departments for the search and the direction of the
items to search. Any departments that you have organized into partitions
can only search items to and from departments in the same partition.

Message Route

Any of / All of

Specify the departments you wish to search as well as the direction
of the items you wish to search. Search for the items that are to or
from the selected departments, and for the items that have traveled
between the selected departments and other departments.

You can search for the items that follow the following message route:

m Between "the specified department” and

other searchable departments

any department within the organization

department outside the organization

department internal AND/OR External to organization

m TO "the specified department" from

other searchable departments

any department within the organization

department outside the organization

department internal AND/OR External to organization

m FROM "the specified department" to

other searchable departments

any department within the organization

department outside the organization

department internal AND/OR External to organization

To search within department tags, select a department. To search
within the To/From fields, only select the employees.

You can expand the department tag to select monitored employees.
If there are a large number of employees in the department, you can
click the search icon in front of the department tag, which opens a

new window where you can search and select monitored employees.

This field does not show the Employee Group names assigned to the
departments. Instead, it displays the list of all the members from the
employee groups individually.
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Freeform email This field is available for all possible message routes. Type one or
addresses / more email addresses and domains.

domains Type each address or domain on a line of its own to search for the

items where the From, To, CC, or BCC fields contains any of the
addresses or domains. Type all the addresses and domains on a single
line to search for items in which they are all present.

Place the minus sign (-) in front of an address or domain to exclude it
from the search. To exclude multiple addresses or domains, type them
all on a single line.

You must exclude wildcard characters when entering email addresses
or domains. Specify inputs without wildcard characters, such as
user@domain.com, arctera.io, gmail.com, etc.

Note: You can use Freeform email addresses / domains to search
for email addresses associated with the user accounts but now use
the discontinued domain.

To search for previously monitored employees, you should use
department internal AND/OR External to organization message
route, and then use the Freeform email addresses / domains option
to provide email addresses or domains.

Department tree  Specify the departments and employees you want to include in the
search. Click the arrows to the left of the department names to expand
them and view the nested departments and exception employees.

When you select a department, you do not automatically include any
exception employees in the department. To search exception
employees, you must select each one explicitly.

In the Search terms section, specify the relevant information in the following
fields.

This section specifies the words or phrases for which Insight Surveillance
should search in the subject lines of items and their bodies. By default, when
you search for words in both the subject of an item and its content, Insight
Surveillance finds those items that meet one or both criteria. However, it is
possible to set up Insight Surveillance so that only those items that meet
both criteria are found.



Subject
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Type the keywords or phrases to be searched in subject lines of the
review items. Press Enter to separate keywords and phrases from
each other.

Alternatively, click Hotwords to select hotword sets and keywords.

If the department has a parent department, you can select
hotwords/hotword sets from the current department and its parent
department and global hotwords/hotword sets. Hotwords/hotword
sets from any of the closed parent departments will not be available
for selection. The application searches hotwords/hotword sets from
both departments and its parent department and global
hotwords/hotword sets.

Note:

m Use an asterisk (*) wildcard to represent zero or more characters
in your search.

For example, the search terms such as mismanag?*, "paint* the
tape", " can * switch to", and "ring * * blink", are supported and
the search terms such as Inflati*n or Cra*h are supported.

m Use a question mark (?) wildcard to represent any single character.
A wildcard search always finds items that match your search
criteria and that were archived in Insight Surveillance.

For example, the search terms such as saniti?ed, "massive favo?r",
and Indi? are supported.

m Use a minus sign (-) to indicate you want to exclude from the
search results any items that contain the following word or phrase.
For example, the search to find the items that contain the word
'Agent’, but do not contain the word 'Cost"

Agent AND -"Cost"

B A search term cannot comprise an excluded word or phrase only.
When you specify such words or phrases, you must also specify
a positive word or phrase you want to appear in the search results.

B A search term cannot start with any of the following characters
on any line: = + - @. For example,

"Agent AND -Cost" is a valid search term but "-Cost Agent" is not.

m Insight Surveillance does not allow any non-alphanumeric
characters in the search term, except asterisk (*), apostrophe ('),
question mark (?), and minus sign (-) as these characters have a
special significance.
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Content Specify the keywords or phrases to be searched in the content of
review items.

Alternatively, click Hotwords to select hotword sets and keywords.

Note:

Use an asterisk (*) wildcard to represent zero or more characters
in your search.

For example, the search terms such as mismanag*, "paint* the
tape", "can * switch to", and "ring * * blink", are supported and
the search terms such as Inflati*n or Cra*h are supported.

Use a question mark (?) wildcard to represent any single character.
A wildcard search always finds items that match your search
criteria and that were archived in Insight Surveillance.

For example, the search terms such as saniti?ed, "massive favo?r",
and Indi? are supported.

Use a minus sign (-) to indicate you want to exclude from the
search results any items that contain the following word or phrase.
For example, the search to find the items that contain the word
'Agent’, but do not contain the word 'Cost":

Agent AND -"Cost"

A search term cannot comprise an excluded word or phrase only.
When you specify such words or phrases, you must also specify
a positive word or phrase you want to appear in the search results.
A search term cannot start with any of the following characters
on any line: = + - @. For example,

"Agent AND -Cost" is a valid search term but "-Cost Agent" is not.
Insight Surveillance does not allow any non-alphanumeric
characters in the search term, except asterisk (*), apostrophe ('),
question mark (?), and minus sign (-) as these characters have a
special significance.

In the Attachments section, specify the relevant information in the following

fields.

This section lets you search for items of a certain size and type or that have
the specified retention category.



Number

File extensions
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Specify the required number of attachments.

You can search the items with specific number and type of
attachments. The default option, Does not matter, means that the
item can have zero or more attachments.

All following other options require you to type one or two values
that specify the required number of attachments:

m  Equals: requires a specific number of attachments.

m Between: requires the number of attachments messages must
have to a value between those to be specified.

m Less than: requires a number of attachments below the number
specified.

m Greater than: requires any number of attachments greater than
the number specified.

Specify the file name extensions of particular types of attachments
for which to search. Separate the extensions with space characters.

For example, type the following to search for items with HTML or
Microsoft Excel file attachments:htm .xls.

In the Miscellaneous section, specify the relevant information in the

following fields.

This section lets you search for items of a certain size and type or that have
the specified retention category.

Message size

Specify the size in kilobytes of each item of configured and enabled
content sources. The item size includes the size of attachments as
well.

The following options are available:

m Does not matter: any number from O upward can be attached.

m Equals: requires a specific number of attachments.

m Between: requires the number of attachments messages must
have to a value between those to be specified.

m Less than: requires a number of attachments below the number
specified.

B Greater than: requires any number of attachments greater than
the number specified.
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Message type Displays a list of configured and enabled content sources for the
customer.

See “Sampling support for content sources” on page 17.

Select the All content sources check box to consider messages from
all types of content sources simultaneously. When this option is
selected, other options remain disabled.

To select specific message type, clear the All content sources check
box, and select one or more required options from the content sources
available in the list.

Trash option Select the appropriate option to search for items in trash:

m Ignore trash - does not search for items in the trash.

B Include trash - searches for items in other specified options along
with the items in trash.

m Trash only - only searches for items in trash.

In the Tags section, specify the relevant information in the following fields.

This section lets you search for items according to the tags with which any
additional policy management software has classified them.



Filter

Name

Filter by current
department
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Select any of the following options to search for the items that match
certain classification policies. There are several types of policies:

Inclusions only: Select this option to include items that your policy
management software has classified for inclusion in the review
set that may contain the most serious offenses, such as swearing,
racism, or insider trading.

Ignore inclusions: Select this option to ignore items that Arctera
Insight Classification has classified for inclusion in the review set
that may contain the most serious offenses, such as swearing,
racism, or insider trading.

Exclusions only: Select this option to include spam items and
newsletters that your policy management software may classify
for exclusion from the review set.

Ignore exclusions: Select this option to ignore spam items and
newsletters that your policy management software may classify
for exclusion from the review set.

Categories only: Select this option to include categorized items
that exhibit certain characteristics, such as containing Spanish
text. This type of policy provides no information on whether an
item should be included in or excluded from the review set.
Ignore inclusions and exclusions: Select this option to ignore
inclusion and exclusion items.

Custom: Select this option and type the names of one or more
policies. Separate multiple tag names with commas, like this:
CustomTag1,CustomTag2

All: Select this option to include all tags.

Note: Arctera Insight Classification is required to classify items based
on their content and metadata. Implementing Arctera Insight
Classification requires additional charges.

Select tag names. Separate multiple tag names with commas, like this:

CustomTag1,CustomTag2

Select this check box to skip the unused policies in the current
department.
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12 In the Intelligent Review section, choose options for the learning engine in
Insight Surveillance. This engine allows Insight Surveillance to search for
items intelligently, based on the actions that reviewers have taken on earlier

items.

For example, after a reviewer has marked a spam message or out-of-office
reply as irrelevant then, when Insight Surveillance detects other items that
have similar characteristics, it can handle them in the same way.

Note: Searches that use the intelligent review feature may take slightly longer
to complete than those that do not use this feature.

Searches, by default, consider metadata and content of items to determine
the relevance. However, if search results contain items that are older than
30 days, only metadata is considered to determine the relevance.

The options for Learning behavior are as follows:

None

Search and
prioritize

Search and then
sample ONLY
relevant content

13 Click Save.

Insight Surveillance searches for items in the normal way, without
implementing Intelligent Review. This is the default option.

Insight Surveillance searches for both relevant items and irrelevant
items without favoring one over the other. So, if your chosen
Sampling percentage value requires that you capture and review
10% of items, Insight Surveillance captures 10% - but a substantial
number of the items may be irrelevant.

With this option, however, Insight Surveillance does give the items
a status of either Unreviewed (Irrelevant) or Unreviewed (Relevant)
as it adds them to the review set. When you later review the items
in the Review pane, you can filter them by their Unreviewed status
to distinguish between the relevant and irrelevant items.

Insight Surveillance searches across all the items and captures the
relevant ones only, until it has captured the required percentage. So,
if your chosen Sampling percentage value requires that you capture
and review 10% of items, Insight Surveillance captures 10% - all of
them considered to be relevant.

If there are too few relevant items to fulfil the chosen sampling
percentage, Insight Surveillance does not supplement them with
irrelevant items. This is an important difference between this option
and the equivalent option, Sample exact percentage of ONLY relevant
content, in the Department Properties pane.
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Disabling scheduled searches

You cannot delete a search schedule if any scheduled search is linked to it. You
need to disable scheduled searches so that you can delete their search schedules.

To disable scheduled searches
1 Inthe left navigation pane, click Departments.

2 Search for and select the department for which you want to disable the
scheduled search.

Click the Searches tab. A list of searches appears.

4  Select the search you want to modify, and then click the Edit Search icon.
The Edit Search dialog box appears.

5 Inthe Search Type section, change the Search Schedule to either another
search schedule or None. If you have changed it to None, then clear the
Schedule run start date and Schedule run end date fields.

6 Click Save.

Using proximity searches

Proximity search lets you find items (like emails or collaboration messages) where
specific search words are within a defined distance from each other. You can use
proximity operators to specify the distance between these search terms in your
queries.

The following are some important points to remember when using proximity
searches:

m Word Limit: Insight Surveillance restricts the proximity word count to a
maximum of 49 words.

m Stop Words: Results may include stop words, but these are not counted in
the proximity word count.

To understand proximity search, here are a few examples:
Asterisk (*):
This operator lets you specify a distance between the search terms.

To search for two words where the maximum distance between these words is
only one word, use a single Asterisk. For example, “Jim*Smith” To search for two
words where the maximum distance between these words is two words, use two
Asterisk symbols. For example, “Jim * * Smith”".
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Subject:

_ *Jim Smith”
@® Anyof Jim * Smith" Hotwords ..

(O Allof  =Jjim* = Smith®

Or
Content:

—~ "Jim Smith"
. v "Jirn * Smith" Hotwords ..
() Allof  =jimn * * Smith®

This would return results for any email, document, or attachment containing
variations of the name, such as "Jim Smith," "Jim Martin Smith," "Jim M. Smith"
("Jim * Smith"), or "Jim James Martin Smith" ("Jim * * Smith").

Diacritics:

This Unicode operator allows you to specify language-specific queries. For
example, searching for “éléphant” retrieves only the French variant, so analyze
your search criteria for non-English emails with special characters.

Question Mark:

This operator retrieves items with variations of a search term. It represents one
or more characters, allowing you to search for singular or plural forms by placing
a question mark at the end of the terms.

” o«

For example, if you're searching for the words “Market,” “Investment,” or “Risk”
and want to include their plural forms in the results, you can use the syntax
shown in the sample image below.

Content:

@ Anyof Market? Investrment? Risk?

(O Allof

This would return results for any email, document, or attachment containing the
words “Market,” “Markets,” “Investment,” “Investments,” “Risk,” or “Risks” in the
body text (Market OR Markets OR Investment OR Investments OR Risk OR Risks).

Negation conditions:

This operator (minus sign) searches for items in which the first specified term
appears outside the context that you have defined with the second term. It allows
to extend the hotword length to a maximum of 2,000 characters.
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Add the keyword AND before the first negation term, ensuring there is a space
before and after AND. For example,

Search* AND -"search criteria", test®* AND -"test crit?ria" -"te?st vas", "search
criteria" AND -"search criteria Bloomberg"

Previewing search results

Insight Surveillance makes it easy for a reviewer to preview the search results
before accepting or rejecting them and deciding if the search is based on their
expectations and if it needs to modify search criteria. The Search Preview feature
is available for the immediate or scheduled searches that are complete, but the
search acceptance is pending.

Note: Insight Surveillance does not support previewing certain file types, such as
.dll and .exe and large files (over 10MB to maintain browser responsiveness). For
compressed files, Insight Surveillance supports previewing only the .zip file format
and does not support other formats like .7z, .tar, and so on.

To preview the search results
1 Inthe left navigation pane, click Department.

2 Search for and select the department to view the associated searches.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search for the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.
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Click Searches. A list of search results is displayed.

Enter the desired value in the text field and click the Search icon to view
the searched items, or the Clear icon to remove the value from the search
field. To filter the searched items, click the Filter icon.

Properties Monitored Employees Searches Export Role Assignment Hotwords History.

+ New Search 2 Refresh

Filter by search name

Select type Select status Select run date
Immediate Inprogress Nohis Dono fier
Schedled Faled Pending
Guaranteed Sarple 0 nreview
Re ar Filter
Neme Submiter Run Date His Sampled gg':“g:; Status Search Type Enabled (@]
newmay Admin 05-10-25 03:00:00 AM 69 69 0 Schedule Schedule v
Test Admin 05-08-25 05:32:00 AM 0 ] ] Schedule Schedule v
Admin 05-08-25052200AM O o o Schecile schedule v
Admin [ ] ] Schedule Schedule x
[m} Admin 03-26-2510:17:00 PM 40 40 0 Pending Accepta. Immediate NA @
[} si8 Admin 03-26-2510:12:00 PM 40 40 o] Pending Accepta. Immediate NA @
[ Admin 032625 095200PM 2000 2000 o Ponding Accepta.  Immediate NA ®
O Acmin 03-26-25094800PM 2000 2000 o Pending Accepta.  Immediate NA ®
[m} Admin 03-26-25 09:14:00 PM 2000 2000 0] Pending Accepta. Immediate NA @
[m} Admin 03-26-25 09:1:00 PM 2000 2000 o] Pending Accepta. Immediate NA @
[} Admin 03-25-25 09:56:00 PM 2000 2000 o Pending Accepta. Immediate NA @
O Acmin 03-25-25085800PM 20 0 o Pending Accepta.  Immediate NA ®
[m} Admin 03-25-25 04:56:00 AM 2000 2000 ] Pending Accepta. Immediate NA @
[m} Admin 03-25-25 04:21:00 AM 26 26 0 Pending Accepta. Immediate NA i

All the searches matching your filter criteria are displayed in a list form. A
Preview Search icon is displayed for the searches whose acceptance is
pending and for the scheduled searches as shown in the sample image above.

To preview the immediate and scheduled searches with the Pending
Acceptance status, click the Preview Search icon. The search items are
displayed in a new browser window.

Eml Colaboration ) < review >
Group: None - e e o e e e
& X Adhrt Allrecilents SubjctlFlename Date 7
o e e nonmonitorednotvasenabled@teamsdev.com o Trandate :
= werletsamigacon  userZ@teamsqocomuserS@te. 1000 fems 462 24086 1H0PM  Exchange BT
= flog.  24-06-02102251PM  Exchange To: newuser@ieamsgacom
5 o e shuasSauser3@leamsqacom newuser @leamsqacom:
= @ &7 ETSDOEADIY BT sestuserS@reamsqacom hardi@reamsaacom
= oy 1om senci rems again 4 M Exchange
shtestuserl@teamsda com
® @ ronmonorechonasen.  hordireamsqacomnewuser. | mode was of a multiuser computer sy 25-05-12103401 M Google Mal
Rolback Pandocx casslsql

= - fom L 250521046229 Googl ol @ v
= HeK - TK IRun 2Emoil. 26:07-04064633AM  Exchange ¥ show AN 3 aoments
= HBK - Ul Sp <R 21 Emal. 25-07-04 074740 AM  Exchange
= s HBK- U1 IRun 20Emal.  25-07-04075122AM  Exchange ) o B3 ©

Of course, Mr. Guskin sad, butf the RSA nonsense s 10 se the

phone phveeking activiy 2cross the country.
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To preview the schedule search, click the Search Runs (...) button for the
desired scheduled search. To preview the desired scheduled search with the
Pending Acceptance status, click the Preview Search icon. The search items
are displayed in a new browser window.

Note: If only the Exchange service is enabled for you, the Email tab appears.
If the Exchange and the Microsoft Teams services are enabled for you, the
Email and the Collaboration tabs appear respectively.

When both the services are enabled, but the search does not find any email
or collaboration message record, the corresponding tab is displayed without
any items in it.

On the Email tab, perform the following actions:

Note: The selections made for the Group and sorting of items are persisted
across all login sessions for the logged-in user.

m  Group the search for the oldest or newest items based on a day or month.

m Preview an item and its attachments in the right-side Preview pane.
You can double-click on the item to open it in a new browser window.

m Print the item or its attachment using the Action button on the Preview
pane.

m Download the item in its native format or its attachment using the Action
button on the Preview pane.

On the Collaboration tab, perform the following actions:

Note: You do not need to group the collaboration messages. The application
groups the Teams Channel and Chat messages for your review. You can view
record of maximum 100 groups per page and maximum 20 items per page
within a group. Use the navigation bar options to go to previous and next

pages.

m Expand the required Teams Channel and Chat message group to select
items within the group.

m Preview an item and its attachments in the right-side Preview pane.
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Accepting search results

Insight Surveillance does not add the captured items to the review set until you
accept the search results. If you did not select Automatically accept search
results in the search type section, you must manually accept the results.

The user must have the Accept Searches permission to accept immediate and
scheduled searches. The guaranteed sample searches get accepted automatically.

To accept a search result
1 Inthe left navigation pane, click Department.

2 Search for and select the department to view associated searches.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

3 Click Searches, and then filter and select a search name you want to accept.

Note: To set a filter criterion to find a search, click the Filter icon. Select the
required filter parameters, and then click Apply Filters.

4  Click Accept.
The application displays Accepted state in the Status column.

The Status column provides more details about the status depending on the
user permissions.
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Hotwords

Status
Pending Accepta.
Pending Accepta
Pending Accepta
Schedule

Schedule

Schedule

Schedule

Pending Accepta
Accepted

Pending Accepta
Pending Accepta
Pending Accepta
Pending Accepta
Pending Accepta
Pending Accepta
Pending Accepta
Pending Accepta

Pending Accepta

History

Search Type
Immediate
Immediate
Immediate
Schedule
Schedule
Schedule
Schedule
Immediate
Immediate
Immediate
Immediate
Immediate
Immediate
Immediate
Immediate
Immediate
Immediate

Immediate

Enabled

1-970f97

@

) 6 6 6 6 6 6 6 6|6

Note: An accepted search cannot be rejected.

To reject a search result

1
2

In the left navigation pane, click Department.

Search for and select the department to view associated searches.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the

department.

Click Searches, and then filter and select a search name you want to reject.

Note: To set a filter criterion to find a search, click the Filter icon. Select the

required filter parameters, and then click Apply Filters.
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4  Click Reject.

The application prompts you to confirm that you want to perform the
operation.

5 Click Reject.
The application displays the Create New Search dialog box for modification.
6 Click Cancel.

The application prompts you to confirm that you want to perform the
operation.

7 Click Discard to complete the operation or click Cancel to cancel it.

Resubmitting a search

You can monitor the status of all Insight Surveillance searches. You can review
the search criteria to ensure that it matches the desired query. If any of the criteria
is incorrect, modify it and resubmit the search. You can do this even if you do
not normally have access to the departments with which the searches are
associated. However, you cannot view the search criteria or the results of the
searches unless you normally have access permission.

Note: You must have the Monitor Search permission to resubmit searches. By
default, users that have the Compliance System Admin role have this permission.

To resubmit a search criterion
1 In the left navigation pane, click Monitor.

2 Filter and select a search name you want to resubmit.

Note: To set a filter criterion to find a search, click the Filter icon. Select the
required filter parameters, and then click Apply Filters.

3  Click Resubmit.

The application prompts you to confirm that you want to perform the
operation.

4  Click Resubmit to complete the operation or click Cancel to cancel it.
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This chapter includes the following topics:

m Overview

m Creating department-specific hotword sets

m Editing department-specific hotwords and hotword sets

m Deleting department-specific hotword sets

Overview

Hotwords are predefined words or phrases that you can search for in employee
items. When creating a search, you can add and select hotwords to search for in
the subject lines of items, their content, or both.

To simplify the management of department-specific hotwords, you can group
them into hotword sets. For example, you can use one set of hotwords to monitor
items for unacceptable language and another to monitor them for unethical
business practice. You can define hotwords and hotword sets that can be used
at the application level, where they are applicable to all departments, and at the
department level, where they are specific to that department.

You must have the department-level Add Hotwords permission to add
department-specific hotwords. By default, users that have the Rule Admin role
have this permission.
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Creating department-specific hotword sets

To create the department-specific hotword set

1
2

In the left navigation pane, click Departments.

Search for and select the department for which you want to add hotwords
and hotword sets.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

Navigate to the Hotwords tab, and then click New Hotword Set.
The Create Hotword Set dialog box appears.

In the Name and Description fields, type a unique name and an optional
description for the hotword set.

Note: The hotword set name can contain up to 50 characters. The description
can contain up to 250 characters.

Under the Hotwords section, click Select to search and choose hotwords
from the available list.

On the Hotwords dialog box, select the hotwords, and then click OK.

To select multiple adjacent words, hold down the Shift key and click the first
and the last words in the range. To select multiple, non-adjacent words, hold
down the Ctrl key and click the required words.

If the required hotword is not available, click Create Hotwords to add new
hotwords.

Before you create hotwords, it is recommended to understand the following
rules:

m For a single word with a wildcard, do not enclose it in quotes.
For example, Test*, overprice*, mis?sell

Note: It is recommended to limit hotword length to 100 characters.

m For multiple words, enclose them in double quotes.

m



Managing department-specific hotword sets
Editing department-specific hotwords and hotword sets

Forexample, "search criteria","search * * criteria","te?st vas"

m For negation conditions, add the keyword AND before the first negation
term, ensuring there is a space before and after AND.
For example, search* AND -"search criteria", test* AND -"test
crit?ria" —-"te?st vas","search criteria" AND -"search criteria

Bloomberg".

Note: To prevent inconsistent search results and improve search accuracy
while using multiple negation conditions, the hotword length can be
extended up to a maximum of 2,000 characters.

To add multiple hotwords simultaneously, press Enter after each word to
separate the words with a new line character.

Click OK to add the words.
Click Save.

(Optional) In the Hotword Set pane, select a hotword set to view included
hotwords.

Editing department-specific hotwords and hotword

sets

To edit the department-specific hotwords and hotword set

1
2

In the left navigation pane, click Departments.

Search for and select the department for which you want to add hotwords
and hotword sets.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

Navigate to the Hotwords tab, and click Edit Hotword Set.
The Edit Hotword Set dialog box appears.

12
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In the Name and Description fields, type a unique name and an optional
description for the hotword set.

Note: The hotword set name can contain up to 50 characters. The description
can contain up to 250 characters.

Under the Hotwords section, do the following:
m To add new hotwords, click Create Hotwords.
m To add an existing hotword, click Select Hotword.

m Toremove the selected hotword, click Remove from set.

Click Save.

Deleting department-specific hotword sets

To delete a department-specific hotword set

1
2

In the left navigation pane, click Departments.

Search for and select the department for which you want to delete hotwords
and hotword set.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

Navigate to the Hotwords tab, and under the Hotword Set, select a hotword
set you want to delete.

Click Delete Hotword Set.

The application prompts you to confirm that you want to perform the
operation.

Click Yes to complete the operation or click No to cancel it.
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This chapter includes the following topics:

Searching department-specific labels, label groups, and single choice groups
Managing department-specific labels
Managing department-specific label groups

Managing department-specific single choice label groups

Searching department-specific labels, label groups,
and single choice groups

To search for existing department-specific label, label group, and single choice
group

1
2

In the left navigation pane, click Departments.

Search for and select the department in which you want to search labels,
label groups, and single choice groups.

Navigate to the Labels tab.

All the available department-specific labels, label groups, and single choice
groups appear.

Search for and select the label you want to view. If required, perform any
of the following steps:

m To navigate to the next or previous pages, use the navigation arrows
available in the bottom right corner of the page.
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To find the required label, in the Filter by name field, enter the keywords
that characterize the label names that you want to search for, and then
press ENTER on a keyboard or click the Search icon.

Note: Do not use the wildcard characters (Asterisk or question mark) for
partial searching. It does not give you the result.

To filter to the required labels, click the Filter icon. Set the filter criteria
by selecting type options and activation/deactivation status. If required,
specify the date range when the label, label group, or single choice group
was created, and click Apply Filters.

Click Reset Filters to reset applied filters back to the default filter.
Click Clear Filters to remove applied filters.

If required, click Refresh to update the data on the Labels page.

5 Click on the label, label group, or single choice group name to view its details.

Managing department-specific labels

Department-specific labels management covers creating, editing, deleting,
activating, deactivating, propagating, and unpropagating operations. You must
have the Manage Labels permissions to perform these operations.

Creating department-specific labels

To create a department-specific label

1 Inthe left navigation pane, click Departments.

2 Search for and select the department in which you want to create a label.

15
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3 Navigate to the Labels tab, and then click New.
The New Label dialog box appears.

New Label x
Narme Enter name
o Enter description
Description

Active Propagate Enable Al Predictions

Canee
AL

4 Inthe Name filed, type a unique label name.
In the Description field, provide a description of this label.
Select the Active check box to activate the label.
Remember that -

m  Only the active labels can be enabled for Al predictions, therefore, the
Enable Al Predictions check box remains disabled until the label is
activated.

m Do not select the Active check box if you want to keep the label in the
deactivated state.

7  Select the Propagate check box to ensure the sub-departments inherit this
label.

Do not select the Propagate check box if you do not want to propagate this
label to sub-departments.
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Select the Enable Al Predictions check box to consider this label for Al
Prediction.

Note: Per department, only 20 active labels (including single choice group
labels) can be enabled for Al predictions. Upon deactivation, the previously
Al prediction-enabled labels and label groups get disabled.

Click OK.

Editing department-specific labels

To edit a department-specific label

1

A OWODN

6
7

In the left navigation pane, click Departments.
Search for and select the department in which you want to edit a label.
Navigate to the Labels tab.

Search for the label that you want to update. See “Searching
application-specific labels, label groups, and single choice groups” on page 173.

Select the label that you want to edit, and click the Edit icon in the same
TOW.

In the Edit Label dialog box, update the details of the required fields.
Click OK.

Activating department-specific labels

To activate a department-specific label

1

A OWODN

In the left navigation pane, click Departments.

Search for and select the department in which you want to activate a label.
Navigate to the Labels tab.

Search for the deactivated label that you want to activate.

See “Searching application-specific labels, label groups, and single choice
groups” on page 173.

Select the label and do any of the following steps:
m On the action bar, click Activate.

m Click the Edit icon in the same row. In the Edit Label dialog box, select
the Active check box.
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Note: Per department, only 20 active labels (including single choice group
labels) can be enabled for Al predictions.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Deactivating department-specific labels

To deactivate a department-specific label

1
2

In the left navigation pane, click Departments.

Search for and select the department in which you want to deactivate a
label.

Navigate to the Labels tab.
Search for the active label that you want to deactivate.

See “Searching application-specific labels, label groups, and single choice
groups” on page 173.
Select the label and do any of the following steps:

m On the action bar, click Deactivate.

m Click the Edit icon in the same row. In the Edit Label dialog box, clear
the Active check box.
Deactivating a label or label group disables Al predictions for that label
or label group.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Propagating department-specific labels

To propagate a department-specific label

1

2
3
4
5

In the left navigation pane, click Departments.

Search for and select the department in which you want to propagate a label.

Navigate to the Labels tab.

Search for the unpropagated label that you want to propagate.
Select the label and do any of the following steps:

m On the action bar, click Propagate.

m Click the Edit icon in the same row. In the Edit Label dialog box, select
the Propagate check box.
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The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Unpropagating department-specific labels

To unpropagate a department-specific label

1
2

In the left navigation pane, click Departments.

Search for and select the department in which you want to unpropagate a
label.

Navigate to the Labels tab.

Search for the propagated label that you want to unpropagate.
Select the label and do any of the following steps:

m On the action bar, click Unpropagate.

m Click the Edit icon in the same row. In the Edit Label dialog box, clear
the Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Deleting department-specific labels

To delete a department-specific label

1

2
3
4
S

In the left navigation pane, click Departments.

Search for and select the department from which you want to delete a label.
Navigate to the Labels tab.

Search for the label that you want to delete.

Select the label, and click Delete on the action bar.

Managing department-specific label groups

Department-specific label groups management covers creating, editing, deleting,
activating, deactivating, propagating, and unpropagating operations. You must
have the Manage Labels permissions to perform these operations.

Creating department-specific label groups

To create a department-specific label group

1
2

In the left navigation pane, click Departments.

Search for and select the department in which you want to create a label
group.

ne
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3 Navigate to the Labels tab, and then click New.
The New Label Group dialog box appears.

New Label Group x

Name Enter name

Description Enter description

Active Propagate
Labels
+ Add

Enable Al

[} Status  Name Scope P

0of0

In the Name filed, type a unique label name.
In the Description field, provide a description of this label.
Select the Active check box to activate the label.

Do not select the check box if you want to keep the label in the deactivated
state.

Note: The Enable Al Predictions check box is not shown for department
level label groups because each label within the group can be enabled while
creating or editing them individually.

7  Select the Propagate check box to ensure the sub-departments inherit this
label.

Do not select the check box if you do not want to propagate this label to
sub-departments.

8 Click Add to open the Select Labels dialog box.
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Q Search for and select the labels that you want to this label group, and click
Select as shown in the sample image below.

Select Labels x
Search Q
O Active Name 4 Scope Propagated PEr::\bl:l':oi:mls I
O V] Al Application L4
O o AAANIAAA Application L4 v
| ] agl Application v
O ] akaashhgfh Application v
O ] APP LI Application v
| ] APP 12 Application v
| V] APp API Application v
| V] APP LI Application v
] Q@ app Labell Application v
O o app level Application L4
O (] App March2 Application v
O (] App MarchLabel Application v
1-100 of 128 > |

10 Click Save.

Editing department-specific label groups
To edit a department-specific label group

1 Inthe left navigation pane, click Departments.

2 Search for and select the department in which you want to edit a label group.

3 Navigate to the Labels tab.

4  Search for the label group that you want to update. See “Searching
application-specific labels, label groups, and single choice groups” on page 173.

5 Select the label group and click the Edit icon in the same row.

In the Edit Label Group dialog box, update the details of the required fields
or add or remove labels.

7 Click Save.
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Activating department-specific label groups

To activate a department-specific label group

1
2

In the left navigation pane, click Departments.

Search for and select the department in which you want to activate a label
group.

Navigate to the Labels tab.
Search for the deactivated label group that you want to activate.

See “Searching application-specific labels, label groups, and single choice
groups” on page 173.

Select the label group and do any of the following steps:
m On the action bar, click Activate.

m Click the Edit icon in the same row. In the Edit Label Group dialog box,
select the Active check box.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Deactivating department-specific label groups

To deactivate a department-specific label group

1
2

In the left navigation pane, click Departments.

Search for and select the department in which you want to deactivate a label
group.

Navigate to the Labels tab.
Search for the active label group that you want to deactivate.

See “Searching application-specific labels, label groups, and single choice
groups” on page 173.

Select the label group and do any of the following steps:
m On the action bar, click Deactivate.

m Click the Edit icon in the same row. In the Edit Label Group dialog box,
clear the Active check box.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.
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Propagating department-specific label groups
To propagate a department-specific label group
1 Inthe left navigation pane, click Departments.

2 Search for and select the department in which you want to propagate a label
group.

Navigate to the Labels tab.

Search for the unpropagated label group that you want to propagate.
Select the label group and do any of the following steps:

m On the action bar, click Propagate.

m Click the Edit icon in the same row. In the Edit Label Group dialog box,
select the Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Unpropagating department-specific label groups

To unpropagate a department-specific label group

1 Inthe left navigation pane, click Departments.

2 Search for and select the department in which you want to unpropagate a
label group.

Navigate to the Labels tab.

Search for the propagated label group that you want to unpropagate.
Select the label group and do any of the following steps:

m On the action bar, click Unpropagate.

m Click the Edit icon in the same row. In the Edit Label Group dialog box,
clear the Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Deleting department-specific label groups

To delete a department-specific label group

1 Inthe left navigation pane, click Departments.

2 Search for and select the department from which you want to delete a label
group.

3 Navigate to the Labels tab.
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Search for the label group that you want to delete.

Select the label group, and click Delete on the action bar.

Managing department-specific single choice label

groups

Department-specific single choice label groups management covers creating,
editing, deleting, activating, deactivating, propagating, and unpropagating
operations. You must have the Manage Labels permissions to perform these
operations.

Creating department-specific single choice label groups

To create a department-specific single choice label group

1
2

In the left navigation pane, click Departments.

Search for and select the department in which you want to create a single
choice label group.

Navigate to the Labels tab, and then click New Single Choice Group.
The New Single Choice Label Group dialog box appears.

New Single Choice Label Group "
Name Enfer name
Description Enfer description
Active B Propagate
Labels
+New
[0 Name 4
0ofQ

In the Name filed, type a unique single choice label group name.

In the Description field, provide a description of this single choice label group.

Select the Active check box to activate the single choice label group.
Remember that -

m  Only the active single choice label groups can be enabled for Al
predictions, therefore, the Enable Al Predictions check box remains
disabled until the label is activated.
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m Do not select the Active check box if you want to keep the single choice
label group in the deactivated state.

Select the Propagate check box to ensure the sub-departments inherit this
single choice label group.

Do not select the check box if you do not want to propagate this single choice
label group to sub-departments.

Select the Enable Al Predictions check box to consider this single choice
label group for Al Prediction.

Note: Per department, only 20 active labels (including single choice group
labels) can be enabled for Al predictions. Upon deactivation, the previously
Al prediction-enabled labels and label groups get disabled.

Click Add to open the New Label dialog box.
Manually type new labels, and click OK.

Note: New label names must be a combination of maximum 50 characters
that includes alphabets, numbers and spaces. After adding a label name, press
ENTER to add the next label. You can add multiple label names as shown in
the sample image below.

New Label x

Type a label name. It should be a combination of maximum 50 alphabets, numbers
and spaces. To add new label, press ENTER and type another label name. You can
add multiple label names.

Names ABC

DEFG
HIJKLMN

Click Save.
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Editing department-specific single choice label groups

To edit a department-specific single choice label groups

1
2

7

In the left navigation pane, click Departments.

Search for and select the department in which you want to edit a single
choice label group.

Navigate to the Labels tab.

Search for the single choice label group that you want to update. See
“Searching application-specific labels, label groups, and single choice groups”
on page 173.

Select the single choice label group, and click the Edit icon in the same row.

In the Edit Single Choice Label Group dialog box, update the details of the
required fields.

If required, select an individual label and do any of the following.
m Click Edit to update the label name.
m Click Delete to remove the label entry from the group.

Click Save.

Activating department-specific single choice label groups

To activate a department-specific single choice label group

1
2

In the left navigation pane, click Departments.

Search for and select the department in which you want to activate a single
choice label group.

Navigate to the Labels tab.
Search for the deactivated single choice label group that you want to activate.

See “Searching application-specific labels, label groups, and single choice
groups” on page 173.

Select the single choice label group and do any of the following steps:
m On the action bar, click Activate.

m Click the Edit icon in the same row. In the Edit Single Choice Label Group
dialog box, select the Active check box.

Note: Per department, only 20 active labels (including single choice group
labels) can be enabled for Al predictions.
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The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Deactivating department-specific single choice label groups

To deactivate a department-specific single choice label group

1
2

In the left navigation pane, click Departments.

Search for and select the department in which you want to deactivate a
single choice label group.

Navigate to the Labels tab.
Search for the active single choice label group that you want to deactivate.

See “Searching application-specific labels, label groups, and single choice
groups” on page 173.
Select the single choice label group and do any of the following steps:

m On the action bar, click Deactivate.

m Click the Edit icon in the same row. In the Edit Single Choice Label Group
dialog box, clear the Active check box.
Deactivating a single choice label group disables Al predictions for that
single choice label group.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Propagating department-specific single choice label groups

To propagate a department-specific single choice label group

1
2

In the left navigation pane, click Departments.

Search for and select the department in which you want to propagate a single
choice label group.

Navigate to the Labels tab.

Search for the unpropagated single choice label group that you want to
propagate.

Select the single choice label group and do any of the following steps:
m On the action bar, click Propagate.

m Click the Edit icon in the same row. In the Edit Single Choice Label Group
dialog box, select the Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.
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Unpropagating department-specific single choice label groups

To unpropagate a department-specific single choice label group

1
2

In the left navigation pane, click Departments.

Search for and select the department in which you want to unpropagate a
single choice label group.

Navigate to the Labels tab.

Search for the propagated single choice label group that you want to
unpropagate.

Select the single choice label group and do any of the following steps:
m On the action bar, click Unpropagate.

m Click the Edit icon in the same row. In the Edit Single Choice Label Group
dialog box, clear the Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Deleting department-specific single choice label groups

To delete a department-specific single choice label group

1
2

In the left navigation pane, click Departments.

Search for and select the department from which you want to delete a single
choice label group.

Navigate to the Labels tab.
Search for the single choice label group that you want to delete.

Select the single choice label group, and click Delete on the action bar.
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This chapter includes the following topics:

Overview

Overview

Creating department-specific trash rules
Activating department-specific trash rules
Deactivating department-specific trash rules
Propagating department-specific trash rules

Unpropagating department-specific trash rules

Trash rules let you define when to ignore or include inbound items from specific
email addresses or domains.

Trash rules are used during search. By default, a trash rule causes items coming
in from specified email addresses or domains to be omitted from search results.

You can define trash rules to be used at the department level, but they can be
propagated to sub-departments. Application-specific trash rules can be deactivated
at the department-level. A deactivated department trash rule does not modify
the original application trash rule. Trash rules cannot be deleted or modified; they
can only be deactivated.
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You must have the department-level Manage Trash rules permission to add
department-specific trash rules. By default, users that have the Rule Admin role
have this permission.

Creating department-specific trash rules

To create a department-specific trash rule
1 Inthe left navigation pane, click Departments.

2 Search for and select the department for which you want to add a trash rule.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

3 Navigate to the Trash tab, and then click New.
The New Trash Rule dialog box appears.

New Trash Rule x
Inbound Address Enter email address or domain
Type Select v
Active
Propagate

4 Inthe Inbound Address filed, type an email address or domain.

Note: When you specify a domain, do not add the @ symbol.

5 Inthe Type field, select a Domain or an Email Address.
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Select the Status check box to activate the rule.

Do not select the check box if you want to keep the rule in the deactivated
state.

Select the Propagate check box to ensure the sub-departments inherit the
rule.

Do not select the check box if you do not want to propagate rule to
sub-departments.

Click OK.

Activating department-specific trash rules

To activate a department-specific trash rule

1
2

In the left navigation pane, click Departments.

Search for and select the department for which you want to activate a trash
rule.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

Navigate to the Trash tab.

Select a deactivated trash rule you want to activate and click Activate on
the action bar.

Deactivating department-specific trash rules

To deactivate a department-specific trash rule

1
2

In the left navigation pane, click Departments.

Search for and select the department for which you want to activate a trash
rule.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.
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Navigate to the Trash tab.

Select an activated trash rule you want to deactivate, and then click
Deactivate on the action bar.

Note: If an application-specific trash rule is deactivated, the scope indicates
Application. A deactivated application-specific trash rule creates a
department-specific trash rule with a deactivated status. This process ensures
that Insight Surveillance ignores the global application-specific trash rule
that was previously propagated to the selected department.

Propagating department-specific trash rules

To globally propagate a department-specific trash rule

1
2

In the left navigation pane, click Departments.
Navigate to the Trash tab.

Select an unpropagated trash rule you want to propagate and click Propagate
on the action bar.

Note: This action propagates the trash rule to the selected department's,
including the sub-departments.

Unpropagating department-specific trash rules

To unpropagate a department-specific trash rule

1
2

In the left navigation pane, click Departments.
Navigate to the Trash tab.

Select a propagated trash rule you want to unpropagate and click
Unpropagate on the action bar.

Note: This action removes the trash rule from the selected department,
including the sub-departments.
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Overview

This chapter includes the following topics:
m Overview
m Creating department-specific allowlist rules

m Editing department-specific allowlist rules

Allowlist rules let you define the text that is contained within the items that are
always considered compliant. This functionality does not apply to item
attachments.

If Insight Surveillance finds an active word or phrase from the lexicon within
allowlisted text, the word or phrase is not flagged. Many customers use this
feature to allowlist the disclaimers that appear at the bottom of their outgoing
emails. Having the allowlist rule in place means that the disclaimer does not cause
an email to be flagged with violations for review.

For example, assume you used the following disclaimer in your email address:

Email that is sent through the Internet is not secure. Do not use email to send us
confidential information such as credit card numbers, changes of address, PIN
numbers, passwords, or other important information. Do not email orders to buy
or sell securities, transfer funds, or send time sensitive instructions. We do not
accept such orders or instructions. This email is not an official trade confirmation
for the transactions that are executed for your account. Your email message is
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not private in that it is subject to review by the Firm, its officers, agents and
employees.

You can add the entire paragraph to your allowlist rules so that every outgoing
item is not flagged for review since PIN numbers and passwords are words that
could be used as search hotwords. Although this functionality is generally reserved
for the outgoing email, you can allowlist words and phrases for any inbound item
or instant message.

You must have the department-level Manage Allowlist rules permission to add
department-specific allowlist rules. By default, users that have the Rule Admin
role have this permission.

Creating department-specific allowlist rules

To create a department-specific allowlist rule
1 Inthe left navigation pane, click Departments.

2 Search for and select the department for which you want to add a allowlist
rule.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.
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3 Navigate to the Allowlist tab, and then click New.

The Add to allowlist dialog box appears.

Add to allowlist x

Note: After adding words or phrases to lexicon, you cannot edit or delete it. However, you can
deactivate the rule to exclude it from active filtering.

Enter allowlist word or phrase.

[] Inbound [] Outbound [] IM

Active @

4 In the Enter allowlist word or phrase field, type a word or phrase.

Note: The allowlist rule can contain up to 1024 characters, but a word should
not be longer than 50 characters. After adding words or phrases to the
lexicon, you cannot edit or delete it. However, you can deactivate the rule
to exclude it from active filtering.

5 Tocreate a allowlist rule, select any or all of the following options:

m Select the Inbound check box to apply this allowlist rule to all inbound
items.

m Select the Outbound check box to apply this allowlist rule to all outbound
items.

m Select the IM check box to apply this allowlist rule to all instant messages.

Note: Clear the respective check boxes if you do not want to apply rule to
Inbound, Outbound, or Instant Messages.

Select the Active check box to activate the rule.

Click OK.
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Editing department-specific allowlist rules

To edit a department-specific allowlist rule

1
2

In the left navigation pane, click Departments.

Search for and select the department for which you want to edit a allowlist
rule.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

Select an active allowlist rule you want to deactivate, and then click the Edit
allowlist icon.

The Edit allowlist dialog box appears.

Note: You cannot change the words or phrases mentioned in the rule.

Modify the options to which to apply the allowlist rule: Inbound, Outbound,
or IM (Instant Messages).

Modify the allowlist rule status to activate or deactivate

Click OK.
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department-specific
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This chapter includes the following topics:

m About department-level review comments

m Adding department-level review comments
m Editing department-level review comments
m Deleting department-level review comments

m Updating order of department-level review comments

About department-level review comments

While performing the department-level reviews, sometimes it is tedious for
reviewers to type the same comments again and again. To make review process
easier, as an administrators and reviewers, you can use the Review Comments
functionality to save various commonly used comments that can be often used
by them.

As a compliance supervisor, you can add, edit, and delete such frequently used
reviewing comments. The department-level Manage Reviewing Comments
permission is used to control the department-level review comments, and can
be configured from the Roles and Permissions section. This permission is by
default assigned to the Compliance Supervisor role. See “Managing role assignment
for a user in departments” on page 82.
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Adding department-level review comments

To add a department-level review comment

1
2

In the left navigation pane, click Departments.

Search for and select the department for which you want to add review
comments.

Note: Insight Surveillance lists all the available departments. You can use the
filtering options to search the required department.

In the Review Comments tab, click New to add a new department-level
review comment.

The New review comment dialog box appears.

Specify the following information:

Summary Provide a short comment name.

Comment Provide the actual comment text that describes
your comment.

Click Save.

(Optional) On the Review Comments page, click Refresh to update the page
with the latest records.

Editing department-level review comments

To edit a department-level review comment

1
2

In the left navigation pane, click Departments.

Search for and select the department for which you want to edit review
comments.

Note: Insight Surveillance lists all the available departments. You can use the
filtering options to search the required department.

In the Review Comments tab, select the reviewing comment that you want
to edit, and click the Edit icon in the same row.
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In the Edit review comment dialog box, update the following information:

Summary Provide an updated short comment name, if
required.
Comment Provide the updated comment description for

your comment.

Click Save.

(Optional) On the Review Comments page, click Refresh to update the page
with the latest records.

Deleting department-level review comments

To delete a department-level review comment

1
2

In the left navigation pane, click Departments.

Search for and select the department for which you want to delete review
comments.

Note: Insight Surveillance lists all the available departments. You can use the
filtering options to search the required department.

In the Review Comments tab, perform any of the following actions:

m To delete an individual review comment, select the reviewing comment
that you want to delete, and click the Delete icon in the same row.
You can select the comments across pages.

m Todelete multiple review comments simultaneously, select the reviewing
comments that you want to delete. Click Delete on the action bar.
The application displays number of the selected items in the bottom of
the page. You can select maximum 200 comments across pages at a time.

m To delete all the comments on the page, select the top-most checkbox in
the first column, and click Delete on the action bar.

The application prompts you to confirm that you want to perform the
operation.

Click Yes.

(Optional) On the Review Comments page, click Refresh to update the page
with the latest records.
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Updating order of department-level review

comments

To update order of a department-level review comment

1
2

In the left navigation pane, click Departments.

Search for and select the department in which you want to reorder the
review comments.

Note: Insight Surveillance lists all the available departments. You can use the
filtering options to search the required department.

In the Review Comments tab, ensure that there are more than one comment
added.

Else, the Update Order option remains disabled.

Click Update Order, and select the comment you want to move up or down.
Click the up or down arrow next to each item to change their order.
Alternatively, you can drag and drop items above or below another comment.
Click Save Order.

(Optional) On the Review Comments page, click Refresh to update the page
with the updated order of records.
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departments

This chapter includes the following topics:

m Viewing employee association history

Viewing employee association history

You can view the current and previous employees with their dates of
commencement with and exit from the department.




To view the employee association history for a department

1
2

Viewing employees associated with departments
Viewing employee association history

In the left navigation pane, click Departments.

Search for and select the department.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the

department.
Click History.
The application shows following type of log of employees associated with
that department.
< ches Export Role Assignment Hotwords Labels Review Comments Trash Allowlst Histo >
Type Employee Start date End date
a abhay Gaur 05-28-23
a Abhinav Agr 05-28-23
a Aditya Mag 05-28-23
& Admin 05-28-23 09-06-23
& Admin2 05-28-23
a Ajinkya Kelwadkar 05-28-23 06-12-23
a Akaashdeep Tikendra 05-28-23
a Ardhendu Singh 05-28-23
a AuditUserl 05-28-23
& Fakhruddin Badshah 05-28-23
& Ganesh Marmat 05-28-23
& Hardi Bk 05-28-23
a Indroyani Pawar 05-28-23
a Kanchan Dudhe 05-28-23
a Krishna Ghodke 05-28-23
& 05-28-23
a Mandar Nagarkar 05-28-23
& Mitesh Shah 05-28-23
a Oleh Makhota 05-28-23
a Pradnya Mahajan 05-28-23
a Rahul Wagh 05-28-23

1-520f52
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Permissions

Overview

This chapter includes the following topics:

Overview

Predefined user roles and permissions

Adding new roles for users (employees) and employee groups

Editing user roles and permissions

Deleting user roles

Assigning Insight Surveillances to users (employees) and employee groups
Restricting users to use hotwords in searches

Removing a user role

You can assign roles to employees to determine what they can access and the
tasks that they can perform in Insight Surveillance. For example, you can assign
the role of reviewer to an employee who needs to monitor, review, hold review,
question, escalate, appraise, and comment on the items in a department. Some
roles are effective at the application level, across Insight Surveillance, whereas
others apply at the department level only.

Insight Surveillance has several predefined roles, but, if none precisely meets
your requirements, you can customize new roles. You can delete only customized
roles if you have no use for them, and not the predefined roles.
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Predefined user roles and permissions

You can create application and department level roles. You can restrict the
associated permissions to a department level or the application level. Users with
application roles can only perform tasks in a specific department if they have
been assigned the appropriate roles in that department. To perform tasks in more
than one department, the users must be assigned the appropriate role in every
department that they need to access.

Application-specific roles

Table 14-1 Application-specific roles in Insight Surveillance
Role Description Default Permission
App Rule Admin | This role lets you set up search |m Add Hotwords
schedules, create searches across |m  Application Search
departments, and manage global | g Manage Reviewing Comments
hotwords and reviewing m Manage Schedules
comments. m Modify and Delete Hotwords
B Manage Allowlist rules
B Manage Trash rules
B Manage DataRequests
m Manage Labels
App User Admin | This role lets you add users B Create Departments
(employees) and employee groups | @ Grant Users Access
to Insight Surveillance, create and m Manage Delegates
manage departments, assign m Manage Department Users
application roles, and create
delegate users. B Manage Employee Groups
m Manage Roles
m Add Hotwords
B Manage DataRequests
Compliance This role lets you monitor the m Monitor Search
System Admin progress of searches. m Manage Labels
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Role

System Admin

Managing users, roles, and permissions
Predefined user roles and permissions

Application-specific roles in Insight Surveillance (continued)

Description

Lets you perform the
administrative activities on the
application. These activities
include department management
and role assignment.

Default Permission

Add Hotwords

Application Search

Configure Reporting API Endpoint
Create Departments

Delete Department

Export Configuration Data
Grant Users Access

Import Configuration Data
Manage Allowlist rules
Manage Data Request

Manage Delegates

Manage Department Partitions
Manage Department Users
Manage Employee Groups
Manage Labels

Manage Reviewing Comments
Manage Roles Manage Schedules
Manage Trash rules

Modify & Delete Hotwords
Modify Audit Settings

Modify System Configuration
Monitor Search

View Audit Information

View Audit Settings

View System Configuration

Department-specific roles
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Table 14-2 Department-specific roles in Insight Surveillance
Role Description Default Permission
Compliance This role lets you use the appraisal | m Add Own Review Comments
Supervisor features to check the work of m Apply Appraisal Status
department reviewers and m Apply Bulk Review Action
manage exception employees in m Apply Review Action
the department.
m Export Messages
m Manage Exceptions
m Perform Ad Hoc Searches
m Review Messages
m View Reports
m View Task Status
m Add or remove content
snippet
m Show Intelligent Review
Details in Review
m Apply Labels
Department This role lets you monitor, review, | m Add Own Review Comments
Reviewer hold review, question, escalate, |m Apply Bulk Review Action
appraise, and comment on the m Apply Review Action
items within the department, m Escalate Messages
export items for offline review,
and generate and view reports. m Export Messages
m Perform Ad Hoc Searches
B Review Messages
m Show Reviewer Summaries On
Home Page
m View Reports
m View Task Status

m Show Intelligent Review
Details in Review

m Apply Labels
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Table 14-2 Department-specific roles in Insight Surveillance (continued)
Role Description Default Permission
Escalation This role lets you receive the m Apply Bulk Actions to
Reviewer items that other reviewers in the Escalations
department have escalatedtoa |m Apply Comments to
higher authority for further Escalations
review. m Apply Review Action to
Departments lower in the Escalations
hierarchy inherit this role, so an |® Change Escalation Status
escalation reviewer automatically | ® Export Escalations
has access to nested departments. |m Review Escalations
m Show Reviewer Summaries On
Home Page
m View Task Status
m Show Intelligent Review
Details in Review
m Apply Labels
Exception This role lets you search the items | m Add Own Review Comments
Reviewer of exception employees to whom | @ Apply Bulk Review Action
you are assigned. You can also m Apply Review Action
monitor, review, hold review, m Escalate Messages
question, escalate, appraise, and
comment on the items, export m Export Messages
them, and generate and view m Perform Ad Hoc Searches
reports. B Review Messages
m Search Capture
m Show Hotwords in Search
m Show Reviewer Summaries On
Home Page
m View Reports

m Manage GSS and Scheduled
searches

B Accept searches

m View Task Status

m Show Intelligent Review
Details in Review

m  Apply Labels

147



Managing users, roles, and permissions
Predefined user roles and permissions

Table 14-2 Department-specific roles in Insight Surveillance (continued)
Role Description Default Permission
Rule Admin This role lets you create searches |m Add Hotwords
within the department and m Assign % Review Requirement
manage department hotwords. | g Manage Exceptions
You .can. also cc'mfigure.the . m Modify and Delete Hotwords
monitoring policy that is assigned
to employees and generate and m Search Capture
view reports. In addition, you can m Show Hotwords in Search
assign exception reviewers to m View Reports
specific employees. B Manage Allowlist rules
B Manage Trash rules
B Manage GSS and Scheduled
searches
B Accept searches
m View Task Status
m Manage Labels
User Admin This role lets you manage the m Add Monitored Employees

properties of the department and
of monitored employees. You can
also assign department roles to

m Configure Department
Properties

m Grant Users Access
users, generate and. view repc?rts m Manage Exceptions
on department details, and review .
m View Reports
progress.
m Search Capture
m Show Hotwords in Search
m Manage GSS and Scheduled
searches
B Accept searches
m View Task Status
Passive Reviewer | Lets you view and export the m Apply Appraisal Status
department's messages generate | g Export Messages
and view reports and use the m Review Messages
appraisal features to check and m View Reports
mark the work of department .
. m View Task Status
reviewers. You cannot apply . .
m Show Intelligent Review

review status marks to messages.

Details in Review
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Adding new roles for users (employees) and
employee groups
You can manage application level users (employees), employee groups, and their
roles by accessing the Application tab. These customized roles can then be
assigned to the department users and employee groups. If none of the predefined

roles provides the exact set of permissions you want to assign to users, you can
create your own roles.

By default, you can view the content of the Roles tab. The Roles tab content is
further classified in three sections - Action bar, Roles, and Permissions. The
Roles section displays a list of all available roles. After selecting any role, the
Permissions section displays a list of permissions associated with the selected
role.

Note: You must have the Manage Roles and the Grant Users Access permissions
to create roles. By default, users or groups that have the App User Admin role
have this permission.

To add a new user role
1 Inthe left navigation pane, click Application.
2 Inthe Roles tab, click Add Role.

The Add Role dialog box appears.

3 Inthe Name and Description fields, type a unique name and an optional
description for the role respectively.

Note: The role name can contain up to 50 characters. The description can
contain up to 250 characters.

4 In the Scope field, do any of the following:
m To allow the department-level permissions, select the Department option.
m To allow the application-level permissions, select the Application option.
Under the Permission section, choose the required associated permissions.

Click Save.
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Editing user roles and permissions

You can change the permissions that are associated with any Insight Surveillance
role. If none of the predefined roles provide the exact set of permissions you
want to assign to users, you can custom create new roles. You can rename them
and change their descriptions. However, you cannot rename any predefined role.
Arctera recommends creating new roles instead of altering any predefined role's
permissions.

Note: You must have the Manage Roles and the Grant Users Access permissions
to create roles. By default, users that have the App User Admin Insight
Surveillance have this permission.

To edit a user Insight Surveillance and permissions
1 Inthe left navigation pane, click Application.

2 Inthe Insight Surveillances tab, select a Insight Surveillance to which you
want to add or remove permissions, and then click Edit Insight Surveillance.

The Edit Insight Surveillance dialog box appears.

3 Inthe Name and Description fields, type a unique name and an optional
description for the Insight Surveillance respectively.

Note: The Insight Surveillance name can contain up to 50 characters. The
description can contain up to 250 characters.

4 Inthe Scope field, do any of the following:
m To allow the department-level permissions, select the Department option.
m To allow the application-level permissions, select the Application option.
5 Under the Permission section, in the Allow column, do the following:

m Select the required associated permissions effective at the department
level.

m Unselect (clear) the permissions that are not required anymore to be
associated with this role.

Click Save.

Re-log in the user who is assigned the role that had been edited.
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Deleting user roles

When you have no further use for a customized role, you can delete it. You can
delete custom roles only, and not the predefined roles. If you delete a role while
it is assigned to someone, that person does not retain the permissions associated
with the role.

Note: You must have the Manage Roles and the Grant Users Access permissions
to delete roles. By default, users that have the App User Admin Insight
Surveillance have this permission.

To delete a user Insight Surveillance
1  Inthe left navigation pane, click Application.

2 Inthe Insight Surveillances tab, select a customized Insight Surveillance
you want to delete.

3 Click Delete Insight Surveillance.

The application prompts you to confirm that you want to perform the
operation.

4  Click Yes to complete the operation or click No to cancel it.

Assigning Insight Surveillances to users (employees)
and employee groups

You can use the Insight Surveillance Assignment tab to view associated Insight
Surveillances of users (employees) and employee groups, assign new Insight
Surveillances to them, and remove unneeded Insight Surveillances. The User and
Groups section displays a list of available users and employee groups. When you
select a user or a group from this list, the Assigned Insight Surveillance section
shows a list of Insight Surveillances assigned to the selected user or the group.
You can assign one or multiple Insight Surveillances to a user or a group.

Note: You must have the Manage Roles and the Grant Users Access permissions
to assign roles. By default, users that have the App User Admin role have this
permission.
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To assign a role fo a user

1

In the left navigation pane, click Application.
Navigate to the Role Assignment tab.

In the Users and Groups pane, search for and select a user or a group to
which you want to assign roles.

Note: If a user or a group is unavailable in the list, you can add it first. To add
a new user, click Add User. Select the required user or the group from the
Add User dialog box, and then click Save.

In the Assigned Roles pane, search for and select one or multiple roles you
want to assign.

Note: If a role is unavailable in the list, add a new user role.

See “Adding new roles for users (employees) and employee groups”
on page 149.

Click Save.

Restricting users to use hotwords in searches

As an administrator, you can restrict users with department-level permissions
from using hotwords when creating or running searches. To do this, disable the
following department-level permissions:

Search Capture: This permission allows users to create searches. If this
permission is not enabled then users cannot view the Search tab.

Show Hotwords in Search: This permission allows users to view and use the
Hotwords buttons under the Search Terms section.

Note: For users with the Search Capture permission is enabled, the Show
Hotwords in Search permission is enabled by default.

If the Search Capture and the Show Hotwords in Search permissions are enabled,
users can view the Hotwords buttons under the Search Terms section. Users
can click Hotwords to select existing hotwords and provide new hotwords for
searches. See the sample image below.
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Create New Search x

Search terms ~

Subject:

Type each search ferm on a separate line.

Or
Content:

Type each search term on a separate line

If the Search Capture permission is enabled and the Show Hotwords in Search
permission is disabled, users can create and view the searches, but cannot view
the Hotwords button under the Search Terms section.

Therefore, to restrict the users to view and use the Hotwords, you must enable
the Search Capture permission and disable the Show Hotwords in Search
permission.

To enable or disable these permissions, See “Editing user roles and permissions”
on page 150.

Removing a user role

You must have the Manage Roles and the Grant Users Access permissions to
remove roles. By default, users that have the App User Admin role have this
permission.

To remove a user role
1 Inthe left navigation pane, click Application.

2 IntheRole Assignment tab, search for and select the user you wish to remove
arole from.

Note: In the Assigned Roles pane, application displays a list of roles assigned
to the selected user. To select multiple adjacent roles, hold down the Shift
key and click the first and the last name in the range. To select multiple,
non-adjacent roles, hold down the Ctrl key and click the required roles.
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Select a role, and then click Remove Roles on the action bar.

The application prompts you to confirm that you want to perform the
operation.

Click Yes to complete the operation or click No to cancel it.
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application-level searches

This chapter includes the following topics:

About application-level searches

Viewing existing application-level searches
Creating and running application-level searches
Editing application-level searches

Excluding departments from application searches

Reinstating the excluded department for application searches

About application-level searches

With the application-level search feature, you can create an application-wide
searches that can run in a single or multiple departments. This feature is useful
when you want to run the same search in multiple departments, with same
criteria - be it date-range, hotword, keywords, and so on. When the search runs
in the selected departments, the author and recipient information will be based
on the individual departments.

To create and manage application-level searches, you must possess the Application
Search and Search Capture permissions. By default, the App Rule Admin role
have these permission. However, administrator can assign you these permissions
on demand.

You can search for the items that meet certain criteria and later review these
items. The search operations are based on terms like subject, tags, content, sender,
recipient, dates, communication direction, and so on.
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To view the search result and status, select the Searches tab of the department
in which the search is executed. Application-level searches can be rejected and
resubmitted from the Searches tab of the individual departments.

You can create Guaranteed Sample searches and Scheduled searches only, and
not the Immediate searches. Configure search schedules if you want to run
searches at set times or set up the recurrent searches that run automatically.

If you want to search certain words or phrases in the searched items, you can
create a set of hotwords. When defining the search criteria, you can select these
hotwords and hotword sets. Insight Surveillance searches for the selected
hotwords in subject and content of searched items.

Viewing existing application-level searches

To view existing application-level searches

1 Inthe left navigation pane, click Application.

2 Navigate to the Searches tab.

All the available searches appear.

3 Search for and select the search. If required, perform any of the following
steps:

To navigate to the next or previous pages, use the navigation arrows
available in the bottom right corner of the application.

To find the required search, in the Filter by search name field, enter the
keywords that characterize the search names that you want to search
for, and then press ENTER on a keyboard or click the Search icon.

Note: Do not use the wildcard characters (Asterisk or question mark) for
partial searching. It does not give you the result.

To filter to the required search, click the Filter icon. Select the search
type(s). Currently, you can search from the Guaranteed Sample Searches,
Scheduled Searches, and Immidiate Searches. If required, specify the date
range when the search was created, and click Apply Filters.

Click Reset Filters to reset applied filters back to the default filter.
Click Clear Filters to remove applied filters.

If required, click Refresh to update the data on the Searches page.

4  Click on the search name to view the search details.
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Creating and running application-level searches

To understand the prerequisites, See “About application-level searches”
on page 155.

To create and run an application-level search

1
2

In the left navigation pane, click Application.

In the Searches tab, click New Search.

The Create New Search dialog box appears. If the sections in this dialog box
are in the collapsed state, expand them to view the corresponding fields.

In the Search Type section, specify the relevant information in the following

fields.

The New Search dialog box appears. This section identifies the search and
specifies when it runs.

Search In

Based on search

Search Type

Name

Include items
already in review

Search Schedule

Displays the departments in which the search will run. In the case of
an application-wide search, by default this value is <All Departments>.

Select an existing search as the basis on which you can set the criteria
for the new search.

Select the type of search as needed.

m Select the Scheduled option to specify a period during which the
search is to run. Specify the schedule run start date and end date.

m Select the Guaranteed Sample option to run the search at the
selected sampling time, which is 1:00 A.M. by default. Select the
Enabled check box to enable the search.

Type a name for the search.

Select this check box to specify whether the search results can include
the items you previously captured and added to this department's
review set. This option does not apply to the items you previously
included in the review sets for other departments.

For an immediate search or scheduled search, you can select this box
to ensure that the results include the items that may already be in
review from other searches.

Select a required search schedule based on which the search runs at
set times or set intervals.

Schedule run start Select a date on which the search needs to run.

date
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Schedule run end Select a date on which the search needs to stop running.

date

In the Sampling section, specify the relevant information in the following

fields.

This section lets you sample the search results and add a random selection
of items to the review set.

Sampling
percentage

Set minimum
items per author

Set absolute item
limit

Specify the percentage of search results to include in the review set.
You can specify fractions, as in 10.25.

You cannot change the sampling percentage if the owner of the
department has locked this setting in the department properties.

Specify the minimum number of items per author to include in the
review set. If there are no items for an author in the search results,
none can be included in the sample.

Note: As the authors can be from outside the selected department,
searches may return more results.

Specify an upper limit on the total number of search results to add
to the review set. This option takes precedence over any values that
you set in the Sampling percentage field.
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In the Date range section, specify the relevant information in the respective

fields.

This section lets you search for items according to when they were sent or

received.

Specific date range

Today / Yesterday
/ Last 7 days / Last
14 days / Last 28
days

Since search last
ran

Specify the date and time duration to search items that were sent or
received during the selected period.

The date ranges are relative to when the search runs, which is today
in the case of an immediate search.

You may find these options useful when creating a scheduled,
recurrent search that runs once every day, week, two weeks, or four
weeks. For example, if the search runs once a week, select Last 7
days to limit the range to the days since the search last ran.

For a scheduled search only, lets you search the new items that have
arrived since the last time you ran the search. This option is similar
to options such as Today and Yesterday. However, it lets you set an
explicit start date for the first run of the search. By default, this option
searches from the date of the last run (or the start date for the first
search) to the current day minus 1 (that is, up to yesterday).

In the Authors and recipients section, specify the relevant information in
the following fields.

This section targets the departments for the search and the direction of the
items to search. Any departments that you have organized into partitions
can only search items to and from departments in the same partition.



Message Route

Any of / All of

Use inheritance,
automatically
include new
departments

Department tree
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Specify the departments you wish to search as well as the direction
of the items you wish to search. Search for the items that are to or
from the selected departments, and for the items that have traveled
between the selected departments and other departments.

You can search for the items that follow the following message route:

m Between "the specified department” and

m custom addresses / domains

B any department within the organization

B department outside the organization

m department internal AND/OR External to organization
m TO "the specified department"” from

m custom addresses / domains

B any department within the organization

m department outside the organization

B department internal AND/OR External to organization
m FROM "the specified department" to

m custom addresses / domains

m any department within the organization

B department outside the organization

m department internal AND/OR External to organization

To search within department tags, select a department. To search
within the To/From fields, only select the employees.

You can expand the department tag to select monitored employees.
If there are a large number of employees in the department, you can
click the search icon in front of the department tag, which opens a

new window where you can search and select monitored employees.

Specify whether to apply the search to the subdepartments of the
selected departments.

By default, any new departments that are subdepartments of others
automatically inherit any active, recurring searches that are applied
to those departments. This is also true of any existing departments
that you move under departments that have recurring searches.

Specify the departments you want to include in the search. Click the
arrows to the left of the department names to expand them and view
the nested departments.



Freeform email
addresses /
domains
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This field is available for all possible message routes. Type one or
more email addresses and domains.

Type each address or domain on a line of its own to search for the
items where the From, To, CC, or BCC fields contains any of the
addresses or domains. Type all the addresses and domains on a single
line to search for items in which they are all present.

Place the minus sign (-) in front of an address or domain to exclude it
from the search. To exclude multiple addresses or domains, type them
all on a single line.

Note: You can use Freeform email addresses / domains to search
for email addresses associated with the user accounts but now use
the discontinued domain.

To search for previously monitored employees, you should use
department internal AND/OR External to organization message
route, and then use the Freeform email addresses / domains option
to provide email addresses or domains.

In the Search terms section, specify the relevant information in the following

fields.

This section specifies the words or phrases for which the application should
search in the subject lines of items and their bodies. By default, when you
search for words in both the subject of an item and its content, the application
finds those items that meet one or both criteria. However, it is possible to
set up the application so that only those items that meet both criteria are

found.
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Subject Type the keywords or phrases to be searched in the review items
either in their subject lines or in the file names of their attachments.
Press Enter to separate keywords and phrases from each other.

Alternatively, click Hotwords to select hotword sets and keywords.

If the department has a parent department, you can select
hotwords/hotword sets from the current department and its parent
department and global hotwords/hotword sets. Hotwords/hotword
sets from any of the closed parent departments will not be available
for selection. The application searches hotwords/hotword sets from
both departments and its parent department and global
hotwords/hotword sets.

Note:

m Use an asterisk (*) wildcard to represent zero or more characters
in your search. Use a question mark (?) wildcard to represent any
single character. A wildcard search always finds items that match
your search criteria and that were archived in Insight Surveillance.

m Use a minus sign (-) to indicate you want to exclude from the
search results any items that contain the following word or phrase.
For example, the search to find the items that contain the word
'Agent’, but do not contain the word 'Cost":

Agent AND -"Cost"

B A search term cannot comprise an excluded word or phrase only.
When you specify such words or phrases, you must also specify
a positive word or phrase you want to appear in the search results.

m A search term cannot start with any of the following characters
on any line: = + - @. For example,

"Agent AND -Cost" is a valid search term but "-Cost Agent" is not.

B Insight Surveillance ignores any non-alphanumeric characters in
the search term, except for those that have special significance,
such as the plus sign, minus sign, and question mark. For example,
a search for the term US@100 may find instances not only of
US@100 but also of US 100 and US$100. Including
non-alphanumeric characters in the search term may therefore
return more results than you expect.

Content Specify the keywords or phrases to be searched in the content of
review items.

Alternatively, click Hotwords to select hotword sets and keywords.

8 Inthe Attachments section, specify the relevant information in the respective
fields.
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This section lets you search for items of a certain size and type or that have
the specified retention category.

Number

File extensions

Specify the required number of attachments.

You can search the items with specific number and type of
attachments. The default option, Does not matter, means that the
item can have zero or more attachments.

All following other options require you to type one or two values
that specify the required number of attachments:

m Equals: requires a specific number of attachments.

m Between: requires the number of attachments messages must
have to a value between those to be specified.

B Less than: requires a number of attachments below the number
specified.

m Greater than: requires any number of attachments greater than
the number specified.

Specify the file name extensions of particular types of attachments
for which to search. Separate the extensions with space characters.

For example, type the following to search for items with HTML or
Microsoft Excel file attachments:.htm .xls.

In the Miscellaneous section, specify the relevant information in the

respective fields.

This section lets you search for items of a certain size and type or that have
the specified retention category.

Message size

Specify the size in kilobytes of each item for which to search, as
reported by the message store (Exchange, Domino, and so on). The
item size includes the size of any attachments.

The following options are available:

m Does not matter: any number from O upward can be attached.

m Equals: requires a specific number of attachments.

B Between: requires the number of attachments messages must
have to a value between those to be specified.

B Less than: requires a number of attachments below the number
specified.

m Greater than: requires any number of attachments greater than
the number specified.
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Message type Displays a list of configured and enabled content sources for the
customer.

Select the All content sources check box to consider messages from
all types of content sources simultaneously. When this option is
selected, other options remain disabled.

To select specific message type, clear the All content sources check
box, and select one or more required options from the content sources
available in the list.

Trash option Select the appropriate option to search for items in trash:

m Ignore trash - does not search for items in the trash.

m Include trash - searches for items in other specified options along
with the items in trash.
m Trash only - only searches for items in trash.

In the Tags section, specify the relevant information in the respective fields.

This section lets you search for items according to the tags with which any
additional policy management software has classified them.



Filter

Name
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Select any of the following options to search for the items that match
certain classification policies. There are several types of policies:

Inclusions only: Select this option to include items that your policy
management software has classified for inclusion in the review
set that may contain the most serious offenses, such as swearing,
racism, or insider trading.

Ignore inclusions: Select this option to ignore items that Arctera
Insight Classification has classified for inclusion in the review set
that may contain the most serious offenses, such as swearing,
racism, or insider trading.

Exclusions only: Select this option to include spam items and
newsletters that your policy management software may classify
for exclusion from the review set.

Ignore exclusions: Select this option to ignore spam items and
newsletters that your policy management software may classify
for exclusion from the review set.

Categories only: Select this option to include categorized items
that exhibit certain characteristics, such as containing Spanish
text. This type of policy provides no information on whether an
item should be included in or excluded from the review set.
Ignore inclusions and exclusions: Select this option to ignore
inclusion and exclusion items.

Custom: Select this option and type the names of one or more
policies. Separate multiple tag names with commas, like this:
CustomTag1,CustomTag2

All: Select this option to include all tags.

Note: Arctera Insight Classification is required to classify items based
on their content and metadata. Implementing Insight Classification
requires additional charges.

Select tag names. Separate multiple tag names with commas, like this:

CustomTag1,CustomTag2
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11 Inthe Intelligent Review section, choose options for the learning engine in
Insight Surveillance.

This engine allows Insight Surveillance to search for items intelligently, based
on the actions that reviewers have taken on earlier items. For example, after
areviewer has marked a spam message or out-of-office reply as irrelevant
then, when Insight Surveillance detects other items that have similar
characteristics, it can handle them in the same way.

Note: Searches that use the intelligent review feature may take slightly longer
to complete than those that do not use this feature.

Searches, by default, consider metadata and content of items to determine
the relevance. However, if search results contain items that are older than
30 days, only metadata is considered to determine the relevance.

The options for Learning behavior are as follows:

None

Search and
prioritize

Search and then
sample ONLY
relevant content

12 Click Save.

Insight Surveillance searches for items in the normal way, without
implementing Intelligent Review. This is the default option.

Insight Surveillance searches for both relevant items and irrelevant
items without favoring one over the other. So, if your chosen
Sampling percentage value requires that you capture and review
10% of items, Insight Surveillance captures 10% - but a substantial
number of the items may be irrelevant.

With this option, however, Insight Surveillance does give the items
a status of either Unreviewed (Irrelevant) or Unreviewed (Relevant)
as it adds them to the review set. When you later review the items
in the Review pane, you can filter them by their Unreviewed status
to distinguish between the relevant and irrelevant items.

Insight Surveillance searches across all the items and captures the
relevant ones only, until it has captured the required percentage. So,
if your chosen Sampling percentage value requires that you capture
and review 10% of items, Insight Surveillance captures 10% - all of
them considered to be relevant.

If there are too few relevant items to fulfil the chosen sampling
percentage, Insight Surveillance does not supplement them with
irrelevant items. This is an important difference between this option
and the equivalent option, Sample exact percentage of ONLY relevant
content, in the Department Properties pane.
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Note: When more than 500 departments are selected in an application search,
the search gets disabled for performance reason. Navigate to Application >
Searches > Edit to confirm departments, and then enable the search.

Editing application-level searches

To edit an application-level search

1
2

In the left navigation pane, click Application.

Click the Searches tab.

A list of available application-level searches appears.
Search for and select the search that you want to update.

A few details such as a name of a search creator, search creation date, search
type, and a search status (enabled/disabled) are displayed.

Click the Edit icon in the same row.
Update the details under the corresponding sections.

Click Save.

Excluding departments from application searches

You can customize application searches by excluding certain departments if you
do not want to search them for any reason. After excluding the department, the
application skips searching items within it.

To include the department in the search again, you can remove the department
from the excluded departments list. See “Reinstating the excluded department
for application searches” on page 168.

To exclude departments from application searches

1
2

In the left navigation pane, click Application.
In the Searches tab, click Exclude Department.
A list of excluded departments is displayed.

m Use arrows at the bottom of the page to navigate between pages, if the
list is large.

m Hover over icons in the Status column to view each department's current
status (open, closed, active, or inactive).

m Click the Remove department icon in the row to include the department
in the search again.
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m Click Back to access the Searches page.

To exclude additional departments, click Add.

The Select Departments To Exclude dialog box appears. It lists all open
departments and active exceptions. The departments that are already
excluded, closed, or marked for deletion are not displayed.

Search for and select the departments that you want to exclude from the
application searches, and click Save.

Newly excluded departments appear in the list of excluded departments.
Optionally, click Refresh to update page for the latest records in the list.

Reinstating the excluded department for application

searches

To include the department in the search again, you can remove the department
from the excluded departments list.

To reinstate/include departments for application searches

1
2

In the left navigation pane, click Application.
In the Searches tab, click Exclude Department.
A list of excluded departments is displayed.

Select a single or multiple departments that you want to include in application
searches again.

Perform any of the following as necessary:
m Click Remove on the action bar.

m Click the Remove department icon in the selected department's row.

Note: Clicking Remove on the action bar allows you to remove one or multiple
departments. In contrast, clicking the Remove department icon in a specific
department row removes only that particular department.

The application prompts you to confirm that you want to perform the
operation.

Click Yes to complete the operation or click No to cancel it.
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This chapter includes the following topics:

m Overview

m Creating application-specific hotword sets

m Editing application-specific hotwords and hotword sets

m Deleting application-specific hotword sets

Overview

Hotwords are predefined words or phrases that you can search for in employee
items. When you create a search, you can add and select hotwords to search for
in the subject lines of items, their content, or both.

To simplify the management of application-specific hotwords, you can group
them into hotword sets. For example, you can use one set of hotwords to monitor
items for unacceptable language and another set to monitor them for unethical
business practice. You can define hotwords and hotword sets that can be used
at the application level, where they are applicable to all departments.

You must have the application-level Add Hotwords permission to add global
hotwords. By default, users that have the App Rule Admin role have this
permission.
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Creating application-specific hotword sets

To create an application-specific hotword set

1
2

In the left navigation pane, click Application.
Navigate to the Hotwords tab.

Click New Hotword Set.

The Create Hotword Set dialog box appears.

In the Name and Description fields, type a unique name and an optional
description for the hotword set respectively.

Note: The hotword set name can contain up to 50 characters. The description
can contain up to 250 characters.

Under Hotwords section, click Select Hotwords to search and choose
hotwords from the available list.

Note: To select multiple adjacent words, hold down the Shift key and click
the first and the last words in the range. To select multiple, non-adjacent
words, hold down the Ctrl key and click the required words.

If the required hotword is not available, click Create Hotwords to add new
hotwords.

Before you create hotwords, it is recommended to understand the following
rules:

m For a single word with a wildcard, do not enclose it in quotes.
For example, Test*, overprice*, mis?sell

Note: It is recommended to limit hotword length to 100 characters.

m For multiple words, enclose them in double quotes.

Forexample, "search criteria","search * * criteria","te?st vas"

m For negation conditions, add the keyword AND before the first negation
term, ensuring there is a space before and after AND.
For example, search* AND -"search criteria", test* AND -"test
crit?ria" -"te?st vas","search criteria" AND -"search criteria

Bloomberg".
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Note: To prevent inconsistent search results and improve search accuracy
while using multiple negation conditions, the hotword length can be
extended up to a maximum of 2,000 characters.

To add multiple hotwords simultaneously, press Enter after each word to
separate the words with a new line character.

Click OK to add the words.
Click Save.

(Optional) In the Hotword Set pane, select a hotword set to view included
hotwords on the right side.

Editing application-specific hotwords and hotword
sefs

To edit an application-specific hotwords and hotword set
1 Inthe left navigation pane, click Application.
Navigate to the Hotwords tab.

Select the hotword set you want to modify, and then click Edit Hotword
Set.

The Edit Hotword Set dialog box appears.

4 Inthe Name and Description fields, type a unique name and an optional
description for the hotword set respectively.

Note: The hotword set name can contain up to 50 characters. The description
can contain up to 250 characters.

5 Inthe Hotwords section, you can perform the following tasks:
m To add new hotwords, click Create Hotwords.
m To add existing hotwords, click Select Hotwords.

m To remove the selected hotword, click Remove from Set.
After you successfully perform any of these tasks in this section, an alert
message box appears to indicate that the hotword set is updated.

6 Click OK.
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Deleting application-specific hotword sets

To delete an application-specific hotword set

1  Inthe left navigation pane, click Application.
Navigate to the Hotwords tab.

Select the hotword set you want to delete.

Click Delete Hotword Set.
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The application prompts you to confirm that you want to perform the
operation.

5 Click Yes to complete the operation or click No to cancel it.



Managing
application-specific labels

This chapter includes the following topics:

m Searching application-specific labels, label groups, and single choice groups
m Managing application-specific labels

m Managing application-specific label groups

m Managing application-specific single choice label groups

Searching application-specific labels, label groups,
and single choice groups

To search for existing application-specific label, label group, and single choice
group

1  Inthe left navigation pane, click Application.

2 Navigate to the Labels tab.

All the available application-specific labels, label groups, and single choice
groups appear.

3 Search for and select the label you want to view. If required, perform any
of the following steps:

m To navigate to the next or previous pages, use the navigation arrows
available in the bottom right corner of the application.

m Tofind the required label, in the Filter by name field, enter the keywords
that characterize the label names that you want to search for, and then
press ENTER on a keyboard or click the Search icon.
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Note: Do not use the wildcard characters (Asterisk or question mark) for
partial searching. It does not give you the result.

To filter to the required labels, click the Filter icon. Set the filter criteria
by selecting type options and activation/deactivation status. If required,
specify the date range when the label, label group, or single choice group
was created, and click Apply Filters.

Click Reset Filters to reset applied filters back to the default filter.
Click Clear Filters to remove applied filters.

If required, click Refresh to update the data on the Labels page.

4  Click on the label, label group, or single choice group name to view its details.

Managing application-specific labels

Application-specific labels management covers creating, editing, deleting,
activating, deactivating, propagating, and unpropagating operations. You must
have the Manage Labels permissions to perform these operations. By default,
the App Rule Admin and Compliance System Admin have these permission.
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Creating application labels

To create an application label

1 Inthe left navigation pane, click Application.

2 Navigate to the Labels tab, and then click New.

The New Label dialog box appears.

New Label x
Nome Enter name
o Enter description
Description

Active Propagate Enable Al Predictions

In the Name filed, type a unique label name.

In the Description field, provide a description of this label.

Select the Active check box to activate the label.

Remember that -

Only the active labels can be enabled for Al predictions, therefore, the
Enable Al Predictions check box remains disabled until the label is
activated.

Do not select the Active check box if you want to keep the label in the
deactivated state.

6  Select the Propagate check box to ensure the sub-departments inherit this
label.

Do not select the check box if you do not want to propagate this label to
sub-departments.
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Select the Enable Al Predictions check box to consider this label for Al
Prediction.

Note: At application level, only 20 active labels (including single choice group
labels) can be enabled for Al predictions. Upon deactivation, the previously
Al prediction-enabled labels and label groups get disabled.

Click OK.

Editing application labels

To edit an application label

1
2

S
6

In the left navigation pane, click Application.
Navigate to the Labels tab.

Search for the label that you want to update. See “Searching
application-specific labels, label groups, and single choice groups” on page 173.

Select the label that you want to edit, and click the Edit icon in the same
TOW.

In the Edit Label dialog box, update the details of the required fields.
Click OK.

Activating application labels

To activate an application label

1

In the left navigation pane, click Application.
Navigate to the Labels tab.
Search for the deactivated label that you want to activate.

See “Searching application-specific labels, label groups, and single choice
groups” on page 173.

Select the label and do any of the following steps:
m On the action bar, click Activate.

m Click the Edit icon in the same row. In the Edit Label dialog box, select
the Active check box.

Note: At application level, only 20 active labels (including single choice group
labels) can be enabled for Al predictions.
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The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Deactivating application labels

To deactivate an application label

1
2

In the left navigation pane, click Application.
Navigate to the Labels tab.
Search for the active label that you want to deactivate.

See “Searching application-specific labels, label groups, and single choice
groups” on page 173.

Select the label and do any of the following steps:
m On the action bar, click Deactivate.

m Click the Edit icon in the same row. In the Edit Label dialog box, clear
the Active check box.

Deactivating a label or label group disables Al predictions for that label or
label group.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Propagating application labels

To propagate an application label

1

H WD

In the left navigation pane, click Application.

Navigate to the Labels tab.

Search for the unpropagated label that you want to propagate.
Select the label and do any of the following steps:

m On the action bar, click Propagate.

m Click the Edit icon in the same row. In the Edit Label dialog box, select
the Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Unpropagating application labels

To unpropagate an application label

1
2

In the left navigation pane, click Application.

Navigate to the Labels tab.
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Search for the propagated label that you want to unpropagate.
Select the label and do any of the following steps:
m On the action bar, click Unpropagate.

m Click the Edit icon in the same row. In the Edit Label dialog box, clear
the Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Deleting application labels

To delete an application label

1 Inthe left navigation pane, click Application.

Navigate to the Labels tab.

Search for the label that you want to delete.

A OWODN

Select the label, and click Delete on the action bar.

Managing application-specific label groups
Application-specific label groups management covers creating, editing, deleting,
activating, deactivating, propagating, and unpropagating operations. You must

have the Manage Labels permissions to perform these operations. By default,
the App Rule Admin and Compliance System Admin have these permission.
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Creating application-specific label groups

To create an application-specific label group

1 Inthe left navigation pane, click Application.

2 Navigate to the Labels tab, and then click New Group.
The New Label Group dialog box appears.

New Label Group x

Name Enfer name
Description Enter description
Active Propagate

Labels

+ Add

Enable Al
Ol Status Name 4 Scope Propagated Predictions
0of 0

Cancel Save

In the Name filed, type a unique label name.
4 Inthe Description field, provide a description of this label.
Select the Active check box to activate the label.

Do not select the check box if you want to keep the label in the deactivated
state.

Note: The Enable Al Predictions check box is not shown for the customer
level label groups because each label within the group can be enabled while
creating or editing them individually.
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6  Select the Propagate check box to ensure the sub-departments inherit this

label.
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Do not select the check box if you do not want to propagate this label to

sub-departments.

Click Add to open the Select Labels dialog box.

Search for and select the labels that you want to this label group, and click

Select as shown in the sample image below.
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Editing application-specific label groups

To edit an application-specific label group

1
2

6

In the left navigation pane, click Application.
Navigate to the Labels tab.

Search for the label group that you want to update. See “Searching
application-specific labels, label groups, and single choice groups” on page 173.

Select the label group and click the Edit icon in the same row.

In the Edit Label Group dialog box, update the details of the required fields
or add or remove labels.

Click Save.

Activating application-specific label groups

To activate an application-specific label group

1
2

In the left navigation pane, click Application.
Navigate to the Labels tab.
Search for the deactivated label group that you want to activate.

See “Searching application-specific labels, label groups, and single choice
groups” on page 173.

Select the label group and do any of the following steps:
m On the action bar, click Activate.

m Click the Edit icon in the same row. In the Edit Label Group dialog box,
select the Active check box.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Deactivating application-specific label groups

To deactivate an application-specific label group

1

In the left navigation pane, click Application.
Navigate to the Labels tab.
Search for the active label group that you want to deactivate.

See “Searching application-specific labels, label groups, and single choice
groups” on page 173.

Select the label group and do any of the following steps:

m On the action bar, click Deactivate.
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m Click the Edit icon in the same row. In the Edit Label Group dialog box,
clear the Active check box.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Propagating application-specific label groups

To propagate an application-specific label group

1  Inthe left navigation pane, click Application.

Navigate to the Labels tab.

Search for the unpropagated label group that you want to propagate.

A OWODN

Select the label group and do any of the following steps:
m On the action bar, click Propagate.

m Click the Edit icon in the same row. In the Edit Label Group dialog box,
select the Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Unpropagating application-specific label groups

To unpropagate an application-specific label group

1 Inthe left navigation pane, click Application.

Navigate to the Labels tab.

Search for the propagated label group that you want to unpropagate.

D WD

Select the label group and do any of the following steps:
m On the action bar, click Unpropagate.

m Click the Edit icon in the same row. In the Edit Label Group dialog box,
clear the Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Deleting application-specific label groups

To delete an application-specific label group

1 Inthe left navigation pane, click Application.

2 Navigate to the Labels tab.
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3 Search for the label group that you want to delete.

4  Select the label group, and click Delete on the action bar.

Managing application-specific single choice label
groups
Application-specific single choice label groups management covers creating,
editing, deleting, activating, deactivating, propagating, and unpropagating
operations. You must have the Manage Labels permissions to perform these
operations. By default, the App Rule Admin and Compliance System Admin have
these permission.
Creating application-specific single choice label groups
To create an application-specific single choice label group
1 Inthe left navigation pane, click Application.
2 Navigate to the Labels tab, and then click New Single Choice Group.
The New Single Choice Label Group dialog box appears.

New Single Choice Label Group x

Name Enter name

Description Enter description
Active Propagate {"] Enable Al Predictions
Labels

+ New

[0  Name +

Oof O

3 Inthe Name filed, type a unique single choice label group name.
4 Inthe Description field, provide a description of this single choice label group.

5 Select the Active check box to activate the single choice label group.
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Remember that -

m Only the active single choice label groups can be enabled for Al
predictions, therefore, the Enable Al Predictions check box remains
disabled until this group is activated.

m Do not select the Active check box if you want to keep the single choice
label group in the deactivated state.

Select the Propagate check box to ensure the sub-departments inherit this
single choice label group.

Do not select the check box if you do not want to propagate this single choice
label group to sub-departments.

Select the Enable Al Predictions check box to consider this single choice
label group for Al Prediction.

Note: At application level, only 20 active labels (including single choice group
labels) can be enabled for Al predictions. Upon deactivation, the previously
Al prediction-enabled labels and label groups get disabled.

Click Add to open the New Label dialog box.
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Manually type new labels, and click OK.

Note: New label names must be a combination of maximum 50 characters
that includes alphabets, numbers and spaces. After adding a label name, press
ENTER to add the next label. You can add multiple label names as shown in
the sample image below.

New Label x

Type a label name. It should be a combination of maximum 50 alphabets, numbers
and spaces. To add new label, press ENTER and type another label name. You can
add multiple label names.

Names ABC

PGR
XYZ

anee n

10 Click Save.

Editing application-specific single choice label groups

To edit an application-specific single choice label groups

1
2

In the left navigation pane, click Application.
Navigate to the Labels tab.

Search for the single choice label group that you want to update. See
“Searching application-specific labels, label groups, and single choice groups”
on page 173.

Select the single choice label group, and click the Edit icon in the same row.

In the Edit Single Choice Label Group dialog box, update the details of the
required fields.

If required, select an individual label and do any of the following:
m Click Edit to update the label name.
m Click Delete to remove the label entry from the group.

Click Save.



Managing application-specific labels
Managing application-specific single choice label groups

Activating application-specific single choice label groups

To activate an application-specific single choice label group

1
2

In the left navigation pane, click Application.
Navigate to the Labels tab.
Search for the deactivated single choice label group that you want to activate.

See “Searching application-specific labels, label groups, and single choice
groups” on page 173.

Select the single choice label group and do any of the following steps:
m On the action bar, click Activate.

m Click the Edit icon in the same row. In the Edit Single Choice Label Group
dialog box, select the Active check box.

Note: At application level, only 20 active labels (including single choice group
labels) can be enabled for Al predictions.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Deactivating application-specific single choice label groups

To deactivate an application-specific single choice label group

1
2

In the left navigation pane, click Application.
Navigate to the Labels tab.
Search for the active single choice label group that you want to deactivate.

See “Searching application-specific labels, label groups, and single choice
groups” on page 173.

Select the single choice label group and do any of the following steps:
m On the action bar, click Deactivate.

m Click the Edit icon in the same row. In the Edit Single Choice Label Group
dialog box, clear the Active check box.

Deactivating a single choice label group disables Al predictions for that single
choice label group.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.
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Propagating application-specific single choice label groups

To propagate an application-specific single choice label group

1
2

In the left navigation pane, click Application.
Navigate to the Labels tab.

Search for the unpropagated single choice label group that you want to
propagate.

Select the single choice label group and do any of the following steps:
m On the action bar, click Propagate.

m Click the Edit icon in the same row. In the Edit Single Choice Label Group
dialog box, select the Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Unpropagating application-specific single choice label groups

To unpropagate an application-specific single choice label group

1
2

In the left navigation pane, click Application.
Navigate to the Labels tab.

Search for the propagated single choice label group that you want to
unpropagate.

Select the single choice label group and do any of the following steps:
m On the action bar, click Unpropagate.

m Click the Edit icon in the same row. In the Edit Single Choice Label Group
dialog box, clear the Propagate check box.

The updated data appears on the Labels page. If required, click Refresh on
the action bar.

Deleting application-specific single choice label groups

To delete an application-specific single choice label group

1

A WODN

In the left navigation pane, click Application.
Navigate to the Labels tab.
Search for the single choice label group that you want to delete.

Select the single choice label group, and click Delete on the action bar.
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Overview

This chapter includes the following topics:

Overview

Creating application-specific trash rules
Activating application-specific trash rules
Deactivating application-specific trash rules
Propagating application-specific trash rules

Unpropagating application-specific trash rules

Trash rules let you define when to ignore or include inbound items from specific
email addresses or domains.

Trash rules are used during search. By default, a trash rule causes items coming
in from specified email addresses or domains to be omitted from search results.

You can define trash rules to be used at the application level, but they can be
propagated to sub-departments. Application-specific trash rules can be deactivated
at the application level. A deactivated department trash rule does not modify the
original application trash rule. Trash rules cannot be deleted or modified; they
can only be deactivated.



Managing application-specific trash rules
Creating application-specific trash rules

Note: You must have the application-level Manage Trash Rules permission to add
application-specific trash rules. By default, users that have the Rule Admin role
have this permission.

Creating application-specific trash rules
To create an application-specific trash rule
1 Inthe left navigation pane, click Application.
2 Navigate to the Trash tab, and then click New.
The New Trash Rule dialog box appears.

New Trash Rule x
Inbound Address Enter email address or domain
Type Select v
Active
Propagate

3 Inthe Inbound Address filed, type an email address or domain.

Note: When you specify a domain, do not add the @ symbol.

4 In the Type field, select a Domain or an Email Address.
Select the Status check box to activate the rule.

Do not select the check box if you want to keep the rule in the deactivated
state.
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Select the Propagate check box to ensure the sub-departments inherit the
rule.

Do not select the check box if you do not want to propagate rule to
sub-departments.

Click OK.

Activating application-specific trash rules

To activate an application-specific trash rule

1

In the left navigation pane, click Application.
Navigate to the Trash tab.

Select a deactivated trash rule you want to activate and click Activate on
the action bar.

Deactivating application-specific trash rules

To deactivate an application-specific trash rule

1
2

In the left navigation pane, click Application.
Navigate to the Trash tab.

Select an activated trash rule you want to deactivate, and click Deactivate
on the action bar.

Propagating application-specific trash rules

To globally propagate an application-specific trash rule

1
2

In the left navigation pane, click Application.
Navigate to the Trash tab.

Select an unpropagated trash rule you want to propagate and click Propagate
on the action bar.

Note: This action propagates the trash rule globally to all existing open
departments, including any open sub-departments. If a closed department
is later opened, any active trash rules configured to propagate will be applied
to the department once opened.
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Unpropagating application-specific trash rules

To unpropagate an application-specific trash rule

1
2

In the left navigation pane, click Application.
Navigate to the Trash tab.

Select a propagated trash rule you want to unpropagate and click
Unpropagate on the action bar.

Note: This action removes trash rule globally from all existing open
departments, including sub-departments.

191



Managing
application-specific
allowlist rules

Overview

This chapter includes the following topics:
m Overview
m Creating application-specific allowlist rules

m Editing application-specific allowlist rules

Allowlist rules let you define the text that is contained within the items that are
always considered compliant. This functionality does not apply to item
attachments.

If Insight Surveillance finds an active word or phrase from the lexicon within
allowlisted text, the word or phrase is not flagged. Many customers use this
feature to allowlist the disclaimers that appear at the bottom of their outgoing
emails. Having the allowlist rule in place means that the disclaimer does not cause
an email to be flagged with violations for review.

For example, assume you used the following disclaimer in your email address:

Email that is sent through the Internet is not secure. Do not use email to send us
confidential information such as credit card numbers, changes of address, PIN
numbers, passwords, or other important information. Do not email orders to buy
or sell securities, transfer funds, or send time sensitive instructions. We do not
accept such orders or instructions. This email is not an official trade confirmation
for the transactions that are executed for your account. Your email message is
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not private in that it is subject to review by the Firm, its officers, agents and
employees.

You can add the entire paragraph to your allowlist rules so that every outgoing
item is not flagged for review since PIN numbers and passwords are words that
could be used as search hotwords. Although this functionality is generally reserved
for the outgoing email, you can allowlist words and phrases for any inbound item
or instant message.

Note: You must have the Manage Allowlist Rules Department permission to add
department-specific allowlist rules. By default, users that have the Rule Admin
role have this permission.

Creating application-specific allowlist rules

To create an application-specific allowlist rule
1 Inthe left navigation pane, click Application.
2 Navigate to the Allowlist tab, and click New.

The Add to allowlist dialog box appears.

Add to allowlist x

Note: After adding words or phrases to lexicon, you cannot edit or delete it. However, you can
deactivate the rule to exclude it from active filtering.

Enter allowlist word or phrase.

[] Inbound [] Outbound [] IM

Active @



S
6
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In the Enter allowlist word or phrase field, type a word or phrase.

Note: The allowlist rule can contain up to 1024 characters, but a word should
not be longer than 50 characters. After adding words or phrases to the
lexicon, you cannot edit or delete it. However, you can deactivate the rule
to exclude it from active filtering.

To create a allowlist rule, select any or all of the following options:

m Select the Inbound check box to apply this allowlist rule to all inbound
items.

m Select the Outbound check box to apply this allowlist rule to all outbound
items.

m  Select the IM check box to apply this allowlist rule to all instant messages.

Note: Clear the respective check boxes if you do not want to apply rule to
Inbound, Outbound, or Instant Messages.

Select the Active check box to activate the rule.

Click OK.

Editing application-specific allowlist rules

To edit an application-specific allowlist rule

1
2

In the left navigation pane, click Application.

Select an active allowlist rule you want to deactivate, and click the Edit
allowlist icon.

The Edit allowlist dialog box appears.

Note: You cannot change the words or phrases mentioned in the rule.

Modify the options to which to apply the allowlist rule: Inbound, Outbound,
or IM (Instant Messages).

Modify the allowlist rule status to activate or deactivate.

Click OK.
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This chapter includes the following topics:

m About application-level review comments

m Adding application-level review comments
m Editing application-level review comments
m Deleting application-level review comments

m Updating order of application-level review comments

About application-level review comments

While performing the application-level reviews, sometimes it is tedious for
reviewers to type the same comments again and again. To make review process
easier, as an administrators and reviewers, you can use the Review Comments
functionality to save various commonly used comments that can be often used
by them.

You can add, edit, and delete such frequently used reviewing comments. The
application specific Manage Reviewing Comments permission is used to control
the application-level review comments, and can be configured from the Roles
and Permissions section. See “Adding new roles for users (employees) and
employee groups” on page 149.
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Adding application-level review comments

To add an application-level review comment

1
2

In the left navigation pane, click Application.

In the Review Comments tab, click New to add a new application-level
review comment.

The New review comment dialog box appears.

Specify the following information:

Summary Provide a short comment name.

Comment Provide the actual comment text that describes
your comment.

Click Save.

(Optional) On the Review Comments page, click Refresh to update the page
with the latest records.

Editing application-level review comments

To edit an application-level review comment

1
2

In the left navigation pane, click Application.

In the Review Comments tab, select the reviewing comment that you want
to edit, and click the Edit icon in the same row.

In the Edit review comment dialog box, update the following information:

Summary Provide an updated short comment name, if
required.
Comment Provide the updated comment description for

your comment.

Click Save.

(Optional) On the Review Comments page, click Refresh to update the page
with the latest records.
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Deleting application-level review comments

To delete an application-level review comment

1
2

In the left navigation pane, click Application.

In the Review Comments tab, perform any of the following actions:

m To delete an individual review comment, select the reviewing comment
that you want to delete, and click the Delete icon in the same row.
You can select the comments across pages.

m Todelete multiple review comments simultaneously, select the reviewing
comments that you want to delete. Click Delete on the action bar.
The application displays number of the selected items in the bottom of
the page. You can select maximum 200 comments across pages at a time.

m To delete all the comments on the page, select the top-most check box in
the first column, and click Delete on the action bar.

The application prompts you to confirm that you want to perform the
operation.

Click Yes.

(Optional) On the Review Comments page, click Refresh to update the page
with the latest records.

Updating order of application-level review comments

To update order of an application-level review comment

1
2

In the left navigation pane, click Application.

In the Review Comments tab, ensure that there are more than one comment
added.

Else, the Update Order option remains disabled.

Click Update Order, and select the comment you want to move up or down.
Click the up or down arrow next to each item to change their order.
Alternatively, you can drag and drop items above or below another comment.
Click Save Order.

(Optional) On the Review Comments page, click Refresh to update the page
with the updated order of records.
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This chapter includes the following topics:
m  About data request

m Creating a new data request

About data request

Insight Surveillance provides the capability to generate data requests to search
and export emails (including attachments) in PST format across the entire review
set that spans across all departments, specifying various search criteria. The time
required to process a data request depends on the size of the review set, the
complexity of your query, and the date range.

Insight Surveillance supports data request for emails, but does not support it for
the collaboration messages (Microsoft Teams).

Each PST file can contain up to 1.0 GB of emails or 25,000 emails. If your exported
data exceeds this limit, Insight Surveillance exports additional PST files.

Note: Only the users with the Manage Data Request permission can perform data
requests using the Application > Data Request tab. By default, users that have
the System Administrator role have this permission.

Creating a new data request

The New data request page is where a data request is created and submitted. This
page provides multiple sections where parameters can be defined to fine-tune
your search.
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To create a new data request

1 Inthe left navigation pane, click Application.

2 Click Data Request.

Fier by data request name

s Roe Assgoment Hotuerds Lot

Revew Commants o Ao

Qv
Name Creation date 4 Sta Number of itens 2
di2 15101725 220 ]
di2 0 ]
=]
=]
3 Click New. The New data request window appears.
From date * To date * Current action status *
24105125 8 22106125 =] Unreviewed (+4 others) v
Authors and reciplents.
@ Anyof (O Alof oy @ Anyof (O Allof
New address or domain New address or domain
Subject ferms.
@ Anyof () Allof
New subject keyword or phrase
Export password *
Enfer a password fo profect the exported file

4  Refer to the following table and provide the relevant information in the

respective fields.

Name

From date / To date

Current action status

Enter a unique name for the data request. This name
appears within the Data Request page.

The data request name is also used as the exported ZIP file

name with the number sequence when the user downloads
the exported file.

Note: The name cannot contain any of the characters:

\*?"<>|

Specify the start date and end date of the emails to search.

Select items by their action status, such as Unreviewed,

Pending, Questioned, Reviewed Irrelevant, and Reviewed
Relevant.
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Authors and recipients Enter the email address or domain name, and then press
the Enter key.

Subject

Use these fields to filter a search for specific FROM or
TO email addresses or domains. Up to five Senders and
Recipients can be specified.

Address or domain must not contain wildcard characters
and a space character.

Addresses on the left side cannot be blank.

If no address or domain is specified on the right, items
will be searched for any internal or external user. If
addresses or domains are specified, then items will be
searched for any of those addresses or domains.

Select the message direction for email communication
between addresses or domains. The three options available
are listed below. The message direction can be:

Search between the authors and recipients mentioned
on both sides: This option retrieves ALL emails
exchanged between the email address or domain name
on the left and the email address or domain name
specified on the right.

Search between the authors on the right and recipients
on the left: This option retrieves ALL emails from any
of the sender email address or domain name on the right
and any of or all of the recipient email address or
domain name on the left.

Search between the authors on the left and recipients
on the right: This option retrieves ALL emails from any
of the sender email address or domain name on the left
and any of or all of the recipient email address or
domain name on the right.

Note: The search items must be part of a review set.

Enter the subject keyword or phrase, and then press the
Enter key.

Note: If you need to use phrases, then enclose the phrases
within straight double quotation marks.
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Export Password Enter a password with which to protect the files that are
returned from this request. The exported PST file would
be protected with a password.

The password must have at least 4 characters and a
maximum of 6 characters.

Note: Make sure that you can remember this password. If
you forget the password, you will be unable to access the
files returned from the data request, and your only course
of action is to create another data request.

Click Save.

The newly created data request will appear on the Data Request page with
a link to get the exported PST file.

Click the links to download the zipped file of the exported PST file.

Note: The export link gets expired in 15 days from its creation date. If you
see a message about expired export, you should create a new data request.
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Overview

This chapter includes the following topics:

In addition to random sampling, you can configure searches to run on a schedule
that is created based on your business needs. You can configure schedules to run

Overview

Setting up new search schedules
Setting up one-time search schedules
Example of a one-time search schedule
Setting up recurring search schedules
Example of a recurring search schedule
Editing search schedules

Deleting search schedules

searches at set times or set intervals.
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Setting up new search schedules

Note: You must have the Manage Schedules permission to set up new search
schedules. By default, users with the application role of App Rule Admin have
this permission.

To set up a new search schedule

1

New Schedule

Name *

Description

Schedule Type

Recurring Schedule
Recurrence

Start Date

Repeats every

Daily Frequency
@

Occurs every

End date
@ Never

() Enddate

Summary

Occurs every | day(s), at 0100.

Occursonceat 01 5

In the left navigation pane, click Configuration.
Click Search Schedules.
Click New Schedule.
The New Schedule dialog box appears.

Schedule Name Enabled

Description

Once

Daily

24/06/25

00>

Recurring

Weekly Monthly

|
day(s)
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In the Name and Description fields, type a unique name and an optional
description for the schedule respectively.

Note: The search schedule name can contain up to 50 characters and cannot
be edited once created. The description can contain up to 250 characters.

Select the Enable check box so that the schedule is available for selection
when you define the criteria for a new search.

Select the required schedule type. The options are as follows:

Schedule type Description

Once Causes any searches that use this schedule to run only once,
at the time that you set in the schedule.

Recurring Causes any searches that use this schedule to run
automatically at the interval that you specify in the schedule.

Click Save.

Setting up one-time search schedules

You can set up a new one-time search schedule to run a search just one time.
This is different from a recurring search schedule.

Note: You must have the Manage Schedules permission to set up new search
schedules. By default, users that have the App Rule Admin role have this
permission. Before you set time for search schedule, ensure that scheduled
searches do not run at the same time as system backups.

To set up a new one-time search schedule

1
2

In the left navigation pane, click Configuration.
Click Search Schedules.

Click New Schedule.

The New Schedule dialog box appears.
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4 In the Name and Description fields, type a unique name and an optional
description for the schedule respectively.

Note: The search schedule name can contain up to 100 characters. The
description can contain up to 250 characters.

5 Select the Enable check box so that the schedule is available for selection
when you define the criteria for a new search.

6  Select a schedule type option as Once.

Under the Single Run section, set the required date and time to execute the
search.

8 Click Save.

Example of a one-time search schedule

Any searches that use the following schedules run automatically at the interval
that you specify in the schedule. Insight Surveillance considers datacenter time
zone - PST for all customers. To create a schedule that should run on 01-Jan-2020
at 6:00 AM, you can configure a search schedule in the following way:

m In the On Day field, select date as 01-Jan-2020.
m In the At time field, select time as 6:00 AM.

m Click Save.

Setting up recurring search schedules

You can set up a new recurring search schedule to run a search at a specific time.
This is different from a one-time search schedule.

You must have the Manage Schedules permission to set up new search schedules.
By default, users that have the App Rule Admin role have this permission. Before
you set time for search schedule, ensure that scheduled searches do not run at
the same time as system backups.

To set up a new recurring search schedule

1 Inthe left navigation pane, click Configuration.
Click Search Schedules.
Click New Schedule.
The New Schedule dialog box appears.
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In the Name and Description fields, type a unique name and an optional
description for the schedule respectively.

Note: The search schedule name can contain up to 100 characters. The
description can contain up to 250 characters.

Select the Enable check box so that the schedule is available for selection
when you define the criteria for a new search.

Select a schedule type option as Recurring.
Under the Recurring Schedule section, do the following:

m Select Daily to configure daily recurring schedule, and then specify the
schedule start date and the repeat frequency.

m Select Weekly to configure weekly recurring schedule, and then specify
the schedule start date and the repeat frequency.

m Select Monthly to configure monthly recurring schedule, and then specify
the schedule start date and the repeat frequency.

Under the Daily frequency section, do any of the following:
m Select the Occurs once at option, and then specify the time.

m Select the Occurs every option, and then specify frequency of schedule
that runs once a day or several times a day within a given period.

Under the End date section, specify the schedule end date.
Under the Summary section, verify the schedule summary.

Click Save to save the schedule, or click Cancel to abort the dialog box.

Example of a recurring search schedule

To create a schedule that runs every 3 hours on Mondays, between 9 AM and 6
PM PST, for the period between 01-Mar-2020 and 01-Aug-2020, you can configure
a search schedule in the following way:

In the Recurrence field, select weekly.
In the Start Date field, select the date as 01-Mar-2020.

In the Repeats every field, select the recurrence frequency as 1 and the day
as Monday.

In the Occurs every field, specify the frequency as 3.
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In the starting at and ending at fields, specify time as 9: 00 AM and 6: 00 PM
respectively.

In the End Date field, select the date as 01-Aug-2020.
Click Save.

Editing search schedules

You can modify search schedules according to your review requirements.

To edit a search schedule

1
2

In the left navigation pane, click Configuration.
Click Search Schedules.

Select a search schedule you want to modify, and then click the Edit Schedule
icon.

The Edit Schedule dialog box appears.

Select or clear the Enable check box so that the schedule is available or
disable for selection when you define the criteria for a new search.

Modify the schedule parameters, and click Save.

Deleting search schedules

You can delete search schedules if these are not of use any more.

Note: A search schedule cannot be deleted if any scheduled search is linked to it.
When any scheduled search is linked to a search schedule, then the trash icon is
not displayed for that schedule.

See “Disabling scheduled searches” on page 102.

To delete a search schedule

1
2

In the left navigation pane, click Configuration.
Click Search Schedules.
Select a search schedule you want to modify, and then click the Delete icon.

The application prompts you to confirm that you want to perform the
operation.

Click Yes to complete the operation or click No to cancel it.
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This chapter includes the following topics:
m About exporting items

m Performing export runs

About exporting items

If you want to review items offline or provide them to an approved third-party
organization, then you must export them from Insight Surveillance.

Insight Surveillance supports only EML file format for exporting the content.

Note: An export run can be performed only when items are available in the
department for review.

Performing export runs

You can export the review items from Insight Surveillance if you want to review
items offline or present them as evidence to a third party.

You must have the Export Messages permission to export items from a
department. By default, all the reviewers in the department have this permission.
The option to export escalated items is available to those with the Export
Escalations permission only. By default, only users that have the Escalation
Reviewer role have this permission.

You can perform the following export tasks. The keyboard shortcut keys are
listed in parenthesis:
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m New (Alt + N) - perform a new export run.

m Refresh (Alt + R) - refresh the list of existing exports.

To perform an export run

1
2

In the left navigation pane, click Departments.

Search for and select the department in which you want to perform export
run.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

In the Export tab, click New.
The New Export dialog box appears.

Refer to the following table and provide the relevant information in the
respective fields.

Field Description
Name (Mandatory) Type a name for the export run.
Message type (Mandatory) Select message type of items based on their

category—such as Emails, Collaboration, or Audio/Video—as shown
in the sample image below.

Notes:

1. If the message types available are from only one category, they
are not grouped by category. Instead, all available message types from
the single category is shown directly for selection.

2. If the search criteria do not produce any results belonging to
supported message types, the export cannot be saved. In such cases,
the system displays the following alert message:

Your selection did not return any items to export.



Field

Message direction

Capture method

Tags action

Date captured

Search

Current action
status

Current action
status author
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Description

Select items that are traveling in a certain direction. You have the
following options:

m  All - includes messages from all directions.

m Internal - Includes the items where the author and all recipients
are internal to your organization

m External Inbound - includes the items where the author is external
to your organization and at least one recipient is internal.

m External Outbound - Includes the items where the author is
internal to your organization and at least one recipient is external.

Select items by the method that Insight Surveillance has used to
capture them and add them to the review set. The options are:

m  All - Select all methods.

m Search - Select to choose items that have been captured as a result
of searches.

®m Random Sampling - Select to choose items that Insight
Surveillance has captured and added to the review set according
to your designated monitoring policy.

m Guaranteed Sample Search - Select to choose the results of
guaranteed sample searches.

m Tags - Select to choose items that Insight Surveillance has captured
and added to the review set according to designated tags.

Select items by the policy action with which your policy management
software has tagged them. This action can be one of the following:

B Inclusion (demands or suggests capture)
m Exclusion (precludes capture or advocates non-capture)
m No Action (item is subject to normal random sampling)

Select items that Insight Surveillance has captured over the specified
period.

Select items that the specified search has captured.

Select items by their action status, such as Unreviewed, Pending, or
Questioned.

Select items by the person who last assigned a review action to them.

m Select All to consider all reviewers who assigned a review action.
B Select User Selection to browse a particular reviewer who lastly
assigned a review action



Field

Escalation status

Escalation owner

Escalated by

Current appraisal
status

Current appraisal
status owner

Tags

Export as

Include in reports
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Description

Select items by whether they have been escalated to an escalation
reviewer and subsequently closed by that reviewer.

Select items by the escalation reviewer who has responsibility for
them.

m Select All to consider all escalation owners.

B Select Unassigned to consider items to which no escalation owner
is assigned.

m Select User Selection to browse a particular escalation owner

Select items by the person who escalated them to an escalation
reviewer for further attention.

m Select All to consider all reviewers.
m Select User Selection to browse a particular reviewer.

Select items by whether a supervisor has appraised them. This option
is only visible to supervisors with Apply Appraisal Status permission.

Select items by the supervisor who has currently appraised them.
This option is only visible to supervisors with Apply Appraisal Status
permission.

B Select All to consider all appraisal status owner.
B Select User Selection to browse a particular appraisal status owner.

Select items by the specific tag with which your policy management
software has tagged them.

Select type of file to be exported.

m Original type - to choose to output items in their native format.
For example, Microsoft Exchange items as individual MSG files,
SMTP items as individual EML files, and so on.

Select any or both of the following options:

m Journal Recipients: Select this option to include recipient
information from the journal envelope of Exchange or SMTP
journal items. This lists all the recipients of each item, regardless
of their placement in the To, CC and BCC fields.

m Item History: Select this option to include comments, status,
appraisal, and escalation history of items in the export report.
Refer to the step 9 for sample report with the appended history
and the recipients in To, CC, and BCC fields.
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Field Description

Number of items  Type the required number of items. Insight Surveillance exports the
to export oldest items.

For example, if you choose to export 100 items, Insight Surveillance
exports the 100 oldest items that match the selected options.

Password (Mandatory) Set an alphanumeric password.

Click Save.

The application prompts you to confirm that you want to perform the
operation.

Click Save to complete the operation or click Cancel to cancel it.

In the Export tab, ensure that the export you have created is available and
its status is In progress or Completed.

Note: If the status of your export run is displayed as Failed, you need to
execute another export run.
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After the export is finished, click the Browse icon to browse to the exported
file.

Click the links to download the zipped file of the exported items.

Provide a password to open the report as shown in the sample image below.

Export Status:

Export Summary
Export Name: exp3
Department Name: Akaash (ID: 96)
Export ID: 7
Status: Finished
Date: 13 June 2025 11:57
Batch Name: EXP
Number to Export: 3
Number Exported: 3
Location: Clexport1
Exportto PST. false
Export to HTML: false
Export to Zip: false
Include envelope journal recipients in reports: false
Decrypt items before exporting: false
Part: 10f1
Item Details
Export ID: EXP003352
Item Type: SMTP
File: Messages\SMTP\O00SNEXP009352.eml

Finished

Info: success

Action Status: Unreviewed

Content:

Author: userd@ind.com

Subject: Prevent Self Review 401 0
Attachments: 0

Mail date: 13 March 2025 12:46

Date Modified:

13 March 2025 12:46

Original location: Inbox
Policy Action: Undefined
Direction: Internal

Note: The export report feature supports only Email message types. It is not
available for message types from other categories such as Collaboration or
Audio/Video.
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This chapter includes the following topics:

About reviewing with Insight Surveillance
Limitations on reviewing certain types of Skype for Business content
Understanding the Review page

Changing the Preview pane position

Rearranging columns in the item list pane

Filtering the items in the Review pane

Viewing dynamic review item counts on the calendar
Reviewing searched items

Translating email and attachment content for review
Translating collaboration message for review

Adding or removing text for machine learning
Assigning review status to items

Viewing hotwords highlighting

Viewing hotwords in collaboration message

Viewing tags highlighting

Viewing predicted labels of review items

Viewing the full content in a new window

Adding comments to items
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m Escalating the review items

m Applying labels to items

m Viewing history of items

m Printing and downloading the items and attachments

m Viewing Intelligent Review Details

About reviewing with Insight Surveillance

Insight Surveillance simplifies the compliance assessment process for reviewers
by allowing them to review the outcomes of random sampling and searches.
Furthermore, the compliance review process is facilitated by the following key
aspects:

m Distinct reviewer roles: Arctera Insight Surveillance has several predefined
reviewing roles, such as Escalation reviewer, Exception reviewer, and Passive
reviewer that possess the following characteristics:

m Passive reviewers can view items and review history, but they cannot
assign or change review status. However, passive reviewers can assign
appraisal status to the items that other users have reviewed.

m Exception reviewers can view the items of their assigned exception
employees only.

m Escalation reviewers can receive items that other reviewers in the
department have escalated to a higher authority for further review.

m All roles except the Passive Reviewer role permit a user to assign the
pending, question, escalation, and appraisal status to the review items.

m All the exception reviewers and escalation reviewers assigned to the
departments can assess the review status and comments that reviewers
have applied and add appraisal status and comments.

m Filter pane: This pane lets you set criteria to refine the search records in the
review items grid.

m Comments: Reviewers can comment on the review items to promotes
documentation and transparency, facilitates collaboration and communication,
supports auditing and accountability, enables effective risk management, and
contributes to continuous improvement in the compliance review process.

m Labels, label groups, and their Al-based predictions: Reviewers can assign
labels, label groups, and single choice label groups to review items. If the
Al-based label predictions option is enabled for labels or single choice label
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groups, only 20 active labels (including single choice group labels) per
department or at application level can be enabled for Al predictions. To enable
Al-based label predictions, labels and single choice label groups must be marked
as active and the Enable Al Predictions option must be selected.
Deactivated labels and label groups are not considered for analysis and
Al-based label predictions.

The Predicted labels column is displayed in the items grid on the Review page
as shown in the sample image below. If multiple labels are predicted, they are
separated by semicolon.

Email (637 Collaboration (0)
iCustomze © @ ? © © =
= © Author Date & Capture method Type Escalation status | Predicted labels

=4+ s hardi@teamsga.com 24/03/25 11:44:12 PM Random Sampling Exchange Escalated HBK2Ist

K

50 admin@teamsqa.com 25/02/25 07:36:25 AM Tags Exchange Not Escalated

[

s6 akaash@teamsqa.com 13/01/25 123117 PM Tags Exchange Not Escalated HBK2lst

70 akaash@teamsqa.com 13/01/25 12:27:00 PM Tags Exchange Not Escalated HBK2lst

[
>

50 tanushres@veritas.com 13/01/25 04:54:21 AM Random Sampling Exchange Escalated HBK2lst

]

50 akaash@teamsqa.com 13/01/25 02:09:21 AM Tags Exchange Not Escalated HBK2lst

[

72 akaash@teamsqa.com 13/01/25 02:09:49 AM Tags Exchange Not Escalated HBK2lst

[

50 abhay@teamsqa.com 12/01/25 10:54:21 PM Random Sampling Exchange Not Escalated  |HBK2lst

o|lo|jojo|o|o|o|olglo
]

[

50 abhay@teamsqa.com 12/01/25 10:35:15 PM Random Sampling Exchange Not Escalated  |HBK2lst

Tags and hotwords statistics: Arctera Insight Surveillance provides tags and
hotword statistics for all message types it supports. Reviewers can quickly
view the tags and hotwords-specific statistics per item and can navigate to
individual matches in the Preview pane.

Review items grid customization: Arctera Insight Surveillance lets you set
the Preview pane position to the bottom or the right side of the review items
grid for better readability. It also allows you to rearrange columns of the grid
according to your specific requirements. You can sort the resulted reviewing
items by increasing or decreasing relevance score, tags, and so on. You can
collapse and expand the panes for better readability.

Relevance Score: This score is an integer value ranging from O to 100, assigned
to all review items. It indicates the degree of relevance for review. A lower
relevance score suggests that the item is more irrelevant, while a higher score
indicates that the item is more relevant and requires closer attention during
the review process. This functionality enables reviewers to promptly prioritize
items for review, focusing on the most relevant ones first.

The Relevance Score column is displayed in the list pane by default. The score
is calculated and displayed only if the Intelligent Review service is enabled
for the selected departments. For the departments that are not enabled for
the intelligent review service, the application displays the column, but the
values remain blank.
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m Sentiment score: In Arctera Insight Archiving, when Arctera Insight
Classification is enabled as part of the retention plan, the sentiments expressed
in the textual content are analyzed and the sentiment score is generated at
the item level, which measures attitudes, opinions, and emotions. The
sentiment score value ranges from O to 100, where a 0-39 score represents
negative sentiment, a 40-59 score represents neutral sentiment, and a 60-100
score represents positive sentiment. The Insight Surveillance users can sort
and filter items based on their sentiment scores.

The sentiment score column is by default displayed in the items grid On the

Review page. A smile-emoji is used as a column heading. You can change the
column position in the grid if required. You can click the column heading to

sort the items based on the ascending or descending sentiment score as shown
in the sample image below.

Email (637 Collaboration (Q)

Hcwtomze © O ? @ @

=] @ Author Date & Capture method
= 50 hardi@teamsqa.com 24/03/25 11:44:12 PM Random Sampling
50 admin@teamsga.com 25/02/25 07:36:25 AM Tags

56 akaash@teamsqa.com 13/01/25 12:31:17 PM Tags

70 akaash@teamsqa com 13/01/25 12:27:00 PM Tags

50

tanushree@veritas.com

13/01/25 04:54:21 AM

Random Sampling

50 akaash@teamsqa com 13/01/25 02:09:21 AM Tags
72 akaash@teamsqa.com 13/01/25 02:09:49 AM Tags
50 abhay@teamsqa.com 12/01/25 10:54:21 PM Random Sampling

0 O i N |
[}
2>

12/01/2510:35:15 PM

u
o
o

abhay@teamsqa.com Random Sampling

Limitations on reviewing certain types of Skype for
Business content

Insight Surveillance uses the Arctera Insight Archiving platform for accessing
data, including Skype for Business instant messaging and conferencing
communications. Arctera Insight Archiving archives each of these communications
as an individual email (EML) file that, in Insight Surveillance, has a message type
of Instant Messaging.

Skype for Business communications can include whiteboards and polls that users
share during a conference. The content of these two conference features is stored
in a Microsoft-proprietary XML format, which Arctera Insight Archiving cannot
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index. As aresult, you cannot use the facilities in either Arctera Insight Archiving
or Insight Surveillance to search the text content of these items.

Understanding the Review page

The following image highlights the standard features of the Review page.

Figure 24-1

A sample page showing review summary of selected
departments

"arctera insight @ Surveillance

@A
Dashboard

Review

Departments

=

Groups

&8
Reports
n
Monitor

=]

Application

0

Configuration
B}

Audit viewer

«
BeEw Ay & Ardhendu
Department v
Advanced Filter v Summa ry
Filter v 221151 unreviewed items. @

You can also review escalations Escalation review mode

© Results are limited to items captured in the last one year by default. To

view older items, apply a Capture Date filter or Date filter or search by ltem
ID.

Review actions

You can perform the following actions in this department:

& Change the mark for an item.
Add a comment to an item.
Escalate an item fo another reviewer.

[ ]
(&)
= Appraise an item.
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Figure 24-2 A sample page showing other panes with details
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1. Summary and instruction pane

This page displays the summarized information of review items. You can click
the summary items to view the details.

2. Filter pane

Insight Surveillance lists only those departments for which the reviewers have
access. Reviewers can use the filter facets to set criteria to refine the search
records. You can collapse this pane for better readability as and when required.

See “Filtering the items in the Review pane” on page 228.
3. Review item grid

This grid shows the items in the review set that match the filter options you have
selected. You can use the Group drop-down list to group or sort the items
according to relevance, ascending or descending dates and months, alphabetical
author and subject names, and tags. The unreviewed items are displayed in bold
text.

Click on the column heading to sort items in ascending or descending order. The
changes are persisted across different login sessions for the logged-in user.

4. Footer area

This area provides the navigation arrows at the bottom of the items grid to go to
the first, previous, next, or last page.

5. Action bar
The action bar lets you perform the following actions:

m  Apply review statuses and add comments to single or multiple selected items.
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When applying a review status to a single item, the application does not
prompt to confirm the selection of the item. However, while applying a review
status to multiple items, the application prompts a confirmation to ensure
accurate selection and avoid errors, as shown in the sample image below.

Confirm Multiple Selection x

You have selected mulriple items. Are you sure you want fo confinue?

o]

[
[4+]

m Rearrange the column order for improved review experience. See “Rearranging
columns in the item list pane” on page 227.

m Change the position of the reading pane (Preview, Comments, and History)
to right or bottom of item list pane. See “Changing the Preview pane position”
on page 226.

6. Reading pane
This pane has three tabs and two functions.

m The Preview tab displays an HTML preview of the selected item.
In addition, it provides the following interfaces:

m The Intelligent Review Details section provides the facts of why the item
is classified as Unreviewed Relevant or Unreviewed Irrelevant. The
application shows the Relevant and Irrelevant labels (links) and the
respective contributions. See “Viewing Intelligent Review Details”
on page 295.

m The Learning bar lets you select the text samples for the intelligent review
process. You can add or remove the selected text samples from the item
being reviewed.

m The flagicon, representing Al-based Label Predictions, shows Al-predicted
labels and their count for each review item if the Enable Al Predictions
option is selected for active labels and label groups. Refer to the sample
image below.
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£ Preview Comments >

Intelligent Review Details €@ ]D. v

HBKI3 || IIg:)eelllisgent Review Al has predicted the following Relevant
1. Marketing
) 2. Human Resource .
felelaalal@)] and 10 more slate @

For more details, access the History tab or the
PLEOYAL: Labels and ltem Statistics pane.

To: user2-amazon-group4@vas-amazon-group4.com

Cc: userl-amazon-group4@vas-amazon-group4.com;

m The Display Name of the email author and recipients are displayed along
with their email IDs. If a tag is applied to the author or recipient email IDs,
the application highlights these display names and considered for tag
statistics calculations.

m The Toggle Item Preview Background icon enhances text readability by
allowing to highlight or remove highlighting from the preview text. Refer

to the sample image below.
Toggle item preview background

All (26) v l1of26 € > © ©

Summary: Recent studies indicate that abc analysis case xyz

plays a critical role in operational efficiency. Further details

are included in the attached document. Research Summary:

Recent studies indicate that Reggrowthn plays a critical role

in operational efficiency. Further details are included

attached document. ABC Business Growth XYZ Repo g

Order Tracking & Processing Eco-Friendly & Sustainab,

Solutions Find Best Strategies for Expansion Foreknowl.
I

for Predictive Analysis Friendship & Business Partnergh
Uit Data Nrance _ Marlkat Daantinn Hatfiv Datnh fAr

m The Scroll to Top icon allows users to quickly return to the top of the
preview pane, especially when viewing lengthy paragraphs of text.
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The Comments tab shows the comments that reviewers have assigned to the
selected item.

The History tab displays the detailed summary of the operations that are
performed on the selected item.

The Kebab icon (three vertical dots) provides the Print option to view the
printable version of the item, and the Download option to save the printed
file to your computer.

7. Labels & Item Statistics

This pane has the following sections:

Labels: This section displays active labels, labels within label groups, and labels
within single-choice label groups. You can visually distinguish between
application-specific, department-specific, and Al-predicted labels.
Al-predicted labels are marked with a flag icon. Flag icon color varies with
prediction confidence.

Application-specific labels are marked with a monitoring screen icon, while
the Department-specific labels lack an icon. Refer to the sample image below.
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Labels

Search By Label Name Q

™ Apply All Predicted Labels

v [] General Group - All Company D.

0
0
0
0
0
0
0
0
0
0

Human Resource (M ]
Sales [m ]

Finance (™ ]

Recruitment [ ]
Marketing [ ]
Engineering ™ ]

Quality Assurance Enginee. /M [
Technology And Innovation|m [
Payment Payroll M ]

Research And Developmenj® [

> [] LABELGROUPI

-1

Expand Al @  Move Next ‘

m Tags: This section shows the classification policy tags-specific statistics when

a user selects an email for review.

The displayed information includes tag names. Next to each entry, the number
of incidents that match the corresponding tags in the selected items is shown.
After you expand the tag name node, the application displays the number of
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matches in the top-level content of the email and in each attachment of the

email.
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» Labels & Item Statistics
Labels v
Tags ~
v Attorney-Client (3)

B Top Level (1)

[F1 Attorney-Client Privileged Data txt (

=)

v Intellectual-Property (3)

B Top Level (1)

[E1 Attorney-Client Privileged Data txt (2)
~v US-FISMA (3)

K Top Level (1)

i

[E] Attorney-Client Privileged Data.txt (2)

This section displays statistics only for the tags that have a match. Tags that
do not match are not shown in the list.

The Top Level node and the attachments nodes are visible only if the content
within them contains the specified tags. In case there are no matches for the
tags in the primary emails, the Top Level node will not be displayed. Similarly,
if there are no matches for the tags in the attachments, those attachments
will also not be displayed.

You can click the hyperlinks to view the respective tags in the Preview pane.
Click the arrows to navigate to the next or previous match. The navigation is
limited to the content of email body message and attachments, and not within
the email metadata.

Hotwords: This section shows the hotwords-specific statistics when a user
selects an item for review.

The displayed information includes the names of hotwords sets and individual
hotwords. Next to each entry, the number of incidents that match the

224



Managing reviews
Understanding the Review page

corresponding hotwords or hotwords sets in the selected items is shown. After
you expand the hotwords set name, the application displays the included
hotwords and their number of matches in the top-level content of the item
and in each attachment of the item.

» Labels & Item Statistics

Labels v
Tags v
Hotwords A

v B Volcanic (12)
B 'National Risk Index" (4)
&9 Top Level (2)
[ Volcanic Activity.png (2)
v B "Volcanic Activity Exposure" (4)
&9 Top Level (2)
[ Volcanic Activity.png (2)
v B "Annual * score' (2)
&9 Top Level (1)
[ Volcanic Activity.png (1)
v B 'Disaster Risk" (2)
&9 Top Level (1)

[ Volcanic Activity.png (1)

This section displays statistics only for hotwords or hotword sets that have
a match. Hotwords and hotword sets that do not match are not shown in the
list.

The Top Level node and the attachments nodes are visible only if the content
within them contains the specified hotwords. In case there are no matches
for the hotwords in the primary emails, the Top Level node will not be
displayed. Similarly, if there are no matches for the hotwords in the
attachments, those attachments will also not be displayed.

You can click the hyperlinks to view the respective hotwords in the Preview
pane. Click the arrows to navigate to the next or previous match. The
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Changing the Preview pane position

To change the Preview pane position

1 In the left navigation pane, click Review.

2 Intheitem list pane, on the action menu bar, click Customize.

Emai

oy
o)

&4

oo oooo

After you click Customize, the application displays another action menu bar

O %
B

Collaboration (0)

oo © * © ®

L)

o
o

E =
Department
001-Vinay
001-Vinay
001-Vinay
001-Vinay

001-Vinay

that is specific to the view customization.

Em

|
o

=
<

ololololololo *
N MMM NK DT

=

Collaboration (0)

Preview v
Right

Bottom

Group:

None

(]
(&)

L

Department
001-Vinay
001-Vinay
001-Vinay
001-Vinay
001-Vinay

001-Vinay

Author

abhay@teamsga.com
admin@teamsga.com
admin@teamsga.com
admin@teamsgqa.com

admin@teamsga.com

Author

abhay@teamsga.com
admin@teamsga.com
admin@teamsqa.com
admin@teamsqa.com
admin@teamsqa.com

admin@teamsqa.com

3  Click the Preview drop down and select any of the following options:

m Select Right to preview content on right side of the item list pane.
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m Select Bottom to preview content on bottom side of the item list pane.

This setting is saved and remains persistent until changed.

Note: As per your requirement, the preview pane can be located below or
to the right of the Emails and Collaboration items list. You can also set the
preview pane position inversely for the Emails and Collaboration items. For
example, you can set the position of the preview pane for the email items
to right, whereas for the collaboration items to the bottom, or vice versa.

Rearranging columns in the item list pane

To rearrange columns in the item list pane
1 Inthe left navigation pane, click Review.

2 Click Customize and expand the Select Columns drop down as shown in
the sample image below and select the check boxes adjacent to the column
options that you want to move.

Collaboration (0}
M~ Previewv  Group: None v

partment

Fvinay

o 2

x
O
O
O | Relevancy k- vinay
O | Relevance score k- Vinay
] | Attachments f-vinay
O | Comment present k- Vinay
O | Department AWV f-vinay
O | Author “Vinay
O | Subject/Filename -Vinay
| Date

Status

Capture method

Type

Appraisal status

(4]

Last appraised by

3 Tochange the order of column to left or right in the item list pane, click the
Up or Down arrows respectively, and click Apply changes.

4 Toreset the default arrangement of columns, click Reset to default.
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Filtering the items in the Review pane

The search and filter options available in the Review pane provide several
parameters to filter items for review.

To filter the items in the review pane

1
2

In the left navigation pane, click Review.

In the Department drop-down list, do the following steps:

Note: The selections are persisted across all login sessions for the logged-in
user.

m Inthe Mode drop-down list, choose whether to perform a standard review

of the items in the review set or an escalation review.

Note: Escalation Review mode is available to escalation reviewers only.
It lets these reviewers view and change review status of the items that
other reviewers have escalated to them for further attention.

In the Dept drop-down list, select the department, or a nested department
for which you want to display the items in the review set.

In the Items drop-down list, select a group of items you want to review.
The following options are available:

m Temporary Assignment: This option allows you to temporarily reserve
a predefined number of unassigned items from the review set for your
current session. These items are not permanently assigned to you, but
while your session is active, other reviewers cannot access or review
them.

For example, if you log in and select Temporary Assignment with a
limit of 200 unassigned items, you can review these items without
permanently assigning them to yourself. While your session is active,
other reviewers in the department cannot see or access these items.
However, once you log out or end the session, any unmarked items
become available again for other reviewers.

m All Items: This option allows you to view all review items in the
review set, including those assigned to other reviewers. However,
using this option may lead to duplicate work if multiple reviewers
mark the same items.
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For example, if you select All Items, you can view every item in the
review set, including those assigned to other reviewers. However, if
you mark these items, you may duplicate the work of others, leading
to inconsistencies. To prevent this, use this option only for browsing
these items and not reviewing them.

3 Inthe Advanced Filter drop-down list, specify the following if needed to
filter review items.

m Item Id: This field allows reviewers to search shared emails within specific
departments using Item ID.
Note:

m The Item ID is searchable only if the reviewer (logged-in user) has
review permission for the associated department.

m This functionality is available only for emails and is not extended to
collaboration messages at present.

During review, when an email is selected in the item grid, the Preview

pane displays the Item ID icon. You can click the icon to copy the ID for

sharing with other reviewers.

4 Preview Comments >
Intelligent Review Details € ” v
19 December with simime text file 250i. Id: (2] | Reviewed
Irrelevant
admin@teamsga.com B Translate :

12-19-24 014619 AM

To: userl@teamsga.com

@ 3CopyFlle txt
OKB

¥ Show All 251 attachments

o ©
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When you search for this Item ID using Advanced Filter, the application
clears the current filter settings and displays a single item from specific
department from where the item ID is shared.

Author/Domain: This field is used to search emails and collaboration
messages for a specific user or email domain. Enter a full or a partial email
domain that you want to search. For example, gmail, gmail.com, or
@gmail.com. The application searches items from all users belonging to
the specified domain.

Note: While providing input for this filter, do not enter multiple authors
or domains, a semicolon (;), or a string of two hyphen marks (--).

Subject: This field is used to search emails only, and not applicable for
searching collaboration messages. Enter a word or phrase that you want
to search. The application filters the emails in which the subject field
contains the specified words.

In the Filter drop-down, do any of the following as required:

m Choose the filter criteria from the default Preset options. By default, the

following preset options are available:
m All Unreviewed

m Today's Unreviewed

m All Unreviewed Exchange

m All Unreviewed Instant Messaging
m All Unreviewed Bloomberg

m All Unreviewed Domino

m All Messages

Expand the necessary facets and select the item classification options
you want to apply.

If you want to use the same facet settings frequently, you can save this
setting as a filter preset option. In the Preset drop-down, select Custom,
then click the + icon next to the drop-down arrow. In the Save preset as
field, enter a unique name of the filter preset, and click OK.
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Filter preset name

Save preset as *

temp.

Upon successful addition, the newly saved filter preset appears in the
Preset drop-down.

The following table lists the available filter facets.

Facets Description

Status Select items by their status, like pending, reviewed, questioned, and
SO on.

Capture date Selects items that Insight Surveillance has captured over the specified

period. The default options are - Today, Yesterday, Last 7 days, Last
14 days, and Last 28 days.

Click Set date range to filter the items based on the date range
specified.

Clicking the calendar icon displays the review item count beneath
the date, month, and year wise view. When selected, the application
also displays day-wise, month-wise, and year-wise item counts
beneath the respective dates, months, and years. If there is no items
count, a hyphen (-) is displayed. For more details, See “Viewing
dynamic review item counts on the calendar” on page 235.



Facets

Date

Search

Scheduled search

Author

Escalation status

Appraisal status
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Description

Select items by the date on which they were created. The default
options are - Today, Yesterday, and Last week.

The last week defines Monday to Sunday range of the last week. You
can use this option to review weekly items. When you hover over
the Last week option, you can view the last week Monday to Sunday
date range. For example, if you are working on 18th Nov 2021, the
last week dates are displayed as 8th Nov 2021 to 14th Nov 2021.

Click Set date range to filter the items based on the date range
specified.

Clicking the calendar icon displays the review item count beneath
the date, month, and year wise view. When selected, the application
also displays day-wise, month-wise, and year-wise item counts
beneath the respective dates, months, and years. If there is no items
count, a hyphen (-) is displayed.

For more details

See “Viewing dynamic review item counts on the calendar”
on page 235.

See “Date format support in Insight Surveillance ” on page 21.

Select items that one or more searches have captured.

If there are more than 20 items, the application displays the Show
all option. To view all the items, click Show all and select maximum
20 items.

To select multiple items, select the corresponding check boxes. You
can select items from multiple pages. You can use the Go to page field
to select the available page number you want to view. Else, the
application displays the message as Invalid page.

The total of selected items is displayed in the bottom. To remove
entire selection, click the Clear icon. To remove any of the selected
items, click on the link (which is adjacent to the Clear icon), search
for the employee record, and click the Remove icon.

Select items that one or more searches have captured according to
their search schedules.

Select items by the name of the person who sent them.

Select items by whether they have been escalated to an escalation
reviewer or subsequently closed by that reviewer.

Select items by their appraisal status.



Facets

Type

Direction

Predicted labels
Labels
Tags

Tags action
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Description

Select one or more supported message types.

For more information on the Insight Surveillance supported message
types, See “Sampling support for content sources” on page 17.

The available options are displayed based on the services subscribed
and enabled for you. For example -

m If MS Teams Archiving is enabled for you, the Teams Chat and
Teams Channel options are available for filtering.

m If the search result has audio or video items, then the Audio-Video
Transcript option is available for filtering.

Select items that have traveled in the specified direction. The options
are as follows:

m Not specified - Select to avoid choosing any direction.

m Internal - Selects items where the author and all recipients are
internal to your organization.

m External Inbound - Selects items where the author is external to
your organization and at least one recipient is internal.

m External Outbound - Selects items where the author is internal
to your organization and at least one recipient is external.

Select items by their predicted labels.
Select items by their labels.
Select items by their tags.

Select items by their tag actions.



Facets

Sentiment score

Last marked by

Comments
Size

Number of
attachments
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Description

Select items based on the predefined sentiment score categories. A
score in the range of 0 to 100 is assigned, where...

m O - 39 indicates that the item expresses the negative sentiment.
B 40 - 59 indicates that the item represents the neutral sentiment.
m 60- 100 indicates that the item represents the positive sentiment.

To customize a different sentiment score range and use it as a preset
later, click New sentiment score range. Specify the minimum and
maximum score you want to capture, and provide a unique name to
this preset. Click OK to save the preset as shown in the sample image
below.

Sentiment score range x

Please choose a sentiment score range

Name:

Min: * Max: *

Select items by the person who has lastly changed a review status of
the items.

Select items to which reviewers have added comments.
Select items by their size in kilobytes.

Select items by the number of attachments that they have.
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Facets Description

Capture method  Select items by the method that Insight Surveillance has used to
capture them and add them to the review set. The options are:

B Not specified - Select to avoid choosing any direction.

B Search - Select to choose items that have been captured as a result
of searches.

®m Random Sampling - Select to choose items that Insight
Surveillance has captured and added to the review set according
to your designated monitoring policy.

m Guaranteed Sample Search - Select to choose the results of
guaranteed sample searches.

m Tags - Select to choose items that Insight Surveillance has captured
and added to the review set according to designated tags.

Escalation owner Select items by the escalation reviewer who has responsibility for
them.

Escalated by Select items by the person who escalated them to an escalation
reviewer for further attention.

Last appraised by Select items by the person who appraised the items.

5 Click Apply.

The application displays the Email and Collaboration tabs based on the
services subscribed and enabled for you.

Notes:

1. If only the Exchange service is enabled for you, the Email tab appears. If
the Exchange and the Microsoft Teams services are enabled for you, the
Email and the Collaboration tabs appear respectively.

2. When no capture date or date is selected in the filters, Arctera Insight
Surveillance, by default, displays only review items captured within the last
one year. This restriction does not apply when the user selects a specific date
range outside the one-year window in the capture date filter or date filter,
or searches using a specific Item ID.

Viewing dynamic review item counts on the calendar

The calendar shows the review item count in the day, month, or year view. The
count dynamically updates based on the applied filters.

Day view Month view
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2025 ~ < >
2025
JAN FeB MAR APR
MaAY JUN . AUG
SEP ocT NOV DEC

The dynamic review item count is visible on calendar when you specify the date
range through the Capture Date and Date filter options. The item count appears
only if at least one filter is applied to populate the Review Set with items for
review. The calendar can display a maximum of 50,000 review items, aligning
with the Review Set's maximum limit of 50,000 items as shown in the image
below.
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X Clear Y Apply «
Department v

Advanced Filter v

Filter ~

Preset

Custom - +

v = Stafus
> Unreviewed (2024490)
[] Pending (551)
[] Questioned (588)
> [] Reviewed (5595)
> B Capture date
> Date
The calendar does not show item counts when filters are not applied, instead
asks you to ensure that the reviewer set has items to be reviewed.

The calendar shows a hyphen (-) sign instead of item count (as shown in the image
below) if the filters are applied, but there are no items for review.

JUL2025 ~ < >

Su Mo Tu ‘We Th Fr Sa

20 21 22 23 24 25 26

27 28 29 30 31
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To view the review item counts on calendar
1 In the left navigation pane, click Review.

2 Inthe Department drop-down list, select the department or a nested
department for which you want to display the items in the review set.

3 Inthe Filter drop-down list, set the filter criteria by using the provided filter
options, and click Apply.

Note: Apply at least one filter; otherwise, the item count will not appear, as
there will be no review items in the review set.
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4  In the Filter drop-down list, expand the Capture date or Date option, and
click Set date range.

In the Date range dialog box, click the calender icons to set the start and end
date.

Clicking the calendar icon displays the item count. When you select a day,
month or year view, the application displays day-wise, month-wise, and
year-wise item counts beneath the respective dates, months, and years. If
there is no items count, a hyphen (-) is displayed.

Date range x

Please choose a date range:

From: Te:

JUL 2025 v < >

After specifying the date range, click OK.
5 Click Apply to filter the items based on the specified filter options.
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Reviewing searched items

Before you start reviewing items, you must know that you can view emails if
the Exchange service is enabled for you. You can view collaboration messages
if the MS Teams Archiving service is enabled for you. When both the services
are enabled, but the search does not find any email or collaboration message
record, the corresponding tab is displayed without any items in it. The Email and
the Collaboration tabs individually displays total number of searched and filtered
review items.

To review items and checking their tags and hotwords statistics

1
2

In the left navigation pane, click Review.
Search for and select the department for which you want to review items.

Insight Surveillance lists all departments for which you have the review
permissions.

(Optional) Use Advanced Filter and Filters to view the precise review items
quickly. To reset the filtering criteria, click Clear, set a new criterion, and
click Apply.

The application displays items from the selected departments.

The item grid displays multiple columns. Based on your review priorities and
focus, you can:

m Sort items by clicking the column headings.
For example, to view more relevant items for review, click the Relevance
Score column heading. Items with higher relevance scores are more
relevant, while lower scores suggest irrelevance.

m Rearrange the column sequence. See “Rearranging columns in the item
list pane” on page 227.

m Use the navigation arrows at the bottom of the items grid to go to the
first, previous, next, or last page.

These changes are persisted across different login sessions for the logged-in
user.

Note: The Relevance Score column is displayed in the list pane by default.
However, the score (value) is calculated and displayed only if the intelligent
review service is enabled for the selected departments. For the departments
that are not enabled for the intelligent review service, the application displays
the column, but the values remain blank.
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4 Toreview the filtered emails, on the Email tab, select the email.

m If you select an individual email in the items grid, you can view the
Preview, Comments, and the History tabs.

m On the Preview tab, you can view email metadata and content, print,
and download the item.

m On the Comments tab, you can view previous review comments for
the selected email.

m On the History tab, you can view the detailed summary of the
operations that are performed on the selected email.

m If you select multiple items in the items grid, you cannot view the Preview,
Comments, and the History tabs. Instead, you get options to assign a
review statuses to all the selected messages simultaneously.

Note: Since the Preview tab is not visible, the flag icon depicting
Al-predicted labels and their count is also not visible.

To comment on the selected email, click Add Comment. See “Adding
comments to items” on page 282.

To assign status to the selected email, click Pending, Questioned, Review
Irrelevant, Reviewed Relevant, Escalate, or Appraised as required.
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To view the tags-specific statistics of the selected email, in the Labels & Item
Statistics pane, expand the Tags section.

The displayed information includes the names of applied tags or classification
policies. Next to each tag name, the number of incidents that match the
corresponding tags or policies in the selected items is shown. After you
expand the tag name, the application displays number of matches in the
top-level content of the item and in each attachment of the item. See the
sample image below.

» Labels & Item Statistics

Labels v
Tags ~
v Attorney-Client (3)

B4 Top Level (1)

3 Attorney-Client Privileged Datatxt (2)

wd

v Intellectual-Property (3)
B4 Top Level (1)

A Attorney-Client Privileged Data txt (2)
w  US-FISMA (3)
B4 Top Level (1)

Ea}!

A Attorney-Client Privileged Data txt (2)

Note:

By default, Insight Surveillance analyses and displays statistics only for tags
that have a match. Tags that do not match are not shown in the list.

The Top Level node and the attachments nodes are visible only if the emails
have the specified tags. In case there are no matches for the tags in the
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primary emails, the Top Level node will not be displayed. Similarly, if there
are no matches for the tags in the attachments, those attachments will also
not be displayed.

Click the hyperlinks to view the respective tags in the Preview pane. Click
the arrows to navigate to the next or previous match. The navigation is
limited to the content of email body message and attachments, and not within
the email metadata.

If the attached image contains tags, clicking the hyperlink from the tags
statistics pane opens the image in text format for convenient review of the
tags.

To view the hotwords-specific statistics of the selected email, in the Item
Statistics pane, expand the Hotwords section.

The displayed information includes the names of hotwords sets and individual
hotwords. Next to each entry, the number of incidents that match the
corresponding hotwords or hotwords sets in the selected items is shown.
After you expand the hotwords set name, the application displays the
included hotwords and their number of matches in the top-level content of
the email and in each attachment of the email. See the sample image below.
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» Labels & Item Statistics

Labels v
Tags v
Hotwords A~

~ B Volcanic (12)
~ B "National Risk Index" (4)
B4 Top Level (2)
E Volcanic Activity png (2)
~ B8 "Volcanic Activity Exposure” (4)
B4 Top Level (2)

=]
[}
Q
J
0
I=
(1)
4
=
J
=
[{n]

] L)

LY . v A iy
B Volcanic Activity png (1)

~ B "Disaster Risk" (2)
B4 Top Level (1)

LY —- e R ~ti it
& Volcanic Activitypng

By default, Insight Surveillance analyses and displays the statistics of
hotwords that are found in each item and have a match. Hotwords and
hotword sets that do not match are not shown in the list.

The Top Level node and the attachments nodes are visible only if the content
within them contains the specified hotwords. In case there are no matches
for the hotwords in the primary emails, the Top Level node will not be
displayed. Similarly, if there are no matches for the hotwords in the
attachments, those attachments will also not be displayed.

Click the hyperlinks to view the respective hotwords in the Preview pane.
Click the arrows to navigate to the next or previous match. The navigation
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is limited to the content of email body message and attachments, and not
within the email metadata.

Insight Surveillance supports viewing image attachments in review items in
both text and Native formats. If the attached image contains hotwords,
clicking the hyperlink from the hotwords statistics pane opens the image in
text format for convenient review of the hotwords. You can preview the
hotwords in the images in the following ways:

m  Access the Hotwords pane. Expand the top-level hotword and check for
the image hyperlink. If listed, click the hyperlink to open the text preview
of the image directly.

Hotwords ~

v B Volcanic (12)

> B8 "National Risk Index" (4)
> B8 "Volcanic Activity Exposure” (4)
> B8 "Annual * score” (2)

~ B "Disaster Risk" (2)

m Inthe Preview pane, select the image and click the Text Preview icon
to open the image in the text format.
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Preview

Intelligent Review Details €
Determining Risk of Volcanic activity

vsa

Tuesday, May 20, 2025 03:16:50 PM

Tor vsa; user]
@ Volcanic Activity png
49 KB E v
All (23) v lof23 ¢ > | O 0

Voleanic Activity Velcanic Activity occurs via vents th
layers, and erupt gas, molten rock, and veleanic ash v
and through zones of weakness in the Earth's crust. I
and rating represent a community's relative risk for ¥
States. A Veleanic Activity Expected Annual Loss scon
expected building and population loss each year due
States. Voleanic Activity Exposure A Veleanic Activity

m In the Preview pane, click the down caret symbol and select the Text
Preview option.
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Preview Comments

Intelligent Review Details €
Determining Risk of Volcanic activity

V3a

Tuesday, May 20, 2025 0316:50 PM

Tor vsa; userl

@ Volcanic Activity.png

49 KB [
Preview -
All (23) v lof23 € | i
Text Preview
Volcanic Activity Volcanic Ay that act as a conduit |
layers, and erupt gas, molte Download h when gas pressure ¢
and through zones of weakr. t. |n the National Risk

and rating represent a community's relative risk for Veleanic Activity wh
States. A Volcanic Activity Expected Annual Loss score and rating repress
expected building and population loss each year due to Veleanie Activity
States. Veleanie Activity Exposure A Veleanie Activity exposure value rep

To review the filtered collaboration messages, select the Collaboration tab.

Collaboration tab displays maximum 100 groups per page. To view the next
records in the group, use the navigation bar available in the bottom of a page.
The chat or channel icons displays number of items in an individual group.
The check box of a group remains disabled when the groups are in the
collapsed state.
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Email (49956) Collaboration (44) (1]

£ Customize
B 0 @ O Author Date Status

> & Abhinav.Agrawal And Oleh.Makheta on 10-18-22

> '@ General on 10-18-22

» 0 Mitesh.Shah And Oleh. Makhota on 10-18-22

> & Oleh.Makhota And Rick.Magana on 10-18-22

> & Oleh.Makhota And Rick.Magana on 10-18-22

m Expand the chat or channel group to view and select the review items.
Each group displays record of maximum 20 messages per page. However,
if the group contains more than 20 items that are spread across multiple
pages, you can do any of the following:

m To select all the items displayed on the page of the expanded group,
expand the group and select the parent check box of the group. After
selecting the items, on the navigation bar of the page of the expanded
group, the application displays the total count of selected items from
that group.

m Toselect items from the multiple pages of the expanded groups, expand
the groups and use the navigation bar to access pages, and then select
the items. After selecting the items from multiple pages of multiple
groups,

- On the navigation bar of a group row, the application displays the
total count of selected items from that group.

- On the navigation bar of the Collaboration page, the application
displays the total count of selected items from multiple groups.

- On the Collaboration page, if you select items from multiple groups
and navigate to the next page, application clears the selection.

- However, on the Collaboration page, if you select items from the
same group and navigate to the next page, the application retains the
item selection.

248



Managing reviews | 249
Reviewing searched items

Email (49956) Collaboration (44) 1]
csomze © O ? @ @ & =
] O £ o] Author Date Status
B > Abhinav.Agrawal And Oleh.Makhota on 10-18-22

General on 10-18-22

Mitesh.Shah And Oleh. Makhota on 10-18-22

Abhinav.Agrawal And Mitesh.5hah on 09-23-22

LHLH L

1> Admin And Oleh.Makhota on 09-23-22

3 selected @ 1-31of 31

m After you expand the chat or the group, select an individual message for
review.

m On the Preview tab, you can do the following:

m Scroll up or down to view more messages to understand the context
of the selected message. The application displays 30 previous
conversation messages above and 30 conversation messages below
the selected message. However, you can further scroll up or down
to read more messages.

The typography of the displayed messages in the preview pane
and its meaning is explained below.



Message Typography

(0]

Prewview Comments

Mitesh Shah And Rick Magana

BSOSV R L0030 AM

RM Rick Mogana Reportuser

History

Helle Good Moming on behalf of Ardhendu

BRACHER 120005 Adh

RM  Rick Magana Reportuser]
Good Day on behalf of Ardhendu

IRI022

IRFRTIT Q24T 34 AM
RM Rick Mogona

Hello Mitesh How &= weather there

Préwvien Comments

Rick Magana And Mitesh.Shah

O30T 03 H D AM

RM  Rick Magana

D30aiZ3 0 1338 Am

RM Rick Magana

CRA0GIEY OB M 20 &AM, Deleted

RM  Rick Mogana

History

Testing completed for VAS 4.3 or testing is still in
progress?

In'VAS 4.3, we had found some changes in Indexing
for Zoom. youtube and cisco webex

archiving/indexing?

=1
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Meaning...

A. The messages that are
selected for review after
performing a search are
highlighted in the yellow
box.

B. The messages that are part
of the review process, and
are displayed to get context
for the reviewer, are marked
in the grey box.

C. The messages that are not
a part of the review set for
that department are
highlighted in the dashed
box.

D. The messages displaying
the reactions (smileys).
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W Comments Hissory
ClghMakhota And Rick Magana
m ﬁ:‘ LR
Escalared

HBX-Sampling testing for pecf fior - NO202HEK-Samplng tedting for perf fo -

BN0202

Comments  History

Atlas-Private

0 =

BOGEN O5 5002 AM

Rick Mogana

zip.zip

751 KB & @
Comments

General

DS A0 O330000 P Ecites

M Rick Magana

testing image

P ————

+

1
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Meaning...

E. The messages displaying
various statuses applied. For
example, pending, escalated,
appraised, and so on. You
can hover over the status
symbols to view the status
name.

F. The messages containing
attachments.

To download the attachment
from the chat messages, click
the Download icon provided
on the attachment.

To preview the attachment
from the chat messages
without downloading it,
either click on the
attachment itself or click the
Preview icon provided on
the attachment

G. The messages containing
images. You cannot
download the images.
However, to copy or save
the images from the chat
messages, right-click on the
images and select
appropriate actions.
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m Preview and download attachments

05-27-25 0217:06 PM
UL  User3 User3

g

Mater India is trying to determine Volcanic Activity risk index

@ Volcanic 1ixt
1KB * @

@ Volcanic Activity 3png
48 KB Bi&®

Refer to the sample image above.

m To preview content of an attachment in a new window without
downloading the attachment, either click on the attachment
itself or click the Preview icon provided on the attachment.

m To download an attachment, access the attachment and click
the download icon.

m The attachment preview also supports displaying hotwords
and classification hit highlighting along with navigation.

m Click the Text Preview icon to open the image in the text
format.

m On the Comments tab, you can view previous review comments for
the selected message.

m On the History tab, you can view the detailed summary of the
operations that are performed on the selected message.

m To comment on the selected collaboration message, click Add Comment.
A reviewer can comment on individual messages, not on the entire
conversation thread.See “Adding comments to items” on page 282.

m To assign status to the selected collaboration message, click Pending,
Questioned, Review Irrelevant, Reviewed Relevant, Escalate (See
“Escalating the review items” on page 283.), or Appraised as required.
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Note: While reviewing collaboration messages, you cannot select more
than 100 messages for commenting and assigning status.

Translating email and attachment content for review

While reviewing emails or attachments, you may encounter non-English content.
To address this, Insight Surveillance provides a Translate feature to help you
convert non-English text into English. After reviewing the translated content,
you can revert it to the original language.

If translation is not enabled for your user account, clicking the Translate button
displays the following message:

This feature is not enabled by your administrator. To enable, please do so in
Management Console.

To enable translation

1 Navigate to: Arctera Insight Management Console > Policy Management
> Archive Options.

2 Scroll to Surveillance Translation.

3  Set the status to Enabled, and click Save.

Note: Text contained within images cannot be translated.

To translate email and attachment content for review
1 In the left navigation pane, click Review.
2 Search for the items you want to review.
Use Advanced Filter and Filters to narrow down your results.
3 On the Email tab, select an individual email in the items grid.

The Preview,Comments, and History tabs appear to the right side of the
selected email.

Note: If you select multiple emails, these tabs are hidden. Instead, you see
options to apply review statuses to all the selected messages.

4  On the Preview tab, do any of the following as needed:
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m Totranslate the email body content into English, click Translate as shown
in the sample image below:

4 Preview Comments >
Intelligent Review Details € v
Translation test with different language 1 Id @] Relevant

—

22/08/24 0515:13 AM
To: kanchan@teamsga.com

Atachment 4 - chinese. hxt
OKB

% Show All 5 attachments

All (1) v l1ofl € 2 @& ®m @ % ©

BAEETIR. A« EERLZAROEETHIEREFHET
23451, SEFEEIHOMETELIEMLEY. BEO
£ < OFTIE. BIBSH2HBEMOMIc sy 2 ik
hEY. BEAASHED W3 Lz 3 IcEELTVWS 6. B
AOEEE LTHI>NTVWEY Tk DronnSReSEE
B, RRENENSER, NRAUeIETRERENE, L%
BERERNESR. BT EERREHRE—E——Hn,
EfEEETEREREHTATRSE—HS. B, #Rs
£, BER—HERSEEEm,

The Translate button changes to Revert after translation as shown in
the sample image below:
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< Preview Comments >
Intelligent Review Details € R
Transiation fest with different language | i) | Relevant
S —— < Revert | i

22/08/24 051513 AM
To: kanchan@teamsga.com

Arachment 4 - chinese txt
QKB

¥ Show All 5 attachrments

All (1) v lofl € > & wm @ | % ©

Cherry blossoms In Japan, metecrologists provide cherry
blossom bloom forecasts so that people can plan hanami, a
Japan tradition of seeing cherry blossoms. Many places in
Japan hold festivals during the weeks when the cherry
blossoms are seen. Cherry blossoms are known as the
national flower of Japan because they are ubiguitous in Japan
culture.

m To translate only a part of the content into English, click the Translate
the selected text icon as shown in the sample image below:
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< Preview Comments >
Intelligent Review Details €) W
Translation test with different language 1 It Relevant
admin@teamsga.com B Translate

22/08/24 051513 AM
To: kanchan@teamsqga.com

. Atachment 4 - cHnes&hd
| 0KB

¥ Show All 5 attachments

Al (1) v lofl € > OEUO

Cherry blossoms In Japan, meteorologists provide cherry
blossom bloom forecasts so that people can plan hanami, a
Japan tradition of seeing cherry blossoms. Many places in
Japan hold festivals during the weeks when the cherry
blossoms are seen. Cherry blossoms are known as the
national flower of Japan because they are ubiquitous in Japan
T N5+ S0ril i =cash TRk B aRlucky
ower. WISR{FASRFHREERBAE, oL RaT B S5 .
BinEEERSIET -, cHEETTERSRE
PHEREEE RS, R sREEATERE SRS
reat ?ﬂ';‘?’ﬂ. o

The application translates the content into English, as shown in the sample
image below:
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< Preview Comments >
Intelligent Review Details € v
Translation test with different language 1 Id @] Relevant
admin@teamsga.com < Revert

22/08/24 051513 AM
Te: kanchan@teamsga.com

Atachment 4 - chinese txt
0KB

¥ Show All 5 attachments

All (1) v lofl € > OB 0 | % | ©

Cherry blossoms In Japan, meteorologists provide cherry
blossom bloom forecasts so that people can plan hanami, a
Japan tradition of seeing cherry blossoms. Many places in
Japan hold festivals during the weeks when the cherry
blossoms are seen. Cherry blossoms are known as the
national flower of Japan because they are ubiquitous in Japan
culture. Chrysanthemums Chrysanthemums are usually cash
yellow or purple in color and are the lucky flowers of the Lunar
New Year. If you want to boost your financial luck in the
coming year, consider placing golden chrysanthemums in your
home. These flowers are often associated with longevity - for
example, they are often used to depict this concept in
traditional Chinese art. Therefore, it is a particularly auspicious
gift for the elderly.

5 To translate the content of an attachment:

m Click the attachment.
The attachment content appears in the preview panel as shown in the
sample image below:
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( Preview Comments >

+— Go to Message Id ] Unreviewed
Atachment 4 - chinese.txt

B Translate

©

¥ AATIR. A« TR IRADEETHHIEREFET
E3 LI, GFEFEEFHOBETEEIRMELEZT. HE®
£ DIBFRTIH. BARSH2HBMOMIcH2 ) H'FEs
NET, BEASRHED W2 L AICEELTVWA 5. B
EOERES LTHATVLET Sk SR E2EasSanE
&, ERERSNEEE, NSRIRSIRFRENRIE, Tl
EERERNESE, BRREERISEr—E——fin,
EREEETREAEHTAREESE—ES. A, ke
FENFER, BEREDERISERE,

m To translate the entire content, click Translate.

m To translate a part of the content, select the text to translate and click
the Translate the selected text icon.

m Toreturn to the original language, click Revert.

Note: If the content includes a mix of languages, some text may remain
untranslated. Use the Translate the selected text option to translate the
untranslated text.

Translating collaboration message for review

While reviewing collaboration messages, you may encounter non-English content.
To address this, Insight Surveillance provides a Translate feature to help you
convert non-English text into English. After reviewing the translated content,
you can revert it to the original language.

If translation is not enabled for your user account, clicking the Translate button
displays the following message:
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This feature is not enabled by your administrator. To enable, please do so in
Management Console.

To enable translation

1 Navigate to: Arctera Insight Management Console > Policy Management
> Archive Options.

2  Scroll to Surveillance Translation.

3  Set the status to Enabled, and click Save.

Note:

1. Text contained within images cannot be translated.

2. Partial text translation is not supported in the translation feature for
collaboration messages.

To translate collaboration message for review
1 Inthe left navigation pane, click Review.
2 Search for the message you want to translate.

Use Advanced Filter and Filters to narrow down your results.
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On the Collaboration tab, select an individual message in the items grid.

The Preview,Comments, and History tabs appear to the right side of the
selected message.

Note: If you select multiple messages, these tabs are hidden. Instead, you see
options to apply review statuses to all the selected messages.
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To translate the collaboration message content into English, click Translate
as shown in the sample image below:

Email (0) Coliboration (146 evie Comments Hstory

@asomze © © ? © © @ =

GracoRight And Mary Martinez
8 D 3 © © Department Author Date
> #P Bl Melion George Clu And Graco Right on 29106125
pn
[] v #  GraceRight And Mory.Martinez on 29106125 o 1o
o S Arahendu graceright@viascpom. 29106/2¢ B i
o= 50 Ashend grocerighiavioscpom. 29/06125 i LE
S0 Adheds  grocer M@viascpom. 2910612¢
RS greny i 29106125
o= 50 Ardhendu grace ight@viascpom 2910612¢
GR Groce Rght Usor3 -
ARREEERENES
GR. Groce Rght Used w2
%, i RS
ey

GR Groce Rght Usecd 5l

Ich habe anen Troum oss maine vir Kenen Kndor sines Tages nainem

irvem Charakier baureit werden,

GR. Groce Rght Useca ”

The Translate button changes to Revert after translation as shown in the
sample image below:

GraceRight And Mary.Martinez

Volcanic 2t
e ie

B Volcanic Activty 4 png
Bie

29106125
soouzsnaiom
GR Groce Rght Userd Q
1 youwant fo mest more n he west
GR Grace Right Userd 2

I e fth day when my o chicren v e in o koo B

GR. Grace Right Userd n?

Ich habe sinen Traum dass meine vier Kienen Kinder encs Tages in einem
Lond leben werden n dem sie icht nach fver Houfarbe, sondern nach
hvem Charokter beurtet werden.

GR Groce Right Userd <

where people are udged not by the coor o thefr ki but by fhe confent of
thelr personaly.

Click Revert to return to the original language, if required.
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Adding or removing text for machine learning

To review items and add or remove text for machine learning

1
2

In the left navigation pane, click Review.

Search for and select the department of which you want to review items.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

(Optional) To reset the filtering criteria, click Clear, and set a new criterion.
Click Apply.

To review the searched and filtered emails, select the item to view its details
in the reading pane.

The application displays email details and content in the Preview pane.

On the Preview tab of the reading pane, ensure that the Learning action bar
is displayed.

(i ] Preview Comments History
Intelligent Review Details @ i@ ~
relevant kumar birla 0 Id: €21 Unreviewed

hay water (
Payteaise abhay@teamsqa.com M Translate :

10-11-24 0318:28 AM

?
Add the selected text as a sample for the leaming

associated with the itern that is being reviewed

3 o E H ©
Kumar Mangalam Birla is the Chairman of the Indian multinational [RNEETETECN:
ol which operates in 40 countries across six continents. He is a Chartered Accountant
- and holds an MBA degree from the London Business School.

Learning action bar lets you select the text samples for the intelligent review
process. You can add or remove the selected text samples from the item
being reviewed.

m To add text to the machine learning algorithm, select the desired text
from the review item content or its attachment (if available), and click
the add icon, located within the boxed area in the image above.
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m Toremove text to the machine learning algorithm, select the desired text
from the review item content or its attachment (if available), and click
the remove icon, located within the boxed area in the image above.

Note:

1. You can select up to 3000 characters in a single selection block from review
item content or each attachment. Intelligent Review feature uses this data
for identifying, categorizing, and quickly delivering items to reviewers.

2. The add or remove text for the machine learning feature is not available
for Microsoft Teams chat and channel messages and the associated
attachments.

Assigning review status to items

As part of the review process, you can assign a review status to each message to
indicate that you have reviewed it and have no concerns—or conversely, that
you do have some concerns, and therefore want to question the message.

The Apply Review Action permission restricts you to assign marks to the messages
one at a time. In addition to the Apply Review Action permission, you need the
following additional permissions to apply a specific action status mark to the
message in a review set:

Apply Review Action - Pending
Apply Review Action - Questioned
Apply Review Action - Reviewed Irrelevant

Apply Review Action - Reviewed Relevant

If you have the Apply Bulk Review Action permission, you can assign review
status to several messages at once. In addition to the Apply Bulk Review Action
permission, you need the following additional permissions to apply a specific
action status mark to multiple messages at a time while viewing messages in the
List View mode:

Apply Bulk Review Action - Pending
Apply Bulk Review Action - Questioned
Apply Bulk Review Action - Reviewed Irrelevant

Apply Bulk Review Action - Reviewed Relevant
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To assign a review mark to an item
1 In the left navigation pane, click Review.
2 Filter the items in the review pane.
See “Filtering the items in the Review pane” on page 228.
3 Click Apply.
The application displays a list of review items from the selected departments.

4  During manual review, select one or more items to which you want to assign
areview status.

When applying a review status to a single item, the application does not
prompt to confirm the selection of the item. However, while applying a
review status to multiple items, the application prompts a confirmation to
ensure accurate selection and avoid errors, as shown in the sample image
below.

Confirm Multiple Selection x

You have selected multiple items. Are you sure you want fo confinue?

5 Click the Action drop-down list, and do the following:

m Select Pending to keep the items pending for review.
The key combination Alt+P typically assigns the Pending mark to an
item.

m Select Questioned to raise query on the items.
The key combination Alt+Q typically assigns the Questioned mark to an
item.

m Select Reviewed Irrelevant to apply the compliance irrelevant mark to
the selected items.
The key combination Alt+I typically assigns the Reviewed Irrelevant
mark to an item.
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m Select Reviewed Relevant to apply the compliance relevant mark to the
selected items.
The key combination Alt+R typically assigns the Reviewed Relevant
mark to an item.

m Select Escalated to escalate the items to the escalated reviewer for further
attention.
The key combination Alt+E typically assigns the Escalated mark to an
item.

m Select Appraised to appraise the work of department reviewers and
manage any exception employees in the department.
The key combination Alt+A typically assigns the Appraised mark to an
item.

Viewing hotwords highlighting
Insight Surveillance provides the option to highlight keywords in a hotword set
that are added as search terms. Highlighting applies to subject, body content, and

the HTML/text preview of an attachment. See “Creating and running
department-level searches” on page 90.

A search with a hotword returns the exact matches only. When an asterisk
character is used with the hotword, the search returns items with partial matches
also. For example, two hotwords, “code” and “codebreaker,” are available. A
search with “code” returns items where “code” is present as an independent
word. A search with “code*” returns all items that contain “codebreaker” as well
as items that contain only the “code” keyword.

To view highlighted hotwords of an item
1 In the left navigation pane, click Review.

2 Search for and select the department for which you want to review items.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

3 (Optional) To reset the filtering criteria, click Clear, and set a new criterion.
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Click Apply.

The application displays emails and collaboration messages from the selected
departments.

Note: If only the Exchange service is enabled for you, then only emails are
displayed. If the MS Teams Archiving service is enabled for you, then
collaboration messages are also displayed.

During the manual review, select the item to view its details in the Preview
pane.
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Navigate across the hits for a phrase, all hotwords, or a specific hotword.

Note: Highlighting navigation control is shown only if at least one hotword
or a tag is applied to the review item.

The hotwords and the tags are highlighted in the Preview pane of emails
and collaboration messages. However, the navigation option to go to the
next or previous hotword or a tag is available only for emails, and not for
collaboration messages.

A sample image to show hotwords highlighting and navigation in email is
shown below.

Preview Comments History
Determining Risk of Violcanic activity 0 Id: €8 Unreviewed
M Translate
15/05/25 03:46:45 AM

To: admin@feamsqga.com
Cc: sarifa@teamsga.com

Volcanic Activitypng
48KB

All (&) v lofé € > ©

pressure and buoyancy drive molten rock upward and through zones of weakness in the
Earth's crust. In the National Risk Index, a Volcanic Activity Risk Index score and rating
represent a community's relative risk for Volcanic Activity when compared to the rest of
the United States. A Volcanic Activity Expected Annual Loss score and rating represent a
community's relative level of expected building and population loss each year due to
Volcanic Activity when compared to the rest of the United States. Volcanic Activity
Exposure A Volcanic Activity exposure value represents a community's building value (in
dollars) and population (in both people and population equivalence) exposed to Volcanic
Activity. Volcanic Activity Annualized Frequency A Volcanic Activity annualized frequency
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7 Inthe Preview pane, click the drop-down arrow to view a list of hotwords
and phrases.

Note: The application lets you review maximum hotword instance in the
content by highlighting them. Therefore, when any search is based on multiple
hotwords and phrases, and if any word or a fragment of a phrase is common
among the hotwords and phrases, the improved hit-highlighting feature
displays that word or a phrase as a separate hotword in the drop-down list.

For example, the word draft is a part of the sentence - The email includes
the updated draft in the attachment. In this case, the hit-highlighting feature
provides you the hotword options like draft, updated draft, and The email
includes the updated draft in the attachment as the word 'draft' is common
in all instances.

You can select All to highlight all the hotwords. Else, you can select a specific
hotword from the list that you want to get highlighted for review.

Note that multiple negative hotwords are excluded from hit highlighting.

8 Select the required hotword in the list to get it highlighted in the content.

Hover over the hotword instance to view the search that is applied to the
review item.

Q@  Click the Next arrow icon to view the next highlighted hotword instance.
To view the previous instance of highlighted hotword, click the Previous
arrow icon.

10 (Optional) Preview an attachment content and navigate across the hits for
all hotwords or a specific hotword.

Viewing hotwords in collaboration message

Insight Surveillance provides the option to highlight keywords in a hotwords set
that are added as search terms. Highlighting applies to message content and
attachment content only. See “Creating and running department-level searches”
on page 90.

If the collaboration message contains the hotwords and tagged instances, the
hotwords are highlighted in yellow color and the tags are highlighted in green
color.

A search with a hotword returns the exact matches only. When an asterisk
character is used with the hotword, the search returns items with partial matches
also. For example, two hotwords, “code” and “codebreaker,” are available. A
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search with “code” returns items where “code” is present as an independent
word. A search with “code*” returns all items that contain “codebreaker” as well
as items that contain only the “code” keyword.

To view highlighted hotwords in a collaboration message
1 In the left navigation pane, click Review.

2 Search for and select the department for which you want to review items.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

(Optional) To reset the filtering criteria, click Clear, and set a new criterion.
4  Click Apply.

The application displays emails and collaboration messages from the selected
departments.

5 Select a Teams Chat or Channel item to view its details in the Preview pane.

Note: If the search applied to the item has configured with hotwords, these
hotwords are shown in the Preview pane and are highlighted in yellow color.
However, highlighting is shown only if at least one hotword is applied to the
review item.




Managing reviews | 270
Viewing tags highlighting

6 To navigate through older chat messages, use the scroll bar.

7 Toview the search that is applied to the review item, hover over the hotword
instance.

Email (1686) Collaboration (1085 (i} Preview Comments History

c © 2 @ 0
2 Customize Bill Melton, George.Clu And Grace Right

B8 0O S ©  Adthor Date
v o GraceRight And Mary.Martinez on 03-13-25 03225042507
(] ig| Y- BM  Bill Melton a
0= & A grace right@vtascpo 03-13-25 12:06:3: )
This message is for test case
a v & Bill.Melton, George.Clu And Grace Right on 03-12-25 ms_add_one_to_many_chat_message_with_att
MessageDateTimeUTC : 3/12/2025 84150 PM
o= &k bill melton@vtascpom.  03-12-25 01:42:5 MessageGuid : d59e87ff-bbf2-4608-afas-
a7dfi2c6f7Ic
0= & LY billmelton@vtascpom.  03-12-25 01:42:5
. 504cfb8l-21f0-47cb-ac
bill.melton@vtascpom..  03-12-25 01:42:5
o & A O = 628KB i
0O = [ ] Y bill.melton@vtascpom..  03-12-25 01:42:5
, b -12-25 Ol:
0= E 3 bill melton@vtascpom..  03-12-25 01:42:5 s
0O= & [ bil.melton@vtascpom..  03-12-25 01:42:5 BM Bl Melto a
0 = [ 7 Y bill. melton@vtascpom..  03-12-25 01:42:5 This message is for test case
ms_add_one_to_many_chat_message_with_att
S MessageDateTimeUTC : 3/12/2025 84151 PM
bill melton@vtascpom..  03-12-25 01:42:5 g
o= B 93 s MessageGuid : dbddd053-32ff-4340-b739-
0= K kY bill melton@vtascpom..  03-12-25 01:42:0 a7b3b0r8a3a2
O= kK Y billmelton@vtascpom..  03-12-25 01:42:0 @ 699ececO-7c2f-dacc-91.
657KB o

bil.melton@vtascpom..  03-12-25 01:42:0

E

Viewing tags highlighting
Arctera Insight Surveillance provides the option to highlight tags applied to the
item you want to review. Tags are highlighted only if the items are applied with

at least one tag. The tag statistics section lists the tags for which Insight
Surveillance performs highlighting.
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Arctera Insight Surveillance supports tag  Arctera Insight Surveillance does not
highlighting in the following fields of emails: support tag highlighting in the following

Subject fields of emails:

Primary email content

Message body(Policy condition created
in Insight Classification to classify only
message body and not the attachment
content. The corresponding highlights is
shown in Insight Surveillance.)

Process date
Attachment count
Attachment date
Recipient count
Item size

Direction
Attachment name

Attachment content
Attachment size
Attachment extension
Author

Recipient (To/Cc/Bcc)
Date

The item can have multiple tags applied to it. The hotwords and tags are
highlighted in the Preview pane of emails and collaboration messages. You can
hover over the highlighted content to see other tags applied to it. If the email
contains the hotwords and tagged instances, the hotwords are highlighted in
yellow color and the tags are highlighted in green color. The hotwords navigation
option is available only for emails, and not for collaboration messages.

Note: When the tags suggested by Arctera Insight Classification have a content
match length exceeding 300 characters, Insight Surveillance does not highlight
those tags in the Preview pane.

To view highlighted tagged content of an item

1
2

In the left navigation pane, click Review.

Search for and select the department for which you want to review items.

Note: Arctera Insight Surveillance lists all departments. You can use the
filtering options to search the required department. Options include filtering
by department name, exception employees, and reviewers associated with
the department.

(Optional) To reset the filtering criteria, click Clear, and set a new criterion.
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Click Apply.
The application displays a list of review items from the selected departments.

During the manual review, select the item to view its details in the reading
pane.

To view tagged items, from the Filter pane in the left navigation pane, expand
the Tags option, and select the specific tags. The application displays only
those items to which the selected tags are applied. The Tags summary column
shows the tags applied to the items.
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Navigate across the hits for tags.

Note: Highlighting navigation control is shown only if at least one hotword
or a tag is applied to the review item.

The hotwords and the tags are highlighted in the Preview pane of emails
and collaboration messages. However, the navigation option to go to the
next or previous hotword or a tag is available only for emails, and not for
collaboration messages.

A sample image to show tags highlighting and navigation in email is shown
below.
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Preview Comments History
Intelligent Review Details € h’ v
HBK3 || Inteliigent Review - AlS 60 Id 2 Relevant
admin@vas-amazon-group4.com B Translate :

25-07-201112:08 AM

To: user2-amazen-group4@vas-amazon-group4.com; hbk@vas-amazon-group4.com;
admin@vas-amazon-group4.com

Ce: userl-amazon-group4@vas-amazon-group4.com;
user2-amazon-group4@vas-amazon-group4.com;
user3-amazon-group4@vas-amazon-group4.com;
userd-amazon-group4@vas-amazon-group4.com,
userS-amazon-group4@vas-amazon-group4 com

All (29) v 30f29 < > © ©

Dear Team, Alta Surveillance is a software-as-a-service (SaaS) offering that deals with monitoring,
searching, retrieving, and reporting of emails and messages. It is designed to meet a wide variety
of regulatory requirements for the supervision of electronic communications. Alta Surveillance
offers a simple and intuitive user experience.lt delivers end - to - end supervisory workflow to
Veritas Alta Archiving customers, greatly reducing audit review time, minimizing compliance risk
and increasing organizational efficiency for today's global enterprises. This guide describes the
procedures involved in configuring and managing Alta Surveillance and ensures that organizations
meet electronic communication supervision requirements. organize &8& organise &8& not general
Alta Surveillance is a software-as-a-service (SaaS) offering that deals with monitoring,
searching, retrieving, and reporting of emails and messages. It is designed to meet a wide variety
of regulatory requirements for the supervision of electronic communications. Alta Surveillance
offers a simple and intuitive user experience.It delivers end - to - end supervisory workflow to
Veritas Alta Archiving customers, greatly reducing audit review time, minimizing compliance risk
and increasing organizational efficiency for today's global enterprises. This guide describes the
procedures involved in configuring and managing Alta Surveillance and ensures that organizations
meet electronic communication supervision requirements. | wanted to take a moment to update
you on some key findings from our latest review. As you know, staying ahead requires continuous
improvements, and we have been closely monitoring various aspects. - One of our primary focuses
has been on hotfix case release. Our initial reports indicate strong trends and areas where we can
improve. - One of our primary focuses has been on india test growth. Our initial reports indicate
strong trends and areas where we can improve. - One of our primary focuses has been on
environmenttest. Our initial reports indicate strong trends and areas where we can improve. - One
of our primary focuses has been on Reggrowthn. Our initial reports indicate strong trends and
areas where we can improve. - One of our primary focuses has been on abc analysis case xyz. Our

A sample image to show tags highlighting in collaboration messages is shown
below.
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Preview Comments History

GraceRight And Mary.Martinez

24-12-19 12.03.09 AM

GR Grace Right User3

Welcome to India

The President of India is the ceremonial head of
state of the country and supreme commander-in-
chief for all defense forces in India. India world is big
land.

India has a parliamentary system as defined by its,
with power distributed between

the union government and the states. India's
democracy is the largest democracy in the world.

I love India

Test Lixt

O KB @
Msg.txt

OKB & @

ke

7 Inthe Preview pane, click the drop-down arrow and do any the following:

m Select All to highlight all the hotwords and all the tags in the item
simultaneously.

m Select Tags to highlight only the tagged instances.
This option displays the total count of matching contents corresponding
to tags applied to that item. For example, Tags (2) represents two matching
content found in that item corresponding to tags applied to the item.
Hover over this option to see the tag names.

m Select individual words under Hotwords to highlight only the selected
hotword.
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8 Click the Next arrow icon and the Previous arrow icon to navigate across
the hits for tagged instances.

Q@ Hover over the highlighted tagged instance to view which other tags are
applied to the same content.

10 To print the review item'’s content, click the Ellipses icon (three vertical dots)
in the upper-right corner of the Preview pane. Click Print and select the
format and location to save the file at your accessible location.

11 Todownload the review item’s content with the highlighted tagged instances,
click the Ellipses icon (three vertical dots) in the upper-right corner of the
Preview pane. Click Download and select the format and location to save
the file at your accessible location.

Viewing predicted labels of review items

Reviewers can view predicted labels assigned to the review items in the following
ways:
m Item Grid pane: In the item grid on the Review page, access the Predicted

labels column to view the predicted labels for each item. If multiple labels are
predicted, they are separated by semicolon. Refer to the image below:

Emoail (54) Collaboration (0) o

cwstomze © O 2 ©@ O® O =

O = Department Author Tags summary  Labels summary Predicted labels

0 1 HBK - Dept2 admin@vas-amazon-gr. Rpt Tag Human Resource; Sales | Marketing; Human Resou.
0 = HBK - Deptl - Child1 admin@vas-amazon-gr. Rpt Tag Marketing: Human Resou
0 = HBK - Dept2 - Childl admin@vas-amazon-gr. Rpt Tag Marketing: Human Resou
O = HBK - Dept2 - Child1 - Us. admin@vas-amazon-gr. Rpt Tag Marketing: Human Resou,

m Preview pane: In the Preview pane on the Review page, hover over the flag
icon (representing Al-based Label Predictions) to view a tooltip containing
information about the predicted labels and groups, including their count. Refer
to the image below:
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¢ Preview Comments >

Intelligent Review Details @ ]’ v

HBKI3 || S IIg:)eelllisgent Review Al has predicted the following Relevant
1. Marketing
) 2. Human Resource .
admin@ RIS slate

For more details, access the History tab or the
25-07-14ELEEERRIE IS EUS (SR L

To: user2-amazon-group4@vas-amazon-group4.com

Cc: userl-amazon-group4@vas-amazon-group4.com;

m History pane: On the Review page, access the History pane.
The table displays details as shown in the sample image below:
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< Comments History >

HBKI13 || Strategic Update on vas - HWStats2 || Attachment .. Relevant

Message Date: 25-07-14 07:32:24 AM

Type: Exchange

Direction: Internal

Department: HBK - Dept2

Capture Date: 25-07-1410:16:40 AM

Capture Method: Tags

Tag Action: Include
Intelligent review Al Type Score Confidence
Marketing Label 83 High
Human Resource Label 79 Medium
Sales Label 73 Medium
Engineering Label 71 Medium
Technology And Innovation Label 61 Medium
Quality Assurance Engineering Label 60 Low
Finance Label 59 Low

m Intelligent Review mark as Relevant or Irrelevant and its relevancy score.
m Labels associated to the item, its score and confidence level.

m Labels and Items Statistics pane: On the Review page, access the Labels and
Items Statistics pane. Expand the Labels section and select the check box
next to all the labels you need to apply. It does not select the labels from the
single choice group. Refer to the sample image below.
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m To remove any label, just uncheck the label. It gets removed and the same is
reflected in Labels Summary column.

Viewing the full content in a new window

Insight Surveillance provides an option to double-click on emails to view their
content in a new browser window and navigate to the next and previous items
from the current page. However, you cannot double-click on collaboration
messages to view their content in a new browser.
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To view the full content of an item
1 In the left navigation pane, click Review.

2 Search for and select the department for which you want to review items.

Note: Insight Surveillance lists all departments. You can use the filtering
options to search for the required department. Options include filtering by
department name, exception employees, and reviewers associated with the
department.

(Optional) To reset the filtering criteria, click Clear, and set a new criterion.
4  Click Apply.

The application displays a list of review items from the selected departments.
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5 During the manual review, select an email and double-click on a
corresponding row to view its content in a new window.

Note: Double-clicking an item to view its content in a new browser is
supported for emails only, and not for collaboration messages.

6 Navigate to Next or Previous item using the cross-navigation buttons.

£ Preview Comments >
Intelligent Review Details @ v
tanuveritas to abhay water O Id: €4  Unreviewed
tanushree@veritas.com Eﬁ Translate @

10-07-24 04:13:11 AM

To: abhay@teamsga.com

All (1) v 1ofl € > | O [ )

India's water reservoirs are experiencing a significant
boost in live storage with 155 of them across the
country currently ...

Note: Cross-navigation works on the current page from the items list.
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Adding comments to items

As like assigning a review mark to an item, you can add a comment to it.

The permissions that are assigned to you determine the types of comments that
you can add. You must have the Add Own Review Comments permission in order
to add comments in your own words.

To add comments to an item

1
2

In the left navigation pane, click Review.

Filter the items in the review pane.

See “Filtering the items in the Review pane” on page 228.
Click Apply.

The application displays emails and collaboration messages from the selected
departments.

Note: If only the Exchange service is enabled for you, then only emails are
displayed. If the MS Teams Archiving service is enabled for you, then
collaboration messages are also displayed.

During manual review, select the item to view its details in the Preview
pane.

Click Add Comment.

Alternatively, use the Alt+M shortcut key to add comments to an item. The
Add Comment dialog box appears.

Add Comment x

Search or Add new comment here

> Standard (295)

> Recent (12)

Show standard review comments first @ Cancel
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Expand the Standard or Recent comments group, and select a relevant
predefined comment, depending on your permission level.

If you do not find a relevant predefined comment, enter a new comment for
the item.

Note: To view the Standard review comments first always, enable the Show
standard review comments first option.

Click OK.
The item is marked with the comment symbol.

A comment indicator is displayed in the Comment present column of the
item list to show that you have added the comment. Click the Comments
tab at the bottom of the Reading pane to view the comments assigned to an
item. You can also customize the item list columns to add a column that
shows the comments on items.

Escalating the review items

Like adding comments to the review items (emails and collaboration messages),
you can escalate the review items to an individual reviewer or a group of
escalation reviewers.

To escalate a review item

1
2

In the left navigation pane, click Review.

Search for and select the department and the item you want to escalate from
that department.

See “Filtering the items in the Review pane” on page 228.

View the details in the Preview pane.
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4 On the action bar, click Escalate.

The Select an Escalation Reviewer dialog box appears.

Select an Escalation Reviewer x
Select an Escalation Reviewer ~
regnew v Select an Escalation Reviewer v
Add Comment A

Search or Add new comment here

> Standard (295)

> Recent (12)

Show standard review comments first @ Cancel

The department name appears in the first drop-down field.

5 Inthe Select an Escalation Reviewer drop-down, select an individual
reviewer or an escalation reviewers group to whom you want to escalate
the review item.

Selecting an escalation reviewers group is beneficial, as any member can
review escalated items, whereas an individual reviewer's absence may cause
delays.
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6 Under Add Comments, expand the Standard or Recent comments group,
and select a relevant predefined comment, depending on your permission
level.

If you do not find a relevant predefined comment, enter a new comment for
the item.

Note: To view the Standard review comments first always, enable the Show
standard review comments first option.

7 Click OK.
The item is marked with the escalation symbol.

After an item is escalated, you can view the selected escalation reviewer or
escalation reviewer group in the Escalation Owner column of the items grid,
within the History pane of the item, and in the Escalation Reviewer facet
under Filters.

Applying labels to items

During a review, you can apply labels to review items such as emails and
collaboration messages. The application displays only the currently active labels
that can be utilized for labeling the items. The example explained in this section
is applying labels to emails. You can use the same procedure to apply labels to
the collaboration messages.

The permissions that are assigned to you determine the labels that you can add.
By default, the Compliance Supervisor, Exception Reviewer, Department Reviewer,
and the Escalation Reviewer roles have the Apply Labels permission.

To apply labels to an item
1 In the left navigation pane, click Review.
2  Filter the items in the review pane.
See “Filtering the items in the Review pane” on page 228.

3 Click Apply to view the review items (emails and collaboration messages)
from the selected departments.

4  Select the item to view its details in the Preview pane.

Along with the content preview, the application displays comments and
history of the review item in the respective tabs.
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In the Labels & Item Statistics pane, expand the Labels section.

The application displays only active labels that are listed under the available
label groups and single choice label groups as shown in the following sample

image:

» Labels & Item Statistics

Labels

Search By Label Name Q

™ Apply All Predicted Labels

O

N O R B R

Marketing [ (]
Engineering ™ ]

Quality Assurance Enginee. /M |
Technology And Innovation|m [
Payment Payroll [m ]

Research And Developmenjmd

> [[] LABELGROUPI

v scl

0
0
0
0

~

1L
2L
3 L
4 Gd

Do oo a=

Expand Al @  Move Next .

Expand the groups, or search for and select one or more relevant labels that
are listed under the available label groups and single choice label groups. The
individual labels that are not part of any group are listed under the No Group

node.

In the Labels pane, select the check box next to all the labels you need to

apply.
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Note: You can easily distinguish between the application-specific,
department-specific labels, and Al-predicted labels. The department-specific
labels do not have any icon. The application-specific labels are displayed
along with the monitor icon. The Al-predicted labels are displayed along with
the flag icon. Refer to the following sample image:

» Labels & Item Statistics
Labels A

Search By Label Nome Q

[m Apply All Predicted Labels
v [] HBKD2GI
[] HBKD2LI
[] HBKD2L2
> [[] General Group - All Company D.
v [] LABELGROUPI
[ Marketing [m ]
(1 HR [m ]
(] HBK [

0l
U203
0 sl
M am
Expand Al @  Move Next ‘

Notifications and Permissions Behaviour

m If a department does not have permission to apply labels, the label pane
is disabled, and a notification is displayed:
Label operation is disabled because the department lacks label application
permission.
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» Labels & Item Statistics

Labels ~

A\ Label operation is disabled because

the department lacks label application
permission.

+ label group sing choice l
"1 aacca 7
bbbbb [
ceeceee ]
v [ Tush_ApplevelGroupl
i | Label2
TushAppLl ]
m If you select multiple departments items and only some have label
permissions, the label pane remains enabled, and a notification is
displayed:

Label application permission is missing for some departments. Only
applicable items are updated.

» Labels & Item Statistics

Labels ~

Label application perrnission is missing
for some departments. Only

applicable items are updated.

[ App_AutoSingleCHI465344698 [
> [ New group on App level
v [] App_AutoLabelGroupW626584630
] AppGroup_AutoVASLabell764901359 [
[] AppGroup_AutoVASLabel964067020 [
[] AppGroup_AutoVASLabell058533436 [
In this case, labels are applied only to items from departments with the

appropriate permissions. The same can be confirmed by label checkbox
which shows a partial selection.
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m Click Apply All Predicted Labels to apply all the Al-predicted labels to
the selected items, except those from single choice groups.

m Click Expand All to switch between the collapsed and expanded views
to view the available labels.

m Click Move Next to perform a single label action and proceed to the next
item automatically.

Applied labels appear in the Labels Summary column, while Al-predicted
labels appear in the Predicted Labels column. Multiple labels are separated
by semicolons (;) as shown in the following sample image. You cannot sort
the items using this column.

Email (54) Collaboration (0) o

gcwomze © O 2 © O & =

O = Department Author Tags summary | Labels summary Predicted labels

0 = HBK - Dept2 admin@vas-amazon-gr. Rpt Tag Human Resource; Sales  Marketing; Human Resou
0 = HBK - Deptl - Child1 admin@vas-amazon-gr. Rpt Tag Marketing; Human Resou
0 = HBK - Dept2 - Child1 admin@vas-amazon-gr. Rpt Tag Marketing; Human Resou
0 = HBK - Dept2 - Childl - Us..  admin@vas-amazon-gr. Rpt Tag Marketing; Human Resou



Managing reviews
Applying labels to items

To remove any label, just uncheck the label. It gets removed and the same
is reflected in Labels Summary column.

Click on the same review item and select the History tab.

The labels history is shown as shown in the following sample image:

Preview Comments History

HBKI3 || Strategic Update on vas - HWStats2 || Attachment - hotwords_d.. Relevant

Message Date: 25-07-14 07:32:24 AM

Type: Exchange

Direction: Internal

Department: HBK - Dept2

Capture Date: 25-07-1410:16:40 AM

Capture Method: Tags

Tag Action: Include
Intelligent review Al Type Score Confidence
Marketing Label 83 High
Human Resource Label 79 Medium
Sales Label 73 Medium
Engineering Label 71 Medium
Technology And Innovation Label 6l Medium
Quality Assurance Engineering Label 60 Low
Finance Label 59 Low

Recruitment Label 59 Low
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Note: Upon exporting, the export report includes the details and the history of
added and deleted labels under the Type column as shown in the sample image

b

elow.

tem 10: a0aaos

File: b58i5cas-9115-4b4c-02cl-884cbi4 36cta.aml

Export Status: Finishad

Info: SLCCE5S

Message |D: <Q0R0bl2-5d60-4130-31¢a- 1065 11 60ad0 85 EsmIp Clien]. com:=

Author: rick. maganaifileamsga.com

TO: abhinav.agrawalieamsga.com

CC:

BCC:

Subject: Trash chack afler an br 0

Attachments: 1}

Mail date: Tuisday, January 25, 2022 3:21 AM
Date Event Description
22002023 2:43:10 AM Action Status TP3
2202023 2:43:19 AM Action Status Tush2
GIE2022 T:28:50 PM Action Status Quastiznad
BIB2022 7-28:52 PM Aclion Stalus Panding

Histeny: GE2022 T:28:43 PM Action Status Panding
GIE2022 6:13:08 AM Action Status Questioned
G022 6:13:06 AM Action Status Panding
GIE2022 B:12:42 AM Action Skatus Questionad

Type
Labal
(Added)
Labal
{Addad)

Iark
hark
hlark
Mark
Iark

ark

| User

Admin

Admin
Rick
Magana
Rick
Magana
Rick
Magana
Rick
Magana
Rick
Magana
Rick
Maaoana

Viewing history of items

Insight Surveillance provides ready access to historical information on a selected

item, such as the dates and times at which the reviewers assigned marks and
comments to it.

You must have the Review Messages permission to view the history of items. By
default, all reviewers and supervisors have this permission.

To view the history of an item

1
2

In the left navigation pane, click Review.

Filter the items in the review pane.

See “Filtering the items in the Review pane” on page 228.

Click Apply.

The application displays a list of review items from the selected departments.

291



Managing reviews | 292
Viewing history of items

During manual review, select the item to view its history details in the reading
pane.

In the reading pane, click History.

The following details appear as shown in the sample image below:

Preview Comments History
Zip File Test msg smtp client O Reviewed Relevant

From: admin@teamsga.com

To: sarifa@teamsga.com

Message Date: 25-04-14 05:11:03 AM

Type: Exchange

Direction: Internal

Department: Teams - Uj2

Capture Date: 25-04-15 O1:.55:11 AM

Capture Method: Tags

Tag Action: Include
Intelligent review Al Type Score Confidence
HBK21st Label 81 Medium
Date Event Description Type Subtype  User
25-07-17 Action Status Previewed Preview  None Admin
02:19:04 AM Preview
25-07-17 Comment Test Data None None Admin
02:18:23 AM
25-07-17 Action Status Previewed Preview  None Admin
02:17:39 AM Preview
25-07-17 Action Status Reviewed Rele  Mark Admin

m The subject, date, and details of the sender and recipients.

m Theitem type, such as Microsoft Exchange or Bloomberg, and its direction
(Internal, External Inbound, or External Outbound).

m The department in which Insight Surveillance has captured the item.

m Capture date and method by which the item was captured.
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m The event history, tag actions history, the X-Header history, IR marking
and labels history of the item.

m The reviewer's actions in the Preview pane.
If the administrator has enabled the setting to log preview actions,
whenever an item is viewed in the Review pane, Insight Surveillance
records the reviewer’s preview activity in the item history.

Note: By default, the feature is disabled. To enable this feature, please
contact Arctera Technical Support.

Printing and downloading the items and attachments

Besides the HTML-rendered view of the items in the Preview pane, you can print
and download the item in its original form. The downloaded items exclude
audit-specific information, like reviewer comments. To obtain the item and its
audit information, you need to export the item.

Note: Insight Surveillance does not support previewing certain file types, such as
.dll and .exe and large files (over 10MB to maintain browser responsiveness). For
compressed files, Insight Surveillance supports previewing only the .zip file format
and does not support other formats like .7z, .tar, and so on.

You must possess the Review Messages permission to download items. By default,
all reviewers and supervisors have this permission.

To print and download the item and attachment
1 In the left navigation pane, click Review.

2  Filter the items in the review pane. See “Filtering the items in the Review
pane” on page 228.

In the items grid, a list of review items from the selected departments appears.


http://www.arctera.io/support
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3  Select the review item in the items grid, and access the Preview tab as shown
in the sample image below.

< Preview Comments >

68606277-5488-401d-8409-f0f380503753 Id: ]  Relevant

greg.simmons@telemessage.com A Translate

05-27-19 02:14:00 PM
To: 16045683409@archive telemessage.com

@ Happy_birthday_6-1587...
177 KB B & v

©

Note: If you select multiple items, you cannot print or download these items
simultaneously.

4 Do the following as required.

m To download an attachment, hover over the attachment, and click the
Download icon. The file is downloaded to a location based on your
settings, mostly in the Downloads folder.

m To download the original version of item, click the kebab icon and click
Download.

m To print the item, click the kebab icon and click Print.
In the Print dialog box, ensure the correct file format and specify the
location to save the file.
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Viewing Intelligent Review Details

The Intelligent Review Details section provides the facts of why the item is
classified as Unreviewed Relevant or Unreviewed Irrelevant. It shows the
Relevant and Irrelevant labels (links) and the respective contribution.

During review, the Intelligent Review Details section appears on the Preview
tab only if the departments you want to review are enabled for Intelligent Review,
and the Show Intelligent Review Details in Review permission is enabled for the
logged-in user. This permission is by default enabled for the Department Reviewer,
Escalation Reviewer, Compliance Supervisor, Exception Reviewer, and Passive
Reviewer roles, where either the Review Messages or the Review Escalations
permissions are enabled. By default, Intelligent Review Details section is collapsed.
Users can expand and collapse it as required.

The total relevant and irrelevant contribution value is shown besides the
respective labels. These values (between O to 100) are factor of relevant and
irrelevant contributions found inside the item. When you click the Relevant and
Irrelevant labels, the corresponding details appear which shows the factors that
have contributed towards relevant or irrelevant. The calculated values of a
contribution of each factor are mentioned so that a reviewer can understand the
reason behind the item being relevant or irrelevant.

If the contribution value of the relevant factors is more than the contribution
value of the irrelevant factors, the item will have higher relevance score (greater
than 50). If the contribution value of the irrelevant factors is more than the
contribution value of the relevant factors, the item will have lower relevance
score (less than 50). If the contribution values of the relevant and irrelevant
factors are almost similar, the item will have the relevance score around 50.

The factors that contribute are Author, Recipient, Subject, Content, Direction,
Tags, and Department influence. Department Influence shows the extent to which
prediction is inclined in favor of or against the marking based on the department's
learning. If reviewers in a department favor marking items as irrelevant, then
Department Influence will contribute towards irrelevance and vice versa. If
factors do not have values, they can still contribute as relevant or irrelevant. It
happens when the algorithm weighs the lack of details (such as the presence of
zero tags or absence of content) as a contributing factor to its learning.

If the contribution of any factor is insignificant, but not absolutely zero (0), then
value can be rounded to and displayed as zero (0). If the factor does not contribute
at all, then this factor is not displayed. The amount of contribution of each factor
is also shown with the color legend.
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The flag icon, representing Al-based Label Predictions, shows Al-predicted labels
and their count for each review item if the Enable Al Predictions option is selected
for active labels and label groups.

Refer to the sample images below.

Figure 24-3 Preview pane showing the IR details, hit highlighting. managing
text for learning, and Al-predicted labels

24 Preview Comments >

Intelligent Review Details @ A

Relevant 54 >  —

Irrelevant” 28

7772 TEST SAMPLE TOPIC 2 COMME.. Id:€4]  Unreviewed

raju@teamsga.com A Translate

—

08-24-2105:12:.00 AM

To: rashmi@teamsga.com

All (8) v 1of8 € > O [ )

Participant Name: Test Participant 2 CounterParty
Participant Name: The other 2 Comment: HELLO
WORLD22 1l
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Figure 24-4 Contributing factors and their contribution
24 Preview Comments >
Intelligent Review Details €@ A
Relevant 54 > [ —
Irrelevant: 38 = [
Irrelevant Contributions 1€  Unreviewed
Author 24.2
admin@teamsga.com 24.2 @ Trahslate
Recipient 122
user2@teamsqa.com 12.2
» Tags © 1.7
All (8) v l1of8 ¢ )‘OE W‘YAO

Participant Name: Test Participant 2 CounterParty
Participant Name: The other 2 Comment: HELLO
WORLD22 1l

Following are some circumstances when the Intelligent Review Details are not
available, and the application displays different messages for users.



Circumstance

Item is not processed by the
Intelligent Review engine

Data for machine learning is
inadequate

Managing reviews
Viewing Intelligent Review Details

Displayed message

Details not available

Intelligent Review is still learning. Details are not
yet available.

Technical problem during loading Error loading Intelligent Review Details

Intelligent Review Details
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This chapter includes the following topics:
m  About Insight Surveillance reports

m Predefined reports

m Enhanced reporting

m Managing Power BI templates for reporting APIs

About Insight Surveillance reports

Predefined reports

Insight Surveillance provides several predefined reports that are used to provide
review information for different message types. After generating the reports,
you can export them in a number of formats, including XML, comma-separated
values (CSV), Acrobat (PDF), web archive (MHTML), Excel, Word, and TIFF.

See “Predefined reports” on page 300.

Enhanced reporting

Insight Surveillance has introduced reporting endpoint APIs to improve reporting
and analytics capabilities. To utilize these reporting endpoints, the administrator
must configure them in Insight Surveillance. Upon successful configuration, Insight
Surveillance generates a base URL and API keys to ensure secure access to the
reporting endpoints. To securely access data, the primary or secondary API access
keys are provided. The specified IP addresses during the configuration of these
API keys determine the allowed sources from which the reporting endpoints can
be accessed.

See “Enhanced reporting” on page 302.
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Predefined reports

Predefined report types in Insight Surveillance

This section explains the function of the predefined Insight Surveillance report

types.

Report Type

Evidence of Bloomberg
Review by Department

Evidence of Domino
(External) Review by
Department

Evidence of Domino
(Internal) Review by
Department

Evidence of Exchange
(External) Review by
Department

Evidence of Exchange
(Internal) Review by
Department

Evidence of SMTP (External)

Review by Department

Description

Extracts information on the required number and
percentage of sampled items received from
Bloomberg channel that have been captured and
reviewed for the selected department or
employee.

Extracts information on the required number and
percentage of sampled items received from
Domino external channel that have been
captured and reviewed for the selected
department or employee.

Extracts information on the required number and
percentage of sampled items received from
Domino internal channel that have been captured
and reviewed for the selected department or
employee.

Extracts information on the required number and
percentage of sampled items received from
Exchange external channel that have been
captured and reviewed for the selected
department or employee.

Extracts information on the required number and
percentage of sampled items received from
Exchange internal channel that have been
captured and reviewed for the selected
department or employee.

Extracts violated information on the required
number and percentage of sampled items
received from SMTP external channel that have
been captured and reviewed for the selected
department or employee.

300



Report Type

Evidence of SMTP (Internal)
Review by Department

Evidence of IM Review by
Department

Evidence of Review by
Reviewer

Working with reports
Predefined reports

Description

Extracts information on the required number and
percentage of sampled items received from SMTP
internal channel that have been captured and
reviewed for the selected department or
employee.

Extracts information on the required number and
percentage of sampled items received from
Instant Messaging channel that have been
captured and reviewed for the selected
department or employee.

Extracts information about the reviewerArcteras
activities in departments.

The report is configured by selecting departments
and a time range. Reviewers within those
departments are included in the report. The
report includes every department where
reviewer actions occurred within the time range,
even if every department is not specifically
selected during the configuration of the report.

Generating predefined reports

You must have the View Reports permission to generate a new report. By default,

most users with a department role have this permission.

To generate a report

1 Inthe left navigation pane, click Reports.

2 Inthe Select report type field, select the type you want to generate.

See “Predefined reports” on page 300.

3 Enter the start date and end date in respective fields to specify the duration

for which you want to generate report.

4  Click Select Department to search for and select departments for which you

want to generate a report.

Note: To select multiple adjacent departments, hold down the Shift key and
click the first and the last name in the range. To select multiple, non-adjacent
departments, hold down the Ctrl key and click the required names.
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5 (Optional) To remove all the selected departments, click Reset. To remove a
particular department from the selection, click remove icon of that
department.

6 Click Generate.
7  After generating the report, perform the following on the toolbar as required.

A sample report pane that depicts its standard options is shown below.

"arcterd insight @ Surveillance

A
Doshboard  Select report type *
s Evidence of Bloomberg Review by Department v
Review Enter start date Enter end date
B 07-12-24 8 o725 ]
Departments .
& Q O_KD_Dept @ 80_Dept_Crl @
Reports Al-HBK-ParentDept @ abhay0l @ abhaylchl @
= akash_deptl @ akash_dept2 @
Appiication
Audit viewer
“ 1 of > » B~ C &
20
Evidence of Review
Run Date: 7/13/2025 4:21:50 AM
Review Period: 7/12/2024 to 7/1412025
[o1_KD_Dept |
Monitored Employee Total Messages Captured Unreviewed Pending Questioned  Reviewed % Reviewed
abe@21@#S% + J"&NI: 4 0 (100.00%) 0 0 0 4 100.00%

abhay Gaur 0 0 (100.00%) 0 0 0 0 100.00%
Abhinav Agrawal 0 0 (100.00%) 0 0 0 0 100.00%

m To print a report, click the Print icon.

m To export a report, click the Export icon, and select one of the available
export types (CSV, Excel, MHTML, PDF, TIFF, WORD, or XML).

m To refresh the view, click the Refresh icon.

m Click on the page number to display and navigate to a selected page.
m Click the |< icon to go to the first page of the list.

m Click the >| icon to go to the last page of the list.

m Click the < icon to go to the previous page of the list.

m Click the > icon to go to the next page of the list.

Enhanced reporting

Insight Surveillance has introduced reporting endpoint APIs to improve reporting
and analytics capabilities. Currently there are two types of reporting endpoint
APIs.
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Synchronous API: This API executes requests in a blocking manner, where each
request is processed sequentially. Upon execution of the request, the server waits
to complete the first task before proceeding with another tasks. The client remains
idle during this time.

Asynchronous API: This API executes a request and continue to perform other
tasks without waiting for the immediate response from servers. The server
processes the requests independently. Client receives a response from
asynchronous API with details to track the request. When the data is ready, the
client calls the API to retrieve data. Insight Surveillance reporting asynchronous
API returns report status and report data location in response. The client uses
this location URL to track the status of report generation and get the data when
the report is ready.

Synchronous APIs do not possess suffix after the API name. However,
asynchronous APIs are indicated with the "Async" as a suffix. For example,
EvidenceOfReview is synchronous API name and EvidenceOfReviewAsync is
the asynchronous API name.

Refer to the details below for the available synchronous and asynchronous APIs.
m Departments API

m Synchronous method: Supported (https://<Reporting endpoint Base
URL>/odata/departments)

m Asynchronous method: Not supported

m Roles API

m Synchronous method: Supported (https://<Reporting endpoint Base
URL>/odata/roles)

m Asynchronous method: Not supported

m Users API

m Synchronous method: Supported (https://<Reporting endpoint Base
URL>/odata/users)

m Asynchronous method: Not supported
m UserRoles API

m Synchronous method: Supported (https://<Reporting endpoint Base

URL>/odata/userroles)

m Asynchronous method: Supported (https://<Reporting endpoint Base
URL>/odata/userrolesAsync)

m Classification Tags API
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m Synchronous method: Supported (https
URL>/odata/ClassificationTags)

m Asynchronous method: Not supported
Labels API

m Synchronous method: Supported (https
URL>/odata/Labels)

m Asynchronous method: Not supported
Searches API

m Synchronous method: Supported (https
URL>/odata/Searches)

m Asynchronous method: Not supported
ItemMetrics API

m Synchronous method: Supported (nhttps
URL>/odata/itemmetrics)

m Asynchronous method: Not supported

ReviewerMapping API

m Synchronous method: Supported (nttps

URL>/odata/reviewermapping)

m Asynchronous method: Supported (https://<Reporting endpoint

URL>/odata/reviewermappingAsync)

MonitoredEmployees API
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://<Reporting

://<Reporting

://<Reporting

://<Reporting

://<Reporting

endpoint

endpoint

endpoint

endpoint

endpoint

m Synchronous method: Supported (https://<Reporting endpoint

URL>/odata/monitoredemployee§
m Asynchronous method: Not supported

EvidenceOfReview API

m Synchronous method: Supported (https://<Reporting endpoint

URL>/odata/EvidenceOfReview)

m Asynchronous method: Supported (https://<Reporting endpoint

URL>/odata/EvidenceOfReviewAsync)

ItemClassificationMetrics API

m Synchronous method: Supported (https://<Reporting endpoint
URL>/odata/ItemClassificationMetrics)

Base

Base

Base

Base

Base

Base

Base

Base

Base

Base
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Asynchronous method: Supported (https://<Reporting endpoint Base
URL>/odata/ItemClassificationMetricsAsync)

ItemLabelMetrics API

Synchronous method: Supported (https://<Reporting endpoint Base
URL>/odata/ItemLabelMetrics)

Asynchronous method: Supported (https://<Reporting endpoint Base
URL>/odata/ItemLabelMetricsAsync)

ItemArchivedMetrics API

Synchronous method: Supported (https://<Reporting endpoint Base
URL>/odata/ItemArchivedMetrics)

Asynchronous method: Supported (https://<Reporting endpoint Base
URL>/odata/ItemArchivedMetricsAsync)

ItemHotwordMetrics API

m Synchronous method: Supported (https://<Reporting endpoint Base
URL>/odata/ItemHotwordMetrics)

m Asynchronous method: Supported (https://<Reporting endpoint Base
URL>/odata/ItemHotwordMetricsAsync)

ItemDetails API

m Synchronous method: Supported (https://<Reporting endpoint Base
URL>/odata/ItemDetails)

m Asynchronous method: Supported (https://<Reporting endpoint Base

URL>/odata/ItemDetailsAsync)

ReviewerAssessmentMetrics API

Synchronous method: Supported (https://<Reporting endpoint Base

URL>/odata/ReviewerAssessmentMetrics)

Asynchronous method: Supported (https://<Reporting endpoint Base

URL>/odata/ReviewerAssessmentMetricsAs ync)

ReportStatus API

Synchronous method: Supported (https://<Reporting endpoint Base
URL>/odata/reportstatus)

Asynchronous method: Not supported
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To utilize these reporting endpoints, the administrator must configure them in
Insight Surveillance. Upon successful configuration, Insight Surveillance generates
a base URL and API keys to ensure secure access to the reporting endpoints.

To securely access data, the primary or secondary API keys serve as passwords,
unique to each reporting endpoint configuration. The specified IP addresses during
the configuration of these enhanced reporting endpoints are authorized and
permitted for API calls.

See “Configuring a reporting endpoint” on page 307.
See “Departments API” on page 311.

See “Users API” on page 312.

See “User Roles Async API” on page 316.

See “User Roles API” on page 321.

See “Roles API” on page 314.

See “Classification Tags API” on page 322.

See “Labels API” on page 323.

See “Searches API” on page 325.

See “ItemMetrics API” on page 328.

See “Reviewer Mapping Async API” on page 333.
See “Reviewer Mapping API” on page 337.

See “MonitoredEmployees API” on page 339.

See “Evidence Of Review Async API” on page 343.
See “Evidence of Review API” on page 351.

See “Item Classification Metrics Async API” on page 355.
See “Item Classification Metrics API” on page 360.
See “Item Label Metrics Async API” on page 361.
See “Item Label Metrics API” on page 367.

See “Item Archived Metrics Async API” on page 371.
See “Item Archived Metrics API” on page 375.

See “Item Hotword Metrics Async API” on page 376.
See “Item Hotword Metrics API” on page 381.

See “Item Details Async API” on page 383.

See “Item Details API” on page 396.
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See “Reviewer Assessment Metrics Async API” on page 401.
See “Reviewer Assessment Metrics API” on page 407.

See “Report Status API” on page 409.

Configuring a reporting endpoint
To configure a reporting endpoint, you must have a System Admin role or the

Configure Reporting API Endpoint permission to your role. If you do not have
this permission, contact your system administrator.

In this release, only one reporting endpoint configuration can be created. After
the endpoint is configured, you can change the configuration, regenerate API
keys, and activate or suspend the endpoint as needed.

To configure a reporting endpoint

1 Inthe left navigation pane, select Configuration > Reporting Endpoint tab.

s

Click Add to configure a Reporting APl Endpeint. Consurming the Reporting APls requires this configuration.

2 Click Add.
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On the Add New Endpoint Configuration page, specify the following details
and click Save.

Name Specify a unique name for the reporting endpoint configuration.
Description Provide a brief description of the reporting endpoint configuration.
Scope Decides which APIs are accessible via current configuration.

By default, it is set to All API.

IP Address Specify individual IP Addresses that are allowed to access APIs
via current configuration.
IP Address * @
OO
A e e
[ IP Address Range
O Start IP Address End IP Address

No data fo display
Note: Only IPv4 addresses are supported in this release.

IP Address range Specify the range of sequential IP Addresses that are allowed to
access APIs via current configuration.

IP addresses outside of that range are not permitted to access the
APL

Note: Only IPv4 addresses are supported in this release.
Select at least one of the checkboxes (IP Address or IP Address
Range) and provide valid IP values for the same.

If neither IP Address nor IP Address Range is selected, IP address
validation is disabled, allowing unrestricted API access. In such
cases, a confirmation message is displayed before saving the
configuration.

Disable IP Address Validation ? %

& Are you sure you wanf to save without
an IP Address ? This will disable the [P
Address validation.

- R
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Primary and After saving the reporting endpoint configuration, the application
Secondary API Key automatically generates primary and secondary API keys and
saves them to the reporting endpoint configuration.

API callers need to specify any of these API keys to access these
APIs.

Note: The primary and secondary API keys are provided so that
if you want to replace any of the keys, you can use another one
without experiencing any downtime.

Endpoint Base URL After saving the reporting endpoint configuration, the application
generates the Endpoint Base URL automatically. API callers must
use this URL as the starting point for accessing APIL

Ensure that the configured reporting endpoint is listed on the Reporting
Endpoint tab. If required, click the Refresh icon. The application masks
primary and secondary keys for security reasons.

Search Schedules Audit Settings Reporting Endpoint Setfings Review Settings.
& Refresh & PowerBl Templates 208

Narme Description State Scope Endpoint Base URL Primary Key Secondary Key Createdon
hitps://! Re
2}

paint update new endpoint for PowerBlt..  Active All APIs 12/05/2023

4  Click the kebab icon (three vertical dots) in the same row to perform the
following actions:

Secondary Key Created on

BT — /2712023

Activate

m To view or hide the keys, select Show/hide keys.
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m To copy the base URL, primary key, and secondary key, click the Copy
icon in the respective column, or click the reporting endpoint name and
copy the required information.

m To edit the reporting endpoint configuration, select Edit. Modify the
configuration as needed and click Save.

m Toregenerate the API keys, click Regenerate adjacent to the primary
and secondary API key fields.

Note: API keys can be regenerated for the active reporting endpoints
only.

m Tosuspend the active reporting endpoint, select Suspend to block access
to the Reporting APIs. Specify the reason for suspending the reporting
endpoint and click Suspend.

m To activate the suspended reporting endpoint and regenerate primary
and secondary keys, select Activate.

Activate Endpoint Configuration x

E] Regenerate Primary APl Key as part of activation

[] Regenerate Secondary API Key as part of activation

Comment for activating

Select the primary and secondary API key generation check boxes as
needed. Specify the reason for activating the reporting endpoint and click
Activate. The application displays the date of expiry for these API keys.

Authentication

To ensure the security and integrity of data access, the Reporting API requires
authentication. Authentication is used to verify the identity of the requesting
client or application and determine whether it has the necessary permissions to
access the API resources. There are two primary authentication methods
supported for this API:

310



Working with reports | 311
Enhanced reporting

API Key authentication

Upon configuring the reporting endpoint API, a Base URL, a primary and
secondary API Keys are generated. Include either primary or secondary API key
in the X-API-Key header of your API requests.

For example,

X-API-Key:<Primary or Secondary API Key>

Basic authentication

Basic Authentication is a method where API clients provide a username and
password with each request. Users use an encoded string in the Authorization
header for this method. The recipient of the request uses this string to verify the
users' identity and their access rights to a resource.

For example,
Authorization: Basic <Base64 encoded credentials>
To generate a Base64 encoded credentials:

1. Combine the credentials (username and password) with a colon (:).

Note: The username must be ReportingApiUser. The password can be either
a primary or a secondary API Key provided after configuring the reporting
endpoint. Use either one as your password.

Forexanuﬂe,ReportingApiUser:32adasdf3asdcvzxcweasd

2. After specifying the credentials as mentioned in the step above, generate a
Base64 encoded credentials. It is required while setting authorization header.

For example, dGvuyYWw500mt 1eQ==
Therefore, requests made by this user would be sent with the following header:
Authorization: Basic dGVuYW500mtleQ==

When a server receives this request, it can access the Authorization header,
decode the credentials, and look up the user to determine whether access to the
requested resource should be allowed.

Departments API
Supported Operations

Departments - List Gets the list of departments.
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Departments - List

GET https://<Reporting endpoint Base URL>/odata/departments

Sample request

GET https://<Reporting endpoint Base URL>/odata/departments

Sample response
Status code: 200 OK

": "https:/ <Reporting endpoint Base UR»/odata/SmetadatafDepartments™,

.
: "Atlas-Groupl-D27,

§-08-23T15

: M2023-08-31T03

"Badata. nextLink™: "hrtops://<Reporting endpoint Basze URsx/odata/departments?Sskiptoken

Supported OData Filters
See “Supported OData query options” on page 410.

Responses

See “Responses” on page 415.

Supported Operations

Users - List Gets the list of users.

Users - List

GET https://<Reporting endpoint Base URL>/odata/users

Sample requests

GET https://<Reporting endpoint Base URL>/odata/users
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Sample response
Status code: 200 OK

"@odata.context": "https://<Reporting endpoint base URL>/odata/$metadataf
"value": [

{

"userId": 1,

"userName": "Active Directory Container",
"userLogin": "TargetGroup 1",
"userEmail": null

"userId": 2,

"userName": "Active Directory Search",
"userLogin": "TargetGroup 2",
"userEmail": null

"userId": 3,

"userName": "New Employee Group",
"userLogin": "TargetGroup_ 3",
"userEmail": null

"userId": 4,

"userName": "DEV",
"userLogin": "TargetGroup 4",
"userEmail": null

Note: The userEmail parameter corresponds to the primary email address, or it
may be null if no email is available.

Supported OData Filters
See “Supported OData query options” on page 410.

Responses

See “Responses” on page 415.
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Supported Operations

Roles - List Gets the list of roles and role permissions.

Roles - List by filters Gets the list of roles and role permissions by applying filters.

Roles - List

GET https://<Reporting endpoint Base URL>/odata/roles

Sample request

GET https://<Reporting endpoint Base URL>/odata/roles

Sample response
Status code: 200 OK

"Aodata.context®: "hteps://<Reporting sndpoint Base URL»/odata/jimetadatagol=s®,
“value®s [

"roleId": 236,

"department": .

L) 1e™: "Department AL User®,
Desc®™: "User is on department ACLY,
<" "Department®,

"rolaType™ 'Department ACL User™,
"rolePernissions": []

null,
"User Bdmin”.
"rolelesc™: "Letls you manage the prop
department coles such as Departm=nt Rev
details, and review progress.",
"goopa": Thepartmentc®,
"roleType®: "System",

L

34 Cwn Review Commentz",
W Requirement™,
"Search Capture",

"Export Messages®,

Wndd Hotwords",

I3 Rocess”,
ored Employees™,

ge Exceptions®,

late Messages®,

“Manage Reviewing Comments®,
"Show Feviewer Summarles Cm Home Pagen,
- ept ssarches®,

"View Task 3tatus”,

"™iew Rudit Information™,
"chow Hotwords In Search®™,
“ghow Intelligent Review Det

ils in Review®

H
1.
"dodata. nextlink™: "hotps://<Reporting endpoint Base URLxfodatafroles?fskiptoken=23a0"
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Supported OData Filters
See “Supported OData query options” on page 410.

Roles - List by filters

POST https://<Reporting endpoint Base URL>/odata/roles

Request body

Specify the following filters to obtain refined and selective results from this
report.

Name Type Description

Departments Optional Specifies IDs of the departments to which
roles belongs to.

Limitations:

The Roles API can pass a maximum of
100 Departments IDs as input.

Data Type: JSON array of integers
'id'(identifier fields) that is Departments.

Scopes Optional Specifies the scope of the roles. Possible
values are: 160 for application-level roles
and 161 for department-level roles.

Data Type: JSON array of integers
'id'(identifier fields) that is Scopes.

Sample request

POST https://<Reporting endpoint Base URL>/odata/Roles
{

"Departments": [5,6],

"Scopes" :[161]

}

Sample response
Status code: 200 OK
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"RBodata.context": "https://<Reporting endpoint Base URL>/odata/SmetadatasRoles"

"value®™:

: "User is on department ACL™,
Department™,
: "Department ACL Ussr",

Supported OData Filters
See “Supported OData query options” on page 410.

Responses

See “Responses” on page 415.

User Roles Async API

UserRolesAsync This API submits the report generation request which executes
asynchronously. The result of this API contains the identifier for
the report, status, and location for retrieving the report data.

The report identifier and locations in the result can be used to track
the report generation operation.

To use the UserRolesAsync AP]I, follow the steps below:
1. Call the UserRolesAsync API to submit a report generation request.

This asynchronous API supports GET and POST query methods. Use any of
the following as needed:

B GET https://<Reporting endpoint base
URL>/OData/UserRolesAsync?ReportName=<Name of the
report>&Users=[list of comma-separated
values] &Departments=[list of comma-separated

values] &Scopes=[list of comma-separated values]
BM POST https://<Reporting endpoint base URL>/OData/UserRolesAsync

Sample Input

B GET https://<Reporting endpoint Base URL>/odata/
UserRolesAsync?ReportName=<Name of the report>Users=[1247,3821]
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B POST https://<Reporting endpoint base URL>/OData/UserRolesAsync

UserRolesAsync - URL Parameter/Filters

The following parameters/filters can be used with the UserRolesAsync API
when invoked using the GET and POST methods. The system uses the AND
operator between the filters to return the result based on the specified filters.

ReportName

Departments

Scopes

Users

Mandatory

Optional

Optional

Optional

Specify the name of the report you want to
generate.

Limitations

m The report name can be up to a maximum of
256 characters long.

B Special characters are not allowed; only
alphanumeric values are permitted.

Specifies IDs of the departments to which users
and their roles belongs to.

Limitations:

This API can pass a maximum of 100
Departments IDs as input.

Data Type: JSON array of integers 'id'(identifier
fields) that is Departments.

Note: To get the Department IDs, See
“Departments API” on page 311. Refer to the
departmentld field only.

Specifies the scope of the users roles. Possible
values are: 160 for application-level roles and
161 for department-level roles.

Data Type: JSON array of integers 'id'(identifier
fields) that is Scopes.

Specifies IDs of the users.
Limitations

This API can pass a maximum of 100 User IDs as
input.

Data Type: JSON array of integers 'id'(identifier
fields) that is Users.

Note: To get the User IDs, See “Users API”
on page 312. Refer to the userld field only.
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Scenario 1: When Users are mentioned, but Departments and Scopes are
not specified..

Sample input:

POST https://<Reporting endpoint base URL>/OData/UserRolesAsync
{

"ReportName" :"TestUserRolesReport",

"Departments":[],

"Scopes":"[],

"Users":[3821]

}

Sample response:

as.aka.con/R

5-49b1-bd25-74f92b

g/odata/$metadatauserRolesasync/Sentity

2",

om/Reporting/odata/ReportStatus?Reportld=ff2dc415-bf15-49b1-bd25-74f3abfbelz”,
cation”: “https://vas.aka.com/Reporting/odata/UserRoles?ReportId=£f2dc415-0£15-49b1-bd25-74£9abfbcl02"

Scenario 2: When Departments are mentioned, but Users and Scopes are
not specified.

Sample input:

POST https://<Reporting endpoint base URL>/OData/UserRolesAsync
{

"ReportName":"TestUserRolesReport",

"Departments":[23],

"Scopes":"[],

"Users": []

}

Sample response:

as.aka.com/Reporti

ng/odata/$metadatafiserRolesAsync/Sentity”,

od25-74f9abibc1@2”,

ing/odata/ReportStatus?h

t ortId=ffadcd15-bF16-49b1-bd25-74f8abfbelez”
https://vas.aka.con/Reporting/odata/UserRoles?ReportId=Ff2dcd15-bf15-49b1-bd26-74f9abibc102"

Scenario 3: When Departments, Users, and Scopes are mentioned.
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Sample input:

POST https://<Reporting endpoint base URL>/OData/UserRolesAsync
{

"ReportName":"TestUserRolesReport",

"Departments":[23],

"Scopes":"[160,161],

"Users":[55,67]

}

Sample response:

as.aka.con/R

5-49b1-bd25-74£92b

g/odata/$metadatafiserRolesAsync/Sentity”,

2",

cation’: “https://vas.aka.com/Reporting/odata/UserRoles?Report

=£f2dc416-0f16-49b1-bd26-74f9abibc102"

Scenario 4: When Departments, Users and Scopes are mentioned, but
ReportName is not specified.

Sample input:

POST https://<Reporting endpoint base URL>/OData/UserRolesAsync
{

"ReportName":"",

"Departments":[23],

"Scopes":"[160],

"Users":[3821]

}

Sample response:

The following table explains the parameters showcased in the response to
a User Roles Async API request.
Name Description

reportld Displays report ID. It is generated upon successful
execution of APIL

"https://vas.aka.com/Reporting/odata/ReportStatus?Reporild=12dc415-bf15-49b1-0d25-74£9abfbelz",

refer to ¢l
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reportName

reportType

reportDate

reportStatus

info

newReportInstanceQueued

reportStatusLocation

reportDatalocation

Call the ReportStatus API to get the status of the UserRolesAsync API report.

Working with reports
Enhanced reporting

Description

Displays report name. It is generated upon successful
execution of APIL

Displays the report type as User Roles.

Displays the date of report generation after successful
execution of API

Displays report status. For more information on statuses,
See “Report Status API” on page 409..

Displays a message if the report request has queued
successfully or not.

Specifies whether a new report generation request has
been submitted or not. The Rate Limiting feature restricts
submission of multiple requests with identical input
parameters if attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new report
request has been queued successfully.

False: The value is shown as False, if the input
parameters of the current request are identical to the
parameters of the already submitted request within one
minute, a new report will not be queued. As a result, the
details of the existing report request are returned.

Displays a URL with report ID.

To view the status of this report, use the same URL.

Displays a URL for the location of report data.

To access the report data, use the same URL.

See “Report Status API” on page 409.

Once the report is ready, call the UserRoles API to get the report data from

the asynchronous API See “User Roles API” on page 321.
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User Roles API

UserRoles - List This report provides the department-level
and application-level roles for the specified
users.

UserRoles - List

GET https://<Reporting endpoint Base URL>/odata/UserRoles

Sample requests

GET https://<Reporting endpoint Base URL>/odata/UserRoles?reportid=<ID
of the UserRolesAsync API report>

GET https://<Reporting endpoint Base

URL>/odata/UserRoles?reportid=d53960f0-dbd0-4aa9-b7cf-23bd6ab7875f

Parameter/Filters

The following filter can be used with the UserRoles API when invoked using the
GET method only. The system uses the AND operator between the filters to
return the result based on the specified filters.

ReportID Mandatory Specify the ID of report you want to view.

Scenario 1

GET https://<Reporting endpoint Base
URL>/odata/UserRoles?reportid=d0558287-3349-4df3-9528-11168637a83b

Sample response

Status code: 200 OK
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"Bodata.context": "https://<server>/odatasSmetadataduserroles”,

kd dept updates™

parcment®,

": "Explicitly assigned in this department”

Supported OData Filters
See “Supported OData query options” on page 410.

Responses

See “Responses” on page 415.

Classification Tags API
Supported Operations

Classification Tags - List Gets a list of classification tags.

Classification Tags - List

GET https://<Reporting endpoint Base URL>/odata/ClassificationTags

Sample request

GET https://<Reporting endpoint Base URL>/odata/ClassificationTags

Sample response
Status code: 200 OK
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“Jodata.context™: *hrtps: <<Reporting endpoint Base URL»/cdata/fmetadatalClassifica
"*value®:

"tagliD™:
-"L.\;:-'!.'!'E": "Harket Lt::f-.
“taglype™: “Category®,

"sreatelate”™: "2033-03=-0%T03:30:00-08:00"%,
"madifiedDace™: "2022=-02=-09T03:30:00-08:00"
*tagilD=: 3 ¥

="cagiame™: -H:.‘.E'F' Laundering®,
"ragType™: ="Cavegory®,

=sreatelate™: ="J2022-02-09T0%3:30:00-08:00",

*sodifiedDate™: "10221-02-09T03:30:00-08:00"

"cagilD i1
*taglame™; "0ffensive Language®,
“taglype~: ~1

"createlate™:

"
"modifiedDace™: = o
Ir
“tagilT: ¥
"ragilams™: "0ff-Channel Comsunicatisns™,
"raglype™i
=createlate™i 2= IO =08 § 00",
"scdifiedlate”: "2032-02-09T03:3 o=

Supported OData Filters
See “Supported OData query options” on page 410.

Responses
See “Responses” on page 415.

Supported Operations

Labels - List Gets a list of labels.

Labels - List

GET https://<Reporting endpoint Base URL>/odata/Labels
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GET https://<Reporting endpoint Base URL>/odata/Labels

Sample response
Status code: 200 OK

{

"fodata.context": "https://<Reporting endpoint Base

URL>/odata/Smetadata#labels™,
"yalue™: [

"modifiedDt™: "2023-01-18T21:11:19.663-08:00",

"modifiedDt": "2023-01-23T04:12:39.477-08:00%,

"modifiedDt": "2023-01-16T22:25:58.323-08:00",

{
"labelID": 20,
"labelName": "Labell"™,
"description™: "Labell description",
"ishctive"™: true,
"caseID": £491,
"isPropagated": true,
"scope™: "Department™

be

{
"labelID": 21,
"labelName": "Testl"™,
"description": "Testl",
"isActive": true,
"caseID": £8073,
"isPropagated": true,
"scope™: "Department"

be

{
"labelID"™: 207,
"labelNams": "@",
"description”: "nediugye",
"isActive": true,
"caseID": TO5E,
"isPropagated": true,
"scope": "Department"™

}

1}

Supported OData Filters
See “Supported OData query options” on page 410.
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Responses

See “Responses” on page 415.

Supported Operations

Searches - List Gets a list of Searches.

Searches - List

GET https://<Reporting endpoint Base URL>/odata/Searches

Sample request

GET https://<Reporting endpoint Base
URL>/odata/Searches?StartDate=2025-01-01&EndDate=2025-01-10

Request body

Specify the following filters to obtain refined and selective results from this
report.

Name Type Description

Start Date Mandatory StartDate is the date on which the searches are created in
Insight Surveillance.

This filter specifies the start date for returning count of
searches whose creation date is greater than or equal to
this start date.

Data Type
Date in the YYYY-MM-DD format that is StartDate.
Limitations

For the cloud-based application, a maximum of one year
duration is allowed.
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Name Type Description

End Date Mandatory This filter specifies the end date for returning count of
searches whose creation date is less than or equal to this
date.
Data Type

Date in the YYYY-MM-DD format that is StartDate.
Limitations

For the cloud-based application, a maximum of one year
duration is allowed.

Sample response
Status code: 200 OK
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"fodata.context™: "https://<Reporting endpoint base
URL>/odata/$metadata#Searches",
"value": [

{
"parentSearchID": null,
"parentSearch": null,
"searchID": 1105959,
"name": "19463=-DeptIml”,
"scope": "Department”™,
"runDate": *2025-01-02T02:27:00-08:00",
"deptID™: 19463,
"department”: "AutoEorIR1-20125020808&",
"hits": 9,
"sampled": 9,
"relevantSampled":
"status"™: "In BReview"™,

"searchType": "Immediate"

"parentSearchID": null,

"parentSearch": null,

"searchID": 11059&0,

"name": "1%463-DeptSch2",

"scope": "Department",

"runbDate": "2025-01-02T02:31:00-08:00",

"deptID": 19463,
"department™: "AutoEcrIR1-20125020806",
"hits": -1,

"sampled": -1,
"relevantSampled": -1,
"status": "Schedule",
"searchType": "Schedule"

}
]
Supported OData Filters
See “Supported OData query options” on page 410.

Responses
See “Responses” on page 415.
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ItemMetrics - List Gets the count of items within a specified date range.

ItemMetrics - List by filter =~ Gets the count of items captured in Insight Surveillance
within a specified date range by using the filters.

ltemMetrics - List

GET https://<Reporting endpoint Base

URL>/odata/ItemMetrics?CaptureDateStart=<YYYY-MV-DD>&CaptureDateEnd=<YYYY-MV-DD>

[temMetrics - URL Parameter/Filters

The following filters can be used with the ItemMetrics API when invoked using
the GET method. The system uses the AND operator between the filters to return
the result based on the specified filters.

Name Type

CaptureDateStart Mandatory

CaptureDateEnd Mandatory

Sample requests

Description

CaptureDate is the date on which items are
captured or ingested in Insight Surveillance is
recorded as the CaptureDate for that item.

This filter specifies the start date for returning
count of items whose CaptureDate is greater than
or equal to this start date.

Data Type: Date in the YYYY-MM-DD format
that is CaptureDateStart.

This filter specifies the end date for returning
count of items whose CaptureDate is greater than
or equal to this date.

Data Type: Date in the YYYY-MM-DD format
that is CaptureDateEnd.

To get count of all items captured between 2023-01-01 and 2023-12-31, the

sample query will be as below.

GET https://<Reporting endpoint Base

URL>/odata/ItemMetrics?CaptureDateStart=2023-01-01&CaptureDateEnd=2023-12-31
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Responses

See “Responses” on page 415.

ItemMetrics - List by filter

POST https://<Reporting endpoint Base URL>/odata/ItemMetrics

Request body

The following filters can be used with the ltemMetrics API when invoked using
the POST method. The system uses the AND operator between the filters to
return the result based on the specified filters.

Name Type Description

Departments Optional Specifies the department to which the captured
item belongs and returns item counts for items
within that department.

Data Type: JSON array of integers 'id'(identifier
fields) that is department IDs.

Limitation: As an input, the ItemMetrics API can
pass maximum of 1000 Departments IDs.

CaptureTypes Optional Specifies the mode/technique used to capture the
item in Insight Surveillance and returns item
counts for items with the specified capture type.

Data Type: JSON array of integers 'id'(identifier
fields) that is CaptureTypes IDs.

Limitation: As an input, the ItemMetrics API can
pass maximum 10 CaptureTypes IDs.

CaptureDateStart Mandatory Specifies the date on which items are captured
or ingested in Insight Surveillance is recorded as
the CaptureDate for that item.

Returns item counts whose CaptureDate is
greater than or equal to the specified
CaptureDateStart.

Data Type: Date in the YYYY-MM-DD format
that is CaptureDateStart.



Working with reports
Enhanced reporting

Name Type Description

CaptureDateEnd Mandatory Specifies the date on which items are captured
or ingested in Insight Surveillance is recorded as
the CaptureDate for that item.

Returns item counts whose CaptureDate is less
than or equal to the specified CaptureDateEnd.

Data Type: Date in the YYYY-MM-DD format
that is CaptureDateEnd.

MessageDirections Optional Specifies whether the item was sent/received
from within the organization or from an external
source and returns item counts for items that
have the specified message direction.

Data Type: JSON array of integers 'id'(identifier
fields) that is MessageDirections IDs

Limitation: As an input, the ItemMetrics API can

pass maximum 5 MessageDirections IDs.

MessageTypes Optional Specifies the type of captured items and returns
item counts for items that have the specified
message type.

Data Type: JSON array of integers 'id'(identifier
fields) that is MessageTypes IDs.

Limitation: As an input, the ItemMetrics API can
pass maximum 100 MessageTypes IDs on a single
page.

Scenario I:

To get the item counts for Departments ID 11154, between CaptureDateStart
2023-11-24 and CaptureDateEnd2024-10-24. and having CaptureType as 1.

Sample Requests

Ik

"CaptureDateStart": "2023-11-24",
"CaptureDateEnd": "2024-10-24",
"Departments": [ 1:
"CaptureTypes": [1]

-}
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Scenario 2

To get item counts for Department IDs 9 and 5, between CaptureDateStart
2023-06-01 and CaptureDateEnd 2023-08-02 and having MessageTypes as 7 or
8.

Sample request

POST https://<Reporting endpoint Base URL>/odata/ItemMetrics
{

"CaptureDateStart": "2023-06-01",

"CaptureDateEnd": "2023-08-02",

"Departments": [9,5],
"MessageTypes": [7,8]
}

Scenario 3:

To get item counts for Departments IDs 9 and 5 , between CaptureDateStart
2023-06-01 and CaptureDateEnd 2023-08-02 and having MessageDirections as
1lor2.

POST https://<Reporting endpoint Base URL>/odata/ItemMetrics

{

"CaptureDateStart": "2023-06-01",
"CaptureDateEnd": "2023-08-02",
"Departments": [9,5],
"MessageDirections": [1,2]

}

Scenario 4:

To get item counts for Departments IDs 9 and 5, between CaptureDateStart
2023-06-01 and CaptureDateEnd 2023-08-02 and having MessageTypes as 7 or
8.

POST https://<Reporting endpoint Base URL>/odata/ItemMetrics
{
"CaptureDateStart": "2023-06-01",

"CaptureDateEnd": "2023-06-02",



"dodata.
"@odata.
Tyalus®™:

{
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"Departments": [9,5],
"MessageTypes": [7,8]

}

Sample response
Status code: 200 OK

context™: "https://<Server>/odata/SmetadatadltemMetrics™,
count": 1%,

[

"captureditemCountId®™: 1,

"captureDate®: "2023-10-03T00:00:00-07:00",
"departmentId®:

"department™: "Administration”,
"messageTypeld”": 7,

"messageType": "SMTP",

"captureType": "Internal™,

"captureTypeld®: 1,
"messageDirectionId™: 1,
"messageDirection™: "Internal”,
"capturedItemsCount™: 17,

"captureTypeDisplayMame™: "Search",

"captureTypeDescription™: "Indicates that items were captured based on
immediate or scheduled search",

"messageDirectionDisplayName"™: "Internal"™,
"messageDirectionDescription™: "The items where the author and all
recipients are internal to the organization.”

Supported OData Filters
See “Supported OData query options” on page 410.

Responses
See “Responses” on page 415.
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Reviewer Mapping Async API

ReviewerMappingAsync This API submits the report generation request which
executes asynchronously. The result of this API
contains the identifier for the report, status, and
location for retrieving the report data.

The report identifier and locations in the result can
be used to track the report generation operation.

To use the ReviewerMappingAsync API, follow the steps below:
1. Call the ReviewerMappingAsync API to submit a report generation request.

This asynchronous API supports GET and POST query methods. Use any of
the following as needed:

B GET https://<Reporting endpoint base
URL>/OData/ReviewerMappingAsync?ReportName=<Name of the

report>&ReviewerUsers=[list of comma-separated values]

B POST https://<Reporting endpoint base
URL>/OData/ReviewerMappingAsync

Sample Input

B GET https://<Reporting endpoint Base URL>/odata/
ReviewerMappingAsync?ReportName=<Name of the

report>&ReviewerUsers=[1,2,5]

B POST https://<Reporting endpoint base
URL>/OData/ReviewerMappingAsync

ReviewerMappingAsync - URL Parameter/Filters

The following parameters/filters can be used with the
ReviewerMappingAsync APl when invoked using the GET and POST
methods. The system uses the AND operator between the filters to return
the result based on the specified filters.

ReportName Mandatory Specify the name of the report you want to
generate.

Limitations

B The report name can be up to a maximum of
256 characters long.

B Special characters are not allowed; only
alphanumeric values are permitted.
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ReviewerUsers Optional Specify a list of UserIDs for the reviewers whose
details you want to retrieve.

Data Type

JSON array of integers 'id'(identifier fields) that
is ReviewerUsersIDs.

Note: The valid value of the ReviewerUsers is
an ID of any user from the Insight Surveillance
User ID list. The User ID list can be fetched from
the Users API endpoint. See “Users API”

on page 312. Refer to the userld field only.

If no reviewer user ID is provided, Insight
Surveillance retrieves the details of all
ReviewerUsers.

Scenario 1: New request to submit a report.

Sample input:

POST https://<Reporting endpoint base URL>/OData/ReviewerMappingAsync
{

"ReportName" :"TestReviewerMappingReport",

"ReviewerUsers":[1]

}

Sample response:

"@odata.context": "https://<Reporting endpoint base URL>/odata/$metadata#ReviewerMappingAsync/$entity",
"reportId": "£8451bde-8983-402b-9769-e9bfda2bl970",
"reportName": "TestReviewerMappingReport",

"reportType": "Reviewer Mapping",

"reportDate" 25-06-09T17:38:25.293+05:30",
"reportStatus": "Queued",

"info": "Successfully queued the report request.”,

"newReportInstanceQueued”: true,
"reportStatusLocation”: "https://<Reporting endpoint base URL>/odata/ReportStatus?ReportId=£8451bde-8983-402b-9769-e9bfda2b
"reportDataLocation”: "https://<Reporting endpoint base URL>/odata/ReviewerMapping?ReportId=£8451lbde-8983-402b-9769-e9bfda2

Scenario 2: When ReportName is mentioned, but ReviewerUsers is not.
Sample input:

POST https://<Reporting endpoint base URL>/OData/ReviewerMappingAsync
{

"ReportName":"TestReviewerMappingReport"

}

Sample response:
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"@odata.context": "https://<Reporting endpoint base URL>/odata/$metadata#ReviewerMappingAsync/Sentity",

"reportId": "34£691be-ec76-4312-be22-00£d4f4£73E7",
"reportName": "TestReviewerMappingReport",
"reportType": "Reviewer Mapping",

"reportDate": "2025-06-09T18:52:59.987+05:30",
"reportStatus": "Queued",

"info": "Successfully queued the report request.",

"newReportInstanceQueued": true,

"reportStatusLocation": "https://<Reporting endpoint base URL>/odata/ReportStatus?Reportld=34£69lbe-ec?6-4312-be22-00£d4f4t
"reportDatalocation": "https://<Reporting endpoint base URL>/odata/ReviewerMapping?ReportId=34f691be-ec?6-4312-be22-00£d4t4

Scenario 3: Default behavior when no ReviewerUsers are provided; the
request is submitted for all available ReviewerUsers

Sample input:

POST https://<Reporting endpoint base URL>/OData/ReviewerMappingAsync
{

"ReportName" :"TestReviewerMappingReport",

"ReviewerUsers": []

}

Sample response:

"@odata.context”: "https://<Reporting endpoint base URL>/odata/$metadata#ReviewerMappingAsync/$entity",
"reportId": "9f3df184-6392-452f-96b3-182b63a38£44",

"reportNam "TestReviewerMappingReport",

Reviewer Mapping",

2025-06-11T13:53:36.06+05:30",

"reportDate

"reportStatu "Queued"”,
info": "Successfully queued the report request.”,
wReportInstanceQueued”: true,

portStatusLocation

"https://<Reporting endpoint base URL>/odata/ReportStatus?ReportId=9f3df184-6392-452f-96b3-182b63a3

"reportDataLocation™: "https://<Reporting endpoint base URL>/odata/ReviewerMapping?ReportId=9f3df184-6392-452f-96b3-182b63a

Scenario 4: ReportName is not mentioned.

Sample Input:

POST https://<Reporting endpoint base URL>/OData/ReviewerMappingAsync
{

"ReportName":"",

"ReviewerUsers":[1, 3]

}

Sample Response:

"error": {
"code": "BadParameter",
"message": "Parameter (s): ReportName either need to be specified or have an incorrect name,

value or format.For details regarding API parameters, refer to the documentation.™”

The following table explains the parameters showcased in the response to
a Reviewer Mapping Async API request.
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reportld

reportName

reportType

reportDate

reportStatus

info

newReportInstanceQueued

reportStatusLocation

reportDatalocation
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Description

Displays report ID. It is generated upon
successful execution of APL

Displays report name. It is generated upon
successful execution of APL

Displays the report type as Reviewer Mapping.

Displays the date of report generation after
successful execution of APIL

Displays report status. For more information
on statuses, See “Report Status API”
on page 409..

Displays a message if the report request has
queued successfully or not.

Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of multiple
requests with identical input parameters if
attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued successfully.

False: The value is shown as False, if the input
parameters of the current request are identical
to the parameters of the already submitted
request within one minute, a new report will
not be queued. As a result, the details of the
existing report request are returned.

Displays a URL with report ID.

To view the status of this report, use the same
URL.

Displays a URL for the location of report data.

To access the report data, use the same URL.

Call the ReportStatus API to get the status of the ReviewerMappingAsync
API report. See “Report Status API” on page 409.
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3. Once the report is ready, call the ReviewerMapping API to get the report
data from the asynchronous API See “Reviewer Mapping API” on page 337.

Reviewer Mapping API

ReviewersMapping - List This report provides the department-level
monitoring percentage details for all
message types in each department.

ReviewersMapping - List

GET https://<Reporting endpoint Base URL>/odata/ReviewerMapping

Sample requests

GET https://<Reporting endpoint Base
URL>/odata/ReviewerMapping?reportid=<ID of the ReviewerMappingAsync
API report>

GET https://<Reporting endpoint Base
URL>/odata/ReviewerMapping?reportid=d0558287-3349-4df3-9528-11168637a83b

Parameter/Filters

The following filter can be used with the ReviewerMapping API when invoked
using the GET method only. The system uses the AND operator between the
filters to return the result based on the specified filters.

ReportID Mandatory Specify the ID of report you want to view.

Scenario 1

GET https://<Reporting endpoint Base
URL>/odata/ReviewerMapping?reportid=3890a807-970c-4c71-b849-cl611fellab3

Sample response

Status code: 200 OK
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"Bodata.context™: "https://<Reporting endpoint Base
URL>»/odata/SmetadatagReviewerMapping™,
"@odata.count™: 7,
"galue": [
{
"departmentId": 5,
"departmentName": "Administration”™,
"reviewerUserId": 1,
"reviewerUserName": "admin",
"reviewerUserLogin": "domain\\admin",
"isException": false,
"disableCapping™: 0,
"bypassMonitoring": false,
"messageType": [
{
"contentSourceId™: 1,
"contentSourceName": "Exchange",
"igDirectional™: true,
"percentageReviewInternal®: 2.0,
"percentageReviewBxtIn™: 2.0,
"percentageReviewBxtout™: 2.0,
"cleanSampleCap™: 0

"contentSourceId": 2,
"contentSourceName": "Instant Massaging”,
"isDirectional™: false,
"percentageReviewInternal®: 2.0,
"percentageReviewExtIn": 0.0,
"percentageReviewExtOut": 0.0,
"cleanSampleCap":

]

Supported OData Filters
See “Supported OData query options” on page 410.
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Responses

See “Responses” on page 415.

MonitoredEmployees API
Supported Operations

MonitoredEmployees - List  Gets department-level monitoring percentage details for
all message types in each department for each monitored
employee by using the HTTP GET and POST methods.

MonitoredEmployees - List

GET https://<Reporting endpoint Base
URL>/odata/MonitoredEmployees?Departments=[list of comma-separated

values]

POST https://<Reporting endpoint Base URL>/odata/MonitoredEmployees

Sample requests

GET https://<Reporting endpoint Base
URL>/odata/MonitoredEmployees?Departments=[1,2,4,7]

POST https://<Reporting endpoint Base URL>/odata/MonitoredEmployees

Request filter/body

Specify the following filters to obtain refined and selective results from this
report.
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Name Type Description

Departments Optional Specifies IDs of the departments to get
monitoring percentage details for all message
types for each monitored employee in the
departments.

m If Department IDs are specified, the result
returns details for those departments only.

m If Department IDs are not specified, the
result returns details for every available
department.

Data Type: JSON array of integers 'id'(identifier
fields) that is Departments.

Note: To get the Department IDs, See
“Departments API” on page 311. Refer to the
departmentld field only.

Scenario 1

To get the monitored employees level monitoring percentages for a specified
single department.

Input:

POST https://<Reporting endpolint Base URL>/odata/MonitoredEmployees

"Departments™: v

Scenario 2
Input:

To get the monitored employees level monitoring percentages for specified list
of departments.

POST https://<Reporting endpoint Base URL>»/odatas/MonitoredEmplovess

[ Torep—————— | [

L ]J

Scenario 3
Input:

To get the monitored employees level monitoring percentages for all departments.
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POST https://<Reporting endpoint Base URL»/odata/monitoredEmployvess
[
"Departments™ : []

}

Scenario 4
Input:

To get the monitored employees level monitoring percentages for all departments.

POST https://<Reporting endpoint Base URL»/odata/monitoredEmployees
1

}

Sample response for scenarios 1to 4

Sample response for scenarios 1 to 4: Status code: 200 OK



Working with reports | 342
Enhanced reporting

"Bodata.context": "https://<Reporting endpoint Base
URL>/odata/sSmetadataiMonitoredEmployees”,
"Bodata.count™: 59,
"valus": [
{
"departmentId®™: 6o,
"monitoredEmployeeId™: 2,
"monitoredEmployeeName™: "johndoe™,
"monitoredEmployeelogin™: "AKA\\johndoa",
"monitoredEmployeeEmail®™: |
"JohndoeRaka.com™,
"johndoe newfaka.com"
1.
"messageType”: [
{
"contentSourceId": 1,
"contentSourceNams": "Exchange"™,
"isDirectional®™: true,
"percentageReviewInternal®™: 2.0,

"percentageReviewExtIn": 2.0,

"percentageReviewExtout": 2.0,
"cleanSampleCap™:

)

"contentSourceId®: 2,
"contentSourceMame": "Instant Messaging",
"isDirectional™: false,
"percentageReviewInternal™: 2.0,
"mercentageReviewExtIn™: 0.0,
"percentageReviewExtout™: 0.0,
"cleanSampleCap™:

Supported OData Filters
See “Supported OData query options” on page 410.

Responses

See “Responses” on page 415.
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Evidence Of Review Async API

EvidenceOfReviewAsync This API submits the report generation request which executes

asynchronously. Result of this API contains identifier for report,
status and location for retrieving the report data.

The report identifier and locations in the result can be used to
track the report generation operation.

Note: This note is intended to those who have used earlier versions of this API.

There were two separate reporting endpoint APIs: EvidenceOfReviewByDept
and EvidenceOfReviewByUsers. However, from this release, these two APIs
have been merged into one API called EvidenceOfReview. This unified API

offers the same detailed reports which is conveniently accessible in one place.

The users field is changed to monitoredemployees.
A new filter Searches is added.

ReturnByDepartment: This parameter has been added to get the records
grouped by departments and is set to False by default. When set to False, the
monitoredEmployeeld, monitoredEmployee, and totalMessagesForSampling
parameters are applicable, thus, returned the searched values in the response.
Conversely, if set to True, the monitoredEmployeeld, monitoredEmployee,
and totalMessagesForSampling parameters are not applicable, thus, returned
the -1 value in the response.

ReturnZeroCaptureRecords: This parameter has been added and is set to
False by default. When set to False, parameters with a result count of zero
will not be displayed in the output. Conversely, if set to True, parameters with
a result count of zero will be included in the output.

The Reviewed output parameter has been removed and replaced with the
ReviewedRelevant and ReviewedIrrelevant parameters.

However, the Unreviewed output parameter has been retained. In addition,
the UnreviewedRelevant and UnreviewedIrrelevant parameters are added.

In the response, the -1 value for searchHits signifies Not Applicable.

To use the EvidenceOfReviewAsync API, follow the steps below:

1

Call the EvidenceOfReviewAsync API to submit report generation request.

This asynchronous API supports GET and POST query methods. Use any of
the following as needed:

GET https://<Reporting endpoint Base
URL>/odata/EvidenceOfReviewAsync
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POST https://<Reporting endpoint Base

URL>/odata/EvidenceOfReviewAsync

Sample input

B GET https://<Reporting endpoint Base URL>/odata/
EvidenceOfReviewAsync?ReportName= <name of report>
& StartDate=<YYYY-MM-DD>&EndDate=<YYYY-MM-DD> &Departments=
[<DeptIDl>, <DeptID2>, ...] &essageTypes=[MessageTypelDl>, MessageTypelD2>, .. . ]
&MessageDirections
=[<MessageDirectionIDl>,<MessageDirectionID2>, ...] &
CaptureTypes=[<CaptureTypelDl>, <CaptureTypeID2>,...]

&ReturnByDepartment=True&ReturnZeroCaptureRecords=False

B GET https://<Reporting endpoint Base URL>/odata/
EvidenceOfReviewAsync?ReportName=TestReportl
&StartDate=2024-01-01&EndDate=2024-06-30 &Departments=[101,
102] &MessageTypes=[1l, 7] &MessageDirections=[1,2]
&CaptureTypes=1[6,99]

&ReturnByDepartment=True&ReturnZeroCaptureRecords=False

B POST https://<Reporting endpoint Base
URL>/odata/EvidenceOfReviewAsync

EvidenceOfReviewAsync - URL Parameter/Filters

The following filters can be used with the EvidenceOfReviewAsync API
when invoked using the GET and POST methods. The system uses the AND
operator between the filters to return the result based on the specified filters.

Name Type Description
ReportName Mandatory Specify a name of the report.
StartDate Mandatory StartDate is the date on which items

are captured or ingested in Insight
Surveillance is recorded as the
CaptureDate for that item.

This filter specifies the start date for
returning count of items whose
CaptureDate is greater than or equal
to this start date.

Data Type: Date in the YYYY-MM-DD
format that is StartDate.



Name

EndDate

MessageTypes

Departments

Type
Mandatory

Optional

Optional
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Description

This filter specifies the end date for
returning count of items whose
CaptureDate is less than or equal to this
date.

Data Type: Date in the YYYY-MM-DD
format that is EndDate.

Specifies the type of captured items
and returns item counts for items that
have the specified message type.

Data Type: JSON array of integers
'id'(identifier fields) that is
MessageType IDs.

Limitation: As an input, this API can
pass maximum 100 MessageType IDs.

Specifies the departments to which the
captured item belongs and returns item
counts for items within that
department.

Data Type

JSON array of integers 'id'(identifier
fields) that is Department IDs.

Limitation

As an input, this API can pass
maximum of 1000 Departments IDs.

Note

m To include results for all
departments of a specified customer
in a report, do not specify any
department IDs in a query.

m To include results for specific
departments of a specified customer
in a report, specify department IDs
in the query.
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Type
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Description

This field specifies the monitored
employee IDs for which the report has
to be generated.

For example, if a department has 10
monitored employees but only 2 are
specified in this filter, the report will
include item counts for only those 2
monitored employees.

Note:

m Toinclude all monitored employees
in a report, do not specify any
monitored employee IDs in a query.

m To include results for specific
monitored employees of a specified
customer in a report, specify
monitored employee IDs in the
query

m The valid values of monitored
employees are the IDs of any
monitored employee from the
Insight Surveillance
MonitoredEmployee ID list. This ID
list can be fetched from the
MonitoredEmployee API endpoint.
See “MonitoredEmployees API”
on page 339. Refer to the
MonitoredEmployeeld field only.

Data Type: Integer ID of the user.

Specifies whether the item was
sent/received from within the
organization or from an external source
and returns item counts for items that
have the specified message direction.

Data Type: JSON array of integers
'id'(identifier fields) that is
MessageDirection IDs.

Limitation: As an input, this API can
pass maximum 5 MessageDirection IDs.
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Description

Specifies the mode/technique used to
capture the item in Arctera and returns
item counts for items with the specified
capture type.

Data Type: JSON array of integers
'id'(identifier fields) that is CaptureType
IDs.

Limitation:

m As an input, this API can pass
maximum 10 CaptureTypes IDs.

m Only CaptureTypes IDs 2, 6, and 99
are supported.

This parameter value is set to False by
default.

m When set to False, it returns the
count at monitored employee level
(that is grouping by monitored
employees).

The monitoredEmployeeld,
monitoredEmployee, and
totalMessagesForSampling
parameters are applicable, and
return the corresponding values in
the response.

m When set to True, it returns the
evidence of review count at
department level (that is grouping
by departments).

The monitoredEmployeeld,
monitoredEmployee, and
totalMessagesForSampling
parameters are not applicable, and
return the -1 value in the response.
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Name Type Description
ReturnZeroCaptureRecords: Mandatory This parameter value is set to False by
to get default.
monlltored When set to False, parameters with
err.1p oyees a result count of zero will not be
wise displayed in the output.
report .
When set to True, parameters with
aresult count of zero will be
included in the output.
Searches Optional  Specifies IDs of the searches.

Note: If the IDs of the parent searches
are specified, the generated report
includes result for corresponding child
searches.

In the response, the -1 value for
searchHits signifies Not Applicable.

The searchHits are applicable to

Evidence Of Review By Department
only and not applicable for Evidence
Of Review By Monitored Employee.

Scenario 1: New request to submit a report.

Sample input for Return By Monitored Employee

"@odata.context": https://<Reporting endpoint Base
URL>/odata/Smetadata$EvidencedfReviewhsync

1

"reportName”: "evidence of review by Monitored Employees",

N s e emtTaEa™ s B89 _ A1 1"
sLALTLETE " [y . I.Ia. I.'la. ]

Sample input for Return By Department
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"Bodata.context": https://<Reporting endpoint Base
URL>/odata/Smetadata#EvidencetfReviewAsync

{

"reportName":"evidence of review by Departments",
"StartDate":"2025-01-01",

"EndDate":"2025-01-03",

"Departments™: [237,17c¢04],

"ReturnByDepartment": true,

"Searches™: [1234,3457]

}

Sample response

{
"Bodata.context™: "https://<Reporting endpoint Base
URL>/odata/smetadatadEvidenceofReviewhsync/ sentity™,
“reportId®: "a33Tel8Z-aafl-40fd-aéSc-58%blbbEdass”,
"reportName”: "TestReport_l17,
“reportType™: “Evidence Of Review®,
"reportDate™: "2024-08-13T11:52:21.373+05:30";
"reportStatus™: "Queusd®,
"info": "Successfully queued the report regquest.”,
"newReportInstancefuensed™: trus,
"reportStatusLocation™: "https://<Reporting endpoint Base
URL>/odata/Report3tatus?ReporeId=a337e782-2a81-40fd-a65c-585b1bbedass”,
"reportDatalocation™: "https://<Reporting endpoint Base
URL>/odata/Evidence0fReview?ReportId=ai3T7eT782-aa81-40fd-a65c-585b1lbbedass”

Name Description

reportld Displays report ID. It is generated upon
successful execution of APL

reportName Displays report name. It is generated upon
successful execution of APL

reportType Displays the report type as Evidence Of Review.

reportDate Displays the date of report generation after
successful execution of APL

reportStatus Displays report status. For more information
on statuses, See “Report Status API” on page 409.

info Displays a message if the report request has
queued successfully or not.



Name

newReportInstanceQueued

reportStatusLocation

reportDatalocation

Scenario 2: The same request has been submitted again within one minute.

Sample response
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Description

Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of multiple
requests with identical input parameters if
attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued successfully.

False: The value is shown as False, if the input
parameters of the current request are identical
to the parameters of the already submitted
request within one minute, a new report will
not be queued. As a result, the details of the
existing report request are returned.

Displays a URL with report ID.

To view the status of this report, use the same
URL.

Displays a URL for the location of report data.

To access the report data, use the same URL.
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herps: S/ <Reporting endpoint Base
40fd-a65c-58901bbEdass,

TReportId=a337e762-aa8

cdata/RepoOETSTAL
rrDatals ion": https://<Reporting endpoint Base
sdarasEvidencedfReviswiReportId=a337&782-248 1 -40fd-465c-589b1bbEdass

2 Call the ReportStatus API to get the status of asynchronous API report. See
“Report Status API” on page 409.

3  Once the report is ready, call the EvidenceOfReview API to retrieve the
report data from the asynchronous API. See “Evidence of Review API”
on page 351.

Evidence of Review API
Supported Operations

EvidenceOfReview - List by Gets the total messages count, captured message count and

filter the marking count, (that is count of messages marked as
reviewed/unreviewed/questioned/pending) per monitored
employee. The counts are calculated for the specified date
range and using the specified filters.

EvidenceOfReview - List by filter

GET https://<Reporting endpoint base URL>/odata/EvidenceOfReview

Sample requests

GET https://<Reporting endpoint Base
URL>/odata/EvidenceOfReview?reportid=<ID of the EvidenceOfReviewAsync
API report>

GET https://<Reporting endpoint Base
URL>/odata/EvidenceOfReview?reportid=a337e782-aa81-40fd-a65c-589b1bb6das5
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EvidenceOfReview - URL Parameter/Filters

The following filters can be used with the EvidenceOfReview API when invoked
using the GET method. The system uses the AND operator between the filters
to return the result based on the specified filters.

Name Type Description

ReportID Mandatory Specify the ID of report you want to view.

Note: This note is intended to those who have used earlier versions of this API.

m There were two separate reporting endpoint APIs: EvidenceOfReviewByDept
and EvidenceOfReviewByUsers. However, from this release, these two APIs
have been merged into one API called EvidenceOfReview. This unified API
offers the same detailed reports which is conveniently accessible in one place.

m The users field is changed to monitoredemployees.

m In the response, the -1 value for SearchHits signifies Not Applicable.

Scenario 1: Return By Department

Sample response

Status code: 200 OK
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"Eodata.context": "https://<Reporting endpoint base
URL>/odata/smetadata$¢EvidenceOfReview®,
"wvalus": [

{

"departmentId”: 2085,
"departmentName": "dept2™,
"monitoredEmployeeId™: -1,

"monitoredEmployes”: ™",

"messageTypelID™: 1,

"messageDirectionID®: 0,

"captureTypelID™: 1,

"totalMessagesForSampling™: -1,

"captured": 0,

"unkeviewed": 0,

"unreviewedIrrelevant™: 0,

"unreviewedRelevant": 0,

"pending™: 0,

"gquestioned™: 0,

"reviewedIrrelevant®: 0,

"reviewedRelevant™: 0,

"messageType™: "Exchange™,

"captureType™: "Internal™,
"captureTypeDisplayName™: "Search™,
"captureTypeDescription": "Indicates that item was
captured based on immediate or scheduled search",
"messageDirection™: "NotSpecified™,
"messageDirectionbDisplayNams";: "Not Specified”,
"messageDirectionDescription™: "Items with a message
type under the Collab and Transcript categories.”™,
"searchid": 0,

"searchName": null,

"searchHits":

Scenario 1: Return By Monitored Employees
Sample response

Status code: 200 OK
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"departmentId®: ’

"departmentName": "Dept3”,
"monitoredEmployeeId®: 69563,
"monitoredEmployee™: "Krishna Ghodke",
"messageTypeID™: 12,

"messageDirectionID": 0,

"captureTypelD®: Z,

"totalMessagesForSampling™: 0,

"captured®: 0,

"unReviewed": 0,

"unreviewedIrrelevant™: 0,
"unreviewedRelevant™: 0,

"pending™: 0,

"questioned™: 0,

"reviewsedIrrelevant®: 0,

"reviewedRelevant": 0,

"messageType”: "Teams Channel”,

"caprureType": "Clean®,
"captureTypeDisplayName": "Random Sampling”™,
"captureTypeDescription™: "Indicates that items were randomly
sampled",

"messageDirection": "NotSpecified",
"messagelDirectionDisplayName"™: "Not Specified®,
"messagelirectionbescription™: "Items with a message type
under the Collab and Transcript categories.®,
"searchId": 0,

"searchName™: null,

"searchHits"™:

Supported OData filters
See “Supported OData query options” on page 410.

Supported reporting endpoint API filters and their values
See “Supported reporting endpoint API filters and their values” on page 412.

Responses
See “Responses” on page 415.
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ltem Classification Metrics Async API

ItemClassificationMetricsAsync This API submits the report generation request which
executes asynchronously. The result of this API
contains the identifier for the report, status, and
location for retrieving the report data.

The report identifier and locations in the result can
be used to track the report generation operation.

To use the ItemClassificationMetricsAsync API, follow the steps below:

1. Call the ItemClassificationMetricsAsync API to submit a report generation
request.

This asynchronous API supports GET and POST query methods. Use any of
the following as needed:

B GET https://<Reporting endpoint base
URL>/OData/ItemClassificationMetricsAsync?ReportName=<Name of

the report>&StartDate=<YYYY-MM-DD>&EndDate=<YYYY-MM-DD>

B POST https://<Reporting endpoint base
URL>/OData/ItemClassificationMetricsAsync

Sample Input

B GET https://<Reporting endpoint Base URL>/odata/
ItemClassificationMetricsAsync?ReportName=<Name of the
report>&StartDate=
<YYYY-MM-DD>&EndDate=<YYYY-MM-DD>&Departments=[<DeptIDl>,<DeptID2>, ...]
&Tags=[<tagIldl>,<tagId2>...]

B POST https://<Reporting endpoint base
URL>/OData/ItemClassificationMetricsAsync

ItemClassificationMetricsAsync - URL Parameter/Filters

The following parameters/filters can be used with the
ItemClassificationMetricsAsync API when invoked using the GET and POST
methods. The system uses the AND operator between the filters to return
the result based on the specified filters.



ReportName

StartDate

EndDate

Mandatory

Mandatory

Mandatory
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Specify the name of the report you want to generate.

Limitations

B The report name can be up to a maximum of 256
characters long.

B Special characters are not allowed; only alphanumeric
values are permitted.

StartDate refers to the date items are captured or ingested
in Insight Surveillance and recorded as their CaptureDate.

Specify the start date to return the count of items with a
CaptureDate on or after this date.

Data Type
Date in the YYYY-MM-DD format that is StartDate.
Limitations

For the cloud-based application, a maximum of one year
duration is allowed.

Specify the end date to return the count of items with a
CaptureDate on or before this date.

Data Type
Date in the YYYY-MM-DD format that is StartDate.
Limitations

For the cloud-based application, a maximum of one year
duration is allowed.



Departments

Tags

Optional

Optional
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Specifies the departments to which the captured item
belongs and returns item counts for items within that
department.

Data Type

JSON array of integers 'id'(identifier fields) that is

Department IDs.

Limitation

As an input, this API can pass maximum of 1000

Departments IDs.

m To include results for all departments of a specified
customer in a report, do not specify any department IDs
in a query.

B Toinclude results for specific departments of a specified

customer in a report, specify department IDs in the
query.

Note: To get the Department IDs, See “Departments API”
on page 311. Refer to the departmentld field only.

Specifies the classification tags of the captured items and
returns item counts for those tags.

Data Type
JSON array of integers 'id'(identifier fields) that is Tag IDs.
Limitation

As an input, this API can pass maximum of 1000 Tag IDs.

m To include results for all the classification tags of a
specified customer in a report, do not specify any
classification tag ID in a query.

m To include results for specific classification tag IDs of a
specified customer in a report, specify classification tag
IDs in the query.

Note: To get the Tag IDs, See “Classification Tags API”
on page 322. Refer to the tagID field only.

Scenario 1: New request to submit a report.

Sample input:
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POST httpe:/S<reporting endpoint base url>Sodata/ItemClassificationMetricsisync
=t

freportMame®; *TestReportl®

SascartDace®: "2024-01-24Ti0:3%:00.2132S,
"endDace®; "2024-0%-23T10:3%9:00.2132",
rlapaAremantE®: | . |

"rags": [ 1

Sample response:

Bodats

[ & A "."."."ED'.I"."’L"'F"’IL"J &h U}."'Cll.'!.: base URL>/odatcasFmecadata
ficationMetricsAsync/ Sentity™,

fltemClas

"Tfblecac-e54a-43T8-005T=1d748283£80£",
: "TestReportl™:

"Teem Classificacion Meepicssw,
..,..{-..--"IT"{ 25:25.68-05:00",

ccessiul;; ;ueued the report request.”,
nstanceQueusd®; trus,

g endpoint base URL»/odaca/Report3tatus?
fanE,

"reportitatusLlocation™: "hutp://<reportc

imy
Reportld=7{blecac-e54a-4378-8897-1d4TdE283

"reportDatalocation®: "htep://<reporting endpoint base
UREL>»/odata/IteaClassificationMetricsTReportId=T{blecac-e5da-4378-605T-1d7de283£80£L"

Name Description

reportld Displays report ID. It is generated upon
successful execution of APL

reportName Displays report name. It is generated upon
successful execution of APL

reportType Displays the report type as Item Classification
Metrics.
reportDate Displays the date of report generation after

successful execution of APL

reportStatus Displays report status. For more information
on statuses, See “Report Status API” on page 409.

info Displays a message if the report request has
queued successfully or not.



Name

newReportInstanceQueued

reportStatusLocation

reportDatalocation

Scenario 2: The same request has been submitted again within one minute.

Sample response:
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Description

Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of multiple
requests with identical input parameters if
attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued successfully.

False: The value is shown as False, if the input
parameters of the current request are identical
to the parameters of the already submitted
request within one minute, a new report will
not be queued. As a result, the details of the
existing report request are returned.

Displays a URL with report ID.

To view the status of this report, use the same
URL.

Displays a URL for the location of report data.

To access the report data, use the same URL.

Call the ReportStatus API to get the status of the
ItemClassificationMetricsAsync API report. See “Report Status API”

on page 409.
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3. Once the report is ready, call the ItemClassificationMetrics API to retrieve
the report data from the asynchronous API. See “Item Classification Metrics
API” on page 360.

ltem Classification Metrics API

ItemClassificationMetrics -  This report provides the count of messages captured in

List by filter Arctera Insight Surveillance for all or specified departments
and tags for a date, categorized by Message Types (e.g.
Exchange, TeamsChat, etc) and Capture types (e.g. Search,
Random Sampling, etc). Furthermore, the report shows the
count of marked messages (Pending, Questioned, Reviewed
Irrelevant, Reviewed Relevant). The counts are calculated
for the specified date range and using the specified filters.

This report helps tenants/customers to adjust classification
tags.

ItemClassificationMetrics - List by filter

GET https://<Reporting endpoint base

URL>/odata/ItemClassificationMetrics
Sample requests

B GET https://<Reporting endpoint Base
URL>/odata/ItemClassificationMetrics?reportid=<ID of the

ItemClassificationMetricsAsync API report>

B GET https://<Reporting endpoint Base
URL>/odata/ItemClassificationMetrics?

reportid=a337e782-aa81-40fd-a65c-589blbb6dab56
ItemClassificationMetrics - URL Parameter/Filters

The following filters can be used with the ItemClassificationMetrics API when
invoked using the GET method only. The system uses the AND operator between
the filters to return the result based on the specified filters.

ReportID Mandatory Specify the ID of report you want to view.

Scenario 1

GET https://<Reporting endpoint base

URL>/odata/ItemClassificationMetrics?

ReportId=a337e782-aa8l-40fd-a65c-589blbbbda56&S$Scount=true
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Sample response

Status code: 200 OK

Supported OData Filters
See “Supported OData query options” on page 410.

Responses

See “Responses” on page 415.

ltem Label Metrics Async API

ItemLabelMetricsAsync This API submits the report generation request which
executes asynchronously. The result of this API
contains the identifier for the report, status, and
location for retrieving the report data.

The report identifier and locations in the result can
be used to track the report generation operation.

To use the ItemLabelMetricsAsync API, follow the steps below:

1. Call the ItemLabelMetricsAsync API to submit a report generation request.
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This asynchronous API supports GET and POST query methods. Use any of
the following as needed:

B GET https://<Reporting endpoint base
URL>/OData/ItemLabelMetricsAsync?ReportName=<Name of the
report>&StartDate=<YYYY-MM-DD>&EndDate=<YYYY-MM-DD>

B POST https://<Reporting endpoint base
URL>/OData/ItemLabelMetricsAsync

Sample Input

B GET https://<Reporting endpoint Base URL>/odata/
ItemLabelMetricsAsync?ReportName=<Name of the
report>&StartDate=
<YYYY-MM-DD>&EndDate=<YYYY-MM-DD>&Departments=[<DeptID1>, <DeptID2>, ... ]
&Labels=[<LabelIdl>,<LabelId2>...]&ReturnByDepartment=<true
or false>

B POST https://<Reporting endpoint base

URL>/OData/ItemLabelMetricsAsync

ItemLabelMetricsAsync - URL Parameter/Filters

The following parameters/filters can be used with the ItemLabelMetricsAsync
API when invoked using the GET and POST methods. The system uses the
AND operator between the filters to return the result based on the specified
filters.

ReportName Mandatory Specify the name of the report you want to generate.

Limitations

B The report name can be up to a maximum of 256
characters long.

B Special characters are not allowed; only
alphanumeric values are permitted.



StartDate

EndDate

Departments

Mandatory

Mandatory

Optional
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StartDate refers to the date items are captured or
ingested in Insight Surveillance and recorded as their
CaptureDate.

Specify the start date to return the count of items with
a CaptureDate on or after this date.

Data Type

Date in the YYYY-MM-DD format that is StartDate.
Limitations

For the cloud-based application, a maximum of one year
duration is allowed.

Specify the end date to return the count of items with
a CaptureDate on or before this date.

Data Type

Date in the YYYY-MM-DD format that is StartDate.
Limitations

For the cloud-based application, a maximum of one year

duration is allowed.

Specifies the departments to which the captured item
belongs and returns item counts for items within that
department.

Data Type

JSON array of integers 'id'(identifier fields) that is
Department IDs.

Limitation

As an input, this API can pass maximum of 1000

Departments IDs.

m Toinclude results for all departments of a specified
customer in a report, do not specify any department
IDs in a query.

m To include results for specific departments of a
specified customer in a report, specify department
IDs in the query.

Note: To get the Department IDs, See “Departments
API” on page 311. Refer to the departmentld field only.
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Labels Optional Specifies the labels of the captured items and returns
item counts for those labels.

Data Type

JSON array of integers 'id'(identifier fields) that is label
IDs.

Limitation

As an input, this API can pass maximum of 1000 label
IDs.

m To include results for all the labels of a specified
customer in a report, do not specify any label ID in
a query.

m To include results for specific label IDs of a specified
customer in a report, specify label IDs in the query.

Note: To get the Label IDs, See “Labels API” on page 323.
Refer to the labellD field only.

RetumByDepartment  Optional To generate the Item Label Metrics Report by
departments, set this value to True.

To generate the Item Label Metrics Report by monitored
employees, set this value to False.

The default value of this parameter is set to False.

Scenario 1: New request to submit a report.

Sample input:

POST : https://<Reporting endpoint Base
URL>»>/odata/ItemLabelMetricsAsync

{

"ReportName": "LabelMetricsReport",
"StartDate": "2024-01-02",
"EndDate": "2024-12-04",
"Departments": [ ' 1.

"Labels": [ 1,
"ReturnByDepartment": true

}

Sample response:
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"Bodata.context™: "https://<Reporting endpoint Base
URL>»/odata/imetadataf#ltemlabelMetricsAsync/ Sentity”,
"reportId®: "03clde(5-%eTc-4bte-5729-3ebabbbedsfb",
"reportName”: "LabelMetricsBeport®,

"reportType™: "Item Label Metrics By Department”,
"reportDate™: "2024-12-20T04:41:1%.45-08:00",
"reportStatus": "Queued",

"info": "Successfully queued the report requestc.”,
"newReportInstanceQueued™: true,

"reportStatusLocation™: "https://<Reporting endpoint Base
URL>/odata/ReportStatus?ReportId=03cldel5-5%T7c-4bbe-9725%-3ehab

Sbed5fb",
"reportDataLocation

"https://<Reporting endpoint Base

URL>/odata/ItemLabelMetrics?ReportId=03clidelS-5eTlc-4bbe-5725-3

ebabibecSEh"

}

Name Description

reportld Displays report ID. It is generated upon
successful execution of APL

reportName Displays report name. It is generated upon
successful execution of APL

reportType Displays the report type as Item Label Metrics.

reportDate Displays the date of report generation after
successful execution of APIL

reportStatus Displays report status. For more information
on statuses, See “Report Status API” on page 409.

info Displays a message if the report request has

queued successfully or not.
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Name Description

newReportInstanceQueued Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of multiple
requests with identical input parameters if
attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued successfully.

False: The value is shown as False, if the input
parameters of the current request are identical
to the parameters of the already submitted
request within one minute, a new report will
not be queued. As a result, the details of the
existing report request are returned.

reportStatusLocation Displays a URL with report ID.
To view the status of this report, use the same
URL.

reportDatalocation Displays a URL for the location of report data.

To access the report data, use the same URL.

Scenario 2: The same request has been submitted again within one minute.

Sample response:

{
"fodata.context™: "https://<Reporting endpoint Base
URL>/odata/Smetadata#ltemlabelMetricshsync/ Sentity”™,
"reportId": "03c0del5-%eT7c-4bbe-9729-3ebabibet5Eb",
"reportName"™: "LabelMetricsReport™,
"reportType": "Item Label Metrics By Department”,
"reporthDate™: "2024-12-20T04:41:19.45-05:00",
"reportStatus’: "Queued®,
"info": "Requested report is already gqueuesd with details in
this response. In case you wWant to generate new instance of
this report then please try after some time.",
"newReportInstanceQueysd™: falsa,
"reportstatusLocation™: "https://<Reporting endpoint Base
URL>»/odata/Reportstatus?ReportId=03cldel5-%eTc-4bde-9T72%-3ebab
Sbe&Sfb",
"reportDatalocation®™: "https://<Reporting endpoint Base
URL>»/odata/ItemLabelMetrics?ReportId=03c0del5-%eTc-4bbe~-9T729-3
ebabSbe&>fb"
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2. Call the ReportStatus API to get the status of the ItemLabelMetricsAsync
API report. See “Report Status API” on page 409.

3. Oncethereportisready, call the ItemLabelMetrics API to retrieve the report
data from the asynchronous API See “Item Label Metrics API” on page 367.

ltem Label Metrics API

ItemLabelMetrics - List by ~ This report provides detailed insights into the labels applied

filter to items for monitored employees within a specific
department. This report includes the following key
information:

m Item Counts by Label: Displays the number of items
each label has been applied to for monitored employees
in the department.

m Capture Information: Displays the capture date along
with counts for various marking statuses, categorized
by capture types, message types, and directions.

m Label Details: Provides additional details about the
labels, including label type and label group IDs.

B Search Support: If items are captured through a search,
the corresponding search ID and name will be displayed
for easy identification.

This report helps tenants/customers to adjust item labels
and can be generated at the following levels:

Item Label Metrics by Department Report: Displays metrics
for items across the department.

Item Label Metrics by Monitored Employee Report:
Displays metrics for monitored employees within the
department.

ItemLabelMetrics - List by filter
GET https://<Reporting endpoint base URL>/odata/ItemLabelMetrics
Sample requests

B GET https://<Reporting endpoint Base
URL>/odata/ItemLabelMetrics?reportid=<ID of the

ItemLabelMetricsAsync API report>

B GET https://<Reporting endpoint Base
URL>/odata/ItemLabelMetrics?reportid=a337e782-aa81-40fd-a65c-589%b1bb6das6

ItemLabelMetrics - URL Parameter/Filters
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The following filters can be used with the ItemLabelMetrics API when invoked
using the GET method only. The system uses the AND operator between the
filters to return the result based on the specified filters.

ReportID Mandatory Specify the ID of report you want to view.

Scenario 1: Item Label Metric Report by Employee.

GET https://<Reporting endpoint Base
URL>/odata/ItemLabelMetrics?ReportId=belbbfb3-fc7f-4d93-b178-e002afac76d3

Sample response

Status code: 200 OK
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"fodata.context™: "https://<Reporting endpoint Base
URL>»/odata/SmetadatagItemlabelMetrics™,
"yalue™: [
{
"labelMetricsId™: 1,
"departmentId": 1035,
"department": "MRZI"™,
"monitoredEmployeeld™: €35,
"monitoredBEmployee™: "RAdmin User™,
"labelId": 42,
"labelName": "Money Laundering”™,
"labelGroupIDs™: "1",
"labelType": "Predicted And Applied Label™,
"captureDate": "2024-06-19T00:00:00-07:00",
"itemsLabeled":
"reviewedIrrelevant™: 0,
"reviewedRelevant™: 3,
"pending™: 0,
"questiconed": 0,
"unreviewsd": 0,
"unreviewedIrrelevant™: 0,
"unreviewedrRelevant™: 0,
"messageTypeld”: 1,
"messageType": "Bxchange",
"captureTypeld": 2,
"captureType": "Random Sampling™,
"captureTypebescription”: "Indicates that items were
randomly sampled”,
"messagelirectionID™: 1,
"messagelirection™: "Internal”,
"messageDirectionDisplayName™: "Internal®™,
"messagelDirectionDescription™: "The items where the
author and all recipients are internal to the
organization.",
"searchIa®: 0,
"searchiame":

Scenario 2: Item Label Metric Report by Department.
Sample response

Status code: 200 OK
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{
"@odata.context": "https://<Reporting endpoint Base
URL>/odata/smetadata#ltemlabelMetrics”,
"labelMetricsId™: 1,
"departmentId": 1038,
"department": "MR2",
"monitoredEmployeeId™: -1,
"monitorsdEmployse™; ™"
"labelId": 23,
"labelName": "Internal Announcements",
"labelGroupIDs™: "1",
"labelType": "Predicted Label",
"captureDate™: "2024-03-01T00:00:00-08:00",
"itemsLabeled™: 20,
"reviewedIrrelevant":
"reviewedRelevant®: 0,
"pending™: 0,
"gquestioned”:
"ynreviewed": 20,
"unreviewedIrrelevant®: 0,
"unreviewedRelevant™: 0,
"messageTypeId™: 1,
"messageType": "Exchange®,
"captureTypeld™: 1,
"captureType™: "Search”,
"captureTypeDescription™: "Indicates that item was
captured based on immediate or scheduled search",
"messagelDirectionID™:
"messagelirection™: "Internal™,
"messagelirectionDisplayNamse": "Internal”,
"messageDirectionDescription™: "The items where the
author and all recipients are internal to the
organization.™,
"searchId": 4908,
"searchName": "blank"

Supported OData Filters
See “Supported OData query options” on page 410.

Responses
See “Responses” on page 415.
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ltem Archived Metrics Async API

ItemArchivedMetricsAsync This API submits the report generation request which

executes asynchronously. The result of this API
contains the identifier for the report, status, and
location for retrieving the report data.

The report identifier and locations in the result can
be used to track the report generation operation.

To use the ItemArchivedMetricsAsync API, follow the steps below:

1.

Call the ItemArchivedMetricsAsync API to submit a report generation request.

GET https://<Reporting endpoint base
URL>/OData/ItemArchivedMetricsAsync?
IndexStartDate=<YYYY-MM-DD>&IndexEndDate=<YYYY-MM-DD>&ReportName=<Name

of the report>
Sample Input

GET https://<Reporting endpoint base
URL>/OData/ItemArchivedMetricsAsync?
IndexStartDate=2024-01-01&IndexEndDate=2024-05-31&ReportName=TotalCountReport

ItemArchivedMetricsAsync - URL Parameter/Filters

The following parameters/filters can be used with the
ItemArchivedMetricsAsync API when invoked using the GET method. The
system uses the AND operator between the filters to return the result based
on the specified filters.

ReportName Mandatory Specify the name of the report you want to
generate.

Limitations

m The report name can be up to a maximum of
256 characters long.

B Special characters are not allowed; only
alphanumeric values are permitted.



Working with reports | 372
Enhanced reporting

IndexStartDate Mandatory IndexStartDate refers to the start date on which
the items got archived.

Specify the start date to return the count of items
with archive date on or after this date.

Data Type

Date in the YYYY-MM-DD format that is
IndexStartDate.

Limitations
For the cloud-based application, a maximum of

one year duration is allowed.

IndexEndDate Mandatory IndexEndDate refers to the end date to return
the count of archived items with Index End Date
on or before this date.

Specify the end date to return the count of items
with capture date on or before this date.

Data Type

Date in the YYYY-MM-DD format that is
IndexEndDate.

Limitations

For the cloud-based application, a maximum of
one year duration is allowed.

Scenario 1: New request to submit a report.

Sample input:

"fodata.context™: https://<Reporting endpoint Base
URL>»/odata/ItemArchivedMetricshisync
m .

"value":

[

Name": "TotalCountReport",
"IndexStartDate™: "2024-01-01",

e": "2024-05-31",

Sample response:
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"Bodata.context™;
hetps:/ fapi . advancedsupervision dev. veritas . comfodats/SmetadatagltembrchivedMar

ricahksyne/ FERTIiCY",

"accealSa-acdd-4T9c-acdd-00534TETaade",
TotalCountRepoIt™,

: "Item Archived Macrics",

orthate®: "2024-09-26T00:03:13-07:00"%,

ctStatus®: “Queued®;

"successfully queusd the report regquest.”,

https:/fapi.advancedsupervision dev. veritas.comfodata/ReportStatus?Reportid=acc
eaBSa-acdd-4T9c-acd8-00934T6Taade",

“reportDatalocation™; "
https:/fapi. advancedsupervision dev. veritas. comfodata/Itemdrchivedestrics ¥Repor
tld=acceaBSa-acdd-470c—acdB-00034767aade™

Name Description

reportld Displays report ID. It is generated upon

successful execution of APL

reportName Displays report name. It is generated upon

successful execution of APL

reportType Displays the report type as Item Archived
Metrics.
reportDate Displays the date of report generation after

successful execution of APL

reportStatus Displays report status. For more information

on statuses, See “Report Status API” on page 409.

info Displays a message if the report request has

queued successfully or not.
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Name Description

newReportInstanceQueued Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of multiple
requests with identical input parameters if
attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued successfully.

False: The value is shown as False, if the input
parameters of the current request are identical
to the parameters of the already submitted
request within one minute, a new report will
not be queued. As a result, the details of the
existing report request are returned.

reportStatusLocation Displays a URL with report ID.
To view the status of this report, use the same
URL.

reportDatalocation Displays a URL for the location of report data.

To access the report data, use the same URL.

Scenario 2: The same request has been submitted again within one minute.

Sample response:

"fodata.context™; =

‘api .advancedsupervision.dev.veritas.com/odatasSmetadatadItemArchived

MetricshAsync/Sentit




Working with reports | 375
Enhanced reporting

2. Callthe ReportStatus API to get the status of the ItemArchivedMetricsAsync
API report. See “Report Status API” on page 409.

3. Once the report is ready, call the ItemArchivedMetrics API to get the report
data from the asynchronous API See “Item Archived Metrics API” on page 375.

ltem Archived Metrics API

ItemArchivedMetrics - List  This report provides the count of archived items, grouped
by filter by each MessageType, Employee, and Date.

ItemArchivedMetrics - List by filter
GET https://<Reporting endpoint base URL>/odata/ItemArchivedMetrics
Sample requests

B GET https://<Reporting endpoint Base
URL>/odata/ItemArchivedMetrics?reportid=<ID of the

ItemArchivedMetricsAsync API report>

B GET https://<Reporting endpoint Base
URL>/odata/ItemArchivedMetrics?reportid=accea85a-acd4-479c-acd8-0093d767aade

Parameter/Filters

The following filter can be used with the ltemArchivedMetrics API when invoked
using the GET method only. The system uses the AND operator between the
filters to return the result based on the specified filters.

ReportID Mandatory Specify the ID of report you want to view.

Scenario 1

GET https://<Reporting endpoint base
URL>/odata/ItemArchivedMetrics?ReportId=accea85a-acd4-479c-acd8-0093d767aade

Sample response

Status code: 200 OK
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"@odata.context™: "https://<Reporting endpoint base
URL>»/odata/SmetadatadItemhirchivedMetrics®,

fyalus: [
{

Iii:i.rl:

4 r
"indexProcessDate":

"2024-01-24T00:00:00=-08:00",

"messageTypeId™: 1,

"messageTyp

e": "Exchange",

"monitorsedEmployesId™: | 6,

"monitoredEmployesNama": "admin ",

"messageDirectionId™:

"messageDirection™:

"External Qutbound",

"archivedItemCount™:

“i.:i."T

¥

"indexProcessDate™: "2024-01-24T00:00:00=08:00",
"messageTypeld”:

"messageType":

"Exchange",

"monltoredEmployeeId™: ! €,

"monitoredEmployeeName™: "“admin ",

"messageDirectionId™: 1,

T

"messageDirection™: "Internal”,
"archivedItemCount™:

b

Supported OData Filters
See “Supported OData query options” on page 410.

Responses

See “Responses” on page 415.

ltem Hotword Metrics Async API

ItemHotwordMetricsAsync

This API submits the report generation request which
executes asynchronously. The result of this API
contains the identifier for the report, status, and
location for retrieving the report data.

The report identifier and locations in the result can
be used to track the report generation operation.

To use the ItemHotwordMetricsAsync AP]I, follow the steps below:

1. Callthe ItemHotwordMetricsAsync API to submit a report generation request.
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This asynchronous API supports GET and POST query methods. Use any of
the following as needed:

B GET https://<Reporting endpoint base
URL>/OData/ItemHotwordMetricsAsync?ReportName=<Name of the
report>&StartDate=<YYYY-MM-DD>&EndDate=<YYYY-MM-DD>

B POST https://<Reporting endpoint base
URL>/OData/ItemHotwordMetricsAsync

Sample Input

B GET https://<Reporting endpoint Base URL>/odata/
ItemHotwordMetricsAsync?ReportName=<Name of the
report>&StartDate=
<YYYY-MM-DD>&EndDate=<YYYY-MM-DD>&Departments=[<DeptID1>, <DeptID2>, ... ]

B POST https://<Reporting endpoint base

URL>/OData/ItemHotwordMetricsAsync

ItemHotwordMetricsAsync - URL Parameter/Filters

The following parameters/filters can be used with the
ItemHotwordMetricsAsync API when invoked using the GET and POST
methods. The system uses the AND operator between the filters to return
the result based on the specified filters.

ReportName Mandatory Specify the name of the report you want to generate.

Limitations

m The report name can be up to a maximum of 256
characters long.

B Special characters are not allowed; only
alphanumeric values are permitted.

StartDate Mandatory StartDate refers to the date items are captured or

ingested in Insight Surveillance and recorded as their
capture date.

Specify the start date to return the count of items with
a capture date on or after this date.

Data Type
Date in the YYYY-MM-DD format that is StartDate.
Limitations

For the cloud-based application, a maximum of one year
duration is allowed.



Working with reports | 378
Enhanced reporting

EndDate Mandatory Specify the end date to return the count of items with
a capture date on or before this date.

Data Type
Date in the YYYY-MM-DD format that is StartDate.
Limitations

For the cloud-based application, a maximum of one year
duration is allowed.

Departments Optional Specifies the departments to which the captured item
belongs and returns item counts for items within that
department.

Data Type

JSON array of integers 'id'(identifier fields) that is
Department IDs.

Limitation

As an input, this API can pass maximum of 1000

Departments IDs.

m To include results for all departments of a specified
customer in a report, do not specify any department
IDs in a query.

m To include results for specific departments of a
specified customer in a report, specify department
IDs in the query.

Note: To get the Department IDs, See “Departments
API” on page 311. Refer to the departmentld field only.

Scenario 1: New request to submit a report.

Sample input:

POST https://<Beporting endpoint Base
URL>/odata/ItemHotwordMetricshsync

rtName" : "TestItemHotwordMetricsReport"”,
tDate™:"2024-01-01",

vy e T FS A SE A L]
e . ;;":l.é_r_J_n'a.. ]

e e o .
Departments®™: | ' 1,

Sample response:
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"Bodata.context™: "https://<Reporting endpoint Base
UEL>/odat a;E.’.’.eta:la..at.tenHot":u:lFetL;csnsvnc.-'aer'.:'t'.'“,
falS3S828 1 =3349-4dl 1=4528= liﬁtﬁei akib"™,
"TescltemHotwordMdetricsRepor

Plees Hotword Matricsw,
na025-03-18T23:4%9:25.463-07:00",

: "Queued"®,

"info": "Successfully gueued the report reguest.”,

“newReport _:':::-EI!':""“-..C“'Z‘CI"‘ true,

a:us?aeport'ﬂ—"=5’257 33459-4df3-9528-11166863TaB3b",
2 rian™: "heeps: /S <Reporting endpoint Base
uﬂl}frdd caS IrembotwordMet rics tRepor tId=d055828T-3234 9-44£3-9528-11 16863 7a830b"

Name Description

reportld Displays report ID. It is generated upon
successful execution of APL

reportName Displays report name. It is generated upon
successful execution of APL

reportType Displays the report type as Item Hotword
Metrics.
reportDate Displays the date of report generation after

successful execution of APL

reportStatus Displays report status. For more information
on statuses, See “Report Status API”
on page 409..

info Displays a message if the report request has

queued successfully or not.



2.

Name

newReportInstanceQueued

reportStatusLocation

reportDatalocation

Scenario 2: The same request has been submitted again within one minute.

Sample response:

Call the ReportStatus API to get the status of the ItemHotwordMetricsAsync
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Description

Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of multiple
requests with identical input parameters if
attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued successfully.

False: The value is shown as False, if the input
parameters of the current request are identical
to the parameters of the already submitted
request within one minute, a new report will
not be queued. As a result, the details of the
existing report request are returned.

Displays a URL with report ID.

To view the status of this report, use the same
URL.

Displays a URL for the location of report data.

To access the report data, use the same URL.

:'.hl ]
ntity®™,

lege37agib”,

API report. See “Report Status API” on page 409.

380
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3. Once the report is ready, call the ItemHotwordMetrics API to retrieve the
report data from the asynchronous API. See “Item Hotword Metrics API”
on page 381.

ltem Hotword Metrics API

ItemHotwordMetrics - List ~ This report provides detailed insights into the hotwords
by filter applied to items within a specific department. This report
includes the following key information:

m Item Counts by hotwords: Displays the number of items
each hotword has been applied to in the department.

m Capture Information: Displays the capture date along
with counts for various marking statuses.

m Hotword Details: Displays additional information about
hotwords, including the hotword name, hotword
category IDs, and the hotword category name.

This report helps tenants/customers to adjust item hotwords
and can be generated at the following level:

ItemHotwordMetrics - List by filter
GET https://<Reporting endpoint base URL>/odata/ItemHotwordMetrics
Sample requests

B GET https://<Reporting endpoint Base
URL>/odata/ItemHotwordMetrics?reportid=<ID of the

ItemHotwordMetricsAsync API report>

B GET https://<Reporting endpoint Base
URL>/odata/ItemHotwordMetrics?reportid=d0558287-3349-4df3-9528-11168637a83b

ItemHotwordMetrics - URL Parameter/Filters

The following filter can be used with the ItemHotwordMetrics API when invoked
using the GET method only. The system uses the AND operator between the
filters to return the result based on the specified filters.

ReportID Mandatory Specify the ID of report you want to view.

Scenario 1: Item Hotword Metric Report.
Sample response

Status code: 200 OK



"Bodata.context": "https://<Reporting endpoint Base
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URL>/odata/SmetadatadltemHotwordMetrics”,

"yalue™: [
{
"hotwordStatsID™: 73544,
"departmentId": £074,

"department": "HR Department”,

"hotwordID": 73102,
"hotword": "one",
"hotwordCategoryID™: 50&l12

"hotwordCategory™: "For Perf Test",

"captureDate": "2024-0%-17T00:00:00-07:00™,

"itemCount":

"relevant": 0,

firrelevant®: 0,

"unreviewed":

"unreviewedIrrelevant":

"unreviewedRelevant":
b

Supported OData Filters
See “Supported OData query options” on page 410.

Responses

See “Responses” on page 415.

382



Working with reports
Enhanced reporting

ltem Details Async API

ItemDetailsAsync This API submits the report generation request which

executes asynchronously. The result of this API contains
the identifier for the report, status, and location for
retrieving the report data.

This report displays items that have been archived and
discovered within the Insight Surveillance application. It
includes metadata such as subject and author, as well as a
history of actions performed on the item, including label
assignment, marking, escalation, appraisal, and commenting.

The report identifier and locations in the result can be used
to track the report generation operation.

Note: If the number of records in the report exceeds
400,000 records, the result will be truncated. The extra
records beyond the limit (400,000) are not included in the
report.

If the result is truncated, refine the filter criteria to narrow
down the number of records and retrieve more specific
data.

To use the ItemDetailsAsync API, follow the steps below:

1.

Call the ItemDetailsAsync API to submit a report generation request.

This asynchronous API supports GET and POST query methods. Use any of
the following as needed:

B GET https://<Reporting endpoint base URL>/OData/
ItemDetailsAsync?ReportName=<Name of the

report>&StartDate=<YYYY-MM-DD>& EndDate=<YYYY-MM-DD>

W POST https://<Reporting endpoint base URL>/OData/
ItemDetailsAsync

Sample Input

B GET https://<Reporting endpoint Base URL>/odata/
ItemDetailsAsync?ReportName=<Name of the report>&StartDate=
<YYYY-MM-DD>& EndDate=<YYYY-MM-DD>&DateType=CaptureDate or
ItemHistoryDate&

Departments=[<DeptIDl>,<DeptID2>, ...]&MessageTypes=[<MessageType
ID1>,< MessageType

ID2>,...]&MonitoredEmployees=[<MonitoredEmployees ID1>,<

383
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MonitoredEmployees ID2>,...]&IncludeltemHistory=[True or
Falsel& ItemHistoryEventType=[1, 2, 3, 4, and/or 5]

B POST https://<Reporting endpoint base
URL>/OData/ItemDetailsAsync

ItemDetailsAsyncAPI - URL Parameter/Filters

The following parameters/filters can be used with the ItemDetailsAsync API
when invoked using the GET and POST methods. The system uses the AND
operator between the filters to return the result based on the specified filters.

ReportName Mandatory Specify the name of the report you want to generate.

Limitations

m The report name can be up to a maximum of 256
characters long.

B Special characters are not allowed; only alphanumeric
values are permitted.

StartDate Mandatory StartDate refers to the beginning of the date range used to
filter items in Insight Surveillance. The interpretation of
this filter depends on the selected DateType:

m If DateType = CaptureDate, StartDate refers to the date
the items were captured or ingested into Insight
Surveillance.

m If DateType = ItemHistoryDate, StartDate refer to the
dates when specific actions—such as commenting,
labeling, or escalation—were initially performed on the
items.

Data Type
Date in the YYYY-MM-DD format that is StartDate.
Limitations

For the cloud-based application, a maximum of one year
duration is allowed.
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EndDate Mandatory EndDate refers to the end of the date range used to filter
items in Insight Surveillance. The interpretation of this filter
depends on the selected DateType:

m If DateType = CaptureDate, EndDate refers to the date
the items were captured or ingested into Insight
Surveillance.

m If DateType = ItemHistoryDate, EndDate refer to the
date when specific actions—such as commenting,
labeling, or escalation—were finally initially performed
on the items.

Data Type
Date in the YYYY-MM-DD format that is EndDate.
Limitations

For the cloud-based application, a maximum of one year
duration is allowed.



DateType

Optional
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Specify the date type to return the count of item IDs based
on their capture date or the item history date.

Select

any of the following options as required:

m CaptureDate

This option is selected by default.

It is the specific date on which the item is captured
into the Insight Surveillance application.

If you select this option, the result includes items
captured within the specified date range inside
surveillance, along with the metadata and complete
history of those items.

m ItemHistoryDate

Select this option if you want to get item count by
the item history date.

It is a specific date, falling within the range of the
StartDate and EndDate, on which the item's historical
event occurred.

If you select this option, the result includes items
captured within the specified date range inside
surveillance, along with the metadata and complete
history of those items.

Data Type

String.

Limitations

For the cloud-based application, a maximum of one year
duration is allowed.



Departments

MessageTypes

Optional

Optional
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Specifies the departments to which the item belongs and
returns item counts for items within that department.

Data Type

JSON array of integers id (identifier fields) that is
Department IDs.

Limitation

As an input, this API can pass maximum of 1000

Departments IDs.

m To include results for all departments of a specified
customer in a report, do not specify any department IDs
in a query.

B Toinclude results for specific departments of a specified
customer in a report, specify department IDs in the
query.

Note: To get the Department IDs, See “Departments API”

on page 311. Refer to the departmentld field only.

Specifies the type of captured items and returns item counts
for items that have the specified message type.

Data Type: JSON array of integers 'id'(identifier fields) that
is MessageTypes IDs.

Limitation: As an input, the ItemDetails API can pass
maximum 100 MessageTypes IDs on a single page.



MonitoredEmployees Optional

IncludeltemHistory Optional

ItemHistoryEventType Optional
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This field specifies the monitored employee IDs for which
the report has to be generated.

For example, if a department has 10 monitored employees
but only 2 are specified in this filter, the report will include
item counts for only those 2 monitored employees.

Note:

B The MonitoredEmployee field is available only for items
captured through Searches.

m For items captured through Sampling, this
MonitoredEmployee field will remain null. No value is
provided in the report.

m To include all monitored employees in a report, do not
specify any monitored employee IDs in a query.

m To include results for specific monitored employees in
a report, specify monitored employee IDs in the query

m The valid values of monitored employees are the IDs of
any monitored employee from the Insight Surveillance
MonitoredEmployee ID list. This ID list can be fetched
from the MonitoredEmployee API endpoint. See
“MonitoredEmployees API” on page 339. Refer to the
MonitoredEmployeeld field only.

Data Type: Integer ID of the user.
Limitation

As an input, this API can pass maximum of 1000
MonitoredEmployee IDs.

Determines whether the history of items is included or

excluded in the output.

m Set this value as False to exclude history of items from
the output. By default this value is set to False.

m Set this value as True to include history of items in the
output.

Includes or excludes the item history event type in the
output based on the value set for the IncludeltemHistory
field.
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m If the DateType = CapturedDate (default) and
IncludeltemHistory = False, then, the report compares
dates with the item's CaptureDate and does not include
item history in the results. Refer to the sample scenario
below.

Input for Minimum parameters

{
"ReportName":"ItemDatails",
"sStartDate":"2025-01-01",

"EndDate":"2025-03-02"

m If the DateType = CapturedDate (default) and
ItemHistoryEventType is set to 1 (Appraisal), 2
(Comment), or 4 (Action Status - Mark)), then, the report
returns:

B Items are captured within a specified date range.

B From the captured items, results are further filtered
based on event type (e.g., Appraisal, Comment,
Mark).

m For the filtered items, full metadata and history are
returned. Refer to the sample scenario below.

Input for DateType is CapturedDate

m If the DateType = ItemHistoryDate and
ItemHistoryEventType is set to 2 (Comment), 3
(Escalation), or 5 (Action Status - Label), the report
returns:

m Items with comment, escalation, or label actions
performed between the specified start and end dates
are retrieved.

m From these results, full metadata and history are
returned for each item.

Refer to the sample scenario below.
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Input for DateType is ItemMistoryDate

m [Itemsthat have comment, escalation, or label actions
performed between the specified start and end dates.

B From that result, full metadata and history is
returned for those items.

Possible values of item history event type are:
1 - Appraisal

2 - Comment

3 - Escalation

4 - Action Status - Mark

5 - Action Status - Label

6 - Action Status - Preview

Data Type: Integer ID of the item.
Limitation

As an input, this API can pass maximum of 10
ItemHistoryEventType IDs.

Scenario 1: A new request to submit the report when DateType =
CaptureDate

Sample input:

POST https://<Reporting endpoint base URL>/OData/ItemDetalilshAsync
{
"StartDate":"2024-04-15",
"EndDate":"2025-04-15",
Mame":"ItemDetail sBasedOnCaptureDate™,
":"CaptureDate™,
mHistory™:true,

Sample response:
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"@odata.context™: https://<Reporting endpoint base
URL>/0OData/Smetadata#ItembDetallshsync/Sentity,

"reportId®: "516a%92d-45ce-4ecT-955%5-9d41106eTc405",
"reportiame”: "ItemDetailsBasedOnCaptureDate”,

"reportType": "Item Details”,

"reportDate®: "2025-04-24T05:05:20.66-07:00",

"reportstatus”: "Queued”,

"info": "Successfully gqueusd the report reguest.”,
"newReportInstanceQueusd": trus,

"reportstatusLocation™:
https://api.advancedsupervision.ga.veritas.com/odata/Reportstat
us?ReportId=516a9%2d-45ce-dec?-9595-5d1106e7c405,
"reportDataLocation®:
htrps://api.advancedsupervision.ga.veritas.com/odata/ItemDetail
s7ReportId=51€a%92d-45ce-4ec?-9555-9d41106e7c405

Scenario 2: A new request to submit the report when DateType =
ItemHistoryDate

Sample input

POST https://<Reporting endpoint base URL>/ODatasItemDetailshAsync
{
"StartDate":"2024-04-15",
"EndDate™:"2025-04-15",
"ReportNamse":"ItemDetailsBasedonItemHistoryDate”,
"DateType":"ItemHistoryDate®,
"IncludeItemHistory™: true,

"Departments™: [19366, 19449]),
"MessageTypes™:[114,5]1,
"ItemHistoryEventType": [1,2,3,4,5),
"MonitoredEmployess™: [G45057, 9456598)

Sample response:
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"Rodata.context™: https://<Reporting endpoint base
URL>/0OData/odata/SmetadataiItemDetailsAsync/ Sentity,
"reportld™: "00asSb2d9-£a75-4909-bbfa-2LE29504E505",
"reportName": "ItemDetalilsBasedOnltemHistoryDate",
"reportType™: "Item Details®,

"reportDate™: "2025-04-24T05:10:37.87-07:00",

"reportStatus": "Queued",

"info"™: "Successfully queued the report request.”,
"newReportInstanceQueued": true,

"reportStatuslLocation®:
https://api.advancedsupervision.ga.veritas. com/odata/ReportStat
us tReportlId=00a5b2d9-£fa75-490%-bbfa-2bf255b4589b5,
"reportDatalocation”:

https:/fapi . advancedsupervision.ga.veritas. com/fodata/TtemDetail
s5?ReportId=00a5b2d9-£fa75-4909-bbfa-2bf295b485b5

Scenario 3: A new request to submit the report when IncludeltemHistory
= False. ItemHistoryEventType is ignored/excluded from the report.

Sample request:

POST https://<Reporting endpoint base URL>»/ODatasItemDetailshsync

"starcDate”:"2024-04-15",
"EndDate":"2025-04-15",
"ReportName":"ItemDetailsWithoutItemHistory™,
"DateType":"CaptureDate”,
"IncludeltemHistory™:false,

"Departments™: [109366, 19449],
"MessageTypes":[114,5],
"MonitoredEmployees™: [945657, 345658]

Sample response:
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"Rodata.context": https://<Reporting endpoint base
URL>/OData/SmetadatadItemDetailshsync/Sentity,

"reportId™:

"f3e05afs-30bd-4c20-6d10-9d4bBTe£3852",

"reportName": "ItemDetailsWithoutltemHistory",

"reportType™:
"reporthate™:

"Item Details"™,
ME025-04-24T06:44: 19, 283-07:00",

"reportStatus": "Queued”,

"info":

"successfully queued the report requestc.”,

"newReportInstancefueusd™: true,
"reportStatuslocation®™:
https://api.advancedsupervision.ga.veritas. com/odata/ReportStat

us?ReportId=£f3e05a85-38bd-4c20-8d10-2d4b87ef3852,

"reportbDatalocation™:

https://api.advancedsupervision.ga.veritas. com/odata/ItemDetail

stReportid=£3e05a85-38bd-4c20-8d10-0d4bETef3852

Name

reportld

reportName

reportType

reportDate

reportStatus

info

Description

Displays report ID. It is generated upon
successful execution of APL

Displays report name. It is generated upon
successful execution of APL

Displays the report type as Item Details.

Displays the date of report generation after
successful execution of APL

Displays report status. For more information
on statuses, See “Report Status API” on page 409.

Displays a message if the report request has
queued successfully or not.
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Name Description

newReportInstanceQueued Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of multiple
requests with identical input parameters if
attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued successfully.

False: The value is shown as False, if the input
parameters of the current request are identical
to the parameters of the already submitted
request within one minute, a new report will
not be queued. As a result, the details of the
existing report request are returned.

reportStatusLocation Displays a URL with report ID.
To view the status of this report, use the same
URL.

reportDatalocation Displays a URL for the location of report data.

To access the report data, use the same URL.

Call the ReportStatus API to get the status of the ItemDetailsAsync API
report. See “Report Status API” on page 409.

Once the report is ready, call the ItemDetails API to retrieve the report data
from the asynchronous API. See “Item Details API” on page 396.

395
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ltem Details API

ItemDetails - List by This report displays items that have been archived and

filter discovered within the Insight Surveillance application. It
includes metadata such as subject and author, as well as a
history of actions performed on the item, including label
assignment, marking, escalation, appraisal, and commenting.

This report provides detailed insights into the items and
the history of events associated with those items.

This report provides the following additional parameters:

m itemld: Copy this ID and use it in the advanced filter in
Insight Surveillance to preview the item.
m itemldentifier: This is a unique identifier for an item.

Note:

m If the number of records in the report exceeds 400,000
records, the result will be truncated. The extra records
beyond the limit (400,000) are not included in the report.

m If the result is truncated, refine the filter criteria to
narrow down the number of records and retrieve more
specific data.

ItemDetails - List by filter
GET https://<Reporting endpoint base URL>/odata/ItemDetails
Sample requests

B GET https://<Reporting endpoint Base
URL>/odata/ItemDetails?reportid=<ID of the ItemDetailsAsync API

report>

B GET https://<Reporting endpoint Base
URL>/odata/ItemDetails?reportid=dd437b60-32cc-459b-a60d-8acd413c3aeb

ItemDetailsAPI - URL Parameter/Filters

The following filters can be used with the ItemDetails API when invoked using
the GET method only. The system uses the AND operator between the filters to
return the result based on the specified filters.

ReportID Mandatory Specify the ID of ItemDetails API report you want to
view.

Scenario 1: Item Details Report when DateType = CaptureDate



{
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GET https://<Reporting endpoint Base
URL>/odata/ItemDetails?ReportId=dd437b60-32cc-459b-a60d-8acd413c3aeb

Sample response:

Status code: 200 OK

"Bodata.context™:
https: //api.advancedsupervision.ga.veritas. com/odata/SmetadataItemDetails,

“ralue™: [

Fedok

{
"itemDetailsId™: 10038055,
"itemIdentifier™: 33234734,
"itemId":
"d4z]128UKkLSE GtWogHUzFMFSg-DYUEn81ft mRiNzdjODcz2] ThYTQzNzFhMmY yZmQSNG
UyMTgwNTASwOxkl1S0aRaBDAJ2 fmERYC] By zOmEWzouewY ",
"departmentId®: 15445,
"departmentName": "AutoTagIR1-271224022551",
"captureDate™: "2024-12-27T11:04:26.903-08:00",
"subject™: "271224022551-T-24-Domino first none email™,
"author": usearl-bhagirathi-groupS@vas-bhagirathi-group3.com,
"recipient™: user2-bhagirathi-group5@vas-bhagirathi-group5.com,
"mailDate™: "2024-12-27T710:42:38-08:00",
"messageType": 5,
"messageTypeNams": "Domino™,
"monitoredEmployees”: "[Userl-Bhagirathi-groupS] | [User2-Bhagirathi-groupS5]™,
"itemHistory": [
{
"eventName": "Action Status-Mark",
"description": "Pending",
"eventTimestamp": "2025-01-08T04:16:09.47=08:00",
"userId": 216,
"userName": "admin “,
"typ=": "Mark",
"subType": "None"
be
{

"aventMName": "Action Status-Mark",

"description": "Ouestioned",

"eventTimestamp": "2025-01-08T04:16:14.803-08:00",
"uzerId": 21E,

"userNams": "admin ",

"type™: "Mark",

"subType": "None"

}e
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Scenario 2: Item Details Report when DateType = ItemHistoryDate

Sample response:

{

"fBodata.context™:

https://fapi.advancaedsupsrvision.ga.veritas.com/odata/SmetadatafItemDetails,
"walua": [

{
"itemDetailsId": 1 115,
fitemIdentifier™: 234746,
"itemId":
"rYVmTiEEMCHh SmDr 6FD-DNkydaTkESSd 3avH2RINzdjOoDczE] ThYTQzNzFhMmY yamQSNGU
YMTgwNTASEVITTYbje-Ey8S6TmIRk06CeqlkpYcTJESZER",
"departmentId™: 15445,
"departmentName": "AutoTagIRl-271224022551",
"captureDate”: "2024-12-27T711:04:26.%63-08:00",
faubject™: "271224022%51-T7-24-Domino cake at my desk™,
"author": userl-bhagirathi-groupS@vas-bhagirathi-group5.com,
"recipient”™: outsidefout.caom,
"mailDate™: "2024-12-27T10:42:35-08:00",
"messageType": 5,
"messageTypeName™: "Domino™,
"monitoredEmployeas™: " [Usearl-Bhagirathi-group3]"”,
"itemHistory": [
{
"eventName": “Action Status-Mark",
"description™: "Reviewed Relevant”™,
"eventTimestamp™: "2025-01-08T05:53:5%.%37-08:00",
"uasrId™: 21&,
"usarMams": "admin ",
"typa": "Mark”™,
"subType": "None"
}
1
b

Scenario 3: Item Details Report when IncludeltemHistory = False

Sample response:
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{
"fodata.contaxt":
hteps://api.advancedsupervision.ga.veritas.com/odata/SmetadatafitenDetails,
"value": [

{

"itemDetailsId™: 1 18142,

"itemIdentifier™: 40518782,

PitemId":

"DVSO0IusS AIrlij¥y87Zil6dss THtOMet(0d4nzBiZTOxOGN]ZJESOTQYN221i3jgxMWIiNDgzNjFiY2
U4DRr fwhHcbhaNz ZD9dT9sLt 90fWZR3UTxa 30",

"departmentId™: 1%3cE,

"departmentName™: "0 TestAutoHHN-11224204%24",

"captureDate™: "2025-04-14T711:25:32.937-07:00",

"subject™: "101224030559-T0-CellTrust internal ocdata-gss",

"author": userl-bhagirathi-groupS@vas-bhagirathi-group5.com,
"recipient™: user2-bhagirathi-groupS@vas-bhagirathi-groupS.com,
"mailDate™: "2024-12-10T11:15:20-08:00",

"messageTypeT: 114,

"messageTypeName™: "CellTrust”,

"monitoredEmployees™: "[Userl-Bhagirathi-group5] | [User2-Bhagirathi-group5]©,
"itemHistory™: []

}e

Scenario 4: Limiting a report when records are more than 400000

Sample response:
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"IsResultTruncated™: true,
"ResultTruncationReason™: "The result set has been truncated to 400000 records.
Please refine your filter criteria to narrow down the results and retrieve more

specific data.®,
"fodata.context™:
https://api.advancedsupervision.ga.veritas.com/odata/$metadata§ItembDetails,

"ralusa™:

{

te

[

"itemDetailsId™: 54854
"itemIdentifier":
"itemId"®:
"TdCNEnTH=VRUL7SLtDt JkOPOpv 1 PvEpucJe SEGRINzd ) 0Dcz 2] Tk YTOzN z FhMmY y ZmQSNGU
YMTgWNTAScheVFCi8DxvHNIESngmevZVuydSnmvavGz0”,

"departmentId™: 5834,

"dapartmentMame": "S0TenantSDeptd4™,

"captureDate™: "2024-05-02T710:11:06.5%73-07:00",

"subject”: "sunday for regression random testing 117,

"author": admin@vas-bhagirathi-group5.com,

"recipient”:
userl-bhagirathi-groupS@vas-bhagirathi-groups.com;user2-bhagirathi-group
S@vas-bhagirathi-group5.com;user3=-bhagirathi-groupS@vas-chagirathi-group
£.com;userd-bhagirathi-groupS@vas-bhagirathi-groupS.com;userS5-bhagirathi
=groupS5@vas-bhagirathi-group5.com,

"mailDate”: "2024-03-06T05:45:23-08:00",

"messageType™: 1,

"messageTypeName™: "Exchange",

"monitorsdEmployees™: null,

"itemHistory™: []

Supported OData Filters
See “Supported OData query options” on page 410.

Responses
See “Responses” on page 415.
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Reviewer Assessment Metrics Async API

Reviewer Assessment
Metrics Async

This API submits the report generation request which
executes asynchronously. The result of this API contains
the identifier for the report, status, and location for
retrieving the report data.

This report displays metrics for actions performed by
reviewers within the Insight Surveillance application. These
actions include marking, labeling, escalating, and appraising
items. The report is intended to assess reviewer
performance based on the accuracy of their reviews.

The report identifier and locations in the result can be used
to track the report generation operation.

To use the Reviewer Assessment Metrics Async API, follow the steps below:

1.

Call the Reviewer Assessment Metrics Async API to submit a report

generation request.

This asynchronous API supports GET and POST query methods. Use any of
the following as needed:

Sample Request

GET https://<Reporting endpoint base URL>/OData/
ReviewerAssessmentMetricsAsync?ReportName=<Name of the

report>&StartDate=<YYYY-MM-DD>& EndDate=<YYYY-MM-DD>

POST https://<Reporting endpoint base URL>/OData/

ReviewerAssessmentMetricsAsync

GET https://<Reporting endpoint Base URL>/odata/
ReviewerAssessmentMetricsAsync?StartDate=2025-04-23&

EndDate=2025-05-31&ReportName=SampleReviewerAssessReport

POST https://<Reporting endpoint base

URL>/OData/ReviewerAssessmentMetricsAsync

Reviewer Assessment Metrics Async API - URL Parameter/Filters

The following parameters/filters can be used with the Reviewer Assessment
Metrics Async API when invoked using the GET and POST methods. The
system uses the AND operator between the filters to return the result based
on the specified filters.

401
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StartDate

EndDate

Mandatory

Mandatory

Mandatory

Working with reports | 402
Enhanced reporting

Specify the name of the report you want to generate.
Data Type: String

Limitations

m The report name can be up to a maximum of 256
characters long.

B Special characters are not allowed; only alphanumeric
values are permitted.

StartDate refers to the beginning of the datetime used to
filter items in Insight Surveillance. It specifies emails with
a 'sent date' greater than or equal to the specified value.

Data Type: DateTime
Notes:
1. Format is YYYY-MM-DDThh:mm:ss.

The time component is optional. If you prefer not to include
the time, you can simply use the YYYY-MM-DD format.

2. StartDate must be earlier than EndDate.
Limitations

For the cloud-based application, a maximum of one year
duration is allowed.

EndDate refers to the end of the datetime used to filter
items in Insight Surveillance. It specifies emails with a 'sent
date' less than or equal to the specified value.

Data Type: DateTime
Notes:
1. Format is YYYY-MM-DDThh:mm:ss.

The time component is optional. If you prefer not to include
the time, you can simply use the YYYY-MM-DD format.

2. EndDate must be later than StartDate.
Limitations

For the cloud-based application, a maximum of one year
duration is allowed.
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Departments Optional Specifies the departments to which the item belongs and
returns item counts for items within that department.

Data Type: JSON array of integers id (identifier fields) that
is Department IDs.

Limitation

As an input, this API can pass maximum of 1000

Departments IDs.

m To include results for all departments of a specified
customer in a report, do not specify any department IDs
in a query.

m Toinclude results for specific departments of a specified
customer in a report, specify department IDs in the
query.

Note: To get the Department IDs, See “Departments API”

on page 311. Refer to the departmentld field only.

Reviewers Optional Specify a list of UserIDs for the reviewers whose details
you want to retrieve.

Data Type: JSON array of integers 'id'(identifier fields) that
is Reviewer IDs

Limitation
As an input, this API can pass maximum of 100 reviewers.

Note: The valid value of the Reviewer is an ID of any user
from the Insight Surveillance User ID list. The User ID list
can be fetched from the Users API endpoint. See “Users
API” on page 312. Refer to the userld field only.

MessageTypes Optional Specifies the type of captured items and returns item counts
for items that have the specified message type.

Data Type: JSON array of integers 'id' (identifier fields) that
is MessageTypes IDs.

Limitation

As an input, the Reviewer Assessment Metrics API can pass
maximum 100 MessageTypes IDs on a single page.

Note: If no optional parameters are specified (such as in the GET request),
the Reviewer Assessment Metrics API returns counts for all Departments,
Reviewers, and MessageTypes.

Primary actions and corresponding API behavior
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m Marking: All marking actions, such as ReviewedRelevant,

Reviewedlrrelevant, Questioned, Pending, are counted against the
reviewer who performed the action. However, if a reviewer performs
multiple markings on the same item, only the last marking action is
considered. For example, if an item is first marked as Questioned and
later changed to Pending, only the Pending action is counted. Each item
retains only one marking at a time, based on the most recent action.

Escalation: When a reviewer escalates an item, the escalation count is
attributed solely to that reviewer. However, an item can be escalated
multiple times, but for reporting purposes, only the first escalation is
considered. The escalation count is attributed solely to the initial reviewer
who triggered it. Subsequent re-escalations by other reviewers are not
included in the report.

Appraise and Label: For Appraise and Label actions, the count is attributed
to the first reviewer who took any action on the item (marking, escalating,
appraising, labeling), not the reviewer who performed the appraise or
label action. This differs from Mark and Escalate, where the count goes
to the reviewer who actually performed the action. Even if Reviewer X

appraises or labels an item, the count will reflect under the original
reviewer who first interacted with the item.

Scenario 1: A new request to submit the report

Sample request:

POST https://<Reporting endpoint base URL>/OData/ReviewerAssessmentMetricsAsync

{

"ReportName":"Test",
"StartDate":"2025-01-01",
"EndDate":"2025-12-31",
"Departments":[237,1760417,
"Reviewers":[4095],
"MessageTypes": [1]

}

Sample response:

"@odata.context": "https://api.advancedsupervision.qa.veritas.com/odata/$metadatatReviewerAssessmentMetricsAsync/$entity”

"reportId": "b429f566-£44d-4b68-a637-a8e9490a511b",

"reporthame

"reportType" eviewer Assessment",
025-07-15T19:28:44.613-07:00",

"Queued”,

"reportDate

"reportStat:
"info": "Successfully queued the report request.”
"newReportInstanceQueued": true,

"reportStatusLocation”

"https://api.advancedsupervision.qa.veritas.com/odata/ReportStatus?
ReportId=b429£566-44d-4b68-2637-a8e9490a511b" ,

"reportDatalocation”: "https://api.advancedsupervision.ga.veritas.com/odata/ReviewerAssessmentMetrics?
ReportId=b429£566-44d-4b68-a637-a8e9490a511b"
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Refer to the table below for details on the attributes included in the
ReviewerAssessmentMetricsAsync API response.

Name Description

reportld Displays report ID. It is generated upon
successful execution of APL

reportName Displays report name. It is generated upon
successful execution of APL

reportType Displays the report type as Item Details.

reportDate Displays the date of report generation after
successful execution of APL

reportStatus Displays report status. For more information
on statuses, See “Report Status API” on page 409.

info Displays a message if the report request has
queued successfully or not.

newReportInstanceQueued Specifies whether a new report generation
request has been submitted or not. The Rate
Limiting feature restricts submission of multiple
requests with identical input parameters if
attempted within one minute.

It returns the following values:

True: The value is shown as True, if the new
report request has been queued successfully.

False: The value is shown as False, if the input
parameters of the current request are identical
to the parameters of the already submitted
request within one minute, a new report will
not be queued. As a result, the details of the
existing report request are returned.

reportStatusLocation Displays a URL with report ID.
To view the status of this report, use the same
URL.

reportDataLocation Displays a URL for the location of report data.

To access the report data, use the same URL.

Scenario 2: A new request to submit the report when optional parameters
are omitted

405
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Sample request:

POST https://<Reporting endpoint base URL>/OData/ReviewerAssessmentMetricsAsync
{

"ReportName":"Test",

"StartDate":"2025-01-01",

"EndDate":"2025-12-31"

}

Sample response:

"@odata.context": "https://api.advancedsupervision.qa.veritas.com/odata/$metadatafiReviewerAssessmentMetricsAsync/$entity"
"reportId": "a62124ec-£711-43a5-abdc-2£269c231add",

"test",

Reviewer Assessment",

2025-07-15T19:44:25.717-07:00"

"reportStatus": "Queued",

"reportName

"reportType

"reportDate”:

"info": "Successfully queued the report request."
"newl

eportInstanceQueued”: true

"reportStatuslocation": "https://api.advancedsupervision.qa.veritas.com/odata/ReportStatus?
ReportId=a62124ec-£711-43a5-ab6dc-2£269c231add" ,

"reportDatalocation": "https://api.advancedsupervision.qa.veritas.com/odata/ReviewerAssessmentMetrics?
ReportId=a62124ec-£711-43a5-a64c-2f269c231a4d"

Scenario 3: A new request to submit the report when ReportName
parameter is ignored

Sample request:

POST https://<Reporting endpoint base URL>/OData/ReviewerAssessmentMetricsAsync
{

"StartDate":"2025-01-01",

"EndDate":"2025-12-31",

"Departments":[237,17604],

"Reviewers":[4095],

"MessageTypes": [1]

}

Sample response:

i
"error”: {
"code": "BadParameter”,
"message": "Paramete: ReportName either need to be specified or have an incorrect name, value or format.For details regarding
API parameters, refer to the documentation.’
i
3

Scenario 4: A new request to submit the report when one of the dates
parameter is ignored

Sample request:

406
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POST https://<Reporting endpoint base URL>/OData/ReviewerAssessmentMetricsAsync
{

"ReportName":"Test",

"EndDate":"2025-12-31",

"Departments":[237,17604],

"Reviewers": [4095],

"MessageTypes": [1]

}

Sample response:

k]
“error": {
"code": "Dates are invalid. Reasons: 1)StartDate and EndDate are mandatory, 2)StartDate and EndDate must be within one year.",
"message": "InvalidDateRange"
3
¥

2. Call the ReportStatus API to get the status of the Reviewer Assessment
Metrics Async API report. See “Report Status API” on page 409.

3. Oncethereport is ready, call the Reviewer Assessment Metrics API to retrieve
the report data from the asynchronous API. See “Reviewer Assessment
Metrics API” on page 407.

Reviewer Assessment Metrics API

Reviewer Assessment  This report displays metrics for actions performed by

Metrics- List by filter reviewers within the Insight Surveillance application. These
actions include marking, labeling, escalating, and appraising
items. The report is intended to assess reviewer
performance based on the accuracy of their reviews.

Reviewer Assessment Metrics- List by filter
GET https://<Reporting endpoint base
URL>/odata/ReviewerAssessmentMetrics

Sample request

B GET https://<Reporting endpoint Base
URL>/odata/ReviewerAssessmentMetrics?reportid=<ID of the

ReviewerAssessmentMetricsAsync API report>
ReviewerAssessmentMetricsAPI - URL Parameter/Filters

The following filters can be used with the ReviewerAssessmentMetrics APl when
invoked using the GET method only. The system uses the AND operator between
the filters to return the result based on the specified filters.
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{
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ReportID Mandatory Specify the ID of ReviewerAssessmentMetrics API report

you want to view.

Scenario 1

GET https://<Reporting endpoint Base

URL>/odata/ReviewerAssessmentMetrics?

ReportId=752cd9c0-c93f-4be3-b4£fd-04d1b2747b0e

Sample response:

Status code: 200 OK

context": "https://api.advancedsupervision.ga.veritas.com/odata/$metadata#ReviewerAssessmentMetrics”,

count": 1,

"reviewerAssessmentMetricsID": ’
"departmentID": ,
"departmentName": "Teams-UJ1 ",
"reviewerID": 1,

"reviewer": "admin@teamsga.com",
"messageType": 1,
"messageTypeName": "Exchange",
"captured": 1,

"unReviewed": 0,
"unreviewedIrrelevant": O,
"unreviewedRelevant": 0,
"pending": 0,

"questioned": 0,
"reviewedIrrelevant": 0,
"reviewedRelevant": 0,
"escalated": O,

"appraised": 0,

"reportDateRange": "Apr 23 2025 12:00PM-May 31 2025 12:00PM",

"labelledItemMetrics": [
{

"labelID": ,
"labelName": "Pass",
"labelled":

I

{
"labelID": 4,
"labelName": "Needs change",
"labelled":

Supported OData Filters

See “Supported OData query options” on page 410.

Responses

See “Responses” on page 415.

408
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Report Status API

ReportStatus B Returns the status of all reports, when a specific
Reportld is not mentioned in a query.
B Returns the status of a specific report when a Reportld
is mentioned in a query.

ReportStatus API - List by filter

GET https://<Reporting endpoint Base URL>/odata/ReportStatus

Sample Request
m To view status of all the Async reports, execute the following query:
GET https://<Reporting endpoint Base URL>/odata/ReportStatus

Besides the ReportStatus parameter, this API supports all the OData query
options (See “Supported OData query options” on page 410.). See an example
below.

GET https://<Reporting endpoint Base
URL>/odata/ReportStatus?$Count=true&$Skip=100&S$Top=200

m To view status of a specific Async report, execute the following query:
GET https://<Reporting endpoint Base
URL>/odata/ReportStatus?ReportId=a337e782-aa81-40fd-a65c-589%b1bb6da’b5

Sample response
Status code: 200 OK

For single report ID

"dodata.context™: https:SS<Reporting endpoint Base
URL>»/odata/ReportStatustReportid=aZi7eT62-aa081-40fd-a65c-5859b1bbedass

L —T . ™
vailue  :

P

For multiple report IDs
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"Bodata.context™: "https://<Reporting endpoint Base
URL>/odata/SmetadatadReportStatus”,

" P

=4 5
E#00d a4 .« GOl I

"yalue™: [

{
"reporcId¥: "137c0384-ccfT7-4099-8efe-0eld3a3ificsOn,
"y reName™: "ReportStatus 1%,
"y "Evidence Of Review",
tDate™: "2024-07-01T12:237:07.06+05:30",
tStatus™: "Processing”,
"info": "Report generation 1s in progress.”
1
{
reportId”: "5c9%5349f-225f-4a32-8370-1845elfe5567",
"reportName": "ReportReguest 2%,
"reportType": "BEvidence Of R;vie:'.:",
"report "2024-07-01T13:58:23.153+05: 30",
"reg tS5tatus™: "Ready",
"The report is ready.”
}

Report statuses and description

Status Description

Queued The report is currently queued for generation.

Processing The report generation is currently in progress.

Ready The report is generated and available for review and
utilization.

RetryQueued The report generation failed and has been queued for retry.

Failed The report generation has failed even after retrying.

Supported OData query options

The currently supported OData query options that can be used for query
composition to customize responses are mentioned below.

m $select
: Use the $select query parameter to return a set of properties that are different
than the default set for an individual resource or a collection of resources.
With $select, you can specify a subset of the default properties.
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Example: In the example below, the query returns only two properties,
Department name and Department status in the result.
https://<Reporting endpoint base
URL>/odata/departments?$select=DepartmentName, Status

$count

Use the $count query parameter to retrieve the total count of matching
resources.

In the example below, the query returns a total count of roles in the system
irrespective of any other filters.

https://<Reporting endpoint Base URL>/odata/roles?$count=true

$top

Use the $top query parameter to limits the number of records returned.
In the example below, the query returns the top 10 records in the result.
https://<Reporting endpoint Base URL>/odata/departments?S$top=10

$skip

Use the $skip query parameter to skips a specified number of records before
returning results.

In the example below, the query returns the records skipping the first 60
records in the result.

https://<Reporting endpoint Base URL>/odata/departments?$skip=60

$skipToken

Use the $skipToken query parameter to retrieve the next page of results from
result sets that span multiple pages.

Some requests return multiple pages of data due to server-side paging to limit
the page size of the response. Reporting APIs use the $skipToken query
parameter to reference subsequent pages of the result. The $skipToken
parameter contains an opaque token that references the next page of results
and is returned in the URL provided in the @odata.nextLink property in the
response.

For example, if you call the Roles API that have more than 1000 records in
the result, then the response will return only 1000 records with
@odata.nextLink property as shown below.

"@odata.nextLink": "https://<Reporting endpoint Base
URL>/odata/roles?$skipToken=29310"

To fetch the next page of records, the value of the @odata.nextLink can be
used as the endpoint URL which has a skipToken value.

41



Working with reports
Enhanced reporting

Supported reporting endpoint API filters and their values

This section provides information about the reporting endpoint API filters and
their possible values. Refer to the following tables if you are using the reporting

APIs.

CaptureTypes filter

Table 25-1 CaptureTypes filters and respective IDs

CaptureTypes Value Description

ID

0 NotSpecified Items with a capture types under the
Collaboration and Transcript categories.

1 Search Indicates that item was captured based on
immediate or scheduled search

2 Clean Indicates that items were randomly sampled

3 Alert

4 Adhoc

6 GuaranteedSearch If guaranteed sampling was configured for the
department, indicates that the item was
sampled and captured based on guaranteed
sample search.

10 SearchDuplicate Indicates that the item was sampled and
considered as a duplicate during guaranteed
sample search results deduplication

99 Policy Indicates that the item was captured based on

classification inclusion rules.

MessageDirections filter

Table 25-2

MessageDirections filters and respective IDs

Description

0 NotSpecified Items with a message directions under the
Collaboration and Transcript categories..
1 Internal The items where the author and all recipients

are internal to the organization.
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Table 25-2 MessageDirections filters and respective IDs (continued)

Description

2 Externallnbound The items where the author is external to the
organization and at least one recipient is
internal.

3 ExternalOutbound The items where the author is internal to the
organization and at least one recipient is
external.

MessageTypes filters (Email-specific)

Table 25-3 Email-specific MessageTypes filters and respective IDs

MessageType Filter Name MessageTypes Filter Name

ID ID

1 | Exchange 129 | ImportedEmails

2 | Instant 130 | MS Teams (EML)
Messaging

4 | Fax 131 | Slack (EML)

7 | SMTP 132 | Citrix Workspace and ShareFile

(EML)

9 | Social 133 | Sharepoint (EML)

16 | Rackspace Mail 134 | IceChat (EML)

18 | GroupWise 135 | Twitter (EML)

19 | SFChatter 136 | Youtube (EML)

20 | Office 365 - PA 137 | ZoomChat (EML)
Collection

21 | DoNotUse 138 | Box (EML)

22 | Zimbra 139 | GoogleDrive (EML)

23 | Exchange 140 | Dropbox (EML)
Hosted Archive
Ingestion

25 | Lync OnPrem 141 | AmazonsS3 (EML)
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Table 25-3 Email-specific Message Types filters and respective IDs (continued)

MessageType Filter Name MessageTypes Filter Name

ID ID

27 | Google Journal 142 | JSON (EML)

101 |EML 143 | CiscoWebex (EML)

114 | CellTrust 181 | Carbon

115 | LSEG 182 | ENMACC Energy

116 | Symphony 183 | Legato Chat

117 | Workplace from 184 | LiquidNet
Facebook

118 | Salesforce 185 | Markets Manager
Chatter

119 | FXConnect 186 | Saphyre

120 | XIP 187 | Skytel-Pager

121 | Yieldbroker 188 | Social

122 | Webpage 189 | Web CHAT
Capture

123 | Redtail Speak 190 | WeChat

124 | ServiceNow 191 | FXT

125 | RingCentral

MessageTypes filters (Collaboration-specific)

Table 25-4 Collaboration-specific MessageTypes filters and respective IDs

MessageTypes Filter Name MessageType Filter Name

ID ID

11 | Teams Chat 37 | Zoom Chat

12 | Teams Channel 38 | Zoom Meetings Chats

32 | Slack 39 | SMS Collaboration

34 | IceChat 40 | WhatsApp Collaboration
35 | Twitter 41 | IMessage Collaboration
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Table 25-4 Collaboration-specific Message Types filters and respective IDs
(continued)

MessageTypes Filter Name MessageType Filter Name

ID ID

36 | Chatter Cipher 42 | Viva Engage
Cloud

Transcript-specific (Transcript-specific)

Table 25-5 Transcript-specific MessageTypes filters and respective IDs

MessageType Filter Name MessageType Filter Name

) )
150 | Zoom 157 | Vodafone
151 | Cisco Webex 158 | IPC
Teams
152 | YouTube 159 | Cisco
153 | Audio File 160 | Avaya
154 | Video File 161 | Dubber Media
155 | Microsoft Teams 162 | Mobile Phone
Meeting
156 | Audio Video

Responses

The application provides following responses:

Name Description

200 OK The request is successful.

401 Unauthorized Access is denied due to invalid credentials.

Other Status Codes Error response describing reason for the failed operation.

Managing Power Bl templates for reporting APIs

Insight Surveillance provides predefined Power Bl templates that consume
Reporting API endpoints to view interactive reports. Power BI templates are
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pre-defined, reusable report designs or blueprints created within Power BI for
analytics purposes. These templates serve as starting points for creating consistent
and visually appealing reports and dashboards.

All control elements within the Power Bl report are interactive, allowing for
clicking to filter, highlight, and drill-down into the report. When any element of
the report is clicked, all other graphs, tiles, and more, dynamically update to
display data relevant to the clicked element. The clickable elements encompass
a variety of components, including (but not limited to):

m Filters (for example, Departments lists)
m  Check boxes

m Tiles

m Data bars/columns on charts

m Data labels on charts

m  Axis labels on charts

Prerequisite

Before you begin working with the Power Bl Templates in Insight Surveillance,
ensure that you have the Microsoft Power BI desktop application installed on
your computer.

Accessing Insight Surveillance reports and datasets through the
OData web service

Accessing reports

You can expose information from the Insight Surveillance configuration and
customer databases through the Open Data (OData) web service. You can use
this information with any OData-compatible reporting tool to create reports as
required. Examples of such reporting tools include Excel/PowerQuery and
Microsoft SQL Server Reporting Services (SSRS).

For extensive information on this facility, see the white paper Best Practices for
Enhanced Accelerator Reporting.

Accessing datasets

You can access the datasets by typing the following addresses in the address bar
of your web browser. In each case, server_name is the name of the server on
which you have installed the Insight Surveillance server software.

m To access a list of all the available datasets, type
http://server name/CAReporting/OData


https://www.veritas.com/content/support/en_US/doc/ev_12_bp_acc_reporting_00
https://www.veritas.com/content/support/en_US/doc/ev_12_bp_acc_reporting_00
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m Toaccess a list of all the available datasets together with all the fields included
in each dataset, type http://server name/CAReporting/OData/$metadata

m To access a particular dataset, type
http://server name/CAReporting/OData/dataset name

Guidelines for using Insight Surveillance templates with Microsoft
Power Bl Desktop

Here are the guidelines you must follow when using Reporting API Templates
in Microsoft Power BIL:

m Ensure that the correct credentials are used for Power BI template.
When loading Reporting API templates in Microsoft Power BI Desktop, select
Basic Authentication when prompted, and enter the Username as
ReportingApiUser and the Password as either a primary or secondary API
Key that are generated after configuring the reporting endpoint

m Ensure that the Power BI Desktop privacy levels are appropriate.
Some Insight Surveillance Power BI templates combine data from multiple
Reporting API endpoints and visualize the data. To achieve this, multiple
PowerQueries are created within the template and the resulting data from
one reporting API endpoint is shared with reporting API endpoint.
In Microsoft Power BI Desktop application, the Privacy Level feature employs
policies for sharing data of API across other API. For more details, refer to
Power BI Desktop privacy levels.
Since the Reporting APIs of Insight Surveillance operate externally (outside
the organization calling it), you must specify the Privacy Level as Public for
each Data Source. Occasionally, you may need to globally ignore the Privacy
Levels so that the Reporting API Templates function properly.

m Ensure that the cached credentials are correct.

Microsoft Power BI Desktop caches credentials entered when connecting to
the Reporting API. Upon reloading the Power BI template, it does not prompt
for credentials again. If credentials change, such as due to an expired Access
Key, you must clear the cached credentials.

To clear them, navigate to File > Options and settings > Data source settings,
and clear the credentials for all data sources. This is one of the troubleshooting
steps if the template cannot connect.


https://learn.microsoft.com/en-us/power-bi/enterprise/desktop-privacy-levels
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TEMPLATE - Departments, Users, Roles, Labels

1  Openthe TEMPLATE - Departments, Users, Roles, Labels.pbit file, and specify
the following details.

TEMPLATE - Departments, Users, Roles, Labels

Provides list/details of available Departments, Labels, Users, Roles along with their Permissions.

Endpont Base URL

Endpoint Base URL Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>

2 Click Load.
3  Select the required OData Feed.

Olvata Teed

o hittps.// api.advancedsupervision.qa veritas.com/oda...

Lise sncenpmous access for Ihis ODatas feed
Wincloes

Salect which level to apply these settings to

Basic htlpasfapiadwancediupanvision gasverilad cam’ 2
hatpssFaptadv noedsupsnvs lon gaveritas.com)’
Wl Al hetpsfapladmncedsupendsion qasveritas comfodata

htpesFapi adwancedeupervision gaverilat comyod sl a e mibleirice

Onganizatio
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Click Connect and choose Basic Authentication mechanism to access
Reporting APL

The application prompts you several times to provide appropriate credentials
when querying Reporting API for each report.

Wait while Microsoft Power BI Desktop uses the provided filter values to
generate queries and fetch OData reports from the specified Insight
Surveillance Server. This process may take some time depending on the
amount of data being retrieved from the server.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.


https://www.veritas.com/support/en_US/article.100067790

Working with reports | 420
Managing Power Bl templates for reporting APls

TEMPLATE - User Roles - Submit Report Request

1 Openthe TEMPLATE- User Roles - Submit Report Request.pbit file, and specify
the following details.

TEMPLATE - User Roles - Submit Report Request

This template only initiates the generation of User Roles report in asynchronous manner. To view the report
dats, 2

her powerbi template can be used ‘TEMPLATE - User Roles - View report Data'

Endpoint Base URLD
Report Name D
Users @

Departments ©

Endpoint Base URL Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>

Report Name Specify a unique name for the report.
Users Specify IDs of the users.
Limitations

This API can pass a maximum of 100 User IDs as input.
Data Type:

JSON array of integers 'id'(identifier fields) that is Users.

Departments Specify IDs of the departments.
Limitations

This API can pass a maximum of 100 Departments IDs as
input.

Data Type

JSON array of integers 'id'(identifier fields) that is
Departments.

2 Click Load.



3
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Select the required OData Feed.

COata feed
& https://vassetup.fakhruddinv.com/Reporting/odata/.

User name

| ReportingApiiser

Connedt Cance

The application submits the report generation request and shows the details.

Click Connect and choose Basic Authentication mechanism to access
Reporting APL

The application prompts you several times to provide appropriate credentials
when querying Reporting API for each report.

421
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5 Manually refresh the page to view the details such as Report ID, Report
Name, Report Type, Report Date, Report Status, and Report Information.

arctera insight @ Surveillance Reporting

User Roles Submit Report Request

User Roles report generation request has been submitted with below details.

ReportID: d7e458f3-54a3-40ca-8a38-01523351ef83
Report Name : USer Roles

Report Type : User Roles

Report Date : 6/4/2025 9:34:52 PM

ReportStatus:  Ready

Report Info : The report is ready.

[ Pease Refresh manually from taskbar to get updated status of Report

If still the entire details are not displayed, click Refresh again as shown in
the sample image below.

L& B7|l3| dR[A]l i

Recent Transform| Refresh Mew  Text More
SOUFCES ~ data ~ visual box wvisuals

-~

Get the latest data by refreshing all visuals in this report.

6 When all the details are available and Report Status: Ready is displayed,
copy the report ID.

Use this Report ID in the TEMPLATE- User Roles - View Report Data template
to view the report. Click Refresh to view the updated status of report
generation.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.


https://www.veritas.com/support/en_US/article.100067790
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TEMPLATE - User Roles - View Report Data

1  Open the TEMPLATE- User Roles - View report Data.pbit file, and specify
the following details.

TEMPLATE - User Roles - View Report Data

User Roles Template provides a list of department users and their associated roles based on various dimensions
like Departments, Scopes and Users.

Endpoint Base URL®

Report Id @

cance
Endpoint Base Enter the REST API endpoint URL. For example,
URL https://<Reporting endpoint Base URL>

Report ID Enter the Report ID that is generated during execution of
UserRolesAsync API report or the TEMPLATE- User Roles -
Submit Report Request template.

2 Click Load.
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3  Set the privacy organizational or public for each selected data source.

For more information, See “Guidelines for using Insight Surveillance templates
with Microsoft Power BI Desktop” on page 417.

Privacy levels

The privacy level is used to ensure data is combined without undesirable data transfer. Incomect
prvacy levels may lead to sensitie data being leaked outside of a trusted scope. More information
on privacy levels can be found here,

Ignore Prvascy Levels checks for this file. lgnonng Privacy Levels could expose sensitve or confidential data

to an unauthonzed person.

I_L hitps/ivassetup fakhruddirv.com/ o Clrg.:nlz.nw -

£ ntpsivassetup fakhruddiry.com/

St Cange

4  Click Save.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint.

To help you better visualize and understand the API Endpoint reports, refer
to sample images of reports.


https://www.veritas.com/support/en_US/article.100067790
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TEMPLATE - Ifem Metrics

1 Openthe TEMPLATE - Item Metrics.pbit file, and specify the following details.

TEMPLATE - Item Metrics

nics for items inside Arctera Insight based on vanouws dimensions Bke Capture Types, Message

Cirections, Departments and Message Types. Only the counts falling between the reguested date range are

Capture Date Start

Capture Date End

Endpoint Base URL Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>

CaptureDateStart CaptureDateStart is the date on which items are captured
or ingested in Insight Surveillance is recorded as the
CaptureDateStart for that item.

This filter specifies the start date for returning count of
items whose CaptureDateStart is greater than or equal to
this start date.

Data Type: Date in the YYYY-MM-DD format that is
CaptureDateStart.
CaptureDateEnd This filter specifies the end date for returning count of items

whose CaptureDateEnd is greater than or equal to this date.

Data Type: Date in the YYYY-MM-DD format that is
CaptureDateEnd.

2 Click Load.



3
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Select the required OData Feed.

Cilrata Teed

tt hittps.//api.advancedsupervision.qa.veritas.com/oda...
Lise ancenymous access for this OData feed

Winclas

Salect which level to apply these settings to

P

hatpsfapiadvancediupenvition.gaverilas comy’ =
hatpssffapladvancedaupenision gasoritas.comy

Web APl hitpsfapladwancedsupsrvision gaveritas.comfodata

halpssfapl adwancediupervision gaverilac comod al aBembdelric
Organizational acoownt

Cance]

Click Connect and choose Basic Authentication mechanism to access
Reporting APL

The application prompts you several times to provide appropriate credentials
when querying Reporting API for each report.

CData feed

L hittps://apl.advancedsupervision.ga veritas.com/oda...
Lss meami

RepostingApillser

Fasswond

Wb AFI

Solact which lewel 1o apply these sottings to

Organizational scoourt hilpsyspi advancedupenision gayverilascom/ .l

Wait while Microsoft Power BI Desktop uses the provided filter values to
generate queries and fetch OData reports from the specified Insight
Surveillance Server. This process may take some time depending on the
amount of data being retrieved from the server.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.


https://www.veritas.com/support/en_US/article.100067790
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TEMPLATE - Reviewer Mapping - Submit Report Request

Open the TEMPLATE- Reviewer Mapping - Submit Report Request.pbit file,
and specify the following details.

TEMPLATE - Reviewer Mapping - Submit Report Request

This template only initiates the generation of Reviewer Mapping report in asynchronous manner. To view the
report data, another powerbi template can be used TEMPLATE - Reviewer Mapping - View Report Data'

Endpoint Base URL(
Report Name @

Reviewer Users (@

Cancel

Endpoint Base URL Enter the REST API endpoint URL. For example,

https://<Reporting endpoint Base URL>

Report Name Specify a unique name for the report.

427

Reviewer Users

Specify a list of reviewer User IDs to retrieve their details.
Refer to the userid field of the Users API for the value of
reviewer users.

Data Type: JSON array of integers 'id'(identifier fields) that

is ReviewerUsers.

Click Load.
Select the required OData Feed.

O0ata feed

User name

| RepartingApser

Web AP

Organizational account

Connect

Cances

The application submits the report generation request and shows the details.
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Click Connect and choose Basic Authentication mechanism to access
Reporting APL

The application prompts you several times to provide appropriate credentials
when querying Reporting API for each report.
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5 Manually refresh the page to view the details such as Report ID, Report
Name, Report Type, Report Date, Report Status, and Report Information.

"arctera insight @ Surveillance Reporting

Reviewer Mapping Submit Report Request

Reviewer Mapping report generation request has been submitted with below details.

ReportID: 9b257fc2-99a7-4d71-a59f-2e2084d25{20
Report Name : ReviewerMapping

Report Type : Reviewer Mapping

Report Date : 6/4/2025 9:14:23 PM

Report Status : Ready

Report Info : The report is ready.

[ Please Refresh manually from taskbar to get updated status of Report

If still the entire details are not displayed, click Refresh again as shown in
the sample image below.

L& &7 (18| Wi [A]l 0k

Recent Transform| Refresh Mew  Text More
SOUFCES ~ data ~ visual box wvisuals

-~

Get the latest data by refreshing all visuals in this report.

6 When all the details are available and Report Status: Ready is displayed,
copy the report ID.

Use this Report ID in the TEMPLATE- Reviewer Mapping - View Report Data
template to view the report. Click Refresh to view the updated status of
report generation.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.


https://www.veritas.com/support/en_US/article.100067790
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TEMPLATE - Reviewer Mapping - View Report Data

1  Open the TEMPLATE- Reviewer Mapping - View report Data.pbit file, and
specify the following details.

TEMPLATE - Reviewer Mapping - View Report Data

Reviewer Mapping Template provides department-level monitoring percentage details for all message types in
each department where the specified Reviewer Users have reviewing permissicns. Additionally, Monitcred
Employees repart for monitoring percentage details of all message types for each monitored employee, but
only within the departments identified in the Reviewer Mapping report.

Endpoint Base URL®

Report Id @

Endpoint Base Enter the REST API endpoint URL. For example,
URL https://<Reporting endpoint Base URL>

Report ID Enter the Report ID that is generated during execution of
ReviewerMappingAsync API report or the TEMPLATE-
Reviewer Mapping - Submit Report Request template.

2 Click Load.
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3  Set the privacy organizational or public for each selected data source.

For more information, See “Guidelines for using Insight Surveillance templates
with Microsoft Power BI Desktop” on page 417.

Privacy levels

The privacy level is used to ensure data is combined without undesirable data transfer. Incomect
prvacy levels may lead to sensitie data being leaked outside of a trusted scope. More information
on privacy levels can be found here,

Ignore Prvascy Levels checks for this file. lgnonng Privacy Levels could expose sensitve or confidential data

to an unauthonzed person.

I_L hitps/ivassetup fakhruddirv.com/ o Clrg.:nlz.nw -

£ ntpsivassetup fakhruddiry.com/

St Cange

4  Click Save.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint.

To help you better visualize and understand the API Endpoint reports, refer
to sample images of reports.


https://www.veritas.com/support/en_US/article.100067790
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TEMPLATE - Searches

1  Open the TEMPLATE - Searches.pbit file, and specify the following details.

TEMPLATE - Searches

Searches Template grees all ingight on mmeduate, soheduled and Guaranteed Sample searches created at
application as well as dept level. It provides search details like hits, sampled, rebevant sampled temns per
departmeént Nolé:-Template may take time for mone data Please kéép patience!

Erdpaant Bass URLIE

hittpsy apladvanced s pErvisionga. veritas.oom

Start Date (T
2022-12-01

End Date (T

2023-12-01

Endpoint Base URL Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>

Start Date This filter specifies the start date for returning count of
searches whose creation date is greater than or equal to
this start date.

Data Type: Date in the YYYY-MM-DD format that is
StartDate.

End Date This filter specifies the end date for returning count of
searches whose creation date is less than or equal to this
date.

Data Type: Date in the YYYY-MM-DD format that is
EndDate.

2 Click Load.



3
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Select the required OData Feed.

Cilrata Teed

tt hittps.//api.advancedsupervision.qa.veritas.com/oda...
Lise ancenymous access for this OData feed

Winclas

Salect which level to apply these settings to

P

hatpsfapiadvancediupenvition.gaverilas comy’ =
hatpssffapladvancedaupenision gasoritas.comy

Web APl hitpsfapladwancedsupsrvision gaveritas.comfodata

halpssfapl adwancediupervision gaverilac comod al aBembdelric
Organizational acoownt

Cance]

Click Connect and choose Basic Authentication mechanism to access
Reporting APL

The application prompts you several times to provide appropriate credentials
when querying Reporting API for each report.

CData feed

L hittps://apl.advancedsupervision.ga veritas.com/oda...
Lss meami

RepostingApillser

Fasswond

Wb AFI

Solact which lewel 1o apply these sottings to

Organizational scoourt hilpsyspi advancedupenision gayverilascom/ .l

Wait while Microsoft Power BI Desktop uses the provided filter values to
generate queries and fetch OData reports from the specified Insight
Surveillance Server. This process may take some time depending on the
amount of data being retrieved from the server.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.


https://www.veritas.com/support/en_US/article.100067790
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TEMPLATE- Item Classification Metrics - Submit Report Request

1 Openthe TEMPLATE- Item Classification Metrics - Submit Report Request.pbit
file, and specify the following details.

TEMPLATE - Item Classification Metrics - Submit Report Request

This template only initiates the generation of Item Classification Metrics report in asynchronous manner, To
view the report data, another powerbi template can be wsed TEMPLATE- item Classification Metncs - View
Report Data',

Endpoint Bace URLIT

hitpsy'f< EndpoirtBasell=

Repart Mame (T

Report 2024
Start Date D
2024-01-01
End Date (&
l 2024-12-13 ]

Endpoint Base URL Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>

Report Name Specify a unique name for the report.

Start Date Specify the earliest date from which you want to gather
data captured or ingested in Insight Surveillance for your
report.

End Date Specify the end date until which you want to gather data

captured or ingested in Insight Surveillance for your report.

2 Click Load.
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3  Select the required OData Feed.

OOats feed
. i ]a i i
Reportrglod e
Pasvaced
IR R R RN R R AR N AR R RN RN R RN AN
Web AP
Sebect whach level 1o apply theie wettrg §
it e e e e L wETiLh

Organscatscnal scocunt

The application submits the report generation request and shows the details.

4  Click Connect and choose Basic Authentication mechanism to access
Reporting APL

The application prompts you several times to provide appropriate credentials
when querying Reporting API for each report.
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5 Manually refresh the page to view the details such as Report ID, Report
Name, Report Type, Report Date, Report Status, and Report Information.

‘arcterq insight @ 5""?"*'"3”’:’3 REP“"‘""Q

an Metrics Report Redguest

n Classification Matrncs report gensration requast has bessn submitted with below details

Wednesday. January 01 Mosstay, January 20 2025
Report D caldédd? -k ¥a- L6977 -ad9 2 -IcSHE1I%RT
Report Mame Test Report
Report Type Itern Classification Metrics
Report Date : VWASI025 10:51:30 PM
Report Status Ready
Report Info The report is ready
Fleaie Reflieih siaivaslly feomi Qs ki b et ugulated statios of Repa

il

If still the entire details are not displayed, Click Refresh again as shown in
the sample image below.

& B2 || dB[A]l ok

Recent Transform| Refresh Mew  Text More
SOUNCEs + data ~ visual box wisuals

Get the latest data by refreshing all visuals in this report.

When all the details are available, copy the report ID.

Copy the Report ID to retrieve report data once the report is ready. Use this
Report ID in the TEMPLATE- Item Classification Metrics - View Report Data
template. Click Refresh to view the updated status of report generation.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.


https://www.veritas.com/support/en_US/article.100067790
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TEMPLATE- Item Classification Metrics - View Report Data

1 Open the TEMPLATE- Item Classification Metrics - View report Data.pbit
file, and specify the following details.

TEMPLATE - Item Classification Metrics - View Report Data

tem Classification Metrics Template gets the total classified tems count, the marking count{ i.e count of items
marked as relevant/imelevant/questioned, pending) per tag, per department, per capiure type, per message
type. The counts are calculated for specfied date range.

Endpoint Base URL

| hittpesi < Endpoantiacelid J-l

FeportD (T

Teand(Eh- 2208 -490c-pB2 7 -Ebd 50T 6 Tie S

Load Cancel
Endpoint Base Enter the REST API endpoint URL. For example,
URL https://<Reporting endpoint Base URL>
Report ID Enter the Report ID that is generated during execution of

ItemClassificationMetricsAsync API report or the TEMPLATE-
Item Classification Metrics - Submit Report Request template.

2 Click Load.
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3  Set the privacy organizational or public for each selected data source.
For more information, See “Guidelines for using Insight Surveillance templates
with Microsoft Power BI Desktop” on page 417.

Privacy levels

The privacy level s used 1o ensure data s combined without undesirable data transfer. Incormect
privacy bevels may lead to sensitive data being leaked outside of a trusted scope. More information

on prvacy levels can be found here.

Ignore Prvacy Levels checks for this file. lgnonng Privacy Levels could expose sensitive or confidential data
to an unauthorized person

£ | hitps:/fapi.advancedsupervision gaveritas.com/ - Organizational -

R

4  Click Save.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.

438
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TEMPLATE- Item Archived Metrics - Submit Report Request

1 Open the TEMPLATE- Item Archived Metrics - Submit Report Request.pbit
file, and specify the following details.

TEMPLATE - Item Archived Metrics - Submit Report Request

This template GI'I|:| initiates the generation of rtem archived Metnics repart in asynchronous manner. To Yiew
the report data, another powerbi templates can be used ‘TEMPLATE- Item Archived Metrics - Wiew Report Data’®
Item Archresd Metncs report gets the tolal archreed fiesiages count per mdgnrtorsd emplayes, per dirdchion,
per message type. The counts are caloulated for specified date range.

Endpoint BEase URLIT

hittpasd/aprbdvancedsupe naiaongasertas.oom

Report Name

Test Report

Seart Date(E

20240811

End Date (X

[ 2024-10-11

=N o

Endpoint Base URL Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>

Report Name Specify a unique name for the report.

Start Date Specify the earliest date from which you want to gather
data captured or ingested in Insight Surveillance for your
report.

End Date Specify the end date until which you want to gather data

captured or ingested in Insight Surveillance for your report.

2 Click Load.
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3  Select the required OData Feed.

OOats feed
. i ]a i i
Reportrglod e
Pasvaced
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The application submits the report generation request and shows the details.

4  Click Connect and choose Basic Authentication mechanism to access
Reporting APL

The application prompts you several times to provide appropriate credentials
when querying Reporting API for each report
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5 Manually refresh the page to view the details such as Report ID, Report
Name, Report Type, Report Date, Report Status, and Report Information.

rb rciera insight @ Surveillance Reporting

termn Archived ketrics Report

Item Archived Metrics report generation request has been submitted with below details.

Start Date End Daita
10 Busgart 2004 11 Dstober J03E
Report 1D : BéSddaec-Boew-4052-E3dd - d0bIbdedielb
Report Mame : Test Report
Report Type : Item Archived Metrics
Report Date 3-12-2024 07:2417
Report Status: Ready
Report Info : The report is ready
[ Please Rirfresh manually from taskbar o gee updated stutun of Report

‘archera

If still the entire details are not displayed, Click Refresh again as shown in
the sample image below.

Lo | BZ|La| dR[2] d2

Recent Transform| Refresh Mew  Text More
SOUFCES data ~ visual box wisuals

Get the latest data by refreshing all visuals in this report.

6 When all the details are available, copy the report ID.

Copy the Report ID to retrieve report data once the report is ready. Use this
Report ID in the TEMPLATE- Item Archived Metrics - View Report Data
template. Click Refresh to view the updated status of report generation.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.
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TEMPLATE- Item Archived Metrics - View Report Data

1 Open the TEMPLATE- Item Archived Metrics - View Report Data.pbit file,
and specify the following details.

TEMPLATE - Item Archived Metrics - View Report Data

Itern Archeved Metncs Template, gets the total archrved mesiages count per monstonsd employee per drection,

per mestage type. The counts are calculated for specified date range. Mote:-Template may take time for more

data. Flease keep Patience

Endpaint Bass URLE

tem Arckived Raport 1D

Load Cancel

Endpoint Base URL Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>

Report ID Enter the Report ID that is generated during execution of
ItemArchivedMetricsAsync API report or the TEMPLATE-
Item Archived Metrics - Submit Report Request template.

2 Click Load.
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3  Set the privacy organizational or public for each selected data source.
For more information, See “Guidelines for using Insight Surveillance templates
with Microsoft Power BI Desktop” on page 417.

Privacy levels

The privacy level is used to ensure data is combined without undesirable data transfer. Incormect
privacy bevels may lead to sensitrve data being leaked outside of a trusted scope. More information

on prvacy levels can be found here.

Ignore Prvacy Levels checks for this file, lgnonng Prvacy Levels could expose sensitive or confidential data

to an unauthonzed person.

- | hitps:/ fapLadvancedsupernsiongaventas.comy) - {;‘gﬂ"l:ﬂhﬂl‘l;l -

“ l:-ﬂ.-“‘

4  Click Save.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.

TEMPLATE- Item Label Metrics - Submit Report Request

1  Open the TEMPLATE- Item Label Metrics - Submit Report Request.pbit file,
and specify the following details.
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TEMPLATE - Item Label Metrics - Submit Report Request

This template only initiates the generatson of Item Label Metrics report in asynchronous manner. To view the

repoft data, another powerbs template can be used TEMPLATE - e

Data” and “TEMPLATE - hem Label Medr

Endpaint Base URL

=
¥
[

ot e

Start Date

End Date

Endpoint Base URL

Report Name

Start Date

End Date

Return By Department

Click Load.

&l Metnics By Employes - View Report

ot Cata

Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>

Specify a unique name for the report.

Specify the earliest date from which you want to gather
data captured or ingested in Insight Surveillance for your
report.

Specify the end date until which you want to gather data
captured or ingested in Insight Surveillance for your report.

By default this value is set to False.

m To get the result of all labels according to monitored
employees, set this value as False

m To get the result of all labels according to department,
set this value as True
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3  Select the required OData Feed.

OOats feed
. i ]a i i
Reportrglod e
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The application submits the report generation request and shows the details.

4  Click Connect and choose Basic Authentication mechanism to access
Reporting APL

The application prompts you several times to provide appropriate credentials
when querying Reporting API for each report
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Manually refresh the page to view the details such as Report ID, Report
Name, Report Type, Report Date, Report Status, and Report Information.

farcterd insight Svrveillance Reporting

Start Da E
Saturday March 02 2024 Monday December 0 2024

€12a45ak-cF1b-4d2a-Bak] - 264 2¢ 9214650
dsada
Item Label Metrics
Report Date 12/27/2024 62751 AM
Ready

The report is ready

‘arcterg

If still the entire details are not displayed, Click Refresh again as shown in
the sample image below.

> B[] dE dk

Recent Transform| Refresh Mew  Text More
SOUNCEs » data~ visual box wisual

Get the latest data by refreshing all visuals in this report

When all the details are available, copy the report ID.

Copy the Report ID to retrieve report data once the report is ready. Use this
Report ID in the TEMPLATE- Item Label Metrics By Employee - View Report
Data template to view monitored employees-specific report and TEMPLATE-
Item Label Metrics By Department - View Report Data template to view
department-specific report. Click Refresh to view the updated status of
report generation.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.
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TEMPLATE- Item Label Metrics By Employee - View Report Data

1 Open the TEMPLATE- Item Label Metrics By Employee - View report
Data.pbit file, and specify the following details.

TEMPLATE - Item Label Metrics By Employee - View Report Data

The Item Label Metnics Template provides the total cownt of labeled iterns, along with the marking count (Le,
the count of items marked as relevant, mrelevant, questioned, or pending) for each label, monitored employee,
departrent, capture type, and message type. These counts are calculated for a spechied date range

sint Base URL

ReportiD

Load Cancel
Endpoint Base Enter the REST API endpoint URL. For example,
URL https://<Reporting endpoint Base URL>
Report ID Enter the Report ID that is generated during execution of

ItemLabelMetricsAsync API report or the TEMPLATE- Item
Label Metrics - Submit Report Request template.

2 Click Load.



Working with reports | 448
Managing Power Bl templates for reporting APls

Set the privacy organizational or public for each selected data source.
For more information, See “Guidelines for using Insight Surveillance templates
with Microsoft Power BI Desktop” on page 417.

Privacy levels

The privacy level s used 1o ensure data s combined without undesirable data transfer. Incormect
privacy bevels may lead to sensitive data being leaked outside of a trusted scope. More information

on prvacy levels can be found here.

Ignore Prvacy Levels checks for this file. lgnonng Privacy Levels could expose sensitive or confidential data
to an unauthorized person

£ | hitps:/fapi.advancedsupervision gaveritas.com/ - Organizational -

R

Click Save.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.
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TEMPLATE- ltem Label Metrics By Department - View Report Data
1  Open the TEMPLATE- Item Label Metrics By Department - View Report
Data.pbit file, and specify the following details.
TEMPLATE - Item Label Metrics By Department - View Report Data
The em Label Metncs Template prowvides the total count of labeled tems, along with the marking count (Le.,

the count of items marked as relevant, imelevant, questioned, or penzIng) for each label, department, capture

type. and message type. These counts are caloulated for a specified date ran ge

Endpoint Base Enter the REST API endpoint URL. For example,
URL https://<Reporting endpoint Base URL>

Report ID Enter the Report ID that is generated during execution of
ItemLabelMetricsAsync API report or the TEMPLATE- Item
Label Metrics - Submit Report Request template.

2 Click Load.
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Set the privacy organizational or public for each selected data source.
For more information, See “Guidelines for using Insight Surveillance templates
with Microsoft Power BI Desktop” on page 417.

Privacy levels

The privacy level s used 1o ensure data s combined without undesirable data transfer. Incormect
privacy bevels may lead to sensitive data being leaked outside of a trusted scope. More information

on prvacy levels can be found here.

Ignore Prvacy Levels checks for this file. lgnonng Privacy Levels could expose sensitive or confidential data
to an unauthorized person

£ | hitps:/fapi.advancedsupervision gaveritas.com/ - Organizational -

R

Click Save.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.


https://www.veritas.com/support/en_US/article.100067790

Working with reports | 451
Managing Power Bl templates for reporting APls

TEMPLATE- Item Hotword Metrics - Submit Report Request

1 Open the TEMPLATE- Item Hotword Metrics - Submit Report Request.pbit
file, and specify the following details.

TEMPLATE - Iltem Hotword Metrics - Submit Report Request

Endpoint Base URL

Report Name

Start Date

End Date

2 Click Load.

Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>

Specify a unique name for the report.

Specify the earliest date from which you want to gather
data captured or ingested in Insight Surveillance for your
report.

Specify the end date until which you want to gather data
captured or ingested in Insight Surveillance for your report.
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3  Select the required OData Feed.

OOats feed
. i ]a i i
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The application submits the report generation request and shows the details.

4  Click Connect and choose Basic Authentication mechanism to access
Reporting APL

The application prompts you several times to provide appropriate credentials
when querying Reporting API for each report
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Manually refresh the page to view the details such as Report ID, Report
Name, Report Type, Report Date, Report Status, and Report Information.

qucfera’ insight Surveillance Reporting

Item Hotword Metrics Submit Report

Item Hotword Metrics report generation request has been submitted with below details.

Start Date End Date
01 April 2024 01 April 2025
Report D : b9955151-337d-4331-b99d-8028c792252d

Report Name : FBHotword

Report Type : Item Hotword Metrics

Report Date : 25-05-2025 17:44:38

Report Status:  Ready

Report Info : The report is ready.

Please Refresh manually from taskbar to get updated status of Report

If still the entire details are not displayed, click Refresh again as shown in
the sample image below.

& B2 |la| il [Al ok

o

Recent Transform| Refresh Mew  Text More
SOUFCES data ~ visual box wisuals

Get the latest data by refreshing all visuals in this report.

When all the details are available, copy the report ID.

Copy the Report ID to retrieve report data once the report is ready. Use this
Report ID in the TEMPLATE- Item Hotword Metrics - View Report Data
template to view the report. Click Refresh to view the updated status of
report generation.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.
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TEMPLATE- Item Hotword Metrics - View Report Data

1 Open the TEMPLATE- Item Hotword Metrics - View report Data.pbit file,
and specify the following details.

TEMPLATE - Item Hotword Metrics - View Report Data

Item Hotword Metnics Tem rowvides the 1olal count of hatword items, along with the marking count [Le

the cownt of items marked relewant) for each hotword, hoteword category and department. These

counts are caloulated for a specified

Endpoint Base Enter the REST API endpoint URL. For example,
URL https://<Reporting endpoint Base URL>

Report ID Enter the Report ID that is generated during execution of
ItemHotwordMetricsAsync APl report or the TEMPLATE- Item
Hotword Metrics - Submit Report Request template.

2 Click Load.
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Set the privacy organizational or public for each selected data source.

For more information, See “Guidelines for using Insight Surveillance templates
with Microsoft Power BI Desktop” on page 417.

Privacy levels

The privacy level is used to ensure data is combined without undesirable data transfer. Incormect
privacy bevels may lead to sensitive data being leaked outside of a trusted scope. More information
an privacy levels can be found here.

Ignore Prvacy Levels checks for this file. lgnonng Privacy Levels could expose sensitive or confidential data
to an unauthonzed person.

tE | hitps/fapi.advancedsupervision gaveritas.com/ " Organizational -

Click Save.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint.

7. o @ Surveillance Reporting Report Status
a fd’e rQ insight Item Hotword Metrics Summary Report Ready
Departments Item Count Relevant Irrelevant Unreviewed
Department Hotword Set Hotword Capture Date
a v a v n v n v

Summary - Item Hotword Metrics

Department ID Department Capture Date Hotword Set Hotword Relevant  Irrelevant  Unreviewed Relevant Unreviewed Irrelevant Unreviewed itemCount I

1034 “% FB %" 02-02-2024 _ “Individual Hotwords™ fb
1034 "% FB %" 07-08-2023  “Individual Hotwords™ New User
1034 “% FB %" 07-08-2023  “Individual Hotwords™ New User
1034 “% FB %" 07-08-2023  “Individual Hotwords™ New User
1034 % FB %" 07-08-2023 “Individual Hotwords™ New User
1034 “% FB %" 07-08-2023  “Individual Hotwords™ New User
1034 “% FB %" 07-08-2023  “Individual Hotwords™ New User

1034 "% FB %"

To help you better visualize and understand the API Endpoint reports, refer
to sample images of reports.
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TEMPLATE- Item Details - Submit Report Request

1 Open the TEMPLATE- Item Details - Submit Report Request.pbit file, and
specify the following details.

TEMPLATE - Item Details - Submit Report Request

This template only initiates the generation of Item Details report in asynchronous man
data, another powerbi templates can be used 'TEMPLATE- Item Details - View Report [
calculated for specified date range.

Endpoint Base URL
Report Name

Start Date

End Date

Endpoint Base URL Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>

Report Name Specify a unique name for the report.

Start Date Specify the earliest date from which you want to gather
data captured or ingested in Insight Surveillance for your
report.

End Date Specify the end date until which you want to gather data

captured or ingested in Insight Surveillance for your report.

2 Click Load.
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3  Select the required OData Feed.

OData feed
AnamTri, L hiIp A A0VanNCeasupDenry n.ga.venta 1] id
__________
Wirchow
Raeportegliel iner
Pasvaced
(LA R LA R PR R R R T
Web AM
Select whach level 10 appdy thete fetbngd t
e e v O e A wETiLS

Crganscaticnal acoomnt

The application submits the report generation request and shows the details.

4 Click Connect and choose Basic Authentication mechanism to access
Reporting APL

The application prompts you several times to provide appropriate credentials
when querying Reporting API for each report.
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Manually refresh the page to view the details such as Report ID, Report
Name, Report Type, Report Date, Report Status, and Report Information.

bq rctera insight @ Surveillance Reporting

Item Details Submit Report

Item Details report generation request has been submitted with below details.

Start Date End Date
01 May 2024 01 May 2025

ReportID: b2906béa-4691-42fe-8c29-TcaTfecdal16
Report Name : FbTestingg

Report Type : Item Details

Report Date : 29-05-2025 00:2%:53

ReportStatus:  Ready

Report Info : The report is ready.

| Please Refresh manually from taskbar to zet updated status of Report |

If still the entire details are not displayed, click Refresh again as shown in
the following sample image.

L& B7 |3 AR Al di

Recent Transform| Refresh Mew  Text More
SOUMCEs ~ data ~ visual box wvisuals

Get the latest data by refreshing all visuals in this report.

When all the details are available and Report Status: Ready is displayed,
copy the report ID.

Use this Report ID in the TEMPLATE- Item Details - View Report Data
template. Click Refresh to view the updated status of report generation.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.
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TEMPLATE- Item Details - View Report Data

1 Open the TEMPLATE- Item Details - View report Data.pbit file, and specify
the following details.

TEMPLATE - Item Details - View Report Data

This report displays items that have been archived and discovered within the Insight Surveillance application. It
includes metadata such as subject and author, as well as a history of actions performed on the item, including
label assignment, marking, escalation, appraisal, and commenting. It Also include Item Aging Report which
gives details on each item and their event status according to item aging since last event performed on the
item Note:-Template may take time for more data. Please keep Patience!

Endpoint Base URL®

ReportiD ©

Endpoint Base Enter the REST API endpoint URL. For example,
URL https://<Reporting endpoint Base URL>

Report ID Enter the Report ID that is generated during execution of
ItemDetailsAsync API report or the TEMPLATE- Item Details -
Submit Report Request template.

2 Click Load.
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Set the privacy organizational or public for each selected data source.

For more information, See “Guidelines for using Insight Surveillance templates
with Microsoft Power BI Desktop” on page 417.

Privacy levels

The prvacy lewel is used to ensure data is combined without undesirable data transfer. Incorrect
privacy levels may lead to sensitive data being leaked outside of a trusted scope. Mare information
on privacy levels can be found here,

Ignore Privacy Levels checks for this file, Ignonng Privacy Levels could expose sensitive or confidential data
to an unautharized person,

L | https/fapiadvancedsupervisiongaveritas.com/ - Organizational -

BN | o
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4  Click Save.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint.

T P Surveillance Reporting < Report Status
arctera insight Iter Details Summary Report Ready /)

Message Types Departments
Departments Capture Date Item Identifier Author Message Type Subject
Al Vo oo Voo Vo v oo v

Item Identifier  ftem ID_DepartmentID  Department Capture Date Subject

Recipient

2772 2172 1033 8" 2024-02-02T" 30 VAS 5.0 testing data for reporting 99

2172 2172 1035 "%FB% - 2024-02-02T13:00:51.367+05:30 VAS 5.0 testing data for reporting 99
HarryPotter

2172 1035 %FB% - 2024-02-02T13:00:51.367+05:30 VAS 5.0 testing data for reporting 99
HarryPotter

2172 1035 C%FB% - 2024-02-02T1300:51.367+0530 VAS 5.0 testing data for reporting 99
HarryPotter

2172 1035 C%FB% - 2024-02-02T13:00:51.367+05:30 VAS 5.0 testing data for reporting 99
HarryPotter

Arctera Insight Surveillance integrates Item Aging Report into the Item Details
Power Bl report for extended visibility, though it is not backed by a separate
API endpoint. Refer the following images:

Te P Surveillance Reporting (" ReportStatus
arcterd insight @ e Aging Regert Ready

Department Capture Date Event Type Age Bucket

Al VoM Voo v v

Item Aging Report

Department 0.7 days 61-90 days 91+ days
B "%FB%" 210 201
Appraised 9
FBTest 30
FDFDF 3
Pending 130 92
Questioned 50 46
Reviewed Irrelevant 0
Reviewed Relevant l
© ™% FB %" - HamryPotter 236
Pending 23
Questioned n
Reviewed Irrelevant 35
Reviewed Relevant n
Unreviewed 136
ER:E 261
@A 31
@ Aditya 200
@ AVK parent 2 1 9
Total 210 1 3726

This report shows the number of messages that are either still unreviewed,
pending review, or other event type within the given departments, along
with organizational roll-up totals. ltem Age bucket gives an indication of how
long a message has remained pending, unreviewed or any other event type
state from when it was captured for review.
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The graphical representation of the same data can also be seen with the help
of Item Aging Report template.

rarc'erq- insight Surveillance Reporting

Report status
Item Aging Report Ready

Capture Date Event Type Age Bucket
A Vo

vom Voo

Department

Items By Age Bucket Per Department

Status ©0-7 days ®61-90 days @91+ days

0
Depta Deptt A Vinay folest e rame2 o Adia chid R ™

Count
g H]

8

g

wre %
HarryPatter
Department

—
Ak parent2

To help you better visualize and understand the API Endpoint reports, refer
to sample images of reports.
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TEMPLATE- Reviewer Assessment Metrics - Submit Report Request

1  Open the TEMPLATE- Reviewer Assessment Metrics - Submit Report
Request.pbit file, and specify the following details.

TEMPLATE - Reviewer Assesment Metrics - Submit Report Request

The Reviewer Assessment Metrics report gets count of items for various activities done by reviewers (i.e.

marking, labelling, escalating, appraising). For labelling and appraising item counts are credited to the reviewer

who performed the first action(any of the above) on the item. This template only initiates the generation of

Reviewer Assessment Metrics report in asynchronous manner. To view the report data, another powerbi

template can be used TEMPLATE - Reviewer Assessment Metrics - View Report Data'.

Endpoint Base URLD

Report Name )

Start Datetime ©

End Datetime ©

Endpoint Base URL

Report Name

Start Datetime

End Datetime

Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>

Specify a unique name for the report.

Specify the earliest date from which you want to gather
data captured or ingested in Insight Surveillance for your
report.

Format: YYYY-MM-DDThh:mm:ss

Note: The time component is optional. If you prefer not to
include the time, you can simply use the YYYY-MM-DD
format.

Specify the end date until which you want to gather data
captured or ingested in Insight Surveillance for your report.

Format: YYYY-MM-DDThh:mm:ss

Note: The time component is optional. If you prefer not to
include the time, you can simply use the YYYY-MM-DD
format.



2
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Click Load.

Select the required OData Feed.

OOata feed

Aoyt £ http ipi.advancedsupervision.ga.verita m/oda

Wirsdomws
Pasvaced

Web AP

Organscatcnal scoount

The application submits the report generation request and shows the details.

Click Connect and choose Basic Authentication mechanism to access
Reporting APL

The application prompts you several times to provide appropriate credentials
when querying Reporting API for each report.
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Manually refresh the page to view the details such as Report ID, Report
Name, Report Type, Report Date, Report Status, and Report Information.

farctera insight E\l:lrveillance Reporting

iewer Assessment Metrics Report

Reviewer Assessment Metrics report generation request has been submitted with below details

Start Datetime End Datetime
473/2025 12:00:00 AM 5/31/2025 120000 AM

Report ID 752cd9c0-c93f-4be3-bifd-04d1b2747b0e

ReportName:  RUCTotalCountReport111

ReportType:  Reviewer Assessment

Report Date : 7/8/2025 11:24:32 PM

Report Status:  Ready

Report Info : The report is ready.

‘arctera

If still the entire details are not displayed, click Refresh again as shown in
the following sample image.

& | B7|l3| 1B [Al di

Recent Transform| Refresh Mew  Text Maore
SOLIFCES ~ data « visual box visualks

=

et the latest data by refreshing all visuals in this report.

When all the details are available and Report Status: Ready is displayed,
copy the report ID.

Use this Report ID in the TEMPLATE- Reviewer Assessment Metrics - View
Report Data template. Click Refresh to view the updated status of report
generation.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.
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TEMPLATE- Reviewer Assessment Metrics - View Report Data

1 Openthe TEMPLATE- Reviewer Assessment Metrics - View report Data.pbit
file, and specify the following details.

TEMPLATE - Reviewer Assessment Metrics - View Report Data

The Reviewer Assessment Metrics Template provides count of items for various activities done by reviewers (i.e
marking, labelling, escalating, appraising). For labelling and appraising item counts are credited to the reviewer
who performed the first action(any of the above) on the item.

Endpoint Base URL®

https://api.advancedsupervision.ga.veritas.com

ReportID ®
752cd9c0-c93f-4be3-bdfd-04d1b2747 bOe|

Endpoint Base Enter the REST API endpoint URL. For example,
URL https://<Reporting endpoint Base URL>

Report ID Enter the Report ID that is generated during execution of
ReviewerAssessmentMetricsAsync API report or the
TEMPLATE- Reviewer Assessment Metrics - Submit Report
Request template.

2 Click Load.
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Set the privacy organizational or public for each selected data source.

For more information, See “Guidelines for using Insight Surveillance templates
with Microsoft Power BI Desktop” on page 417.

Privacy levels

The privacy level is used 1o ensure data is combined without undesirable data transfer. Incormect
privacy levels may lead to sensitive data being leaked outside of a trusted scope. Mare information
an privacy levels can be found here.

lgnore Prvacy Levels checks for this file. lgnonng Privacy Levels could expose sensitive or confidential data
to an unauthonzed person.

£ | httpsapiadvancedsupervisiongaveritas.com/ - Organizational ~

- e
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4  Click Save.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint.

Surveillance Reporting [ BemenStatus
Reviewer Assessment Metrics Report A Ready

farcterd insight (&

Reviewers Departments Message Types @ Sac o v B 10 gl s

7o vaw abel names g b table

a0

r Summary- Reviewer ASSessment-Item Metrics
Reviewer Depariment 1D Department  Mestage Type Cptured Reviewed Reievant Reviewed rrlevant. Unreviewed Relevant Unevviewed krelevant. Unreviewed Pending Questioned Appraised Escaleted
in@tearnsqa.com 6918 sk 08k 2022 Exchange [ 0 0 0 [ 0 [ o o 0
in@teamsga.com 6479 Ardhendu Teams Chat 3 0 0 0 0 0 3 3 [ 0
in@tesmiqacom 11064 sk yesds.02 _ Bxchange o 3 0 3 3 o o 3 1 i
dar@teamsga.com 7320 01_KD Dept  Google Mail [ 0 0 0 0 0 0 0 0 2
yaniGreamsaa.com 19740 inaw-QAR-test Exchange 3 o ' 3 o o 1 1 s 2
Fe S Surveillance Reportin /" BepertStatus
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 Exchange o ) ) ) [ ) 0
) *.Oak 2022
Exchange o ) 0 0 o o o
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Exchange o 0 0 0 o 1 1
I 5 teams-uz o o 0 0 o 0 2l
& Teamsix o f) 0 0 o o 1
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) indrayani®tesm o o o 1 1 s 2
sqacom
Toual o o o 3 3 | T
L v = farctera oS

To help you better visualize and understand the API Endpoint reports, refer
to sample images of reports.

Note: Since labels are custom-created and not predefined, the Power BI Ul
cannot automatically select them to display corresponding item counts.
Customers need to manually drag and drop the label fields, remove
summarization, and then add them to the Power BI table after the data is
loaded.
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Alternatively, if customers do not intend to use the Power BI UI and simply
want the complete dataset, they can export the ReviewerAssessmentMetrics
table to Excel.

TEMPLATE- Evidence Of Review - Submit Report Request

1  Openthe TEMPLATE- Evidence Of Review - Submit Report Request.pbit file,
and specify the following details.

TEMPLATE - Evidence Of Review - Submit Report Request

Thig template ondy inftiates the generation of Bndence
report data, another powerbi templates can be wsed T
View Report Data’ and "TEMPLATE- Evidence OFf Review By Department - View Report Data’. All Evidence of

Rewiew report gets the total messages count, captured message count and the markang count{ Le count of

Riestw report in amchronous manner, To vidw the

LATE- Evadence Of Review By Monitored Employee -

mésiages marked a8 revidvnid ‘unrénewed /questsoned /pending) pér monitored eémployes, per department, per
caplure type. per direchon, per message type. The counts are calculated for speahed date range.

Endpeint Base LIRL(E

hatpew//apiadvancedsupenisiongaventas.com

Repart Name

Test Repant

Start Crate (T

2024-01-01

Endd Dt (0

2024-04-01

Return By Department (I
FALSE -

Load Caneel

Endpoint Base URL Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>

Report Name Specify a unique name for the report.

Start Date Specify the earliest date from which you want to gather
data captured or ingested in Insight Surveillance for your
report.

End Date Specify the end date until which you want to gather data

captured or ingested in Insight Surveillance for your report.
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Return By Department By default this value is set to False.

B To get the result according to monitored employees, set
this value as False.

m To get the result according to departments, set this value
as True

Click Load.
Select the required OData Feed.

ODats fesd

Apaamroan L Rttp DI advancaegsupeny n.ga.verta 1 1a
Wirsdimm, o

et e Line

Fass

T
Web AP

elect w e - b 1

At/ e vl SO i el

Organszabcnal acx

The application submits the report generation request and shows the details.

Click Connect and choose Basic Authentication mechanism to access
Reporting APL

The application prompts you several times to provide appropriate credentials
when querying Reporting API for each report
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5 Manually refresh the page to view the details such as Report ID, Report
Name, Report Type, Report Date, Report Status, and Report Information.

rqrc'eru insight @ 5ur~..ra.=_-|llance Reporting

w Report

Evidence of Review réport :_;l:'lll".ltillll request has been submitted with below details

Start Date

01 lsnuary 2025

Report ID :
Report Mame :
Report Type :
Report Date :
Report Status :
Report Info

Pleanr Refreath manu.

End Date

00 &pril 2024

DclaaScc-Tod3-40a3-b36F-ed44FcJacel
Test Report

Evidence Of Review

31-12-2024 073407

Ready

The report is ready.

froms taskbar to get updasted status of Report

‘aclena

If still the entire details are not displayed, Click Refresh again as shown in
the sample image below.

L& B

[& | R [A] dZ

Recent Transform| Refresh Mew  Text More

SOUFCES + data ~

-~

visual box wisuals

Get the latest data by refreshing all visuals in this report.

When all the details are available, copy the report ID.

Copy the Report ID to retrieve report data once the report is ready. Use this
Report ID in the TEMPLATE- Evidence Of Review By Monitored Employee
- View Report Data template to view monitored employees-specific report
or in the TEMPLATE- Evidence Of Review By Department - View Report
Data template to view departments-specific report. Click Refresh to view
the updated status of report generation.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.
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TEMPLATE- Evidence Of Review By Monitored Employee - View
Report Data

1  Open the TEMPLATE- Evidence Of Review By Monitored Employee - View
Report Data.pbit file, and specify the following details.

TEMPLATE - Evidence Of Review By Monitored Employee-View Report

Evdence of Rivaew By Monitoned Employves Template, gets the 101l mesiages count, captured méassage count
and the r"-arlnc-"g count( L.e count of Mmessages marked as reviewed,/unreviewed, \queshio "-."""-‘F-'E"‘Z-:FQ: per
monitored employee, per capiure type, per direction, per message type. The counts are caboulated for specfied
date range. Mote:-Template may take time for more data, Please keep Patienceal

Endpoint Base LIAL

https:/Fapi.advancedsupenisiongaveritas.com

RepartiD ©

Oc3aabco-Todd-40a3 -0 365 -e 3440 Taclef

Endpoint Base URL Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>

Report ID Enter the Report ID that is generated during execution of
the TEMPLATE- Evidence Of Review - Submit Report
Request template.

2 Click Load.
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Set the privacy organizational or public for each selected data source.
For more information, See “Guidelines for using Insight Surveillance templates
with Microsoft Power BI Desktop” on page 417.

Privacy levels

The privacy level s used 1o ensure data s combined without undesirable data transfer. Incormect
privacy bevels may lead to sensitive data being leaked outside of a trusted scope. More information

on prvacy levels can be found here.

Ignore Prvacy Levels checks for this file. lgnonng Privacy Levels could expose sensitive or confidential data
to an unauthorized person

£ | hitps:/fapi.advancedsupervision gaveritas.com/ - Organizational -

R

Click Save.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.
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TEMPLATE- Evidence Of Review By Department - View Report Data

1  Open the TEMPLATE- Evidence Of Review By Department - View Report
Data.pbit file, and specify the following details.

TEMPLATE - Evidence Of Review By Department - View Report Data

Ewndence of Reveew By Department Template, gets the 10l meisages count, caplured mieiiage count and the
marking count( i.e count of messages marked as reviewed /'unreviewed/questioned/pending) per department
péf capture type, peér direction, per meéisage type. The counts aré caloulated for specified date randge.
Note:-Template may take time for more data. Please be Patience!

Endpoint Ease URL(

RepartiD
Endpoint Base URL Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>
Report ID Enter the Report ID that is generated during execution of
the TEMPLATE- Evidence Of Review - Submit Report
Request template.

2 Click Load.
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Set the privacy organizational or public for each selected data source.
For more information, See “Guidelines for using Insight Surveillance templates
with Microsoft Power BI Desktop” on page 417.

Privacy levels

The privacy level s used 1o ensure data s combined without undesirable data transfer. Incormect
privacy bevels may lead to sensitive data being leaked outside of a trusted scope. More information

on prvacy levels can be found here.

Ignore Prvacy Levels checks for this file. lgnonng Privacy Levels could expose sensitive or confidential data
to an unauthorized person

£ | hitps:/fapi.advancedsupervision gaveritas.com/ - Organizational -

R

Click Save.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.
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TEMPLATE- Evidence Of Review With [tem Archived Metrics - Submit
Report Request

1  Open the TEMPLATE- Evidence Of Review With Item Archived Metrics -
Submit Report Request.pbit file, and specify the following details.

s

TEMPLATE - Evidence Of Review With Item Archived Metrics - Submi...

This template cnl:.-' irntiates the generation of Evidence of Review with item Archived Metrics report in
asynchronous manner. To view the report data, another powerbs termplate can be used "TEMPLATE- Evidence Of
Rsngw with It Archnagd Metncg - View Réport Data”. "Bwndence of Révew vwith Item Archnasd Matnc' repon
gets the total messages count, caplured message count and the marking count{ Le count of messages marked
a5 reviewed/unreviewed ‘'questioned/pending) per monitored employes, per capture type, per diredtson, per
message type. Ao gets em Archrved Metncs per employes. The counts are calculated for speafed date
range,

Endpoant Base URLIE

hittps/fapladvancedsupervisionga: LOCHTY
Repart Name (T

Test Report
Seart Date (T

2024-01-01
End Date (T

2024-04-01

Load Cancel

Endpoint Base URL Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>

Report Name Specify a unique name for the report.

Start Date Specify the earliest date from which you want to gather
data captured or ingested in Insight Surveillance for your
report.

End Date Specify the end date until which you want to gather data

captured or ingested in Insight Surveillance for your report.

2 Click Load.
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3  Select the required OData Feed.

OOats feed
. i ]a i i
Reportrglod e
Pasvaced
IR R R RN R R AR N AR R RN RN R RN AN
Web AP
Sebect whach level 1o apply theie wettrg §
it e e e e L wETiLh

Organscatscnal scocunt

The application submits the report generation request and shows the details.

4  Click Connect and choose Basic Authentication mechanism to access
Reporting APL

The application prompts you several times to provide appropriate credentials
when querying Reporting API for each report
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Manually refresh the page to view the details such as Report ID, Report
Name, Report Type, Report Date, Report Status, and Report Information.

ill R i
"arcterd insioht (@) Surveillance Reporting

CIPETENE-c Vb - 4557 - Bi-a TP BB bC Repart ID edded | Tl - el 4571 -abbi- &eal Badbabll
Teit Repost Raport Mame Test Bepart

Bepart Type Ewigence O Revigw i Archived Matrics

Repert Dake 0032024 074728 Rapeort Dake 31122026 07 5728

R LT Reaidy sy

Heport Info TEw rwpar? i ready Rap=art Infi Thee rapeart i feady

If still the entire details are not displayed, Click Refresh again as shown in
the sample image below.

L& B7|l3| dR[a]l di

Recent Transform| Refresh Mew  Text More
SOUNCEs + data ~ visual box wisuals

Get the latest data by refreshing all visuals in this report.

When all the details are available, copy the report ID.

Copy the Report ID to retrieve report data once the report is ready. Use this
Report ID in the TEMPLATE- Evidence Of Review With Item Archived Metrics
- View Report Data template. Click Refresh to view the updated status of
report generation.

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.
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TEMPLATE- Evidence Of Review With Item Archived Metrics - View
Report Data

1  Open the TEMPLATE- Evidence Of Review With Item Archived Metrics -
View Report Data.pbit file, and specify the following details.

TEMPLATE - Evidence Of Review With Item Archived Metrics - View...

bt api advanc dsupe ration s veritas coem

padence LY Reveewy Repartil)

dESBTS 1B 14c-4502-Bhbe B-aTdc I Bbbbde

teen Archived Reg

cddd 1 Zb0-edef-4572-ablb-4ca1 3ebbeblb

Endpoint Base URL Enter the REST API endpoint URL. For example,
https://<Reporting endpoint Base URL>

Evidence Of Review Report Enter the Report ID (when the selected Report Type is Evidence

ID Of Report) generated during the execution of the TEMPLATE
- Evidence Of Review With Item Archived Metrics - Submit
Report Request template.

Item Archived Report ID Enter the Report ID (when the selected Report Type is Item
Archived Metrics) generated during the execution of the
TEMPLATE - Evidence Of Review With Item Archived Metrics
- Submit Report Request template.

2 Click Load.
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3  Set the privacy organizational or public for each selected data source.

For more information, See “Guidelines for using Insight Surveillance templates

with Microsoft Power BI Desktop” on page 417.

Privacy levels

The privacy level is used to ensure data is combined without sirable data transfer. Incorrect
privacy bevels may lead to sensitrve data being leaked outside of a trusted scope. More information
on privacy levels can be found here.

Ignore Privacy

to an unauthor

4  Click Save.

Levels checks for this file. lgnonng Prvacy

Tied person

Orgamizational ~
)

Upon successful processing, the application displays a report for the retrieved
data of the corresponding API endpoint. To help you better visualize and
understand the API Endpoint reports, refer to sample images of reports.

Saving, editing, and refreshing the Power Bl reports

To save Power BI
reports

To edit Power BI
reports

To refresh Power
Bl reports

After generating and customizing the
Power BI reports, you can save these
reports as PBIX files for sharing with
the concerned members in the
organization.

The organization members, who have
access to the OData endpoints, can edit
parameters if required.

The application fetches the latest data
from the OData endpoints and updates
reports accordingly.

The organization members, who have
access to the OData endpoints, can
often refresh the report to get the latest
data. Refreshing the data reruns all the
queries and ensures that all the data is
up to date and ready for analysis and
visualization.

On Power BI Dashboard, select File >
Save As.

On Power BI Dashboard, select Home
> Edit Queries > Edit Parameters. Click
Apply Changes.

On Power BI Dashboard, select Home
> Refresh.
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Managing Audit Settings

This chapter includes the following topics:
B  Audit Settings Overview

m Editing the Audit Settings

Audit Settings Overview

The Audit settings tab lets you control the configuration settings for the Enhanced
Auditing feature. Users with the View Audit Settings permission can view the
Audit settings. Users must have the Modify Audit Settings permissions to configure
and change the audit settings. Users can configure the Audit settings if the
Auditing feature is configured and enabled.

Administrators can control the availability of the Auditing feature at the
department and application level for the following modules:

Module Description Application  Department

Departments Logs audit records for the NA Yes
Department specific operations:
create and modify departments

Hotwords Logs audit records for the Yes Yes
Hotwords specific operation:
create, modify, or delete hotword
and hotword sets

Monitored Logs audit records for all NA Yes
Employees Monitored Employees operations
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Module Description Application Department
Role Logs audit records for the Role Yes Yes
Assignments  Assignment specific operations:
assign roles to users, remove roles
for a user
Roles Logs audit records for the Roles Yes Yes
specific operations: create, modify,
and delete roles
Searches Logs audit records for all Search  NA Yes

specific operations

Editing the Audit Settings

To edit the Audit Settings

1
2

In the left navigation pane, click Configuration.
Click Audit Settings.

Insight Surveillance lists all the modules and shows if the Enhanced Auditing
feature is enabled at the Application and Department level. You can filter
or search for a specific module.

Search Schedules Audit Seftings Reporting Endpoint

@ Edit & Refresh

Filter by name or description Q
Name + Description Application Department
Departments Create and modify departments
Hotwords Create, modify. or delete hotword and hotword sefs v
Monitored Employees Manage monitored employees, exceptions. and monitoring policies
Role Assignment Assign roles 1o the users v

Roles Create, modify. or delefe roles

<
Q][ [g g

Searches Create and manage searches v
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Editing the Audit Settings
3 Click Edit.
The Edit audit settings dialog box appears.

Edit audit settings x
Name ¢ Description Application Department
Departments Create and medify departments
Hotwerds Create, modify. or delete hotword and hotword sets
Monitored Employees Manage monitored employees, exceptions, and monitoring policies
Role Assignment Assign roles fo the users
Roles Create, modify. or delete roles
Searches Create and manage searches

4  Select the check boxes under Application and Department columns of those
modules for which you want to enable the Auditing feature.

5 Clear the check boxes under Application and Department columns of those
modules for which you want to disable the Auditing feature.

6  Click Save.

The changes are displayed on the Audit Settings screen.



Working with Audit viewer

This chapter includes the following topics:
m  About Audit viewer

m Performing a search for audit records

About Audit viewer

If the Enhanced Auditing feature is configured and enabled for a customer, the
audit records for that customer are sent to the audit server whenever certain
operations and modifications are made to modules as selected in the Audit Settings.
The Audit viewer lets you search and export audit records for various modules
and operations at the department and application level. See “Audit Settings
Overview” on page 481.

The Audit viewer tab is only displayed when the user is assigned to an application
or department role having the View Audit Information permission.

Note: It takes approximately 90 seconds to get the audit logs available for search
in Audit viewer. It is recommended to wait for a few minutes after any
modification is made in the modules before searching for the audit logs using the
Audit viewer.
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Performing a search for audit records

To run a search for audit records

L
Dashboard

Review

Departments

&

Groups

-]

Reports

i

Monitor

==}

Appiication

o

Configuration

E

Audit viewer

1

Search

Date range

Do nof filrer

Search records by
@ Alldepartments

Include application level records

[ Include historical data

Advanced search

Module name v
Operation type v
User >
Changed Property v
2
3

() Select department(s)

In the left navigation pane, click Audit viewer.

The Audit Viewer screen is displayed.

(O Do notinclude department

Role Assignment v

Create ~

User name
Enfer one per line. ( Supports wikicard charocters)
Role assignment - Role: Previous value

Proprty name (Supperts widsard characrers)

Enver one per line. (5

Current value
-+

sports wildzard characters) Enrer ane per ine. (Susports wikdcard haracrers)

In the Date range section, specify the date range for the audit records that

fall in this duration.

The options are as follows:

m Specific date range - Specify the date and time duration to search audit
records that were sent or received during the selected period.

m Today / Yesterday / Last 7 days / Last 14 days / Last 28 days - Search
audit records that are created today, yesterday, or in last 7/14/28 days.

m Do not filter - Do not search for audit records based on date range.

To search by departments, select the appropriate option:

m All departments - Search for audit records generated at the department
level for all departments where the logged-in user has permission to view

audit information

m Select department(s) - Search for audit records for specific departments

or exception departments.

If you select this option, the Selected

departments section appears. Only those departments where the logged-in
user has permission to view audit information are displayed. Click Add
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to search and add departments. You can remove the listed departments
from the list using the Remove link.

m Do not include departments - Select this option if you do not want to
search for audit information generated at the department level. If this
option is selected, you must select either Include application level records
or Include historical data option.

Select the Include application level records check box if you want to search
for audit records generated at the application level.

Select the Include historical data check box if you want to include audit
information at the following level:

m Deleted department/Folder
m Closed department

m Monitored employees whose exception status is removed

Note: You can select the Include application level records and Include
historical records if you have the View Audit information permission at the
application level.

Use Advanced search options to narrow the search for audit records. The
following additional options, such as operation type, user, and property, are
available. You can add a new search row by clicking the + icon.

Search option Description

Module name Select the modules for which you want to search the
audit records.

For details on the available modules and their
supported operations for audit records, See “Audit
Settings Overview” on page 481.

Note: You can search for multiple modules in a single
search; however, you cannot search for the module
name twice.

Operation type Select operations such as Create, Update, and Delete.
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User
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Description

Select audit records based on users. You can enter one
user per line. Press the Enter key to add another user
on next line. Audit records having any of these
usernames are returned.

The Username field supports wildcards * and ?. You
can use an asterisk (*) wildcard to represent zero or
more characters in your search. Use a question mark
(?) wildcard to represent any single character.

Wildcards can be escaped using \. Therefore, \*
represents the character * whereas * represents the
wildcard. All the provided values are matched if the
search is present anywhere in the data. You cannot
use special characters in the Username field. Also,
special characters which appear in the middle of the
text using wildcard cannot be matched.

For example, a search term MyDomain*vsa will not
match the data MyDomain\user1, but will match the
below search terms:

Mydomain\user1
Mydomain user1
Mydomain

user
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Changed Property

Working with Audit viewer
Performing a search for audit records

Description

Search for a property changed in an audit event using
the following options. Press the Enter key to add
another entry on next line.

m Property name: The name of the changed property
whose value you want to search. For example,
Department parent or Role name. You can use a
wildcard to match multiple properties.

m Previous value: The previous value (before
modification) of an audit record’s changed property.
This field supports wildcards and partial matches.

B Current value: The current value of an audit
record’s changed property. This field supports
wildcards and partial matches.

Note: You can search for multiple changed properties
in a single search; however, you cannot search for the
same changed property twice.

All the provided values are matched if the search is
present anywhere in the data. You can use special
characters in your search. These fields support the use
of wildcard characters * and ?. You can use an asterisk
(*) wildcard to represent zero or more characters in
your search. Use a question mark (?) wildcard to
represent any single character. Wildcards can be
escaped using \. Therefore, \* represents the character
* and not wildcard *. Since \ is an escape sequence,
you can escape \ by using \\.

For example, if a username in the Current value or
Previous value fields of the property is Acme\John
Doe. To search for this, you can provide any of the
following search terms:

m Acme*

m Acme\\John Doe

m Acme*John Doe

m “John

Note that wildcards present in the middle of search
terms can match special characters. For example, in
the above example, Acme*John Doe search terms
match Acme\John.
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Performing a search for audit records

Click Search to perform the search for audit records.

When the search is executed, the search results are displayed. A maximum
of 10000 audit records can be displayed.

In the left panel, the audit records matching the search criteria are displayed.
The newest audit records are displayed first. You can sort the records in

ascending or descending order by using the sort arrow icon in the header of
the columns. When you select an audit record in the left panel, its changed
properties are displayed in the right pane.

% Actions +

Module name Operation type Scope

Role Assignment Create 02_KD_DEPT
Role Assignment Create 02_KD_DEPT
Role Assignment Create _tbe

Role Assignment Create 02_KD_DEPT
Role Assignment Create _tbe

Role Assignment Create 02_KD_DEPT
Role Assignment Create 01_KD_Dept
Role Assignment Create Q1_KD_Dept
Role Assignment Create 01_KD_Dept
Role Assignment Create 0I_KD_Dept

SetiD 4+
1
1

1

Property Previous value
Role assignment - Department

Role assignment - Rale

Role assignment - User Identifier

Role assignment - User

Role assignment - User type

Rele assignment - Department

Role assignment - Role

Role assignment - User Identifier

Role assignment - User

Role assignment - User fype

Items per page: 100

Audit date User name

07-09-25 04:2417 AM admin@teamsga.com
07-09-25 04:23:51 AM admin@teamsga.com
07-09-25 04:03:04 AM rashmi@teamsga.com
07-09-25 04:02:51 AM admin@teamsga com
07-09-25 04:02:33 AM rashmi@teamsqga.com
07-09-25 04:02:26 AM admin@teamsga.com
07-09-25 03:56:46 AM admin@teamsga.com
07-09-25 03:56:30 AM admin@teamsga.com
07-09-25 02:33:29 AM admin@teamsga.com

07-09-25 023317 AM admin@teamsga.com

1-100 of 1712 > A

Current value

02_KD_DEPT (ID: 7452)
Ak_ReviewMessages (ID: 17580)
27596

EscaledGrouppp

User Group

02_KD_DEPT (ID: 7452)

All Dept Permissions (ID: 6790)
27596

EscaledGrouppp

User Group

1-150f15

8 Fromthe Actions menu, click Export as CSV if you want to export the search

results.
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