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Overview of this release

This chapter includes the following topics:
= About Veritas Data Insight
= System Requirements

=  What's new in Veritas Data Insight

About Veritas Data Insight

Many organizations struggle with identifying data users and owners for their
unstructured data. This challenge is compounded with the fact that organizations
lack visibility into the types of content and data that is spread across their computing
environment.

With Veritas Data Insight, users can monitor file access to automatically identify
the data user of a file based on the access history. This method enables more
efficient remediation and data management.

Data Insight scans the unstructured data systems and collects full access history
of users across the data. It helps organizations monitor and report on access to
sensitive information.

Data Insight helps the organizations solve the problem of identifying data owners
and responsible parties for information in spite of incomplete or inaccurate metadata
or tracking information. This helps support large-scale business owner-driven
remediation processes and workflows.

Data Insight provides the following information:
=  Who owns the data
s Who is responsible for remediation

=  Who has seen the data
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=  Who has access to the data
= What data is most at-risk
= Frequency of usage of data

The ownership and the usage information from Data Insight can be used for the
following purposes:

= Data owner identification
Data Insight enables rule-based inference of data owners based on actual usage.
Data owner information may not reflect the responsible party. The responsible
party or data owner can be a line manager in the business unit, the head of a
department, or an information security officer. Veritas Data Insight provides the
information to tie the most active user of a file to a manager or responsible party
for remediation steps.

= Data custodian identification
Data Insight enables the assignment of one or more users as custodians of a
data repository. Custodian tagging is typically used to determine the person
responsible for remediation. The assigned custodian need not have made any
accesses on the files and folders. In addition to the physical paths, you can also
assign custodians on DFS paths.

= Data leak investigation
In the event of a data leak, you may want to know who saw a particular file. On
the Veritas Data Insight Management Server, you can view detailed information
and an audit history of who accessed the data.

» Locate at-risk data
Data Insight enables organizations to find which shares or folders have overly
permissive access rights. Organizations can use this data to prioritize
risk-reduction efforts such as the discovery of sensitive data or a review of
permissions (or access control rights) to limit access to only those individuals
who have a business need.

= Manage inactive data
Data Insight enables better data governance by letting you archive inactive and
orphan data using Enterprise Vault. Additionally, you can decide to manage the
archived data by applying retention rules, deleting the archived data, or by putting
legal hold on the archived data.

= Provide advanced analytics about activity patterns
Data Insight enables you to analyze the activity on high-risk folders by providing
in-depth analysis of usage and collaborative activity. The analysis helps you
classify users based on configured attributes to better understand the activity
pattern of users in your environment.

1
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System Requirements

= Permission remediation
Data Insight leverages the usage analytics provided by audit logs to provide
recommendations for revoking permissions of inactive or disabled users on a
path. You can then analyze the business impact of applying the recommendations
and configure settings to handle the permission changes.
It also enables you to search for specific permissions and revoke them where
necessary as also modifying group membership directly from the Workspace.

= Content classification
Data Insight lets you classify content on data sources that it monitors by providing
means to define classification rules (policies) that let you specify values (tags)
that you can assign to any matching items. The classification feature works in
conjunction with the policy framework provided by Veritas Information Classifier
to assign tags to files. For example, a content scan may search for items whose
contents include a credit card number and assign a tag of "PII" (for "personally
identifiable information") to any that do.
Data Insight also allows the classification of images. The classification of images
is facilitated by a software called Tesseract that is responsible for text extraction
from the images. Tesseract needs to be installed on the classification node for
classifying contents in an image.
For more information about setting up classification and initiating classification
requests, see the Veritas Data Insight Classification Guide.

= Remediation using the Self-Service Portal
Data owners and custodians can take remediation actions using the Self-Service
portal. Custodians can log in to the Self-Service Portal to do the following:

= View Data Loss Prevention (DLP) policy violations and remediate DLP
incidents using Smart Response rules.

= Review permission on resources and make recommendations to allow or
revoke user access on resources.

s Provide confirmation about whether the custodians indeed own the data
resources that are assigned to them.

= Raise alerts
You can configure policies to raise alerts when there is anomalous activity on
sensitive data.

System Requirements

Refer to the Data Insight Software Compatibility List.


https://www.veritas.com/content/support/en_US/doc/127305560-139333874-0/v127305567-139333874
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What's new in Veritas Data Insight

In 6.6

This section describes the new features included in Veritas Data Insight.
See “In 6.5.1” on page 15.
See “In 6.5” on page 16.
See “In 6.4.1” on page 18.
See “In 6.4” on page 19.
See “In 6.3” on page 24.
See “In 6.2” on page 28.
See “In 6.1.6” on page 29.
See “In 6.1.5” on page 29.
See “In 6.1.4” on page 30.
See “In 6.1.1” on page 31.
See “In 6.1” on page 32.

The following features, enhancements, or changes are now available in Data Insight
6.6. or after upgrading to Data Insight 6.6 from previous versions.

Classification

= Classification requests can now be Paused and subsequently Resumed as per
user’s priority. Content fetching and Classification process are paused using
this feature. Prior to this release, users could only pause content fetching for a
classification node during specific times. Now, the user can pause an individual
request at any stage of classification or content fetching process.
This feature will allow the user to prioritize classification requests when multiple
requests are in queue. User can pause any low priority request and de-congest
specific classification node to process high priority request. After completion the
high priority request, user can resume the low priority request.

= Data Insight is integrated with Veritas Information Classifier (VIC) to classify the
files and add tags to files which violate the enabled policies. From this release,
the users will have choice to trigger Classification Request against specific
VIC policies. Users can add desired VIC policies to already enabled set of
policies or override those policies entirely.

13
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Server Administrator role

From this release, Server Administrator will be able to manage users. This is a
optional feature and can be assigned to existing Server Administrators. This
enhancement will enable Server Administrator to add, edit or delete users.

M365 data sources

Users can now perform Delete Action on M365 data sources like SharePoint and
OneDrive from Reports and Workspace tabs.

DFS

Data Insight is now enhanced to discover DFS shares through DiscoverDFSJob
periodically and import discovered share in Data Insight through
DiscoverDFSJob_Import. This will help in periodic enumeration and importing of
newly added DFS shares automatically and appending an existing CSV file output.

Veritas Information Classifier (VIC)

New classification policies are introduced in every release expanding the compliance
and privacy use-cases to newer markets. This release (4.3.0) brings in following
new enhancements, policies, and patterns for automatic content classification for
supported workloads.

Policies

= Medical diagnosis-related policies based on signs and/or symptoms for
diseases

= Medical Diagnosis - Strep Throat Policy

= Medical Diagnosis - Hypertension / High Blood Pressure Policy
= General Data Protection Regulation (GDPR) policies

= Bolivia Personal Data Policy

= Bolivia Sensitive Data Policy

= Guatemala Personal Data Policy

= Guatemala Sensitive Data Policy

= Kenya Personal Data policy

= Kenya Sensitive Data Policy

= Panama Personal Data policy

= Panama Sensitive Data Policy

= Honduras Personal Data policy
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Honduras Sensitive Data Policy

United States Data Protection Law Policies

United States Utah Consumer Privacy Act (UCPA) Policy

United States Connecticut Data Privacy Act (CDPA) Policy

United States Colorado Privacy Act (CPA) Policy

United States Virginia Consumer Data Protection Act (VCDPA) Policy

Transparent policy for Financial supervision

Off-Channel Signaling Policy

The following existing Transparent policies are updated along with the
patterns:

Client Concerns policy

Client Concerns - Communication Policy

Client Concerns - Fees and Commissions Policy
Client Concerns - General Policy

Client Concerns - Legal Policy

Client Concerns - Negative Language Policy
Client Concerns - Operational Policy

Client Concerns - Performance and Losses Policy
Client Concerns - Promises and Guarantees Policy
Client Concerns - Trade Execution Policy

Client Concerns - Unauthorized Activity Policy

NetApp - ZEST To REST API Migration.
DQL Web API: Add support for Advanced SQL query.

Security fixes and 3rd party libraries updates.

Core product Improvements and escalations fixes, including but not limited to:

Indexing Purge enhancements

15
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= Solution around MIP Label Failures
= Increasing the reliability of Report & DQL functionality

= Integration with the latest classification engine (VIC 4.3.0).

The following features, enhancements, or changes are now available in Data Insight

6.5

Classification

Users will now be able to classify encrypted files by enabling the MIP Decryption
Setting in Data Insight.

Disk Utilization by classification content will be visible to the users, under
Server > Statistic page. This will help the users in managing their systems
and data.

Minor operational improvements.

Data Insight will be able to distinguish between Sensitive/ Non-sensitive Veritas
Information Classifier (VIC) tags.

Indexing

Data Insight is now enhanced to provide a better indexing mechanism by
supporting index databases in SQLite WAL (Write-Ahead-Logging) mode.
Write-Ahead Logging (WAL) mode is an inversion to default rollback journal
mode. This mode writes changes to the WAL file and later moves them to the
main database file. In this approach, anyone can read from the main database
file while someone else is writing to the Write-Ahead log. WAL can be faster
because it reverses the behavior described for the rollback journal. This
enhancement will help in

= 50% reduction in disk space.
= Faster ingestion (without copy) of scan and audit files.

= Improved performance of indexing process.

Actionability

Scalable Action framework will support for actionability also via Collectors.
Till now, Management Server was responsible for invoking actions like integrating
with other systems or any custom actions. With 6.5, that behavior has been
enhanced. Now on, Collectors take the charge when it comes to invoking these
actions. As soon as Management server gets instruction to take action, the
collectors communicate with the data sources to execute the action. The action
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can be invoked in parallel across collectors which may be even geographically
distributed. It will expedite the actionability process. It also helps in optimizing
network requirements as users don’t need to open up direct access of data
sources to Management Server which may even be located far from workloads.
Also, there is also a recommended option to leverage scan credentials for actions
to manage service credentials in a better way, enhancing overall operational
management for Data Insight

Security

= All data downloaded for classification will be encrypted. This will add another
layer of data security.

Veritas Information Classifier (VIC)

In this release (4.2.0), a new condition parameter keyword based exclusions has
been introduced. This will allow conditions to include specific words or phrases that
can be excluded from the matching criteria for a keyword policy condition. This
feature provides a simpler, more computationally efficient alternative to using regular
expression conditions to deal with keyword based exclusions.

Policy Enhancements

= Support to the following medical diagnosis-related policies based on signs and/or
symptoms for diseases

= Medical Diagnosis - Female Sexually Transmitted Disease (STD) Policy
= Medical Diagnosis - Male Sexually Transmitted Disease (STD) Policy
= The following new transparent policy is added:
= Selling Away Policy
= The following new corporate compliance policy is added:
= Auto-Generated Email Policy
= The following new corporate compliance policy is added:
= Auto-Generated Email Policy
= The following existing transparent policies are updated:
= High Risk Securities - Complete List Policy
= High Risk Securities - Large CAP Policy
= High Risk Securities - Mid CAP Policy
= High Risk Securities - Other Policy
= High Risk Securities - Small CAP Policy

17
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The following features, enhancements, or changes are now available in Data Insight
6.4.1
Microsoft Purview Information Protection (MIP) Label

Microsoft Purview Information Protection (MIP) is a built in, intelligent, unified and
extensible solution to protect sensitive data. MIP technology integration allows
adding labels to the documents. The label might have a policy to restrict access to
the sensitive documents.

Till now, users were able to set MIP labels in Offline mode but from Data Insight
6.4.1, user will be able to to set MIP labels in Online mode also. This enhancement
will enable users to apply encryption related labels, which was not possible in Offline
mode.

Veritas Information Classifier (VIC)

New classification policies are introduced in every release expanding the compliance
and privacy use-cases to newer markets. This release (4.1.0) brings in following
new enhancements, policies, and patterns for automatic content classification for
supported workloads.

Features

= Exact Data Matching enhancements

Policy Enhancements

= Additional Medical diagnosis policies

= Peru personal/sensitive data policies

= Venezuela personal/sensitive data policies

» Chile personal/sensitive data policies

= Ecuador personal/sensitive data policies

» Updates to postal address patterns for Austria, Germany and France

Transparent policies

» Update to High risk securities, Financial Distress and Subscription policies

» Updated Customer Complaints policy
= Customer complaints would now be renamed as Client Concerns policy
= 11 new client concerns policies to add coverage around following categories

s Communication

18
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= Employee Error

= Fees and Commissions

= General Concerns

= Legal

= Negative Language

= Operational

= Performance and Losses
= Promises and Guarantees
= Trade Execution

= Unauthorized Activity

In 6.4

The following features, enhancements, or changes are now available in Data Insight
6.4.

Classification Enhancements

= You will be able to find Classification Details like last classified date by navigating
to Workspace >> Overview.

» Classification server pool support for Windows File Server.

» Detailed classification request progress status to improve visibility.

= Option to classify only new or modified files.

» Additional feature to handle restart while classification is in progress.

» Classification framework is more resilient and robust.

Federal Information Processing Standards (FIPS) (level
140-2)

The Federal Information Processing Standards (FIPS) define U.S. and Canadian
Government security and interoperability requirements for computer systems. The
FIPS 140-2 standard specifies the security requirements for cryptographic modules.
It describes the approved security functions for symmetric and asymmetric key
encryption, message authentication, and hashing. For more information on the FIPS
140-2 standard and its validation program, see the National Institute of Standards
and Technology (NIST) and the Communications Security Establishment Canada
(CSEC) Cryptographic Module Validation Program website at:
https://csrc.nist.gov/projects/cryptographic-module-validation-program
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Data Insight now supports FIPS level 140-2. Administrator can choose to enable
FIPS mode during installation or upgrade.

MIP Label actionability
For all CIFS supported devices

Ability to set label on files based on report output or via workspace actions.

ability to natively correct non-classified and mis-classification documents for
compliance and security.

Visualize updated labels on the user interface or reports in near real-time.

Kerberos Authentication Support

Data Insight now supports Kerberos Authentication to Management Server log in
and Self Service portal, as a secure method of authentication.

Isilon Enhancements

EMC Isilon support is enhanced to provide customers with ways to map
SmartConnect zone name and aliases. Customers can now choose either of
the following:

= Scan & audit shares of all access zones using EMC filer's IP or FQDN.
= Scan & audit shares of chosen access zones using EMC filer's IP or FQDN.

= Scan & audit shares of chosen access zones using preferred SmartConnect
zone name and aliases.

= Scan & audit shares of chosen access zones using preferred SmartConnect
zone name and aliases.

Shares with same name belonging to different access zone are fully supported
with this release.

Share names will include the access zone name for filers that will be added to
Data Insight from this release onwards.

There will be an option to include the access zone name as part of the share
name for existing filers. That can be done by modifying the filer's configuration
under Setting.

For more information about upgrade implications, refer to Configuring EMC Isilon
monitoring in Veritas Data Insight Administrator's guide.

Improved Context Help

Enhanced framework for better in-context help.

20
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Internet Protocol version

Data Insight is now IPv6 compliant.

Veritas Information Classifier (VIC)

New classification policies are introduced in every release expanding the compliance
and privacy use-cases to newer markets. This release (4.0.0) brings in following
new enhancements, policies, and patterns for automatic content classification for
supported workloads.

Exact Data Match (EDM)

Unlike most classification techniques that rely on pattern matching to identify
sensitive data, Exact Data Match (EDM) triggers a classification response when
the actual data that needs to be protected is detected. By matching on the exact
data, this reduces the rate of false positives and allows for much higher levels of
accuracy in automatic classification. EDM uses a fingerprint method whereby an
extract of a database or table is provided as source file in either CSV or TXT format.
The table is ingested, and rules are created that indicate a match when one or more
columns of a single row are detected in proximity. EDM is ideal when the
identification of discrete customer data, employee data, and any other sensitive
data repository maintained within a table is required.

Exact Data Match is useful to detect:

= Specific data sets from a database (for example, employee records)
= One or more rows in large quantities of data

= Multiple field combinations

Exact Data Match provides the following benefits:

» Provides the ability to detect specific data sets from a database. For example,
employee records.

= Supports matching of combinations of data. For example, matching one or more
fields and optional fields as per configured proximity value.

= Supports large data sets like database records.

= Provides data protection by hashing of stored data.
= Supports text in all languages.

EDM can be enabled or disabled from YAML.
Following VIC policies have been added:

= Malaysia Personal Data Policy

= Malaysia Sensitive Data Policy
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= Colombia Personal Data Policy

= Colombia Sensitive Data Policy

= Vietnam Personal Data Policy

= Vietnam Sensitive Data Policy

= Offensive Language Policy

= Bribery Policy

= Attorney Client Privileged Policy

= Compensation Communication Policy

= Support to following policies for classification of medical
conditions/diseases/diagnoses based on signs and/or symptoms:

Medical Diagnosis - Pancreatic Cancer Policy
Medical Diagnosis - Pneumonia Policy
Medical Diagnosis - Pregnancy Policy

Medical Diagnosis - Prostate Cancer Policy

= The following existing transparent policies are updated:

Customer Complaints Policy

High Risk Securities - Complete List Policy
High Risk Securities - Large CAP Policy
High Risk Securities - Mid CAP Policy
High Risk Securities - Small CAP Policy
High Risk Securities - Other Policy

Transparent Patterns

Transparent patterns are new built-in patterns that provide users visibility into the
internal logic of the pattern. With this, users have better control and defensibility
over pattern matching criteria .Users can copy the existing transparent patterns

and modify them for customer-specific logic. This also allows users to create custom

policies using Transparent Patterns and when Veritas updates the underlying
transparent patterns, their customized policies will be automatically updated as
well. The following transparent patterns are introduced:

n Customer Complaints

= Customer Complaints Keywords (sentiment)

» Financial Distress
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» Financial Securities Transaction

= High Risk Securities - Company Names

= High Risk Securities - Company Names Large CAP
= High Risk Securities - Company Names Mid CAP

= High Risk Securities - Company Names Other

= High Risk Securities - Company Names Small CAP
= High Risk Securities - Company Names Very Large CAP
» High Risk Securities - Tickers

» High Risk Securities - Tickers Large CAP

» High Risk Securities - Tickers Mid CAP

» High Risk Securities - Tickers Small CAP

= High Risk Securities - Tickers Very Large CAP

» Outside Business Activities

= Starts with either (FW: FWD: RE: RE FW FWD)

= Subscriptions

= Subscriptions (proximity)

Improved Python Source Code Detection

VIC release includes improved logic for detecting small Python source code files.

Removal of User Impersonation Requirements for
Microsoft 365

Data Insight 6.4 uses Azure application with application scope permissions for
performing operations like scan, discovery, and so on. With this change, user
impersonation is no longer needed.

Note: For existing Azure AD, SharePoint Online and OneDrive sources, the Microsoft
application needs to be updated to eliminate user impersonation. This is a mandatory

step for authorization process. Refer to Configuring application without user
impersonation for Office 365 in Veritas Data Insight 6.4 Administrator's Guide.

End of support

= Data Insight will not support Red Hat Enterprise Linux 6 (RHEL6) from this
release. If you are upgrading to Data Insight 6.4 from earlier version, migrate
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your filers to different indexers. For more information, refer to About migrating
storage devices across Indexers in Veritas Data Insight Administrator's guide.

= Data Insight will not support Documentum from this release.

The following features, enhancements, or changes are now available in Data Insight
6.3.

Cloud workloads: Amazon S3

This release delivers integration with Amazon S3, extending file visibility,
classification, and compliance for market-leading cloud object storage.
Windows Resilient File System Auditing

User Activity monitoring support for Windows Resilient File System

EMC Isilon / PowerScale NFS Auditing

User Activity monitoring support for NFS exports on Dell EMC Isilon / PowerScale
storage systems

Azure AD Support

This release introduces support for Microsoft 365’s Azure AD

Microsoft 365 - Data exposure via links or to external or
guest users

This release introduces enhanced permissions reporting for Microsoft 365 sites and
folders shared with guests or external users

Visualize extended file metadata including MIP (Microsoft
Information Protection) labels

This release introduces mechanism to understand extended attributes and MIP
labels for documents stored on-prem and this information can be associated with
automatic content classification to provide further insights into user mis-classification.
(This expands the support that was added in 6.2 for OneDrive and SharePoint
Online where MS sensitivity and retention labels were visualized)

AWS Deployment option

Data Insight 6.3 introduces deployment support in AWS virtual machines extending
flexible deployment configurations
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Updated Ransomware File Group and Report Templates

With Data Insight 6.3, the ransomware extension-based file group has been updated
and DI can now report on more than 3200 known extensions for ransomware
impacted documents. Additionally, new custom report templates have been added
to find potential ransomware infected files and files that were renamed to extensions
in ransomware file group.

SAML support for enabling Single Sign On (SSO)

Data Insight supports Single Sign On (SSO) for a standard unified login. User
authentication is performed through an external Identity Provider (IDP), allowing
for an increased level of security for user passwords and identity details.

SSL support for Netapp FPolicy

This release support secure connection to Netapp Fpolicy for activity monitoring.

Improved User Risk configuration and customization

This release provides customization options for User Risk configuration and User
Exclusions.

Improved Classification Operations

This release improves classification operations like resubmitting failed classification
requests in Ul, better resilience of classification service when big classification
requests are sent.

Improved Symantec DLP integration

This release improves integration with Symantec DLP by leveraging REST APls
for data ingestion instead of old SOAP based APlIs. Also, the DLP incident
remediation workflow provided improved automation for certain customers.

Symantec DLP 15.8 MP1

Integration certification with latest DLP version.

EV 14.2

Integration certification with latest EV version

Veritas Information Classifier (VIC)

New classification policies are introduced in every Data Insight release expanding
the compliance and privacy use-cases to newer markets. This release brings in
following new policies for automatic content classification for supported workloads.

Following VIC policies have been added:
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Transparent (editable) policies

This policy category will help users to get visibility into policy logic. This helps them
granularly modify, add, or remove classification criteria within a transparent policy
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by simply creating a copy and then editing the copy. Introduction of six new
transparent policies as follows:

Customer Complaints

High Risk Securities - Large CAP
High Risk Securities - Complete List
High Risk Securities - Mid CAP
High Risk Securities - Other

High Risk Securities - Small CAP

New Personal Data Policies

Saudi Arabia Personal Data Policy
Saudi Arabia Sensitive Data Policy
Egypt Personal Data Policy

Egypt Sensitive Data Policy
Kuwait Sensitive Data Policy
Kuwait Personal Data Policy
South Korea Personal Data Policy

South Korea Sensitive Data Policy

United States California Privacy Rights Act (CPRA), Sensitive Personal

Information (SPI) Policy

New financial Policies
U.S. SEC Regulation Best Interest (RegBI) Policy
Swiss Financial Market Supervision Act (FINMASA) Policy

Material Nonpublic Information (V1), Money Laundering (V1)

Anti-Money Laundering (AML) Policy (V2)

Material Non-Public Information (MNPI) Policy (V2)

Language Detection Policies

New 33 language detection policies to detect a specific primary language.

New Healthcare Policies
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= Swiss Financial Market Supervision Act (FINMASA) Policy

= 12 Medical Diagnosis policies based on signs and/or symptoms for diseases

Medical Diagnosis - Allergy Policy

Medical Diagnosis - Anemia Policy

Medical Diagnosis - Anxiety Policy

Medical Diagnosis - Appendicitis Policy
Medical Diagnosis - Bladder Infection Policy
Medical Diagnosis - Breast Cancer Policy
Medical Diagnosis - Diabetes Policy
Medical Diagnosis - Irritable Bowel Syndrome (IBS) Policy
Medical Diagnosis - Kidney Stone Policy
Medical Diagnosis - Menopause Policy
Medical Diagnosis - Mononucleosis Policy
Medical Diagnosis - Ovarian Cancer Policy

Medical Diagnosis - Stomach Ulcer Policy ( policy name change)

= U.S. SEC Regulation Best Interest (RegBl) Policy

= China Personal Data Policy now supports personal data as defined by China
Personal Information Protection Law(PIPL)

Data Insight 6.3 now includes 1021 built-in patterns, 226 policies and personal data

policies for 53 countries.

Changes in Veritas terminology

To modernize our terminology, Veritas has begun to replace certain outdated terms

with more current terms.

Note: As Veritas continues to update its terminology, the deprecated terms and
the new terms may be used interchangeably.

In Data Insight 6.3, the following terms have been updated:

Deprecated term New term
Master Primary
Slave Secondary
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Deprecated term New term
Whitelisted Permitted
Blacklisted Restricted

Note: As per the changed terminology, Blacklist policy name has been changed to
Real-time Restricted User-based Activity Policy and Whitelist policy name has been
changed to Real-time Permitted User-based Activity Policy.

More from Data Insight 6.3

In earlier versions of Data Insight, there was a restriction of creating maximum
2 Custom Actions. From this release, there is no upper limit on the number of
Custom Actions. Users can create any number of Custom Actions as per the
requirement.

Data Insight will detect and list down all unresolved users under the
unresolved_sids domain.

The following features, enhancements, or changes are now available in Data Insight
6.2.

Azure deployment option.
Automatic share discovery for generic devices.
Built-in Ransomware File Group.

New built-in Personal data and COVID policies for automatic content
classification.

Open Share Policy configuration enhancements.

NetApp c-mode operational statistics reporting

Dashboard enhancement

Support for parallel execution for Summary Dashboard report.

Office 365

Permissions visibility for OneDrive.
Automatic Content Classification for OneDrive and SharePoint Online.

MIP Sensitivity & Retention label visibility for OneDrive and SharePoint Online.
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= Incremental scan support for OneDrive and SharePoint Online.

= Multiple office 365 app configuration for resiliency.

Classification

Classification of NFS content is supported from Data Insight 6.2.

NFS

» Automatic content classification for NFS data.

= Native NFS scanning support for Dell EMC Isilon / PowerScale.

The following features, enhancements, or changes are now available in Data Insight
6.1.6.

Execute a DQL report with custom variables

Data Insight further extends the flexibility of DQL reports by allowing you to define
custom variables and passing the parameter values at runtime. With this, you can
leverage the same DQL report to generate multiple outputs by passing different
values when executing.

Refer to Veritas Data Insight User's Guide for more information.
Marking the paths as mandatory for DLP Incident
Remediation

Mandatory paths are the paths that are marked for the mandatory remedial action
the custodian must take to resolve the incident. You can now define which paths
should be considered as mandatory and must be remediated by the custodian.
Data Insight will persistently send email notifications until the mandatory paths are
acted upon by the custodian.

Refer to Veritas Data Insight User's Guide for more information.

Changes in the way Box account monitoring is configured

You now have to create and register an app with Box and provide the assigned
application Client ID and the Client Secret while configuring Box account monitoring
in Data Insight. Then re-authorize Data Insight to access the Box account.

Refer to Veritas Data Insight Administrator's Guide for more information.

The following enhancement is now available in Data Insight 6.1.5.
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Support for Veritas Information Classifier (VIC) 2.2.2
Data Insight now supports Veritas Information Classifier (VIC) 2.2.2. VIC 2.2.2
includes the following additional policies:

Support for Microsoft SharePoint 2019

Data Insight now supports Microsoft SharePoint 2019. For more information, see
the Veritas Data Insight Administrator's Guide.

The following features or enhancements are now available in Data Insight 6.1.4.
Support for Optical Character Recognition (OCR) during
classification

Data Insight now supports OCR to help you classify image files.

For more information on enabling OCR and initiating classification, see the Veritas
Data Insight Administrator's Guide and Veritas Data Insight Classification Guide.

Support for delete action natively using the Data Insight
user interface

Data Insight provides the ability to delete unwanted files from CIFS devices. You
can delete old and inactive files from the Data Insight Management console. The
delete functionality is disabled by default. You can enable the same from Settings
> Remediation > Data Management > Delete Files.

For more information on the Delete feature, see the Veritas Data Insight
Administrator's Guide.
Enhanced functionality for security auditing

Data Insight now allows enhanced auditing of all important activities from the Ul.
For example, changes in server or filer configurations, addition of new Data Insight
users, and so on.

Customized email notification for reports

You can customize email notifications for reports. For example, if you need to
include instructions or company disclaimers on the notification email, Data Insight
allows you to change the body or structure of the email.

Enhanced whitelist and blacklist policies

Data Insight now allows you to set real-time alerts to check access and usage of
whitelisted and blacklisted users.
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Note: Ensure that you update any scripts that you have created containing policy
names, to reflect the updated names of the whitelist and blacklist policies - Real-time
Data Activity User Whitelist-based policy and Real-time Data Activity User
Blacklist-based policy.

Entitlement reporting for SharePoint Online

Data Insight now supports the ability to view the permissions for Microsoft SharePoint
Online as a content source and to allow generating permission reports like
Entitlement Review. This in turn helps Admins understand and analyze the access
permissions to sensitive data.

Throttling support for parallel scanning

Data Insight now supports throttling for parallel scanning for NetApp 7-mode and
NetApp Cluster-mode filers. This helps to avoid overloading the file server during
peak sessions.

The following features and enhancements are available in Data Insight 6.1.1.

Support for gathering analytics for EMC Unity VSA

Data Insight now supports the monitoring of the Dell EMC Unity VSA storage platform
and provides visibility, forensics, and the ability to manage data for the data store.

For information on configuring Dell EMC Unity VSA and credentials required to
monitor it, see the Veritas Data Insight Administrator's Guide.

Ability to share reports with other Data Insight users

You can now share reports that you have created with other Data Insight users.
This functionality enables you to allow users to run reports that are already created
by the Report Administrator and other users, which reduces the overhead of having
to create reports for the same resources.

Following conditions apply to reports that are shared among Data Insight users:

= Users with any Data Insight role can configure sharing of their reports. Other
users can only view the reports that are created by them and other shared
reports.

= You can only run the reports created and shared by other users. Data Insight
does not allow you to edit or delete reports shared by other users.

=  When you run a shared report, that is created for all configured resources, the
report is generated only for the resources (filers/cloud data sources) that you
have permissions on.
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= Ifyourun a shared report that is created for resources on which you do not have
permissions, the instance of the report run will fail.

You can configure sharing of reports when you create a report. For more information,
see Veritas Data Insight User's Guide.

Proxy support for Microsoft OneDrive and SharePoint
Online

You can now configure Microsoft OneDrive and SharePoint Online to use proxy
servers to route requests from Data Insight to the cloud data source. You must
configure your organization's proxy server to connect to the following destination
URLs:

= https://graph.microsoft.com/

= https://login.microsoftonline.com

= https://outlook.office365.com

For information on configuring Microsoft OneDrive and SharePoint Online monitoring,
see the Veritas Data Insight Administrator's Guide.

Support for classify post-processing action in DQL reports

The classify post-processing action is now supported in DQL reports. You must
edit the report.properties file to enable classification as the post-processing
action.

The following features and enhancements are available in Data Insight 6.1.

Enhanced support for new data sources

With the proliferation of Microsoft Office 365, Data Insight has now widened its
support for the following new data sources:

= SharePoint Online
= Microsoft OneDrive cloud accounts
= OpenText Documentum

Support for three new additional data sources provides visibility, forensics, and the
ability to manage data on these new data sources. In Release 6.1, Data Insight
supports the discovery, scan and audit of these data sources. However, Data Insight
does not fetch permissions for these data sources, and audit information for
Documentum data sources.
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For information on configuring the monitoring of these data sources and for a detailed
list of support limitations, see the Veritas Data Insight Administrator's Guide.

Ability to customize user roles in Data Insight

Data Insight now provides the ability to have a more granular role-based access
control by allowing you to customize user roles to ensure separation of duties for
more regulated workloads. The ability to customize roles also ensures that there
is a clear separation between users who manage access to the Data Insight
application and the users who consume the data.

Data Insight now lets you create the following new user roles to manage user access
and do the basic administration tasks:

= User Administrator - This role can add, delete, and modify the roles assigned
to Data Insight users. The role has access only to Settings > Data Insight
Users and not to any other tabs.

»  Workflow Administrator - This role has access to all sub-tabs under the
Workflows tab, but does not have access to the other sections of the Data
Insight Management Console.

For information on configuring the user roles, see the Veritas Data Insight
Administrator's Guide.

Licensing changes for cloud data sources

Distribution of a trial cloud license is discontinued from Release 6.1 onwards. You
must purchase a cloud license to continue using Data Insight functionality. Contact
the Veritas Customer Care for purchase of a cloud license.

An add-on cloud license has been introduced to monitor the data that resides in
your cloud environment such as Box, SharePoint Online, and Microsoft OneDrive.
On applying a valid cloud license, you can add cloud sources for monitoring, discover
and scan data, and view the metadata and audit information.

For more information about the Data Insight licenses, see the Veritas Data Insight
Administrator's Guide.

Support for Windows Server 2016

Data Insight now supports the latest Windows Server 2016 operating system for
all Data Insight server components and to install the Windows File Server agent.
Support for classification tags in Data Insight policies

Data Insight now supports raising of alerts for activities that are performed on all
sensitive data, including the files classified by Veritas Information Classifier (VIC).
The enhancement enables you to detect malicious activity and take remediation
action to prevent data breaches, as appropriate.
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Note that the Real-time Sensitive Data Activity policy does not raise alerts for files
classified by VIC.

For more information about configuring real-time polices for raising alerts, see the
Veritas Data Insight Administrator's Guide.

Support for Enterprise Vault 12.2

Data Insight now integrates with Enterprise Vault 12.2 to enable the archiving of
old and inactive data on CIFS shares.

New Data Insight Query Language (DQL) templates to
detect ransomware

The newly introduced DQL templates to detect ransomware enable you to detect
the files that are exploited by ransomware. In the event of an attack, ransomware
uses a vulnerable user account to encrypt and rename files to which the user has
access. With timely detection of the ransomware attack, you can take appropriate
remediation action to minimize the risk, and respond to the encryptions that might
be underway.

Using the ransomware DQL templates in conjunction with your inputs, you can fetch
the following information of the files that exist on the monitored data source:

= Collect the count of write and rename activities performed on files in a data
source within 24 hours. If the count is higher than the configured threshold, the
files are determined as infected and the users are notified. The threshold value
is the number of write and rename activities that you permit on a data source
within 24 hours.

= Get the count of files that are renamed by per user, and have unique file
extensions.

= Fetch the top-level directories in the share or equivalent, and the number of
write and rename activities performed in each of these directories by per user.

= List all the files that are created in the last 24 hours by per user. Use this query
to identify files created by a risky user.

= List the files that contain a specific string in the file name. For example, when
a ransomware appends a unique extension to the encrypted files.

= Enumerate the duplicates of the potentially malicious executables residing on
your system.

For more information about ransomware reports, see the Veritas Data Insight User's
Guide.
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Software limitations

This chapter includes the following topics:

= Tags

= Scanner limitations

= Windows File Server support

= Report configuration limitation in Path Permission reports

= Known limitation for NetApp Cluster-Mode support

Tags

Data Insight considers all files classified by Veritas Information Classifier (VIC) as
sensitive files. There can be instances where a VIC policy is created to determine
non-sensitive files. Please consider tag information before making any decision
based on sensitive flag.

Scanner limitations

The following notes cover limitations pertaining to the Scanner process of Data
Insight:

= In case of Windows 2012 Severs used as Windows File Servers, the Scanner
does fetch a group having permission based on a condition. For example, "all
users who have xyz as manager have full access to the share/folder". However,
the indexer discards it currently. The console does not display the group as
having Dynamic ACL. The other permissions on the path are shown properly.

= Scanner does not support share names of more than 200 characters.

= Scanner modifies the access time of directories while traversing the filesystem.
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Parallel scanner limitations

The following notes cover limitations pertaining to the parallel scanner process of
Data Insight:

= Parallel scanner does not support incremental scan. Only full scans are
supported.

s Parallel scanner cannot be run for the NFS shares.

= Parallel scanner does not support filtering out shares based on the Exclude
Rules configuration.

= Support for scanning of circular or cyclic symbolic links is not available.

= Support for scanning junction-based paths is not available.

Windows File Server support

Windows filter driver does not capture IP address from which accesses are made.

Report configuration limitation in Path Permission
reports

When configuring Path Permissions reports, Data Insight does not let you exclude
groups for SharePoint site collection URLs.

Known limitation for NetApp Cluster-Mode support

Limitations exist in the current support for NetApp Cluster-Mode file server. Data
Insight does not support the following:

= [ffiler is added using data LIF, then scanning of local user on the clustered
NetApp cluster is not supported.



Known issues

This chapter includes the following topics:

Inactive Data by Owner report

Installcli

SharePoint

Documentum

OneDrive, SPOnline and Azure devices
Isilon

User Impersonation

Microsoft Purview Information Protection (MIP) Label
Amazon S3

Azure AD

Keystore

OneDrive

Console display issues

Other Issues

Inactive Data by Owner report

For some files, last access time is shown as zero.
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Installcli

Error appears after using Installcli -l and Installicli -p command if FIPS mode is
enabled.

SharePoint

= SharePoint Online Workspace URL in not resolvable if trying to copy and paste
it in the Go to bar.

= Attributes Lookup is failing if Data Insight (6.4.1 and above) is coupled with
Data Loss Prevention.

Documentum

Data Insight does not support Documentum data source but DatalnsightCMIS
Service screen is still visible on Services tab.

OneDrive, SPOnline and Azure devices

After upgrade, user needs to manually update tenant ID field for existing OneDrive,
SharePoint Online and Azure devices.

Isilon

= When user switches between Access Zone / Smart connect zone / Smart connect
zone alias, some shares under the Monitored Shares list may get disabled.
After the next discover share job and discovery merge jobs gets executed
successfully, Monitored Shares list will be updated according to the selected
option.

= Even after adding the share in Exclude Scan rule, the first level files immediately
under the share gets scanned.

User Impersonation

OneDrive account

= While adding an account as Global Admin or Minimum Privilege user, an extra
permission Privileged Role Administrator is needed to complete the process.

= Folder permission fetch fails intermittently with Not applicable at this levelerror.
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Microsoft Purview Information Protection (MIP)

Label

Online mode

After setting the encrypted MIP label to non-office files, for example, txt or PNG,
applied tags are not visible in Data Insight.

Microsoft labels with i18n characters in their name are not supported
Audit events for setting MIP label will not be generated.

While classifying files with protected label (properties like encrypted mode),
content based classification results are inaccurate.

Workaround

If you want to fetch files with protected label (properties like encrypted mode),
enable only MIP related policies, without enabling other policies in Veritas
Information Classifier.

Offline mode

Amazon S3

Unable to add any protected label (properties like encrypted mode) to files.
Unable to set any MIP label to encrypted files.

Labels which have Allow offline access property set to Never or Some days,
will not be applied as Data Insight supports only offline mode.

After setting the encrypted MIP label to non-office files, for example, txt or PNG,
applied tags are not visible in Data Insight.

Unable to set MIP label when MS workflow service is running as Local System
account.

Workaround

You can configure MIP label using domain user account

Outposts storage class

Amazon S3 Outposts storage class is not supported

Cold Storage Classes

Cold Storage Classes like S3 Glacier and S3 Glacier Deep Archive will not be
supported for Classification.
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Azure AD

Keystore

OneDrive

Known issues
Azure AD

Workflows

Workflows are not supported for S3.

Risk Dossier

Risk Dossier does not display bucket count.

Bucket Information

Basic bucket information like Owner or Created By is not fetched.

Directory Structure

Empty folders are visible in case of Move or Rename event. This will be resolved
in the next full scan.

Events

= Delete events are not processed or fetched if performed on Folder and Bucket
level.

= Restore object (Write) event appears in the list before object gets restored.

» licenseDetails attribute will not be fetched.

= If unique ID (UUID) in Microsoft graph API is same for group or user, they will
not be resolved in Data Insight. Such unresolved user or group will be listed
under unresolved_sids domain in Users tab.

= Data Insight does not support copying newly generated commd.keystore to
Winnas version 6.2 or earlier.

= [f existing commd.keystore expires, the newly generated commd.keystore will
not get copied to other nodes.

Workaround

Copy the newly generated commd.keystore manually.

= Move and Permission related audits are not supported.
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= Move Audit events are not visible properly in the Workspace.

Console display issues

The following issues relate to displays in the Console.

Domain List
Since scroll bar is not available on the Assign Custodian pop up, some domains
are not visible in the list, if more than 20 domains are configured in Data Insight.
Workaround

Use the domain filter in the pop up to select the desired domains.

Action Status tab

For all Actions types, Start Time and End time column shows same time.

Permissions are not supported for certain data source

As scan does not fetch the permissions for Documentum path, the permission
change events are not captured.

Data Insight captures audit events only for document library and its
child paths

The audit events performed before the document library level in the SharePoint
hierarchy are not captured.

Some data sources do not honor the settings configured under
Settings > Scanning and Event monitoring

The SharePoint Online and OneDrive paths do not honor the scan and event
monitoring settings.

Security event not monitored for certain devices

The audit logs and report outputs for SharePoint Online and OneDrive paths do
not capture the security events.

Y|
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Certain paths cannot be uploaded using CSV file

The paths for OneDrive, Documentum, and SharePoint Online data sources cannot
be uploaded using a CSYV file for creating reports, workflows, and policies.

Audit events are not collected for site collections containing UTF-8
characters

Data Insight does not collect the audit events for site collections in SharePoint
Online accounts that contain UTF-8 characters in the site collection's name field.

18N characters in site collections are not supported

In the Add New Site Collection dialog box, site collections having i18N characters
in their names are not available for selection.

The Scan History tab does not display throughput for certain data
sources

The Scan Status > Scan History page does not capture scan data throughput for
the OneDrive and SharePoint Online data sources.

Audit events for OneDrive and SharePoint Online data sources take
longer to get displayed on the Console

Data Insight collects audit logs from OneDrive and SharePoint Online data sources
when audit recording is enabled in the Office 365 Security and Compliance Center.
After an event takes place on the data source, it takes up to 30 minutes for the
event to get logged in the audit entry log of Office 365. This behavior is emulated
in Data Insight, which results in latency.

For more information about how audit logging happens in Office 365, see:

https:/support.office.com/en-us/artide/Search-the-audit-log-in-the-Office-365-Security-Compliance-Center

Multi-byte characters not supported

Adding a new container or Data Insight user with multi-byte characters is not
supported.

Toolbar error

In some instances, the Pagination and refresh toolbars may get disabled after
browser refresh.


https://support.office.com/en-us/article/Search-the-audit-log-in-the-Office-365-Security-Compliance-Center-0d4d0f35-390b-4518-800e-0c7ec95e946c#PickTab=BYB
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The workaround is to close the tab and to re-open it.

Incorrect status of folder displayed

The Workspace > Folder Activity > Inactive sub-folders page may display a
folder as inactive for a selected time period, even when file(s) within the directory
have been deleted in the specified time range and there are no other events on
files within the directory This is because a delete event on a file is not considered
as activity for the purpose of showing the activity status of the folder.

Incorrect information in Inactive Directories report

Inactive Directories report contains deleted directories even though the file or
directory was deleted during the selected time period.

Unwanted access events displayed

If you rename a SharePoint site, few unwanted access events pertaining to accesses
to .aspx and . asmx pages are also displayed. This stops occurring after some time.

Data Insight cannot capture the IP addresses for events on certain
platforms

For Windows File Servers, VxFS filers, and SharePoint sites Data Insight does not
capture the IP addresses for access events.

Inconsistency between permissions view of Windows and Data Insight

On a given path, for example, /foo, if a group, for example, G1, is allowed full control
and Everyone is denied full control, then the effective permissions for G1 on the
given path, shown through the Windows security permissions view, is Allow full
control. However, the Data Insight view displays Deny Full Control.

The actual observed behavior is consistent with the permissions displayed on the
Data Insight view . For example, if a user belonging to group G1 tries to access
[foo, Windows displays an Access Denied error.

Error fetching data displayed

If any screen displays the pop-up, Error fetching data, it indicates that first-time
data collection is in progress or the Data Insight config service is unavailable.

If first time data collection has already taken place and you have reasons to believe
that DatalnsightConfig service is unavailable, log on to the Management Server /
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Indexer worker node and run the command net start DataInsightConfig (Or
on Linux: /opt/Datalnsight/bin/DatalnsightConfig start) to restart this service. On
Windows, check the folder program Files\DataInsight\dumps for any crash
dumps. If you find one or more crash dumps, contact Veritas support.

Error in inactive users information

When you navigate to Workspace >Folders > User Activity > Inactive Users,
the sub-tab displays information about active users in addition to inactive users.

This error occurs only in case of a file. For a share and folders within the share,
Inactive Users sub-tab displays the correct data.

SharePoint create event displayed incorrectly

Data Insight does not capture a create event on folders when you use Windows
Explorer to add new folders to a document or picture library in a SharePoint site
collection. The create event on the folder is displayed as a create event on a file.

Custom attribute widget issue

When creating a Custodian Summary report, the Custom attributes widget allows
you to select group attributes along with the user attributes. Although for the purpose
of creating a Custodian Summary report, you should only select the user attributes,
as groups cannot be assigned as custodians.

Incorrect disk space computation displayed on Workspace tab for

NFS shares

The Data Insight NFS Scanner captures the logical disk space occupied by
applications on the file servers. Even though the physical disk space occupied by
installed applications, such as VMWare is much less, the Scanner displays the
logical number on the Workspace tab, which can be misleading.

Share or site collections on disabled filers or Web applications are
displayed in charts

When a filer or a Web application is disabled, monitoring for all the shares on that
filer stops. The shares and site collections on the disabled filers and Web
applications are not scanned and not monitored for accesses and should not be
included in the calculations for the scanning dashboard.

44



Known issues | 45
Console display issues

However, currently the shares and site collections for a disabled filer or Web
application are being included in the charts on the Settings > Scanning > Overview
page.

Error displayed while adding a VxFS filer

When you add Veritas File System (VxFS) file server which is part of a Veritas

Cluster Server (VCS) configuration, Data Insight automatically discovers the VxFS
shares configured under the VCS configuration. During this process, Data Insight
discovers other NFS shares that are present on a native UNIX-based file system.

Although NFS shares are discovered and displayed on the Monitored Shares
page, the auditing of access events for these shares will not happen. Scanning of
these shares may work, but it is not officially supported.

Scan status incorrectly displayed on scanning dashboard

The scan status is displayed incorrectly when a scan is queued and later canceled
or when you pause a scan and subsequently cancel it. For such canceled scans,
Data Insight does not reflect the scan status and scan history correctly.

Incorrect icon displayed in the reports wizard

When a SharePoint path is added using paths.csv, the report creation wizard shows
the directory icon instead of the site icon.

Newly added Enterprise Vault servers are not displayed in the Filer
Mapping page
When a new Enterprise Vault server is added to Data Insight, the newly added
server is not displayed in the drop-down list for selecting the Enterprise Vault server

on the Filer Mapping page. This issue is seen only if the Filer Mapping tab is
already open.

Workaround

Close the already opened Filer Mapping tab, then reopen it.

Dashboard report fails, if filers and domains are not configured in
Data Insight

If no filers and/or domains are configured in Data Insight, the execution of Dashboard
data computation cycle from Settings > Advanced Analytics tab fails.
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Social Network Map fails to render for the shares that have large
number of active users

The Social Network Map takes a long time to render for the shares that have a large
number of active users or access events within the time period configured under
Settings > Advanced Analytics > Configuration tab. For example, the Social
Network Map may take several minutes to render for shares with more than 500
users with a dense collaboration network.

The time it takes to render the map may go past the default session timeout.

Mismatch between permission entries displayed in Windows interface
and Data Insight console

The file system ACL displayed for user in the Microsoft Windows interface and on
the Data Insight console do not match. In case of a Windows File Server path, a
user is displayed as having Special and List permissions on the Windows interface.
However, the same user is shown to have only Special permission in the Data
Insight console.

Incorrect file size may be displayed for archived files in an EMC
Celerra file server

Once a file is archived, the logical size of the file is displayed as the size of the file
on the Workspace > Overview tab . However, when a file stored on a EMC Celerra
file server is archived, its size on disk is assumed to be the block size it occupies
in the physical disk. Data Insight displays the block size as the logical size of the
file, which may be inaccurate.

EVFolderPoint.xml file may be displayed in the Workspace

EVFolderPoint.xml is @ hidden configuration file. For some archived files, the
EVFolderPoint.xml file may appear in the navigation pane and other locations.

Incorrect recommendation count displayed

On the Workspace tab of the console, if multiple permission recommendations are
displayed for a group, and if some recommendations are removed from the list, the
change does not reflect in total count of recommendations.
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Permission recommendations for renamed folders may not be

accurate

Data Insight computes the remediation suggestions for permissions on the basis
of the latest version of a folder. Since Data Insight doesn't retrospectively consider
the access events for a renamed folder, the recommendation for such folders may
be inaccurate.

Broken membership in case of local groups leads to misleading

permissions

Data Insight cannot distinguish between built-in groups defined on various machines,
for example, a Windows File Server. As a result, the Data Insight permissions views
and reports may not be completely accurate for these groups.

Some filers are not auto-mapped for wrongly configured Enterprise

Vault servers

Data Insight does not automatically map a file server to its corresponding filer in
Enterprise Vault, if you first add an Enterprise Vault server with a wrong host name
and credentials and then edit the details to correct them.

Workaround

Manually map the filer to its corresponding filer in Enterprise Vault server.

Exception is displayed while trying to archive a batch of files using
the Enterprise Vault

The following exception is seen when a batch of files is attempted to archive:

Archive:System. ServiceModel . FaultException 1 [www.symantec.com.EnterpriseVault.AP
I.FileSystemArchiving.Data.TimeoutFault]: The File System Archiving
task service failed to start. Check that the File System Archiving
task service is enabled in the configuration file,

<Enterprise Vault installation folder>\EvFSAArchivingTask.exe.config.
(Fault Detail is equal to

www . symantec.com.EnterpriseVault.API.FileSystemArchiving.Data.TimeoutFault)

Workaround

From the Management Console, navigate to Settings > Action Status. Select the
appropriate record, and in Select Actions list, click Run Again > Unsuccessful.
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Domain filter does not work as expected in some cases

If you have configured many domains in Data Insight, the domain filter does not
display all configured domains.

Workaround

The domain filter field supports the auto-complete feature. Enter part of the domain
name to get a list of matching domains

DFS share mapping and its configuration is not removed when the
corresponding physical share is deleted

On deletion of a physical share, its corresponding DFS share mapping and the
configuration for the DFS share entry are not deleted.

In Data Inventory reports, the DLP policy names are not displayed
against the files

In Data Inventory reports, there is no column to display the Data Loss Policy (DLP)
names associated with sensitive files.
Workaround

In the Management Console, navigate to Workspace and view the DLP policies
associated with sensitive files.

Pipe character in share name not supported
A pipe character in a share name is not supported and can cause the Communication
Service to stop functioning completely when Data Insight scans this share.
Workaround

Delete the share containing the pipe symbol from Data Insight and restart the
Communication Service on the Management Server.

Display name for users appears blank

If the display name is not specified for a user in the directory service, a blank space
is displayed for the user in the tree-view panel and on the Overview page of the
Workspace tab.
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Enabling or disabling of audits for site collections may take longer

time

This delay is observed when you attempt to automatically enable or disable auditing
of site collections you may observe a delay if the web application has more than
500 or more site collections. The Edit Web Application page remains unresponsive
till the background operation completes.

Workaround

Close the tab for the Edit Web Application page. You can resume other Data
Insight operations, while letting the unresponsive operation to run in the background.

Data Inventory Reports may produce incorrect output in certain cases

During the configuration for a Data Inventory Report, if you specify the Number of
Records and also select the Summary and Sensitive file details option, then
incorrect output is produced when you run the report.

Workaround

Avoid specifying any value for Number of Records if you need to select the
Summary and Sensitive file details option. This setting would give you a report
output displaying all the possible records.

Sorting by paths or custodians does not work in the Ownership
Confirmation workflow creation wizard

Sorting by paths or custodians does not work under the Resource-Custodian
Selection tab of the Ownership Confirmation workflow creation wizard.

A workflow that is in submitted state cannot be canceled.

When you create a workflow and submit it, it goes to the Submitted state. At this
state if you attempt to cancel the workflow, an error message will be displayed.

Workaround

You can cancel the workflow when it eventually transitions to the In-progress state.
Note that the workflows with a large number of paths, may take a long time to
transition from the Submitted state to the In-progress state.
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The count of resources to which a custodian is assigned is displayed
incorrectly.
Under the Resource-Custodian Selection tab of workflow creation wizard, the

count of resources to which a custodian is assigned may sometimes display an
incorrect value.

Custodian assignment may take a long time to complete.

Attempt to assign custodians to a few hundred sub-folders under a share at a time
may take a long time.

Permission remediation emails may display incorrect values for some
variables
In the Entitlement Review workflow creation wizard, if you select the Apply
configured permission remediation action automatically check box, upon
submission of the workflow the emails triggered for permission remediation
incorrectly display the action 1D as unknown and the Requester name a@s DI
Support.

The sort functionality does not work for NFS paths in the Self-Service
portal.

The sort functionality does not work for the NFS paths in Ownership Confirmation
workflow in the Self-Service portal.

SID History displayed as parent group

When a user is migrated from one domain to another, on the user-centric
Permissions view, the File System Access Control List tab incorrectly displays
the user's SID history as the parent group from which the user inherits the
permissions.

Ownership Confirmation workflow does not work for certain NFS
paths

Ownership Confirmation workflow works for NFS path in the form filer:/a, but
does not work for NFS paths in the form filer:/a/b.

When creating an Ownership Confirmation workflow, on the workflow creation
wizard, on the Data Selection tab, the paths such as filer:/a/b do not appear
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at all. The Path column shows up blank and if you click the row, it shows the error
message "Unable to add path. No sensitive files present".

On the wizard, you click Select All Resources, these paths are added to the
selected resources list, but under the Resource-Custodian Selection tab, they
appear as deleted resources.

Attempt to add/upgrade license results in showing success message
regardless of validity of the license file

If you already have a valid license installed, and when you want to add or upgrade
the license, Data Insight displays the message License installed successfully even
for an invalid file.

Error message may appear while applying recommendations

If recommendations have unresolved security identifiers (SIDs), clicking Apply
Changes under the Workspace > Permissions > Recommendations tab displays
an error message.

For Box type source, navigation back from a shared folder may fail
The following issue occurs only in Cloud sources of Box type.

If you navigate to a shared folder of a particular user, and then navigate one level
up, you cannot directly navigate back to the folder tree of that user. Instead, you
reach the folder tree of the owner of the shared folder.

Search for well-known SIDs may yield partial results

Under Workspace, in the Go-to bar, if you enter a well-known SID, partial results
are displayed as suggestions.

For example, if you enter the well-known SID S-1-5-32-544 (for Administrators),
the Administrators group for only one domain is displayed as a suggestion. In
contrast, if you search for the string 'Administrators', the Administrators group for
all domains configured in Data Insight are displayed.

DLP policy filter displays some obsolete policies

When you try to filter a user risk profile based on DLP policies, some deleted or
non-existent policies appear among the filter options.
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Some user attributes may be unavailable as filters in User Risk

dashboard

If you do not configure some user attributes as analytics attributes in Data Insight,
then you cannot use those attributes to filter users in the User Risk dashboard.

Workaround

Use one of the following workarounds:

= Add the attribute to the analytics attribute list to use it as a filter in the User Risk
dashboard results.

OR

= Use a DQL query to filter users on the required attribute.

Exact string may fail to display desired suggestion in go-to bar

In rare cases, even if you provide an exact string for a user or user group in the
go-to bar, the exact matching suggestion may not be displayed.

This issue is due to an internal limitation on the number of suggestions that can be
displayed at a time.

Low screen resolution clips Pagination bar, columns

If you set the screen to a low resolution then the Pagination bar (which appears at
the bottom of the screen) in the Profile view of Workspace gets clipped. GUI-based
tasks such as scroll to next page, export, and email are affected.

If you select a large number of columns in a custom view, some columns may also
be hidden or clipped. The number of columns affected depends on the custom
selection and screen resolution.

Workaround

To avoid columns from being clipped or hidden, create a custom view with fewer
columns.

There is no workaround for the Pagination bar issue. You must use the
recommended screen resolution of 1600 * 1024.

Exclusion rules for SharePoint paths are case-sensitive

You can configure an exclusion rule for SharePoint paths by navigating to
Settings>Exclude Rules>Add Rule for Sharepoint.
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If the string that you specify does not exactly match the case of the physical
SharePoint path, then the rule is not implemented.

Default landing page for Storage Administrator role is incorrect

Users in the Storage Administrator role by default land in the Security view, instead
of the Storage view.

Results of a filter remain persistent in Directory Services view

If you navigate to Settings > System Overview > DirectoryServices and filter the
results, then the filtered results persist even if you subsequently apply a different
filter.

Workaround

Do one of the following:

= Close the previous results tab and then apply the required new filter
OR

= Navigate to Settings > Directory Services > Domains and then apply the
required new filter.

Workspace may incorrectly indicate Box devices as inactive

Workspace may incorrectly display Box type Cloud sources as inactive. This issue
occurs due to a limitation in the way Data Insight determines active and inactive
files in Box type devices. Data Insight may therefore also indicate incorrect size for
active and inactive data in Box type devices.

The limitation is as follows. Data Insight does not learn the last access time for a
file from Box, as it learns from other devices. Data Insight therefore marks a file as
active, only when it records any activity for that file. Therefore regardless of whether
a file was active a minute, a month, or an year before the device is added to Data
Insight, the file gets marked as inactive.

You may not be able to search for activity by users with 118N
characters

In the Audit Logs view for a path, the search for user names does not work with
Chinese characters.
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Permissions Search Report fails if attribute filters include 118N
characters

If you run a Permissions Search report based on a template that contains 118N
parameters under the Attribute filter, then the report may fail to display correct
results.

Navigating across tabs resets filters in Workspace

If you set filters for Workspace under any view, then the filters get reset if you
navigate to any other tab such as Policies, Reports, Settings, Users, Groups, or
Data.

Permission search report does not display nested DFS paths

If you configure nested DFS paths, then the DFS column may appear blank in the
Permission Search result.

Forward slash appears in Access details paths report for Box devices

For Box type devices, the Access details path report uses forward slash ‘/’ to display
some paths. The paths should consistently use the backward slash “\".

Server notifications may reflect incorrect file count

In the Server section of the System overview notification for the number of files
under Inbox, Outbox, Indexer err folder, Scanner err folder, and Collector err folder
may display an incorrect file count.

Remove Permissions panel in Permissions Search report may not
display list of paths and trustees
In case of a large number of records for a Permissions Search report, the Remove

Permissions panel may not display the list of paths and trustees to be removed in
the Remove Permissions panel.

As a result, you may be unable to complete the Remove Permissions remediation
action.
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User Risk Dashboard does not display analytics attributes after

upgrade

After upgrade, the attribute filter under User Risk Dashboard does not display the
Analytics attributes that were configured before the upgrade.

Workaround

Run a fresh Active Directory scan on the Data Insight Management Server.

Inclusion/Exclusion attribute queries do not work for Group custom

attributes

Inclusion/Exclusion attribute queries do not work for Group custom attributes
Inclusion/Exclusion by attribute queries do not work for Group custom attributes
under Settings>Watchlist Settings.

However, the same queries work well for User custom attributes.

Unable to search for activity by users with Chinese characters

In the Audit Logs view under the Profile tab for a share, if you search for user names
with Chinese characters, the search fails.

When using a CSV file to upload paths to reports, a red cross appears

for the paths

Data Insight fails to recognize certain paths in the CSV file, and displays a red cross
mark for the paths in the Selected Data panel of the report configuration wizard.
However, these paths are successfully uploaded.

Workaround

In the CSV file, specify the pathname with a comma followed by the input type. For
example, http://sharepointl/sites/Marketing, SiteCollection. Thisenables
Data Insight to classify the paths based on the input type.

For the supported input types, see the Veritas Data Insight User's Guide.

For more information about the issue, see
https://www.veritas.com/support/en_US/article.000107668.


https://www.veritas.com/support/en_US/article.000107668
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Data Insight implicitly adds the groupType Active Directory attribute

If a group custom attribute with name ‘groupType’ is configured, then after upgrade
to 5.2, the attribute will be deleted since Data Insight implicitly adds the groupType
Active Directory attribute.

SharePoint paths filtered as a part of Scanner exclude rule are
marked as deleted and not displayed on Ul
SharePoint paths that are being filtered as a part of a Scanner exclude rule and
have any activity on them, appear as expected in the Audit Logs view. However,

after the activity, on the next scan, these paths are marked as deleted and are no
longer displayed on the Workspace > Data Sources view.

Active user count for Ownership Confirmation workflows not displayed
on Portal Ul

The active user count for Ownership Confirmation workflows is not displayed in
case of filers or web application on the Portal Ul.

Sometimes the sensitive file and other columns do not display the
correct count
In the Workspace > Data list page, the Sensitive File column and other columns
display incorrect information because the classification tags selected in the left-hand

side filters are ignored while displaying the counts. However, the list of paths is
filtered correctly.

Reports cannot be searched using comma separated labels

When searching for reports, the search does not support the use of comma
separated labels.

The classification status of certain paths invariably appears to be in
in-progress state
On the Settings > Classification > Requests page, you may observe that for

certain classification requests the status continues to appear as in-progress. This
issue may occur in the following scenarios:

= When shares or site collections are deleted, after their paths are submitted for
classification then the request continues to be in the in-progress state.
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= [f a Collector responsible for a data source is changed after a classification
request is submitted, then the classification is abruptly stalled and the
corresponding request continues to remain in the in-progress state.
To avoid this issue, Veritas recommends that before altering a Collector, ensure
that all the requests which the Collector is processing are complete.

= If the Collector associated with a Box account is not serving as a Classification
Server for fetching content, then the request status continues to show as
in-progress.

Paths with special characters cannot be classified

The classification feature does not support the paths that have angular brackets
(<>) as part of their name. Hence, such paths are not classified.

An error is reported during content scan of Box
During the content scan of Box, the following error is reported:
User must accept the terms and conditions.

Workaround: To override this issue, log on to the owner's user account on
https://www.box.com/, and accept the terms and conditions on the license agreement
window when prompted.

Files and folders do not inherit the Custodian assignment

Custodian is assigned at device level. When a device is migrated to another Indexer,
then the assignment may not apply to the subfiles and subfolders within that device.

Discrepancy in the count of paths that failed classification

Sometimes the count of paths that failed classification is different in the
Classification > Requests > Download failed paths, and the count displayed in
the Classification > Requests > Failed Files column. This issue may occur when
the paths are deleted or invalid.

Other Issues

This section lists some additional issues.
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Classification

= Only files encrypted by MIP labels will be decrypted by Data Insight. All other
protected files, like password protected, will not be decrypted by Data Insight.

Isilon NFS

Isilon NFS share

Scan over Isilon NFS share fails since same network path is shared as both CIFS
share and NFS export.

Isilon NFS auditing

User is not getting resolved when user mapping rule is configured for Isilon NFS
share.

NFS Scan

Dashboard shows improper character when file or folder contains 118 characters
in the NFS share

Netapp and Fpolicy

Third Party CA signed SSL certificates with intermediate certificate chain is not
working for configuring cluster mode NetApp auditing in Data Insight with SSL
enabled.

Effective permission data

Effective permission data, available under Permission tab will not be visible to
unresolved users.

OneDrive, SharePoint Online, and Box

OneDrive, SharePoint Online, and Box do not support Classification Server Pool
feature.

Veritas Information Classifier (VIC) tags

= After upgrading from Data Insight 6.4 to Data Insight 6.4.1, Client Concerns
tag is missing from Client Concerns Policy
This issue occurs only when Customer Complaints policy is already edited for
status or tags before upgrade.
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Workaround

= Navigate to Policy Manager and search Client-Concerns-Policy
= Click Edit

= Add Client-Concerns in the Tags window.

= Click Save and click Yes in the Update Policy pop-up.

= Even when the custom attributes like size, author or title are selected while
creating a tag in VIC, Data Insight treats every tag as sensitive. This could affect
user risk score since every tag coming from VIC will be considered as sensitive
and even if users are working with non sensitive files, their risk score will
increase.

= If OCR s enabled, Data Insight might not be able to classify scanned passport
images using inbuilt Passport policy.

Cloud storage license details

In case of Data Insight plus Cloud Storage license in TB meter, Data Insight user
interface shows incorrect information about the Licensed Users, under Cloud
License Details section, on the Licensing details page.

Ignore information regarding the Licensed User.

Localization
If using any language other than English, error messages are not displayed properly.
Workaround
Navigate to the Virtual Machine and read the log file using any editor.

Scan History

On Scan history page, By Type field does not display proper information for
OneDirive.

OneDrive proxy server settings

= After upgrading Data Insight with FIPS mode enabled, OneDrive device does
not work while using proxy server.

= If FIPS mode is enabled in Data Insight, OneDrive device does not work while
using proxy server after running KeyRotationJob
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Workaround

= On the collector node, navigate to
<InstallDir>\connectors\onedrive\proxy server.properties

»  Open the properties files.

n  Set APP_CONFIG_PROXY_PASSWORD using Data Insight Hash Utility.
For more information, see the Veritas Data Insight Administrator's Guide.

» Restart the DatalnsightOneDrive service.

SharePoint Online
= For Move and Rename event, details do not appear as per Summary pane.
= Microsoft labels do not appear on Dashboard in case of document library.

= Proxy server setting:NTLM authentication does not work for a single node
setup.

NFS user mapping

NFS user mapping is not working if user selects domain while adding generic device.

Delete action

= Delete action is not supported for empty folder, created or placed erroneously

Audit Logs

Audit detail is not visible on target path for move operation performed on folder
within share.

Watchlist configuration

Watchlist configuration does not support AND operator for user inclusion using
attributes.

Box and OneDrive

= Path Permissions report does not support Display only unique permissions
option.
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winnas installation

Installcli is unable to install winnas with agent and node to Azure or AWS.

Workaround

Install the winnas agent manually on the Data Insight node.

Group permission

Permissions for everyone except external users group may not appear accurately.

SharePoint

= Cross launch for Symantec Data Loss Prevention to Data Insight is not working
for SharePoint.

» For SharePoint Online, permission details for Owner are not visible in case of
SharePoint administrator.

SID not getting resolved for NetApp Cmode filer

In case of NetApp Cmode filer, local UNIX user/group SID is not resolving to
respective mapped Windows user/group name for CIFS shares when the same
volume is shared as CIFS and NFS.

Entitlement Review reports for OneDrive devices

Entitlement Review report for OneDrive does not support groups.

Data Insight scans Shares using unexpected SmartConnect Zone

In certain Isilon configurations, Server Message Block (SMB) shares are configured
across multiple SmartConnect Zones. Data Insight may connect to an undesirable
SmartConnect Zone for scanning. Due to this issue, scanning and classification
fails completely.

Workaround
For Discovery

Use the existing CSV import option to manually specify the zone to use. For more
information, refer to Using SmartConnect mapping for access zones chapter in
Data Insight Administrator's Guide.

For Scan/Classification
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Use DNS redirection on the collector server (hosts file) so that Data Insight actually
connects to a specific production filer in the correct 'production’ zone

[Box] Classification request remains in the 'in-progress' state if a file
download fails

In the Workspace, if you select some Box files and click 'Classify', the classification
request does not complete successfully. This happens if you have not re-authorized
the Box account by providing the Client ID and Client Secret as per the new Box
configuration changes.

Excel Services Viewers group is displayed as an account level group
in Sharepoint Online

Membership information for the group Excel services viewers of Sharepoint
Online is not shown correctly on Workspace and Permission reports.

License uploading results in an empty file named "upload"

On uploading a license using Google Chrome web browser into Data Insight for
the first time, an empty file named up1oad gets downloaded.

Tesseract needs to be uninstalled manually upon Data Insight
uninstallation

When Data Insight is uninstalled, Tesseract does not get uninstalled automatically.
It has to be uninstalled manually.

Inaccurate Entitlement Review report output for SharePoint Online
and SharePoint On-prem devices
For SharePoint Online and SharePoint On-prem devices, when a parent and child

group have permissions on the same path the Entitlement Review report output
returns inaccurate permissions.

Group Change Impact Analysis report does not work for SharePoint
Online and SharePoint On-prem devices

The Group Change Impact Analysis report fails if it is run for SharePoint Online and
SharePoint On-prem devices.
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Collector process became unresponsive on rare instances

Rare instances of the Collector process becoming unresponsive were observed,
resulting in the audit files incorrectly being moved to the data/collector/err
folder.

Workaround

Move the audit files from the data/collector/err folder back to the
data/collector folder, and execute the Collector process again.

HNAS Filer Audits

If two or more shares have same physical path, audits done on one share might
get mapped to another share.

Local users

Data Insight is not able to differentiate local users across multiple systems, having
identical SIDs.

Scanner infinitely scans circular symlinks

When scanning a share that contains symbolic link that is circular or cyclic in nature,
the scanner ends up scanning the share infinitely.

Capacity Reports are generated for all filers irrespective of RBAC
configuration

If a Data Insight user who has privileges only on a subset of filers, creates/runs a
Capacity report, the report is generated for all filers.

Error in displaying selected result entry

For built-in groups in a multi-domain environment, when you search for a group,
clicking any of the result entry opens the tab for the first domain's built-in group.

For example, three domains are added to Data Insight. When you search for the
group Administrators on the Workspace > Group sub-tab, three entries appear in
the result in the tree-view pane. Data Insight opens the details for the first entry in
the list, even if you select the second or third entry.

Workaround

Select the group from the tree panel. It displays the required information.
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Vfilers wrongly capture open events on folder paths as events on
file paths

The audit files for shares on Vfilers are saved in the err folder on Indexer node.
Vfilers can sometimes record file open events on directory paths. Data Insight treats
these paths as files, and registers these events as file reads. Subsequently, when
file open events are received on paths which are files and are children of the
directory paths which are wrongly captured as file paths, index writer treats these
events as invalid and discards entire audit file.

Upgrade your NetApp filer to the latest available firmware version to avoid this
issue.

Deletion of a Collector node fails even after disassociating all filers

Deletion of a Collector node, which has DFS server mappings, is successful only
after you delete the DFS server mappings associated with that node.

User with Product Administrator role unable to edit share

A user assigned the role of Product Administrator cannot edit a share.

Workaround

A user with Product Administrator privilege on the filer on which the share exists
can edit the share.

Unable to restore tabs

Restoring tabs for DFS and SharePoint paths does not work.

Workaround

Close the in-progress view window, and manually open the required tabs.

Scan resync does not work for certain scenarios

If a file is deleted and a folder with the same name is created, and if Data Insight
does not capture this event for any reason, then the file continues to appear in the
tree.

Security event not monitored

Security events, such as set attributes are not monitored for NetApp filers using
the NFS protocol.
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Create event not captured

Create event on zip files is not captured for NFS shares.

Container and directory service name limitation

Container name and directory service names cannot have > and < symbols.

Special characters in NFS paths cause NFS scanner to fail

Special characters in NFS paths which windows does not allow to contain, ( ?,",<,>
etc) cause NFS scanner to fail for paths containing these characters.

Incorrect default schedule displayed

Schedule to fetch audit events from SharePoint server shows invalid default value.

Error in deleting report output

Custodian reports do not delete pdf files in report output folder for two custodians.

Port number for LDAP directory server required

When adding an LDAP directory domain to Data Insight, the test connection for the
LDAP directory server fails if the port number is not specified alongwith the LDAP
server address.

Workaround

Specify the LDAP server address in the format, server address:port. Forexample,
ldap.company.com:389.

Exclamation mark in user name not supported

Installation of the Windows File Server agent for Data Insight fails if using the
credentials of a user who has exclamation mark (!) in the user name.

A security event does not change last modified by value for a
destination folder

When Last accessed on /Last modified on date changes for an event, the
corresponding Last accessed by/Last modified by value must also change.
However, a security event does not change the last modified value of a destination
folder as it does for a Write event.
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The job scheduling settings require modification

The Advanced Settings page for Data Insight servers allows you to schedule jobs.
For example, it allows you to specify schedule to run scans and collect audit data.
The only way to specify such a schedule is to select “Monthly” in the drop-down
and then specify the day, for example 31. However, in this case, the scan does not
run in months that do not have 31 days. It runs on the 31st day of the months that
have 31 days.

The scan history graph does not display the data as expected

The scan history graph does not display the data as expected in all cases. For
monthly data only six bars are visible instead of twelve bars. And for weekly data
only three bars are visible instead of four bars.

Limited support in the Entitlement Review report

The Entitlement Review report does not have NFS support.

Issue with launching installer from mapped drive
When the Data Insight installer is launched through a mapped drive, it reports that
port 443 is in use, even if the port is not being used by any other application.
Workaround

The workaround is to copy the installer locally to C: drive and then launch the
installer.

Issue with same NFS export and CIFS share name

Data Insight does not support similar names for shares exported out of NFS file
system and CIFS share names. However, same share names for NFS and CIFS
are supported across the filers.

The scanned shares and the total scan count does not match

The total scan count data is not the same when computed through scan history
chart and scan history page.

When shares are disabled or deleted, the scan history chart and the scan history
page must show the updated results. However, currently the scan history chart
does not provide the updated scan result.
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Access Summary for Paths report displays all active users of a share

If you run the Access Summary for Paths report against a subdirectory within a
share, the report shows all active users for that share regardless of whether they
have performed any activity on the subfolder within the share or not. The counts
for users who have no activity on the subfolder are shown as 0.

Limited support for claims-based authenticated Web applications for

SharePoint

Data Insight does not fully support Web applications which have authenticated
mode set to claims based. If claims-based authenticated Web applications are
configured in Data Insight, ensure that the authentication mode of the claims-based
Web applications also have windows authentication enabled. This can be done
using the Microsoft SharePoint Central Administration Console which is available
on the SharePoint server.

Data Insight is not able to resolve the SAML provider user who performed activity
on the site collections within those Web applications. The user names appear with
a prefix 'Unknown User ID..." in such scenarios.

Inactive users view and report does not consider share-level

permissions

The Inactive Users view and the Inactive Users report do not take into account
share-level permissions.

For example, a group containing 5 members has share-level permissions. All five
members of the group have Full Control ACL entry for file system. Out of the 5
members who have permissions on the share, 2 are inactive.

In this case, ideally the Inactive Users view and the Inactive Users report should
show only 2 users. However, the Inactive Users view and report does not consider
the share level permissions, hence all users in the Active Directory except the 3
active users are displayed.

Attempt to archive a file using the Enterprise Vault fails

When a file path contains the ampersand symbol(&), attempt to archive the file fails,
due to an internal Enterprise Vault error.
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Group Change Analysis report does not report loss of access if users
part of built-in groups

If you select a group for revoking permissions, and run a Group Change Analysis
report, the report does not list users who are part of a built in group, such as
Administrators.

For example, if Group XYZ is selected for revoking permissions. The group has 11
members, 6 of whom are members of Administrators group. The share has activity
by users A, B, and C who are members of Group XYZ. When you run a Group
Change Analysis report, the output lists only users A and B as losing access. The
report does not list User C because the user is part of the Administrators group.

Filer Mapping page does not reflect the changes in the settings for
the Enterprise Vault servers

When you edit the entry for an Enterprise Vault server, the corresponding changes
are saved in the Data Insight internal database for Enterprise Vault. But the newly
entered values are not reflected in the Filer Mappings page on the Management
Console.

Generic device issue

Data Insight is not able to scan NFS shares hosted on EMC Isilon file servers.

Connection to the Enterprise Vault server fails if host name is used

When Data Insight attempts to connect to Enterprise Vault server using host name,
the connection fails with error 401: Unauthorized.
Workaround

Attempt to connect using the alias for the Enterprise Vault server. Make sure that
in the Management Server, an entry is made for the alias in the hosts file.

Stop DatalnsightFPolicy service before shutting down a Collector

node

Veritas recommends that you first stop the DatalnsightFpolicy service before
powering off or shutting down a Collector machine. Gracefully shutting down the
DatalnsightFpolicy service allows Data Insight to gracefully un-register from all the
monitored filers. Thus, the filer does not attempt to send events to the Collector
while it is powered off.
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Data Insight cannot retrieve retention categories with certain

characters

Data Insight periodically fetches configured retention categories from Enterprise
Vault (EV). File System Archiving (FSA) cannot find retention categories with
Chinese, Japanese, and special characters in the name.

Hence, you will not be able assign retention categories with Chinese, Japanese,
and special characters when archiving data from the Data Insight Management
Console.

Issue with assigning NIS and LDAP users as custodians

When you use the mxcustodian.exe --assign --csv <path of csv file>,
where the information in the CSV file is in the format - paths, user@domain.

However, if you use a CSV file with information in the format - paths, sID, then NIS
and LDAP domain users cannot be assigned as custodians and an error is displayed.

Disabled icon not displayed

If a share is disabled or the filer on which the share resides is disabled, the share
is not marked with a disabled share icon. This behaviour is observed only in the
left hand side filter of the content pane for the user centric views on the Workspace
> Audit Logs page.

Issue with computing custodian for root site collection

Data Insight is not able to compute custodians for root site collections by using the

mxcustodian.exe --ownermethod command.

The root site collection has same the URL as the web application. Data Insight
considers a web application as a device. The mxcustodian.exe script does not
support a device for ownership calculation.

Size of parent folder is not updated

For some files on NFS shares, the changed in the size of the file is not reflected by
a change in the size of the parent folder.

Issue with pagination on Audit Logs view

The pagination on the second table on the Workspace > Users > Audit Logs view,
freezes intermittently.
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Issue with LHS filter

On the Workspace > Users > Activity page, when you select a share in the
left-hand side (LHS) filter and click on a bar graph, the selected share under LHS
tree view disappears.

mxcustodian.exe iS slow in case of large number of paths

When you use the mxcustodian.exe --assign command to assign custodians to
large number of paths, intermittently, while the custodian database for a given index
or MSU is being updated (by mxcustodian.exe), you may not see all the inherited
custodians on the Workspace > Folders > Overview tab.

Certain reports do not honor the global data owner policy

In case of Consumption by Folder, Data Aging, and Inactive Folders reports, Data
Insight does not fetch the data owner based on the global policy defined on the
Settings > Workspace Data Owner Policy tab. These reports return data owner
information based on a fixed default owner method order.

Incorrect information displayed for migrated user

When a user is migrated from one domain to another, on the user-centric
Permissions view, the share-level permissions show the user's SID history as the
parent group from which the user inherits the permissions.

Issue with workflow creation if services on Indexer are down

During the creation of a workflow request, under Data Selection tab, if you choose
Select paths having Custodians and if the services on Indexer node are down,
you will see rows of data where custodian and custodian email is displayed, but
the path column is blank.

This issue is observed for the filers that use remote Indexer,

In DQL, for a multivalue column, there is no way to specify a WHERE condition
whether this column is empty or not.

Query with 18N characters may fail to generate Permissions Search
Report

If your query for a Permissions Search Report based on criteria that use 18N
characters, then the query may fail.
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Paths having double quotes are not added when using CSV method

The workflow and report wizards allow paths on data sources to be uploaded using
CSV. But, if any of the paths in the CSV have double quotes (for example,
\filer1\share1\foo\bar’kkk.txt ), that path will not be uploaded for the report or
workflow configuration.

Issue with report output on file group selection when configuring

reports

When you select a file group during report configuration and run a report, the report
returns data for the specified file group’s name as well as file group names matching
substrings within the file group’s name. For example, if you run a report where you
have configured the report’s file group as Email Files, the report returns data for
the file group Email Files as well as the file group Email.

This happens for the following reports:
= Consumption by File Group
= Consumption by File Group and Owner

= Inactive data by File Group
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This chapter includes the following topics:
» Fixed issues in 6.5.1
» Fixed issues in 6.5

» Fixed issuesin 6.4.1
» Fixed issues in 6.4

» Fixed issuesin 6.3.1
» Fixed issues in 6.3

» Fixed issues in 6.2

» Fixed issuesin 6.1.6
» Fixed issuesin6.1.4
» Fixed issuesin 6.1.3
» Fixed issuesin 6.1.2
» Fixed issuesin 6.1.1

s Fixed issuesin 6.1

Fixed issues in 6.5.1

This section describes the issues fixed in release 6.5.1. The fixed issues are
referenced by the Veritas incident number.



Incident number

CFT-5482
CFT-5442
CFT-5421

CFT-5409
CFT-5408

CFT-5340

Fixed issues in 6.5

Fixed issues
Fixed issues in 6.5

Description

ConfigUpdates not sent to WinNas nodes with
agent.

Post upgrading from 6.3.1 to 6.5 + HF2
-Some Index DBs missing column(s).

Set MIP label failed with error : Error
accessing shares.

Group Change Analysis Report fails.
Incremental Scans Failed SQLITE ERR = 14.

Incorrect Creation Time in Data Aging Report
for Files on NFS.

This section describes the issues fixed in release 6.5. The fixed issues are
referenced by the Veritas incident number.

Incident number
CFT-5252

CFT-5225

CFT-5177

CFT-5136

CFT-5115

Fixed issues in 6.4.1

Description
mxdfscan.exe produces blank output

Unable to reconnect to the fpolicy server after
breaching safeguard setting threshold.

Data Insight Web Console locks up when user
remotely access the Web Console to create
reports, specifically the when clicking Data
Selection.

Fpolicy sqlite file is not capturing the
renamepath accurately.

While registering a new node, registration
fails if custom keystore password has been
configured already.

This section describes the issues fixed in release 6.4.1. The fixed issues are
referenced by the Veritas incident number.
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Fixed issues
Fixed issues in 6.4

Incident number

Description

CFT-4988

Discrepancy in paths showing up in Work
space.

CFT-5077

Isilon Share discovery fails if user has
configured CAVA service in OneFS

CFT-4955

Report.exe and dgl.exe crash affecting DQL
and Dashboard Reports

CFT-4916

DI Indexer node shows offline post running
Purge Activity at Indexer level

CFT-5027

Data Insight console shows status of
Permission remediation as incomplete
however in actual, Permission remediation
successfully completes

CFT-5054

Winnas registration fails in case user has
changed the default keystore password

CFT-4919

Data Insight Users Display Name = Not
Available

CFT-4790

Generate an event notification in case file
transfer job hangs

CFT-4892

When there are more than 100 devices
configured within DI then workspace view
showing incorrect filer related data when
using URL

CFT-4870

GenerateCommdCerts.bat uses hard coded
DATADIR path which will fail in most
customer environments

Fixed issues in 6.4

This section describes the issues fixed in release 6.3.1. The fixed issues are
referenced by the Veritas incident number.
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Fixed issues
Fixed issues in 6.3.1

Incident number

Description

DI-14541

Group Change Impact Analysis Report does
not process manually added remove user
entries from workspace on generating report
using Analyze Group Changes

Fixed issues in 6.3.1

This section describes the issues fixed in release 6.3.1. The fixed issues are
referenced by the Veritas incident number.

Table 4-3

Incident number

Description

CFT-4578

Workflow execution might fail when paths
having unresolved users in permissions are
selected.

CFT-4535

Whitelist Policy not generating events

CFT-4525

While purging events index writer should
move to the next batch if no events are found
in current batch.

CFT-4519

DI-VIC Certification: DI 6.3RP1 against VIC
3.2

CFT-4517

After successful completion of classification
requests, actual files are left in the
classification Content folder.

CFT-4515

Generate DI events in case config db update
stuck/does not work on nodes other than MS.

CFT-4512

MS Service crash DIConfig services stopping.

CFT-4510

Workspace is unresponsive after browsing
through users table

CFT-4509

Few MSUs customers are seeing multiple
copies of index db, causing indexer node to
run out of disk.

CFT-4508

False events around Classification Safeguard
settings.
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Fixed issues
Fixed issues in 6.3

Incident number

Description

CFT-4505

VIC server service restarts automatically if it
hits OOM during classification.

CFT-4504

Delete temp PDF Files created by VIC for
classification.

CFT-4490

Notification of critical job/service failures

Fixed issues in 6.3

This section describes the issues fixed in release 6.3. The fixed issues are
referenced by the Veritas incident number.

Table 4-4

Incident number

Description

CFT-3069

When Secure Boot was enabled on Windows
Server 2016 filer, Data Insight filter driver
failed to load, which caused disruption in data
monitoring and reporting.

DI-4053

In case of cloud sources, the Workspace >
Data Source > Audit Logs > Activity

Pattern Map does not illustrate the activities
that are performed at folder level. Although,
the table on the Audit log view captures these
activities. However, the Activity Pattern Map
displays the activities performed at file level.

DI-11437

Box device does not work while using proxy
server.

DI-11047

After refreshing the web page in Internet
Explorer 11, some icons do not appear in the
Workspace tab.

CFT-1009

In Data Insight 6.0 and later versions, the
mxuserwriter.exe consumes exponential
memory when computing user risk score for
very large shares. As a result, it runs out of
memory and fails.
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Fixed issues
Fixed issues in 6.3

Incident number

Description

CFT-4408 Duplicate audit record for different user in
OneDrive

CFT-4208 Groups that contain @ in the name do not list
members

CFT-4161 Classification is stuck due to missing input db
sqlite files

CFT-4157 Tiered VNX shares showing wrong file size

CFT-4151 Requesting a single patch to address the
(fpolicycmod.exe 6.1.6.13516) for Heap
corruption and (fpolicycmod.exe 6.1.6.13518)
for Fpolicycmod SafeGuard for individual
devices

CFT-4150 Ability to pause IndexWriterJob for a specific
MSU (MSU level instead of Indexer level).

CFT-4070 Classification is hung. No progress seen for
days.

CFT-4053 Path Permissions Report only produce partial
output for PDF and HTML formats, no issue
with CSV format.

CFT-4031 Adding owner.user.email to DQL causes
report to hang at merge

CFT-4011 Access Summary for Paths report does not
include subfolders post RP6

CFT-3908 RP6 installation hangs while adding
certificates

CFT-3906 Active Directory Scan failed for specific
domains.

CFT-3901 System Overview - Not Configured, Data
Retention is misspelled

CFT-3898 SharePoint process passes the configured

DI User password to the SharePoint server
in clear text
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Table 4-4 (continued)

Fixed issues
Fixed issues in 6.2

Incident number

Description

CFT-3882

Workflow fails when using Isilon Access Zone
(DFS)

CFT-3876

TLS Handshake fails to initiate when 5
appliance is configured between the Collector
and the SP Farm.

CFT-3875

Logging enhancement for Controlpoint exe

CFT-3874

Provide Safeguard Settings configuration at
device level

CFT-3873

Provide MSU level property to disable
reconfirm flag

CFT-3775

0365 Audits failing

CFT-3767

OneDrive token isn't refreshed

CFT-3761

SharePoint Permissions are displaying invalid
groups

CFT-3724

Ownership calculation is not correct

Fixed issues in 6.2

This section describes the issues fixed in release 6.2. The fixed issues are
referenced by the Veritas incident number.

Table 4-5

Incident number

Description

DI-10547

Duplicate entry for the Enterprise Vault server
was allowed.

This issue has been resolved by a code
change.

CFT-2111

Multiple GET Statements in a Single Report
do not produce outputs.

This issue is now fixed.
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Fixed issues
Fixed issues in 6.2

Incident number

Description

CFT-2135

User Risk jobs are running after being
disabled.

This issue has been resolved by a code
change.

CFT-2152

Scan Status for 7 days does not report proper
data

This issue is now fixed.

CFT-2218

Data Insight processing speed was
considerably slow.

This issue is now fixed.

CFT-2254

Share discovery was displaying incorrect
information on the dashboard.

This issue is now fixed.

CFT-2374

NFS share name format was not reading
slashes.

This issue has been resolved by a code
change.

CFT-2382

When running Owner based canned reports,
such as Inactive Data by Owner, the report

shows Unknown for the Owner, even if it is
know in the workspace.

This issue is now fixed.

CFT-2404

Nearly all objects under Settings tab do not
display any information.

This issue has been resolved by a code
change.

CFT-2445

VICServerService.exe process was not
responding, resulting in unfinished
Classification job.

This issue is now fixed.

CFT-2566

SMTP authenticated emails were not sent to
the recipients.

This issue is now fixed.
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Table 4-5 (continued)

Fixed issues
Fixed issues in 6.2

Incident number

Description

CFT-2573

Consumption by owner shows incorrect User
when user-display is enclosed in double
quotes.

This issue has been resolved by a code
change.

CFT-2649

Discrepancy between Data Insight Workspace
Share structure and actual filer directory
structure

This issue is now fixed.

CFT-2698

Classification requests were not completed.

This issue has been resolved by a code
change.

CFT-2733

When a user was accesses Data Insight from
the DLP console and Data Insight webserver
log had debug enabled, the users password
was written to the webeserver log in plain text.

This issue is now fixed.

CFT-2825

Last access Time was always shown at
midnight.

This issue has been fixed by a database
change.

CFT-2881

Smaller reports were processing about 50%
paths and large reports were showing only 2
sensitive file paths.

This issue is now fixed.

CFT-2882

Error adding and exclude rule of named cred
0, named cred 1.

This issue is now fixed.

CFT-2914

After upgrading Data Insight 6.1.4 RP4 or
version 6.1.5, an error for possible database
corruption was getting reported for all Indexer
Nodes.

This issue is now fixed.
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Table 4-5 (continued)

Fixed issues
Fixed issues in 6.2

Incident number

Description

CFT-2941 Error fetching content in batch for Isilon filer.
This issue has been fixed by a database
change.

CFT-2949 LDAP connection with TLS was failing.

This issue has been fixed by upgrading the
Apache API version.

CFT-2991 Path permissions report was showing false
warning about maximum row count.

This issue has been resolved by a code
change.

CFT-3051 User was unable to add Unity 5.0 filer due to
CIFS server discovery failure.

This issue is now fixed.

CFT-3063 Download Logs did not collect indexer DB or
index logs.

This issue is now fixed.

CFT-3084 Realtime Data Activity Blacklist Policy was
not generating a username post events.
This issue is now fixed.

CFT-3137 Report.exe was crashing and creating dumps
when sqlite3_step returns SQLITE_BUSY.
This issue has been resolved by a code
change.

CFT-3299 Risk Dossier job was failing with sqlite_step
error code 5
This issue is now fixed.

CFT-3316 Fixed Open Share definition in the
documentation.

CFT-3335 Indexer 9939 was having audit_mrg files,

which were not getting consumed.

This issue is now fixed.
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Table 4-5 (continued)

Fixed issues
Fixed issues in 6.2

Incident number

Description

CFT-3440 Scan History graph was showing incomplete
set of data.

This issue has been resolved by a code
change.

CFT-3511 Error updating control point for share (Exit
Code : 255).

This issue has been resolved by a code
change.

CFT-3554 DQL queries that were containing
owner-related fields would cause the report
to return incomplete data.

This issue is now fixed.

CFT-3556 First row of the DQL output was blank.

This issue has been resolved by a code
change.

CFT-3557 DQL Reports were logging an error "APR
Error: Unknown error 246
This issue is now fixed.

CFT-3568 Policy Job report process was not getting
completed.

This issue is now fixed.

CFT-3599 Classification error scanner.exe exit code
123.

This issue is now fixed.

CFT-3617 Disabling reconfim flag was creating resync
files.

This issue is now fixed.
CFT-3633 White-list Policy Alerts are generated for white

listed users.

This issue is now fixed.
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Table 4-5 (continued)

Incident number Description

CFT-3656 Include Windows 2019 as a supported OS
for the Classification Components in product
documentation.

CFT-3713 DatalnsightFpolicyCMod services were
getting terminated unexpectedly.
This issue has been resolved by a code
change.

Fixed issues in 6.1.6

This section describes the issues fixed in release 6.1.6. The fixed issues are
referenced by the Veritas incident number.

Table 4-6

Incident
number

Description

CFT-3273

Error was faced while fetching content in batch for Isilon filer.

CFT-3277

Smaller DLP reports processed only about 50% paths and larger reports
showed only a few number of sensitive file paths.

CFT-3291

Classification requests were failing in some circumstances.

CFT-3295

Classification was failing due to VICServerService.exe process freezing
on large workloads.

CFT-3301

Add Unity 5.0 filer in Data Insights failed due to CIFS server discovery
failure

CFT-3394

When running Owner based reports, such as Inactive Data by Owner (Or
Consumption by Owner) the report showed 'Unknown' for the Owner even
if it was know in the workspace (such as an Orphaned SID).

CFT-3139

Risk Dossier job failed with sqlite_step error code 5.

CFT-3270

Scan Status for 7 days (Daily (7 days)) did not report proper data.

CFT-3271

Report.exe crashed because sqlite3_step returned SQLITE_BUSY.

CFT-3283

Path permissions report showed false warning about max row count.

CFT-3284

Activity Details for path report shoed false warning for max row count .
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Fixed issues in 6.1.4

Table 4-6 (continued)

Incident Description

number

CFT-3285 LDAP connection with TLS failed.

CFT-3292 Discrepancy observed between Data Insight Workspace Share structure
and actual filer directory structure.

CFT-3293 Inactive Data by owner reports showed negative size.

CFT-3296 After upgrading to DI 6.1.4 RP4 or version 6.1.5, an error for possible
database corruption reported for all Data Insight Indexer Nodes.

CFT-3302 Share discovery was incorrectly showing as failed on the dashboard.

CFT-3272 Data Insight was not sending SMTP authenticated emails

CFT-3278 In the Data Aging reports, the last access time column always showed
the time as 12:00 AM incorrectly when the actual time was present in the
index db.

CFT-3289 When a user accessed Data Insight from the DLP console and Data
Insight webserver log had the debug enabled, the users password was
written to the webeserver log in plain text.

CFT-3294 Data Aging reports showed NaN instead of the actual file size.

CFT-3303 Security vulnerability observed with the Data Insight v6.1.5 using an EOL
version of Apache Struts. A security patch provided to fix the issue.

DI-7985 Cluster Mode NetApp auditing was not working.

DI-9523 Adding a Box account in Data Insight was failing because Box API was
not allowing to authorize.

DI-9696 Error while fetching SharePoint Online permissions.

Fixed issues in 6.1.4

This section describes the issues fixed in release 6.1.4. The fixed issues are
referenced by the Veritas incident number.
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Table 4-7 Fixed issues in 6.1.4

Incident number

Description

CFT-1458

HNAS audits were throwing errors instead of a warning message.

The logging pattern was changed to INFO.

CFT-1465

Due to Error code 19, Queryd.exe was crashing during some
operations, like viewing the data in the Workspace or while running
a DQL report.

There was a fix allocation of 80 characters for domain id in case of
a user-exists query. This has been fixed now.

CFT-1522

Queryd.exe was crashing because of users attempting to delete
already-deleted SharePoint Site Collections before the Ul was
refreshed.

There was a fix allocation of 80 characters for domain id in case of
a user-exists query. This has been fixed now.

CFT-1549

Due to Queryd.exe crashing, customers experienced stoppage in
the DataInsightConfig service and received the message, error
getting data while attempting to view data in the Workspace.

There was a fix allocation of 80 characters for domain id in case of
a user-exists query. This has been fixed now.

CFT-1565

SharePoint sites were not being removed from Data Insight when
deleted.

This issue is now fixed.

CFT-1618

When a user selected the Data Modifier check box, the header of
the output column in the Data Aging Report was incorrect.

This issue is now fixed.

CFT-1620

After an Active Directory scan, users were not visible in the
Workspace if the disable.dossier attribute was set to True.

This issue is now fixed.

CFT-1621

When List Permission was given to authenticated users, Data Insight
read that as a Read and Execute and List Permission under
Effective Permission. This behaviour resulted misguided information
being given to the user.

This issue is now fixed.
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Table 4-7 Fixed issues in 6.1.4 (continued)

Incident number

Description

CFT-1678 Custom DQL reports being run to get list of tagged file came back
completely blank as Queryd. exe was crashing during the operation.
There was a fix allocation of 80 characters for domain id in case of
a user-exists query. This has been fixed now.

CFT-1693 Excessive logs, for OneDrive, caused the log file to grow beyond the
expected space.

This issue is now fixed.

CFT-1709 Queryd.exe crashed while accessing one share of a Clustered
Winnas Filer via Workspace.

There was a fix allocation of 80 characters for domain id in case of
auser-exists query. This has been fixed now.

CFT-1759 An update in the nc name using the Edit option resulted in the
disappearing of the original name without providing any error
message.

This issue is now fixed.

CFT-1769 Users were getting email notifications from Box regarding massive
data downloaded under Data Insight.
This issue is now fixed.

CFT-1778 Data user's Last Accessed attribute had an incorrect format in the
DLP incident.

This issue is now fixed.

CFT-1791 FPolicyCMod service crashed regularly.
This issue is now fixed.

CFT-1820 Queryd.exe crashed when accessing a share of a Winnas Filer
with agent attempts to archive to Enterprise Vault.

There was a fix allocation of 80 characters for domain id in case of
auser-exists query. This has been fixed now.

CFT-1840 Users could not add custodians to Microsoft SharePoint Site's

subfolders after deleting existing custodian.

This issue is now fixed.
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Table 4-7 Fixed issues in 6.1.4 (continued)

Incident number

Description

CFT-1854

Classification was hung across a couple of data centers for some
specific files.

This issue is now fixed.

Fixed issues in 6.1.3

This section describes the issues fixed in release 6.1.3. The fixed issues are
referenced by the Veritas incident number.

Table 4-8 Fixed issues in 6.1.3

Incident number

Description

CFT-1215

Share discovery failed on EMC Isilon filers. This issue was caused
if the length of the password used for share discovery was greater
than or equal to 32; the password was getting decoded and threw a
hexadecimal error as it tried to decode a non-encoded password.

DecoderException for password usage for share discovery is now
fixed.

CFT-1245

Share discovery failed on the NetApp cDOT filer. This issue was
caused if the length of the password used for share discovery was
greater than or equal to 32; the password was getting decoded and
threw a hexadecimal error as it tried to decode a non-encoded
password.

DecoderException for password usage for share discovery is now
fixed.

CFT-1271

Data Aging report fetches data age from last known activity/ events,
that is, the last known read/write. The default value for the last known
activity date is set to 1/1/2000 when data of the last known activity/
events is not available to Data Insight. Due to this, the Data Aging
report indicated that data is older than 42 months. This issue was
observed for all SharePoint versions only.

This issue is now fixed. The Data Aging report now considers the
last modified time to calculate the age if access time doesn’t exist. If
the access time information is available through audit events, then
the report considers the access time only.

87



Fixed issues
Fixed issues in 6.1.2

Table 4-8 Fixed issues in 6.1.3 (continued)

Incident number

Description

CFT-1305

Users with special characters in the login name experienced failure
while generating reports.

This issue is now fixed.

CFT-1389

Mapping of Box users to Active Directory users failed.

This issue is now fixed.

CFT-1400

Box Authorization, in case of proxy, failed after upgrading to Data
Insight 6.1.2.

This issue is now fixed.

CFT-1422

Box scan throughput dropped post upgrading to 6.1.2 and applying
DI6.12HF1 (CFT-1184).

This issue is now fixed.

CFT-1447

The pop-up dialog box during OneDrive authorization incorrectly
showed "Box".

This issue is now fixed.

CFT-1454

Data Insight was not able to collect audit events for the Microsoft
OneDrive data source. This was caused due to reasons such as the
computer locale is set to the one which contains a date separator
other than '/".

This issue is now fixed.

CFT-1475

Parallel scanning failed after upgrading to Data Insight 6.1.2.

CFT-1494

Local user scan failed on NetApp C-mode filers if domain user
credentials were used to run the job.

This issue is now fixed.

Fixed issues in 6.1.2

This section describes the issues fixed in release 6.1.2. The fixed issues are
referenced by the Veritas incident number.
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Table 4-9 Fixed issues in 6.1.2

Incident number

Description

CFT-776

Data Insight was unable to process the scanned data from Box if the
same files or directories were renamed multiple times between the
two scans.

CFT-934

The query daemon became unresponsive after the discovery of a
large number of site collections

CFT-967

After installing Data Insight 6.1.1, an attempt to add OneDrive as a
cloud source failed because OneDrive could not be authorized
through proxy.

CFT-1001

The customers using the Hitachi NAS device experience a number
of HNAS audit-events-missed errors, which wrongly reflect as errors
caused in Data Insight.

CFT-1021

When generating the Entitlement Review Report, the custodians
receive emails even if Do not email custodians check-box is selected
on the report configuration page.

CFT-1052

Audit consuming failed because the CollectorJob wrongfully
created a number of 0 kb Audit £s files on the Collector node,
which could not be handled properly by the Pre-IndexerJob on
the Indexer node.

CFT-1075

When Secure Boot was enabled on Windows Server 2016 filer, Data
Insight filter driver failed to load, which caused disruption in data
monitoring and reporting.

CFT-1117

Scheduled reports in Data Insight were not executing after applying
6.1 RP1.

CFT-1132

After upgrading to Data Insight 6.1.1, the Entitlement Review workflow
failed immediately after being submitted.

CFT-1136

Classification content fetching safeguard did not work if the folder
containing the classification metadata and the Data Insight data
directory were on separate disk drives

CFT-1150

All Data Insight reports failed to generate if the user’s login name
contained a special character.
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Fixed issues
Fixed issues in 6.1.1

This section describes the issues fixed in release 6.1.1. The fixed issues are
referenced by the Veritas incident number.

Table 4-10 Fixed issues in 6.1.1

Incident number

Description

CFT-347

Scanning the SharePoint environment failed due to timeout issues.

This issue is now fixed.

CFT-494

The URL in the alert email generated when a user creates an Activity
Deviation Policy was incorrect.

This issue is now fixed. The alert email now reflects the correct URL.

CFT-580

Selecting the Go to Data Insight option in Data Loss Prevention
(DLP) did not open the correct page.

This issue is now fixed. The Go to Data Insight option now redirects
to the Data Insight console as expected.

CFT-626

Upgrading Data Insight from version 5.2 to version 6.1 caused
incremental scans to fail with exit code 1.

This issue is now fixed.

CFT-675

Running the execute . exe binary in interactive mode from the
command prompt exposed the password.

This issue is now fixed.

CFT-683

The Time Taken column on the Classification Requests page
displayed the duration taken to complete a request that included any
pause schedule enabled for the associated classification server.

This issue is now fixed. A tool tip to this effect has now been added
for clarification.

CFT-693

Upgrading Veritas Information Classifier (VIC) to version 2.1.2 fixes
the KVKK/Turkey PII policy false negative issues.

CFT-720

Running the execute. exe binary within Data Insight caused the
process to hang on Windows 2012 R2 platform.

This issue is now fixed.
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Table 4-10 Fixed issues in 6.1.1 (continued)

Incident number

Description

CFT-753

The vic_output.log file kept increasing in size consuming an
exorbitant amount of space until all VIC processes were shutdown
or the file was removed.

This issue is now fixed.

CFT-800

Worker nodes did not display the correct version on the Data Insight
console after the Management Server or collector were upgraded to
version 6.1.

This issue is now fixed.

CFT-836

Apache Tomcat Web server version has been upgraded. Data Insight
now uses Apache Tomcat 7.0.82.

Fixed issues in 6.1

This section describes the issues fixed in release 6.1. The fixed issues are
referenced by the Veritas incident number.

Table 4-11 Fixed issues in 6.1

Incident number

Description

CFT-359

The LocalUserScandJob job failed to fetch local user or group
information for cluster mode NetApp devices. As a result, incorrect
user information is displayed on the Data Insight Console and in
report outputs.

CFT-369

On upgrading from Data Insight 5.0 RP2 to 5.2 using silent upgrade
method, certain Windows File Server devices did not get upgraded.
To resolve this issue, users had to manually run the UpgradeData.exe.

CFT-372

Due to a security vulnerability, non-administrator users were able to
view data sources that Data Insight monitors. Ideally, the data source
listing page should only be visible to users having administrative
permissions.

CFT-377

Processing of large set of parameters specified in the exclude rules
field utilizes high amount of resources. Due to this, a delay is observed
when a user attempts to log on to the Data Insight Console. Even
the Settings tab took longer time to populate content.
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Fixed issues in 6.1 (continued)

Incident number

Description

CFT-390

On upgrading to Data Insight 5.2, user cannot import paths and assign
custodians while creating a DLP Incident Remediation Workflow using
the sample CSV template.

CFT-392

The Data Loss Prevention (DLP) Console displayed incorrect inferred
owner information as it fetched most active users along with the
excluded users. With 6.1, this issue has been fixed such that the DLP
Console now displays the inferred owner similar to Data
InsightConsole and ignores the excluded user.

CFT-423

In Windows 2008 R2, on applying security update (KB3139914), the
report output could not be copied to a network share.

CFT-433

Scanning of a SharePoint web application failed due to an invalid
character present in the site's name, title, or description field.

CFT-436

The error logging codes have been revised to ensure that user
receives email notifications only for genuinely severe issues.

CFT-441

Data Insight 6.0 documentation has been updated to describe
privileges required for automatic discovery of CIFS shares on EMC
Isilon clusters.

CFT-466

Importing of custodians using the sample CSV fails as Data Insight
could not parse the first row in the CSV file. This is because the first
row consists of the column headers which Data Insight incorrectly
assumes to be user names.

CFT-468

Data Insight Console becomes unresponsive when a user attempts
to delete or disable a SharePoint web application or site collection
thatincludes an invalid character. This issue is caused because Data
Insight is not able to parse the character.
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Getting help

This appendix includes the following topics:
= Using the product documentation

= Data Insight Support

Using the product documentation

The following guides provide information about Veritas Data Insight:
» Veritas Data Insight Installation Guide

» Veritas Data Insight Administrator's Guide

» Veritas Data Insight User's Guide

» Data Insight Self-Service Portal Quick Start Guide

» Veritas Data Insight Software Compatibility List

The Data Insight documentation is updated, if required after the product release.
Refer to the documentation on the Support site for the most current version.

Data Insight Support

Customers with a current maintenance agreement may access Technical Support
information at the following URL:

www.veritas.com/support

From there you can:

= Contact the Veritas Support staff and post questions to them.
= Get the latest software patches, upgrades and utilities.

» View updated hardware and software compatibility lists.


https://www.veritas.com/support

Getting help | 94
Data Insight Support

View Frequently Asked Questions (FAQ) pages for the products you are using.
Search the knowledge base for answers to technical support questions.
Receive automatic notice of product updates.

Read current white papers related to Veritas Data Insight.
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