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m /usr/openv/netbackup/bin/goodies/*

m /usr/openv/volmgr/bin/*

w TR man 5% -n A B AT
a4 H ).

s /usr/openv/volmgr/bin/goodies/*
m /usr/openv/pdde/pdag/bin/mtstrmd
m /usr/openv/pdde/pdag/bin/pdcfg
m /usr/openv/pdde/pdag/bin/pdusercfy
m /usr/openv/pdde/pdconfigure/pdde
m /usr/openv/pdde/pdcr/bin/*
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%F NetBackupCLI AR f

n{I L NetBackupCLI Fl F {31517 NetBackup fy &

i 1L T sz —7] L) NetBackupCLI I P BHA B T a4

» ZIRAY shell,

XS [ “sudo” 1o BIAN: bppllist B
/usr/openv/netbackup/bin/admincmd/bpplist

M {THF IR S 1RIE

SRS 4 SCE AT & R TE IERA 1) NetBackup FIlaliig At b, WASIRTE S #eEnl

REss R, 62 & IR R R IE — DRI S B ER )

7 LA NetBackupCLI F F* B 331217 NetBackup 74 AU ) FREAFE 4 SCIR 1545 H
WAIBTEAET LA SRR PR i

» 4 /home/nbusers HFEENNNE] NetBackup bped whitelisto
n OCRREIRAR A VR INE] /home/nbusers Hik,
A 4 A% NetBackup bped whitelist BITRANEE., HS% FoICRi Y
BPCD WHITELIST PATH it B Il .
{NetBackup & FRI5RT, & 14%&)
{NetBackup 423155 )
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= XT NetBackup appliance |-f Symantec Data Center Security
= T NetBackup appliance A2t &4

= T NetBackup appliance A{2#5ill &5

»  THTEE NetBackup %45 I-#) SDCS FH{:

» 7E NetBackup Appliance I DIJEZ ¥ iz1T SDCS

= 7E NetBackup Appliance I-LIZ#:#5iiz17 SDCS

s 755 NetBackup appliance AfZBiH &R 50 5%

» B35 7] NetBackup appliance AfFiiF 2505w

% F NetBackup appliance _F#J Symantec Data
Center Security

FE: EZHI S KR, Symantec Data Center Security (SDCS) MY{E
Symantec Critical System Protection (SCSP). £ 472 %] NetBackup Appliance
2.7 KIS AMN—FF4r, 1545 SDCS IR B & N AR Z 450, ARGt
MEAIBATIEZ D, B IRAE T o8 2 JE A% i 8 TRl 2 A
Ah, ELHHE SDCS B HIRS5 4 b Hrik4s IPS F1 IDS 5mg . AR M
RMESRAE FLIZAT 2.7.1 SR A MUA 45, BRI AT A NetBackup Appliance
Web Consoleft] “¥E#l” > “SDCS F#4” mim Fak. Mok, HFEE, 4
NetBackup Appliance 2.7.1 J5, IPS F1 1DS 0% ¥ TG FT RENY H 1 ORI B 37 437441
SMEAAT .
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%XTF NetBackup appliance Lk # Symantec Data Center Security

Symantec Data Center Security: Server Advanced (SDCS) J& Symantec $2L19%
ffRT%, ATEBAE OIS AR . SDCS M S AR &, #ix
IR WINREYS O B lCE . SDCS T EVM AR AR H AR, $4t
FET RIS B3I B R IR A 1 4 Ml e/ MRUBR 8 1 7 ik 0 R RERS Bh &2 4
G R AEPE IR O EZ A%, SDCS REEER ST, FFmm AT
A5 XY NetBackup appliance AZPi RS (IPS) FIARKEI RS (IDS) Hl o
1 KB HHER SDCS fif sk Z LT FI g .

»  JNER Linux #4E 2554114
577 11 1l 1 R 35 2R ) s o B R AL R A e e

o iR
B ZRGALFRANAT, A% BRAD B f BA A sIR], AL FeiF o 2 R R 7 A
AT VIR

o I B A R
BIE LA IR P — R AP L E, SRR PP Bl R 5 e e AR R A 42
(B e

o PREINFIH R IIRE
X P BCR GRAE R G IR A T UL, AR ORAT S8 L oE B AL IR R, %
HAZIRERR R (N PCL) AR AMEFE 1 o

o SRR E
SR I e SDCS A5 AR LR G AR 21 L [z SDCS A5 HEAAE B H At 4
WRGEZ iz etk

S % SDCS AL TR 2 i Tz 3= BUATEHL T, SDCS #E—1~
FRAE PGB AT FOL A RBF AR AR, I A B E & . i
#:% SDCS JIRg5#sht, NetBackup &4l TAEZ RN, AR, FHET
NetBackup Appliance Web Console i1l SDCS /4, ifjZ Monitor > SDCS Events
U, WSHIHC R BEEE, {diT] NetBackup #5645 IDS H1 IPS S0 G 252 647 Wbl
XSRS TENIARIC B H A Shiz . B Filter Logs SKid NEAIA A HAR R

EZPRT, 4 SDCS AR LL i #%, AT #EH2 2SN SDCS ijRss-4
DMBESHATSE AR H 00T, AE2 80T, B2 % SDCS kg%, I Hid
it SDCS ¥l 5 X FHAFHATMM . AEXFET, fifH— 55— SDCS k%
AE ] [FET I 254 . AT &% & SDCS kg5 4+ SDCS B 5484
NetBackup &4/ THLE -

P 4-1 X4k T2 4 SDCS #EAT1 M
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%F NetBackup appliance N 2B RS

[ 4-1 4bFZ4E#ECH) SDCS L3

N TR, T2 SDCS ik a5, ARG, ARk itz SDCS
M55 i o

ifii Monitor > SDCS Events T [fii 52 il LA T4 -

= 4% NetBackup i&# IPS F1 IDS %

n  {liff] SDCS 4B il & 10 FH_Eaksems

= %4 NetBackup &4 IR % 1s

w  WEHLE T 5 5 R 5 232 A NetBackup B4 (1

iiik Monitor > SDCS Events > Connect to SDCS server 352 i UL R4k .
» NN SDCS 55 A LA 75

o FESHRIUEIES

= JE§:E| SDCS iR 55 %%

4 K54 SDCS BN EH#IE R, &% (NetBackup Appliance %475/ ) -

% F NetBackup appliance N 2P &%

WHEARBIT RS (IPS) h—4 H & X Symantec Data Center Security (SDCS)
TRMELL, IZORMEAE R GLa SIS AZETT . IPS M — A NIRSRNE , T LIEdAE
RGN B GEIR YT [00A T o SR B e =2 115 BB 1R IX 2647

PUFHIA40 7 IPS s i) —LL I BE .
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%F NetBackup appliance N\ 2R S

w  SEH AR BRI S AR RGN ULV TR, il
» nscd - 2847 DNS iR LB/ i RE DNS A AR AL
s syslog-ng
s klogd
= rpcd (NFS)
s rpc.idmapd
= rpc.mountd
» rpc.statd
= rpcbind
» SDCS RREUAEGMHIXMEY", it SDCS MELMUEMIIAEANZH]m .,
n  BUEXTRGE IR SO, R CARRAZ G NHRT . AP
HABEVIN]
o FABRGIER, PRI RGBT PR (BN sbin) BUERR SR
BRE (HII0 hosts UM .
o AN HITEREM RS, B0 nknod, modetl. link. mount %,

n  ZEIESREAN P o AR U IR £ Bt i an
/advanceddisk, /cat., /disk. /usr/openv/kms. /opt/NBUAppliance/db/config/data

Par
ﬁo

n  BRAILESH X root ik 5 IR] . 1S ILA 42 TR 35 NetBackup appliance
UNCAUERES W

% F NetBackup appliance N2 &%

W AR RS (IDS) f—> 72 X% Symantec Data Center Security (SDCS)
RIGLHAL, 1ZRMAE R GG i A 80217, IDS SRms e — NSt skmg, T M E
RAGEFAFFOCHERC B SR, X IERSHR A S PR P R RN RO 7t

LR HIFRALE IDS Sug iy — Lo i
w JPESE . R MR

= Sudo %

o JHPESIN. IR AN R S R

o PGS, F AR R R A Bk
»  RG AR SHETE K



NEBFPFINEBRNESE | 39
BB H NetBackup & L) SDCS H4

o XA RS H SRR FRIES, RO RGEMT . oD RERCE S 2%
TP R A I 15 98 B A SO

= NetBackup #4555 s 1k

w  KEEIRE A UNIX Rootkit SCA/ H AT . UNIX Worm SCE/ B SR, 5
FEHRAGIN . ] BEAS B B ARG I 45 ) R e iy

= ' NetBackup Appliance Web Consolefl NetBackup Appliance Shell Menu
HSIF %, f135 maintenance . root 1 NetBackupCLI /' /Y shell #:4E

EHEF NetBackup &&= _LH SDCS H1

Al LA Monitor > SDCS Events 71 i #r & Symantec Data Center Security (SDCS)
Hiko XU HEA RS LM E e O issl, #ZA&Ehr$E
HEFELUF RS

w AFPE] - R s Y A R

w A - WRFHAE R ARSI

A - WRFHAERRR R KRR

n B - BRIRREARR . IR ID, ERAERR AT S TEANE S .
o JUEME — WORFRENE,

o SRIIERAE - BOREAVRE IR T,

EHT 35 4-1 h i B GO R AR R IR SDCS i+

* 41 SDCS EH™E R FIHKE

FEEMRR AR i HRGI

=R FERPEGOIY AEET s | I, DR T S
A ARG ens | FAHCRRAE R
=]

JCho

general CLISH message

Event source:
SYSLOG PID: 30315
Complete message:
May 21 06:58:55
nb-appliance
CLISH[30315]:
User admin

executed Return
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E#EEF NetBackup & E# SDCS H¥

i

E LN

FEEPEGN D AT B
LA R IE W RGEEAERE

El

JEho

AT RGO R R T
O LB TRE o B F IR 1]
., LIMIHEA BT T
HFRBEIhIT.

successful SUDO to
root

Event source: SYSLOG
[sudo facility]
Command: /bin/su From

Username: AppComm To
Username: root

Port: unknown

JEEPEG D BT B
FRC 4 SDCS AL
HNEFERIRAL, XS
B ATREFRTE BRI B
155 B IR R TERRIB AT T
REFHAgHENS . PR 25 rh e
ZJr, ATLIBCELHNE, AR
e 2, LSRR S5 B IR
Fe sl BE o

Bin, LIRS BRI
SNESl, Wk QA 1P Hbik
A AN

Inbound connection
allowed from
<IPaddress> to local
address.

FEE R A R
@
B
B

JEEMES D CEET
b EET GO, L
CEET GOSN

fian, LIRS AR R
BALRI VI

General luser message

Event source:SYSLOG
Complete

message:

Feb 5 21:57 luser
Unauthorized

user by luser
Denying access to
system.
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¥ NetBackup Appliance M IEZ{=#XiEST SDCS

FEEMRARE ik E LN

=E FEEPE S U e | B, ORI
FR AT BET G R P | BNy R B A Y
EAYTE Bk Al Fo

Group Membership for
"groupl"

CHANGED from 'adminl'
to

'admin2'

WAk SDCS #i#% HiEKRMEE, 2% NetBackup B4 EFEEH -

BHREERERG HENFE, Bl syslogs LR HABB A HE ., S0 48 THY
“X: T NetBackup appliance H#&E3C,

7£ NetBackup Appliance tIXIEZ =R 51T SDCS

%% Symantec Data Center Security (SDCS) St IEZ It X a2 it = rhiz
170 ARz iU A BB BRI, 7R 20T, Al HSMES SDCS k55
A UL AP A T AT A . IR R 2 i, s hi IDS AT IPS 3
W&, FEBEA I SIS ] HAR A

AR RAE B G B AE— P P R0 R B, U AR 2 A

#AT LI NetBackup Appliance Web Console ( “¥5#1” > “SDCS E” ) Ml
NetBackup Appliance Shell Menu (Main Menu > Monitor > spcs) it SDCS =
{#O

7£ NetBackup Appliance £ i=1E R iz1T SDCS

FeiFisE s SDCS LB TAEZ btk ib T2 st A2l , ([ FANS
SDCS % 28 5— s £ %% 119 SDCS B Tl (5 3T 0 ik 7453, SDCS
JIR 55 #5A8E FIAY 1PS 11 IDS S 55 52 sl ™l A SR AR TR . #450] LI NetBackup
Appliance Web Consoles T % SDCS % .

IR 2 4 P 5 o AR 3K SDCS A SDCS % 1 il sz ik
fif sz R e

o B BLEN A T AL B MEERT MO L MEAH.
»  flIiH— SDCS g5 anfifz i & fe it 2 s s iy rp U 248

o PRSI H AR TIRE
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& % NetBackup appliance N 2BiP R % 5B

w OWWERL . RS AR BRI A P G

» 7F Symantec JEZk LA E3 R IPS H1 IDS 508 LISFA A e o opRifE .

# SDCS REEXTERERE

1 Hif# SDCS Fxiil &5 7] LLi%4%5] SDCS iz 55 i HR 45 ol A 45 84 45
INARTEZE SDCS il & MRS # 84, 87T LI https://my.veritas.com T %K.

2 &% F# IPS Hil IDS 5K - SDCS #ifil &6 FATAT. Al LM
NetBackup Appliance Web Console T ) “#5#l” > “SDCS E#” T #kixst
M

3 BRSNS SDCS RS54, A5AT LUt NetBackup Appliance Web Console
TH) “M5#” > “SDCS E4” = NetBackup Appliance Shell Menu T i1
Monitor > SDCS Z@Tﬁ?” SDCS H&%%ﬁo

4 f§iF] SDCS #4145 IPS A1 IDS Sms ) 2 % % .

B = NetBackup appliance N2 R 5 K EE

FRHAEDIRAR IR P, B ZORETE AR B R 45t (IPS) Hemk . fn, WA

H] IPS %B%, Support > Maintenance P elevate fF2dI,

&, BT IPS KRS R T KK It A R4 23, FIEAEI
AT IR

Z5AT LU fif ] NetBackupCLI ] 7 £ (515717 NetBackup fiv4>, T TG 7 75 IPS 5K .
204 33 T T NetBackupCLI I A €a”,

HE: A% IPS RS ARPAF RS B AR RS (IDS) Hiids
R T, BATISRIC ARSIk PR I RN 31

EEIR& IPS HEE

1 DIASTRO B3 %75 NetBackup Appliance Shell Menu,

2 fiA support > Maintenance A& LUR SIS SRR . A4 R P
e P 25 DB SR BN e3P 2

appl23.Support> Maintenance
<!-- Maintenance Mode --!>

maintenance's password:


https://my.veritas.com
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& % NetBackup appliance N 2BiP R % 5B

HHPET, AL TS LT IPS RN
/opt/Symantec/sdcssagent/IPS/sisipsoverride.sh
BRLITFEE

Symantec Critical Protection Policy Override

Agent Version: 6.7 (build 1060)

Current Policy: NetBackup Appliance Prevention Policy, rl23
Policy Prevention: Enabled

Policy Override: Allowed

Override State: Not overridden

To override the policy and disable protection,

enter your login password.

Password:

Fa AGES P e S o o AR LR 0

Choose the type of override that you wish to perform:
1. Override Prevention except for Self Protection
2. Override Prevention Completely

Choice?
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& % NetBackup appliance N 2BiP R % 5B

5 A 1 B A BRI Z MBI

FE: Veritas @M AL 1, HEHE “EIR 17 H X NetBackup
Appliance Shell Menu#ATEH, A fVFx SDCS MBI &M

LR TNV S

Choose the amount of time after which to automatically re-enable:
1. 15 minutes

2. 30 minutes

3. 1 hour

4. 2 hours

5. 4 hours

6. 8 hours

6 HUEIEESHFROITRE R, WASENET (1387)
WM ERUTHE:
Enter a comment. Press Enter to continue.

7 EAROCTRE, fRERIERE . .

Enter a comment. Press Enter to continue.

Disabling the security policy for
debugging support case no - XYZ

BT R ORI s LU RS -

Please wait while the policy is being overridden.

The policy was successfully overridden.

maintenance - !> elevate

TEBAERLIZANA V5 1R) root Mk P AT e A PR 1
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E ¥ B A NetBackup appliance N2 H RS 5k0E

E#E F NetBackup appliance N2FIP & F R EE

AFDE LT i fe N BB AR R 2560 (IPS).
EF B A Symantec Intrusion LK

1
2

DI TR 51 B5 % 57 5 NetBackup Appliance Shell Menu,,

HIA Support > Maintenance fi% LURSIEIFBS RITR . SIALE P
e P 85 U S B e

appl23.Support> Maintenance
<!-- Maintenance Mode --!>

maintenance's password:
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E ¥ B A NetBackup appliance N2 H RS 5k0E

i BN, AT A LLESUE H IPS SR
/opt/Symantec/sdcssagent/IPS/sisipsoverride.sh
BRI E

Symantec Critical Protection Policy Override

Agent Version: 6.7 (build 1060)

Current Policy: NetBackup Appliance Prevention Policy, rl23
Policy Prevention: Enabled

Policy Override: Allowed

Override State: Overriden

Overide Type: Prevention Overriden except for Self-Protection
Overide User: maintenance

Previous Comment: This is an example.

Auto re-enable in: 13 minutes, 31 seconds

Do you wish to:

1. Re-enable the Policy.

2. Extend the Override Time.
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E ¥ B A NetBackup appliance N2 H RS 5k0E

A LCEHUA TIPS 3l
BREIMHE

Enter a comment. Press Enter to continue.

FARISGHRE, Bl

Enter a comment. Press Enter to continue.

The policy is re-enabled.
VA FOBR FZ RO R U T B .

Please wait while the policy is being re-enabled.

The policy was successfully re-enabled.
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AEATALEE T 8

» XT NetBackup appliance H & 3Cff:

» [/l Support 74 A A H &

= 1 fdifH] Browse i MfiT4b 24k NetBackup appliance H k3o
» it Datacollect A&t i H &

o HEF L IIRERE

% F NetBackup appliance HZE

H G SO AT 3 Bl b i 0 igp o ki £ v] BRI B A BT A [R]

NetBackup appliance REMSAAR SIE(: . #0F . REMMEREMEEWE. B &S
AR R IE TR B . BUNECE 0B a5 S5 A0 R, 5 RE ok Fh b [ 8 1) R At 3

HER

# 5-1 ik 1T T IR A H OSSR

% 5-1 BEREXH
EHRAE iR % BEEFHER
NetBackup Appliance Web AT LU 1] NetBackup Appliance Web B i H s
Console Console i) “M&#” > “SDCS ®i%iLE"

FHRREAFEZAE, HS
WA 39 TUH)“TEHT A A NetBackup 1524 I
i) SDCS Hf”,




B

%F NetBackup appliance EI,..\IFF

IR E B A& BHEEFHAER
NetBackup Appliance Shell Menu | i DA# ] Main > Support > Logs > |m &A(HE H&

Browse A1 LOGROOT /> $7R4F,
AR 1sFl cd il ik & i Hd H %o

152 WL 50 T M H] Support s &4 F H
I

WA HE

t&éﬁﬂﬁﬁtaAu

NetBackup Hi&. BEHIAHE
VUK openv HFEHHLEH
NetBackup H ik

BEIRERSE (0S) 223 H ik
NetBackup & H Web 7 51 H
&1 NetBackup Web Ik 45 %% H &
NetBackup 52xx %% 1145 H &

NetBackup Appliance Shell Menu

ATLIFF Main > Support > Logs >
vxLogView Module ModuleName fii’

PIRHEA VXUL (S5—) Hiko il | -

J Main > Support > Share Open fiy
ARG . SRS VUL HiE.

Z: UL 50 WAl 1] Support fin A& A H
I

wegs—Hk:

All
CallHome
Checkpoint
Commands
Common
Config
CrossHost
Database
Hardware
HWMonitor
Network
RAID
Seeding
SelfTest
Storage
SWUpdate
Trace

FTMS
FTDedup
TaskService

AuthService

NetBackup Appliance Shell Menu

Al LUIi ] Main > Support >
DataCollect A IS LA H k.

152 05 52 T “iEid Datacollect A4
L H &

N o

B AT AR ks




BEx
{ A Support & EFBFNH

BRI E

WETTE HEFHER

NetBackup-Java i 5

N NetBackup-Java i JHFEF BRI, | 5 NetBackup-Java i FHAR A G
DUE] DA FHAS 5 v B AS ISR SRR SRR | H Ak
ESi AN EI =N

{ M Support 8¢ &EFHEXH

AT LM IR 3 A H SR

R Support > Logs > Browse WEEFASE:

1

#F

11 7E NetBackup Appliance Shell MenuHf#i ] Main Menu > Support > Logs,
SRIGIEAT Browse R HE AN AL, HUAPKE B LocrooT/> $E/R4F o

TRk LT A& EE, WE tocroor/> FRFF FHA 1s.

BT HE B Pl H &S, WA ca frdl B SR O kR
B HEH R WRTRE s L SR e m Hok o flan, WnREk B el
os Hat, WHERFH RN LocrooT/05/>, TEMIERIFT, HAlLIEH 1s

mJ?UE/T os HEH#HRW H B &S0,

BARE A, BT 1less <FILE> Bf tail <FILE> fi%. M <FILE>
kAnig, HREMH <o1r> SRARIES

ULEE 51 TUAY“RT{# ] Browse fir 4 MM 4b 25 #% NetBackup appliance H

{ER support > Logs & EH NetBackup appliance %— (VxUL) B75:

1

2

B LM support > Logs > VXLogView T2 #r%& NetBackup appliance 4i—
(VxUL) H3&. 7€ Shell SR HETAMA, JHMATHEIZ —.

m Logs VXLogView JobID job id
T SRR E TAE ID /YR B

m Logs VXLogView Minutes minutes ago
FHT e i Be A5 2

m Logs VXLogView Module module name
AT Rk @ B A5 R

ﬂﬂ%ﬁﬁf " A Main > Support > Logs > Share Open Wi E &% —
ALA\O ’fﬁﬁﬁ%ﬁ@%%‘l\ /\T*DE%IJ lu\o

%HEEILM@EH Main Menu > Support > Logs fii 7:5(4 U\‘Ffﬁ’r\ﬁ?

¥ H & SCF L33 Veritas FAR Rz

50
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A[fE  Browse fy & M2, NetBackup appliance B &3+

w NEHESH
n PHEEMES CIFS Fil NFS 2Lz,

#*% . NetBackup appliance VxUL H AR cron MRV HE (L 57 RY . LAk,
HERME G, HH &S BRIASCR B BN 50,

B Eid ST L2ER, H5% (NetBackup Appliance 4 2% 45
M) e

T2 L5 48 T X T NetBackup appliance H &304,

AI{ A Browse iy & M AT 4b &% NetBackup appliance
AEH

% 5-2 2L T AT LUMHT ] support > Logs > Browse a2 1iIR M) HEM H & HRH

P,

%52 NetBackup appliance BEX A B

wERE AEXHE

HeE H & <DIR> APPLIANCE
config nb factory.log

AR <DIR> APPLIANCE
selftest report

FHLEHH & <DIR> APPLIANCE

hostchange.log

NetBackup Hi&. BB HELIK openv | <DIR> NBU

5 Ak =+
RS NetBackup H s m <DIR> netbackup

m <DIR> openv
m <DIR> volmgr

PR R % (OS) L4 HE <DIR> OS
boot.log
boot.msg

boot.omsg

messages
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i@id Datacollect S WEIREAE

ZERE BEXHAE
NetBackup H & £ MER (PDDE) B &4 | <DIR> PD
H ik

pdde-config.log

NetBackup & Web fl 5 L1 H & A <DIR> WEBGUI
NetBackup Web % %#% H &

= <DIR> gui

m <DIR> webserver

W HE /tmp/DataCollect.zip

A LIF Main > Support > Logs >
Share Open fird¥f DataCollect.zip &

LR E S S

%52 L4 48 T T NetBackup appliance H &30,

@3¢ Datacollect ip & U &Ei% & HE
AT LU# A Main > support Shell ZHH 1) patacollect AT AR Hd, "L
il Veritas SZREHIBAIEESE 865 25 H R, DASRHLIR & AH G,
DataCollect x4 AT LN Hik
o AE R
o EAEPEREH AR
o A H AR

= iSCSI Hik

R 1LIYE /var/log/messages #il /var/log/iscsiuio.log 73k %) iSCSI H k.

» CPUGE
o AFEER
n  EEVET H
» fAfEHE
» UFRGEHE
w TR H A
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B 5% & ThaE#Ti

= AutoSupport H &

o BER

= Sysinfo Hi

i&@id DataCollect L WEREFAE

1 %% %| NetBackup Appliance Shell Menu,

2  MmMain > support MK, HEALI T4 LR A Hik.
DataCollect
AG4STE /tmp/DataCollect . zip SCAFHAE % H &,

3  f#iff Main > Support > Logs > Share Open ¥} Datacollect.zip &
FIA M S

4  TTLLKF patacollect.zip &S] Veritas S5 A LA ) R

£ L5 48 TURY T NetBackup appliance H &4,

H &5 & et A

Wi H s R ThEE, TRLEE A H SRR EAMNR H B PIRS 48, B 3.0 i,
NetBackup 154 32 75 & syslog. syslog IE“%IP?AJ/E%/ tH R, SRt T
P MRS HANTE SN TR B FH85m 2 v LU SE B A TR, )
i, HIPPA, SOXF1PCl, 4/l 451 H &% HR 5 45 HP ArcSight £ Splunk.

NetBackup Appliance f#i ] Rsyslog % P ik & H & . BT HP ArcSight #1 Splunk
A1, AT LI H A 37 3 Rsyslog % i b H 3% BAR 55 %5 I 25 3510 syslog., 1
7% H PR SS#45 SCR, 300F Rsyslog & 7 i £ o

R&AEER

AR H MBS eLH ) H RS BIRS 28, WRMERTLS ((8H2%4e) &
Iji, NetBackup appliance 4Hi{{ 2 Rix) H &% ZiE1T TLS B4 BBk

BRI TLS, Bl H ST FR 55 4% A 5 2R A s TAF, AR PR .

] Liéﬁggjz
BiE AU A H S5 ETIREZ A, BT e B LU IR X.509 SCi4% = MIE 15
RN S

m ca-server.pem

J[%EE El o= IEE&%%%EE:HE(J*E CA )U‘.E:F; o

m nba-rsyslog.pem

Wi 5 HAEE PR S5 A A T IS I BIE S, B AR AR P i) CAHES .

m nba-rsyslog.key
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B 5% & ThaE#Ti

5 syslog & IR SS #0401 Bt HIIEF X6 B B FAEH

L NFS =i CIFS JEEpax s sk sl 45 o

s HP ArcSight %55 %5 i Bt B 5ok
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By TLS BLE RIS R, ES% Splunk (R,

[T
HIRELH AN Main > Settings > LogFowarding fiia kI M\ shell SEHLE
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o R T10 ARifE (140 LTO4 B LTOS5 ) & HREHE 3K 8 4 X R s i % 8 o
o BTN T AR N
o AT EA N BRI DI RE BRI RE o

= 1] NetBackup CLI 453 51 {4 | NetBackup Appliance Shell Menuzf, KMS i
A4S (CLI) A T4

ER: AT 26 B, DA YREIE RSt A SR KMS,
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& LEBEIBA KMS
1 LI NetBackupCLI I/ B0y & 21545 o
2 {1 nokms A BIHEAEARE, IR AUR:
[nbcli@myappliance~]# nbkms -createemptydb
3 A5 nokms. Bl
[nbcli@myappliance~]# nbkms
4 QR Bl
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TR AR AT PKCS (AR ) Z8MTMS ., JRH, REEBEEAT
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SubjectAlternativeName [
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1
TRANA THH PKCS# 7 F1 PKCS# 12 Fruftg =288

PKCS #&= # % keystore 3
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PKCS#12 ## 3 PAT T HHERAE

24 PEM #% 3019 x509 UEAFFAEISS
ek PKCS# 12, iE#A LI T s
openssl pkcsl2 -export -in
server.crt -inkey server.key
-out server.pl2 -name tomcat
-CAfile ca.crt -caname root
H X openssl HIEMELEER, 52
% https://www.openssl.org/,
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Sc o ANRARIHZ SR RS,
TEZR T AL T A2 3 25 5]

S

= pkcs12 RN Java
Keystore, iHEEALL A4

keytool -importkeystore
-deststorepass appliance
-destkeypass appliance
-destkeystore keystore
-srckeystore server.pl2
-srcstoretype PKCS12
-srcstorepass some- password
-alias tomcat

F3: W -deststorepass Fll
-destkeypass HETiE & AH RIS . 75
N, 7€ Web R0 shist il g <> 8 21
W, XTEE, (R ERE T
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HEA LI 4 DA OC PRI FAH DC IR 55«
/opt/IMAppliance/scripts/infraservices.sh database stop
systemctl stop nginx
/opt/IMAppliance/scripts/infraservices.sh database stop
/opt/IMAppliance/scripts/infraservices.sh webserver stop
B IA 1Y keystore SCHFRR R LLT B S 9T keystore SCH:
/opt/apache-tomcat/security/

PR B oAHT Y keystore SCIF:

chmod 700 /opt/apache-tomcat/security

chmod 600 /opt/apache-tomcat/security/keystore

chown -R tomcat:tomcat /opt/apache-tomcat/security
ARSRAERTE AL BT A O AHEBRA RS, S A LU A4 LU Web filk
55 AL

/opt/apache-tomcat/vrts/scripts/tomcat instance.py update

--keystore --password <your password>
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Tomcat_Keystore_Passwd %X &,
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4%ﬁ£4§5?/\ﬁuclientipartipanljiﬁ#, M /etc/vxos-ssl/cert.conf H3k
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/usr/bin/openssl pkcsl2 -nokeys -in server.pl2 -out <server cert>
-passin pass:

<keyPassword> -passout pass: <keyPassword>

IR E LY Jetc/vxos-ssl/cert.conf H1HY pem_password NP
}'1"”@3& /etc/vxos-ssl/cert.conf LJ{i}ﬂE%SLE@%E%O
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/usr/sbin/update-nginx-conf.sh

service

service

nginx stop

nginx start

1M1 BEALUF a4 LA HTA 30 Web il

/opt/IMAppliance/scripts/infraservices.sh database start
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/opt/IMAppliance/scripts/infraservices.sh webserver start

12 SEALIN ar4 LV EEUR 3 AutoSupport 55 :

service

service

service

service

service

service

as-alertmanager stop
as—analyzer stop
as-transmission stop
as—alertmanager start
as-analyzer start

as-transmission start
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AR NS 2 AL A5 BT 35 Bl Veritas S2HES s 743 45 AT (] 7] 85T figt e
AR (R, WRZHRMTMEAEE, W TIR N I, PIRAES, ATL
1Ji[n] https://my.veritas.com,

HIELZ &R
MBE &AL S Veritas 1A B #E 4 ARERT & a5 ik 7408, LAF
BE 2 hR RS FH TR P i M IR S5 2% 2 18] & 2% T4 AutoSupport 585, DL TE
7 i N A TR) 2B 4 2 TR A ) B 1
n GEATIRSEHRSRIER RSA 2048 17 %4
s EFATEIEINER AES 128/256 i %4

» GEATHESNERIER SHAT., SHA2 (256/384 i ) My

LY — ‘
X TFBahER
5451 5 Veritas AutoSupport Iz 55 #5351 L #4445 8 . Veritas 1]
i IL AR B R P T BER 45 AT A (R0, %458 HTTPS thisf(f Fom O 443 3E4%
| Veritas AutoSupport IR 45 %%, W& RIILIIRERRA “ Aol . ZIRErEERING
BT AL F R RS
B H Y AutoSupport 5 1 H B 238 HCEE i BEE i a R AE R S . an S E A
T HShEH, INEN TS 24 /NHEE R (B0H ShEmEdE ) F#k
#| Veritas AutoSupport Ik %5 #%
USRS EAE ), Al feA 5 Veritas HFIR R . FoR FEF TR AT LIff
FHBEE BF P2 AR B ol e AR
M NetBackup Appliance Web Console &5 ik & 1FH 5, i3] “Mss” > “&
® > “BITIRRIFEER” TE . EHH Shell SERFE A NTINE, 1EHE
Monitor > Hardware éﬁé\o ﬁ]ﬁ Monitor > Hardware ﬁéﬂ"]ﬁgfgﬁn 1%72‘%
{NetBackup Appliance fiS %451 ) »

il “i2E” > “H@%” T M NetBackup Appliance Web Consolelit'& [ g
Hir “EREE , AEE BBEHREE" @R HE ARG

FA0-1 N TAEZIIREAL T 05 TS AR A 452 55 s e


https://my.veritas.com

% 10-1

BEBiREE
XTaMER

HEASFEAaHRERN, SHRTARBR

AR

R

F i 2 e

RN, S RUCH BT B

o BRI SZ UL BECE AN (5 S L4k 3] Veritas
AutoSupport IR 5-4% . BRI HIFIRIEEL T A FEAE
B

JEho

DR & e [ O R 1 B b RA N ke B R R 7
o —EURINBIEEDR, alosE il t TR o kAR
BRI, LU A S
o —EAFRG R, wiosilad T O R I — A
EMRIEE, DU B AT A 2.
o G RTEROE RIS 24 NEHHEE, DULSIRIE 24 /N5
i AR LR BT A B DR
w BRI A SNMP B

SE L g ]

FBAT AR 4% ) Veritas AutoSupport Il 45 %% . HINARSE
R2x1f) Veritas HRA555 15 LA R] ) 3R

DI T HIRIR L T % 3% 5 Veritas AutoSupport IR & #5317 /0 b i T 32 Wi 5 B

CPU
%

JRUB

ERY

RAID %

R

18 Mo

PCI

JGEFIEE HBA
GRS

SrIXAE R

MSDP %t 4l
Ttk
RS

52xx FEAEY AL - WEAE . KU . LRI RE R A

76
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XTaMER

w 53xx EAFAHYRAR - WEAL . WU MR R IR (BBU) | A
AR

w  53xx RRACAEY LR - WEAL . RUE . FL IR EE RS

» NetBackup appliance % {: A

= NetBackup fiAs

» KERTS

o RTCE

o PR

n WA AHERIEE LTSS

S LA 77 TL“M NetBackup Appliance Shell Menuffit & [ 23,
Z: L5 74 TUR“SF AutoSupport .

=5
IGE
=
"Z

M NetBackup Appliance Shell Menufii & B ZhiE &
EATLN “EE” > R TURECE A iR E e
1] LM NetBackup Appliance Shell Menufit & UL T H 3l fiR 5% &
»  AiEF Shell 32T FIFIZS I A Sl i D Rg
= M NetBackup Appliance Shell Menufit & [ Zhim AL FR AR 55 7%
» JHJTIEST settings > Alerts > CallHome > Test AT KIMIR A FERER
EHIETT,
BTG S Main > Settings > Alerts > CallHome AFA-MIIFAHEE, iHESMN
{ NetBackup Appliance #ir3-S%485 ) »
X BB RE LR 5 3, 55 0T R
HS I 75 TURYST A shili

Mi&#& Shell kxR /5AFMEZER “BaEHR" Ihee

&a] L NetBackup Appliance Shell Menu#fll Access 3340 Appliance Shell
Ja AR “Ashimik” Tise. BRIAMENLT B A A shilik.
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XTaMER

M shell 5 AN EHABZER
1 BRF shell 3R,
2  BSMHES, 35817 Main > Settings > Alerts > CallHome Enable
Ll
3 EA A3, 54T Main > Settings > Alerts > CallHome Disable
PUN

<o

ﬁ?é Main > Settings > Alerts > CallHome nn Eﬁ%g'ﬁq‘ JCh ﬁ?ﬁ;‘l‘ﬁa
{ NetBackup Appliance fi&Z%15/ ) ok Access 3340 Appl/ance Getting Started
Guide ( {Access 3340 Appliance tREATTIERE ) )

M NetBackup Appliance Shell Menuft & B ZhiB R X 3 AR 55 25

WERTEL, TR A Shms Al BN S5 7% . ISR & IR B AR IR B 5 AME Internet
Vil 2 [ fE e AR 45 7, DUAZBTFE 8 4% L AR E B . OB BE B I IR 55
ARG o ZARPRIRSS AR 2637 3R | Veritas AutoSupport Il 55 %5 19 https 44
BRIANEOUT , B I,

M NetBackup Appliance Shell MenuiFin B hiB 1R 1C IR AR 5528
1 %% NetBackup Appliance Shell Menu,,

2 gﬁnﬁﬁfhfglﬁﬁ, 1%@?? Main > Settings > Alerts > CallHome Proxy

Enable ’l%/?\o

3 %{?ﬁﬂﬂ{%ﬁﬁﬁ&%%ﬁ, "Hﬂé‘@'ﬁ‘ Main > Settings > Alerts > CallHome Proxy
Add T4,

n RGN ANRBUIRS 2SR RBUIRS 25 2 PR BIR 525 1)
TCP/IP ikl 5¢ £ BRE 4 -

o GARERIRSS SR A FRIS , RGO G AR 55 A8 10 15
o FE, BRI LT A

Do you want to set credentials for proxy server? (yes/no)

w 1% yes 5, REMIERERANERS R4,

» WAHPAE, RERERENZIPMAEN . MARGEEE, i
ZNYMREISY

Successfully set proxy server

4  FEEHARERE, 1§27 vain > Settings > Alerts > CallHome Proxy

Disable Hlj/?‘\o
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XF SNMP

B, AT LU NetBackup Appliance Shell Menu 45 FHECES FHAC IR AR 5%
PREIE , BEPATILEAE, BT Main > Settings > CallHome Proxy
EnableTunnel fllMain > Settings > Alerts > CallHome Proxy DisableTunnel

AT SEIHRBRR S5 AR EEIE , PTG  ANME AR I 2 S e A

THRBERTIEREE
A5 %F A S TSR M4 L3 Veritas AutoSupport IR 55 28 FHL I 1T 15
Hﬁ o

A shiE ek 154 443 I HTTPS (ZafnEthil ) T 5 Veritas AutoSupport
M55 2R BT A IS . A T A BB R TAE, TER R A& AT i T ) B4
il @ AL IRAR %5 251717 Veritas AutoSupport IR 45 #%. AutoSupport ( £ 3Vl
WAL ) 5 1 358 R S A A i 4% ] e I8 2 Y JIr AT TR A

A B E AR B E 8, AN BERZ U] hitps://receiver.appliance.veritas.com,
WA A SERIIREE L TAER RS AutoSupport [z 55 #rif A Tii( -

. 24 /NI IR —R LR M RS 1 . https://receiver.appliance.veritas.com,
»  NRUTF MBS HAT B RE: https://receiver.appliance.veritas.com,

o AR BRI SBE Y ET H SRR = KA H &

s RIE, ¥ HE 33 Veritas AutoSupport IR 55 s LIVEE—25 430 3 S s
IR EEEER A R WA SRS Lo AT /log/upload/<date> SO Tn) X gk
EI j‘!J:\O

o WERZRGHRVESAAEAE, WS G H &,
WS WSS 75 UG T A sl
HZ L 74 TUY“CT AutoSupport ™,

*F SNMP

fRT SR 245 BB (SNMP) J2—Fhny FHEE P2 WM, 1T AT AL 4538 45 2 [ B 2L
B, WIEREWNL, ©4 fﬁﬂﬂ%ﬁ"?ﬁm»&(TCP)&FHP%E%&TJM(UDP)
SEATG . IS5 AT LU T SNMP SRS HII LR PERE, 24 R o 4% o) 55
KX P45 B A T RLRI

SNMP JE T4 PLERBIRU RN QAR RSN phy A B | QB AR BB . 4
FHNC G2 R 25 ML A

EHAHE A AT B R S B ARG Z MR 0 (CHHR AU BIE 5 2 By B
Fr Z A1


https://receiver.appliance.veritas.com
https://receiver.appliance.veritas.com
https://receiver.appliance.veritas.com

XTEEER

BhiER %S
XF SNMP

BPES AT AT PE(E BUE (MIB) FARX N — 2 A 2 ok 25 B . MIB 22—
P R RGER, WA B TR A&, dnfeiRS k. Brrtns s 4
FRRAE (OID) FHF X 4> MIB H1 SNMP 3148, 1 LA M — M1 4 A5 1

EE (MIB)

A~ SNMP JTE AR FREFE FIXTER, A MXTREE R R . BTG mesE
HRA — A 5 HOCBR M — X B FRIRAT (OID), 41 OID Hy— 28 L/ NEUS FE T (B0
ZHAR (N, 1.3.6.1.4.1.48328.1) .

XL OID L T — M EIZE R . MIB K434~ OID 5 RIEMFREE LI K 5 X5 A5
HAHADS AR . 2RI, MIB VRSG5 3 0 g A A SNMP 3
B WEEREN MIB 3,

AT LI Web Console ) “iZE&” > “H@M” > “ZREE" Wimka SNMP MIB
SCUFRTEANE L . B B % 2 SNMP B Hgs LU SR AR S Fa B, e dy

“SNMP fR&E2EEE" Wiy “&FH SNMP MIB 2§ .

BR AT AR £ 1Y Shell 8P {fi ] settings > Alerts > SNMP ShowMIB fiT>2F
# SNMP MIB {4,

80
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AEATALEE T 8

» IPMI FlE fij A
A IPMI R E

n  EREGA IPMI SSLES

IPMI BL & & 47

A LABCE SRR IPMI RS, RN S ECEER RGOCHIN, B G
0 (IPM) T REJEAEH A 4500 T RGUMA THAE RSS2 T, Il AL T It
VoA 5 AR b AR B e AT M

] LU# FH BIOS W& B & IPMI T & 4 Al Veritas Remote Management T.H., Veritas
Remote Management T HAR ML T — ANl HTzm P4 $ilms 1 (4 FL i, (AT DL
7 B RS BRI S o

L IPMI i E

BEER A T IPMI S AR PR 22 4 A IPMI TG

Users

B IPMI FH P, A B 5L
o AN P A sl R B A
o R P B BRI E— A

o SSHMEMTES

»  Ff# CVE-2013-4786 Jwi -
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#ideh IPMI R E

w [ FHSREASHS BB L B2k I G R it ety . U B RS K 16-20
=i

n RYPEUCERIAT P %S (sysadmin),

w VRIS (ACL) b s 1 2R BRI IPMI 422 1 i)

qx

X IPMI P LIRS SR B, I T 9L
& 111 BRRORE

iR A

R 2% 3

FPGUERE (438 60 7>

s HTTPS S
JAH “sEEl HTTPS” LIAffR IPMI JEIRZEH HTTPS,

Web i AT 1800
LDAP & &
Veritas @83 ] LDAP EH35IE
SSL t#
Veritas @AM F 5E Y SSLIET .
ERE2E

* 11-2 ERRIERERE
®E EUE
KVM i AES

viwsiv ik A
B

Iy TSNS IR 2 B Gy R T IPMI I BRI 2, RATIRFE B, 2kt
BRI, W SRS R RIBE MR SRS B4 S 000127964 1Y
g

AKRIERISE

X IPMI G FF % PB4, 36 352 B 55 B3
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BN IPMI SSLEH

(AR IP,
» BRI DHCP.

BN IPMI SSLiEH

Veritas 304 HI Tl IPMI Web S B ERIA IPMI SSL IEH#30 4 32 (5 1E N3
BAMIGE BRI Z B IES CRH PEM #) SiHZZIEH, T LMERUT
JFRAE Linux BN EAIER/ M AZZIET, FEESAZ] IPMI Web Fiif
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BN IPMI SSLEH

EE Linux HEHL LIRS DA ZEZEBHERSAE IPMI Web RE, EFHIT
T RIE:

1 BT aSLERA N ipmi . key BIFAE

$ openssl genrsa -out ipmi.key 2048

Generating RSA private key, 2048 bit long modulus

Lt

e 1s 65537 (0x10001)
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BN IPMI SSLEH

{#iHH ipmi.key A MA N ipmi.csr MIEREZIER, B NFBAHHARRN B9HE
5T

R ZORANYE G BB E, 3 CN B IPMI S Y 58 4 FR
FEIRA o K B AR FTIE  RT 73 B 44 PRk DN

$ openssl req -new -key ipmi.key -out ipmi.csr
S LT HEN DU A B A I RRE R R R
ERMXATR (2 58 FWALTERZ X AFR. Fla, US.
{45 [AU]:

BIMIARRKER (2 WAGIERMEIRX NS, Fln, OR,
4 ) [Some-State]:

IAFR (i) [ W AEPTE X4 5K #lan, Springfield.

WMLV (ATF]) AR PR, BN, Veritas,
[Internet Widgits Pty

Ltd]:

HLUATTAR (I A RALURTTIN AR,

1) 0:

AR (B %A hostname.your.company,

2 [

LR [ AR T IR L. B, email@your.companys

TR []: AN BTN, %R e R IE T K — A 2 Ao
&k,

AfIEA FZAHK [1: AR AT A B ZAFR, R E R — R A%
s

EE: WA LU B A
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ﬁﬁ;ﬂ ipmi.key %%%% ipmi.csr , ﬂﬁﬁ%ﬁﬂiﬁéﬁi@ ipmi.crt E@ﬁEq§, }£¥§§igﬂ
14

$ openssl x509 -req -in ipmi.csr
-out ipmi.crt -signkey ipmi.key
-days 365
Signature ok
subject=/C=US/ST=0R/L=Springfield
/O0=Veritas/OU=Your OU/
CN=hostname.your.company/

emailAddress=email@your.company

Getting Private key

R ipmi.crt il ipmi.key U\@J@gﬂ‘j ipmi.pem FOUER (CRAHPEM#&EL) o

$ cat ipmi.crt ipmi.key > ipmi.pem

¥ ipmi.pem ZHIFI AT UIRIBE A IPMI Web FUHIf E4L.
%73 Veritas Remote Management ( IPMI Web AL ) .
g “BEE” > SSL.

B~ “SSL E#H” U .

M“SSL k" wimrh, iy “EEXH” DS AIET.
PEFE ipmi.pen, AFHE “EH .

TREos WS, I8k SSLIEB O, % “BRE” LgkZ:,

PR AEY], WENRT CEEXHT ORERRHSN BRI R
%ﬂ” ) o

PEFE ipmi.pen, SRIFHT “EFH” .
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BN IPMI SSLEH

13 W BR—&IAEE, 5L FEIEBMSY, % “BmE” UEHEE)
Web AR5,

14 KPP EHFTIT Veritas Remote Management ( IPMI Web Fiif ) Fimm, LIGG
HEIT B A R HES .
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AFEALAE T

= NetBackup Appliance ] OS STIG il f#

w AEFE] STIG fin R

= NetBackup Appliance 1 FIPS 140-2 —&k:

NetBackup Appliance #J OS STIG N

AR EIRR (STIG) 4t T HI T HEmif5 B RGERME N1 & M ERH AR S,
MBS AL B R UG, . XA AR N N o

IERPERAS 3.1 TFIR, S THmZe4tk, EATLUAH] OS STIG AR, ik seky
DN T [ B 5 S R SE Ry (DISA) (LA e S

Red Hat Enterprise Linux 7 Server i STIG - 0.1.31 fiit

B g SR, IE AL T a4

Main Menu > Settings > Security > Stig Enable, JGiRZE{FHY.,
TEEA G A STIG LA T LS

o ORI, R R SR HIPAT R RSB o S A SR AN AT AR
AT RN BB B

o BTN SRR R

o PR ATIE (HA) BCE P scs (i) o, AR 8 sl e 2
RELAB PR EG IS IEH 31T

o IR, SR PETIKE IR A AT A ORI RN

o RO ECERAE EDTE MY (LDAP), FUA S R B il Lk B2 4k
(TLS), RJEHIE HiZED,
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NetBackup Appliance B OS STIG HnEl

R RS FEAT STIG Uife, HEBEA RIS HIMu 4% EEB, )
THI7E 4:00am - 4:30am I} BEffAT 22248 # iR Ib Ak, nl Lk G R il ator
Bl PR RN 32 WSO F S, TR E S E T e S S EUk A & 24
RS

NN T AR IR FZAE I 5 AT TR A MU o e P A2
(CCE) #riRfT . M MU IR R 42 A 25 A S AL B (SCAP) e iy ™ B
BEATARIR G BRPFRRAR 3.1 AT AR BRI R P Ei P2 ) DAy A R g U

1B RiZiE 10 fE 38 S 1T R R

» CCE-27127-0: Ji HME#IHHEZS [H] ) FEHLAT R
Hiff A mmgo . +

» CCE-26900-1: #E1EX} sutp BFHATI O i
FRRT T E RO K

n CCE-27050-4: PRI A% T4 258 W X 5[]
FRRT T E RO K

s CCE-80258-7: Z£H] kdump %A B AT AT o
ERET s oRer S Pl

» CCE-27220-3: H#EIFIHL ator K%
IR e E R

» CCE-26952-2: [ii#E a1pE M AIAT,
HRF T ENO .

» CCE-27303-7: M ARG E IR
HRF T ENO .

» CCE-27082-7: %% SSH &/ mshiAik .
HRF T ENO .

» CCE-27314-4: JiH SSH & H4E7R,
HRF T ENON .

s CCE-27437-3: Wif# auditd WA LM FHEASIE B
ERET Fisoue N i Sl P

» CCE-27309: 5| FIngkiEr®is,
EEET Fids e iy i/ Tl P

s CCE-80374-2: P& atpr HIl&ERMHAL,
HRF %295 +

» CCE-80375-9: 4 AIDE FL & MXITi#ail 5155 (ACL) #4THIE,
R E M
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CCE-80376-7: ¥ AIDE Bt & X i @ Mgk A T30k .

EREGY s K ST P

CCE-27375-5: BLEME#AZSIA B auditd space left action,
EREi ) ngRas iy 1 P

CCE-27341-7: ¥ auditd BLE M{H audispd syslog pluging
PR LR h

CCE-27353-2: ittt R4 A EilnEHIZEFE/; (fremovexattr),
PR e m g . B

CCE-27410-0: idsEM R4 B i #H B3 (1removexattr),
EREY = RgR e 1 P

CCE-27367-2: itsHEM RS A EViFEHIFHF (removexattr),
PR E R

CCE-27204-7; it sRABHUB M8 4 B 2 8

EREY s R K & P

CCE-27347-4: Wi} auditd WEERGIZAA ST Rl 28T
Hsfe e e m g ). &

CCE-27447-2: Wi} auditd WA X T H AN FRRE L
EREY S RgR N e 1 P

CCE-27206-2: it auditd WA P IITHISCTIEIBR A4

EREGY s K ¢l P

CCE-27129-6: Hif} auditd WHEA &M MEZRE R
EREii) e ngRa it S PR

CCE-27333-4: % H i LT 2 T4 SRS HLI

EREii) e ngRa it S PR

CCE-27512-3: % B MR FAF IS i 2 i 22 T 2 F A5 SR FL0]
EREii) e ngRa it S PR

CCE-27214-6: % B &/VHUTFF A E0) S i i

EREii) e ngRa it S PR

CCE-27293-0: BB /M 2N

EREii) e ngRa it S PR

CCE-27200-5: % & /b KE FAFEU) 2 i i

EREii) e ngRa it S PR

CCE-27360-7: % & i/ DR AT 500 2 i i i

EREii) e ngRa it S PR
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n CCE-27345-8: B i/b/NE RN BRI .
PR e EgO . b

» CCE-26631-2: ¥ F/b AR TR B
R e ENgU . b

s CCE-27115-5. #%|[i#iid modprobe Nz USB fEA#SRSHALIT
PR EEG .

s CCE-27350-8: ¥ & K it 2 i 2k I T4 260 175 0] F4 YR 5
PR EEG . b

» CCE-80353-6: MMM ZI24A T E root k7.
PR EEG .

» CCE-26884-7: R H M2 B & BUE M
PR EEG . b

n CCE-27297-1: BN RG22 A T IR
PR EEG . b

» CCE-27002-5: %' i jd B R .
PR EEG . b

» CCE-27051-2: &'E KM,
IR Z 2900 b

s CCE-27081-9: FRHHIEH T AVFRIIFA T S8
R EEG AR

MRLESE TR TR MY

PAT FRNGR 2RI T, JEIREE . ISR 754 “NIST %11 800-123” rfs

JRELE ., AXEZER, WWSHLUTNEA:

http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-123.pdf

» CCE-80165-4: Fit'& T2 0% ICMP J#& [ml iR i %S
PR E GO

» CCE-80156-3: ZEHBRIANGAL T &% ICMP € Wl 1 NS4
PR E GO

» CCE-80156-3: ZXHM T A IAHE DM ICMP HAE W 1N SEL.
PR E GO

n CCE-27212-0: NfE )G G 3L R T Z s shi bR ia i
PR E GO

» CCE-26957-1: Wiffil %% Red Hat GPG 4.
PR EER .


http://nvlpubs.nist.gov/nistpubs/Legacy/SP/nistspecialpublication800-123.pdf
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CCE-27096-7: #fiff . 4% atoE AL,

By ENYON . T

CCE-27351-6: % screen B4,

BT ENGON . P

CCE-27268-2: [Rifil 24754 1 LA root B35 .
HRF T EON K

CCE-27318-5: PRl HEfI¥E ] & LA root B85,
BT ENGON . P

CCE-27471-2: ZEIEFEEA HMAE I T #4T SSH 15,
B ENYON: &

CCE-27286-4: Pij 17635 %A% AL N B2k
B ENYON: &

CCE-27511-5: #:H] Ctrl-Alt-Del 375 Shifi .

B ENYON: &

CCE-27320-1: {{saif SSH WMl 2,

B ENYON: &

CCE-27294-8: ARAIFHEL root B35,

BT ENGON . P

CCE-80157-1: ZXHHT IP ¥ EMNZSHL.

BT ENGON . P

CCE-80158-9: & F T2 Bid 2 11 A9 ICMP F5€ M A A S 5.
BT ENGON . P

CCE-80163-9: HLEERINELL T HTH:3Z ICMP FE M IAZSEL.
BT ENGON . P

CCE-27327-6: Z5HETF ML,

BT ENGON . P

CCE-80179-5: & M T2 B4 15 11 AU rh Bl B R N A B 40
BT ENGON . P

CCE-80220-7: %] GSSAPI B I8k

BT ENGON . P

CCE-80221-5: #%H] Kerberos B{5I3iF

BT ENGON . P

CCE-80222-3: Jii FH/™ &A=l Ar o

B ENGON . P
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CCE-80224-9: 25 R4A ool R4 B & M HEIR .

Py EmEg .

CCE-27455-5: H{fi[{ FIPS #t#Ef MAC.

Py EmEg .

CCE-80378-3: Iil-#lif5 /etc/cron.allow BYH)I".
R E R

CCE-80379-1: HiF#f /etc/cron.allow FI4,
BT ENGON . P

CCE-80372-6: ZEHIXIHH VAN EHLAY SSH (.
BT ENGON . P

CCE-80373-4: ZEHIX} rhosts RSA BRUIEARY SSH 3 HF,
IR E R

CCE-27363-1: AAiFffi ] SSH ML,
IR E R

CCE-26989-4: it gpgcheck W4 JRisiF .
IR E RO =

CCE-80349-4: Hi{RZHMIRER G T A IAIE,

IR ERON: =

CCE-27175-9: UID H /R 0 (#THE sk ) -
IR E RO =

CCE-27498-5: ZEH H i AT .
R E R

CCE-80134-0: FH/#IH T E .
R E R

CCE-80135-7: ZH¥HA A AR
R E R

CCE-27211-2: sysctl _kernal exec_shield,

ERET s oke S P

CCE-27352-4: WilFi2%
ERET pis ke S P
CCE-27104-9: & EHIMM AL systemauth,
IR e E R

CCE-27124-7: & EHMMAHIL logindefs,
HRF T ENGO .

FERE T A7 e 7 4 RS 7
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e384 STIG MEMM

» CCE-27053-8: &EHEAAIIL Libusercon,
R E R

» CCE-27078-5: ZEFHWISERM:.
FRR T T E RO IR

s CCE-27116-3: 7E3CH%HY 32 {ii x86 F 4t |22 PAE W%,
FRR T T E RO IR

s CCE-27503-2: /etc/password FEIHITE GID WHFE /etc/group FIEFT
S o
HRF T EON K

= CCE-27160-1: %1% pam retry,
HRF T EON K
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