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AR
%F NetBackupCLI AR f

1% #% NetBackupCLI F8 A H# 7 Fn FR &l

wF

PR

NetBackupCLI fi /o] LAf#i Ff| NetBackup
Appliance Shell Menuhf7 LA T #24E :

iz1T NetBackup CLI Jf-i/ili] NetBackup
H st

{#f cp-nbu-notify Ay EH A
NetBackup iifi 1A

R N 2.6.0.2 JH R AR O BRE
AR o

L F NetBackup CLIfLLT HRis171V
T NetBackup 4 :

m /usr/openv/netbackup/bin/*

m /usr/openv/netbackup/bin/adminand/*
m /usr/openv/netbackup/bin/goodies/*
m /usr/openv/volmgr/bin/*

m /usr/openv/volmgr/bin/goodies/*
m /usr/openv/pdde/pdag/bin/mtstrmd
m /usr/openv/pdde/pdag/bin/pdcfyg
m /usr/openv/pdde/pdag/bin/pdusercfy
m /usr/openv/pdde/pdconfigure/pdde
m /usr/openv/pdde/pdcr/bin/*

PUF BRI 7 NetBackupCLI FH 5 I

NetBackupCLI il /7 %} NetBackup #/ H
SRZAMEAE ViAIRLR .

e AT 2 4 e EH bp . conf 3L
o il bpsetconfig T E/@IE,
AR
/usr/openv/netbackup/db/config
H 5 b A 8 F0 4 8 NetBackup touch fit &
XA,

fATIJE S man 8 -h A &R HALE
Al A S B

cp-nbu- conflg (TS

I{ L NetBackupCLI Al P &{#i51T NetBackup #i % :
Ll NetBackupCLI F F B3 7447 LA R R =

i FH3Z PRI shell

i 4 %542 [ “sudo” 1, #ilN: bppllist 3%

/usr/openv/netbackup/bin/admincmd/bpplist



N ELERE DN = gl EX 4

ARFETALAE T 5

s &T NetBackup %% 1Y Symantec 5 022 4tk
= T NetBackup Appliance A&t &4

= %T NetBackup Appliance A {2#5ill &4

= FH#FE NetBackup %4 [ SDCS Fiff

» 7E NetBackup Appliance I DIJEZ ¥ iz1T SDCS
= 7E NetBackup Appliance I-LIZ#:#5iiz17 SDCS

= 77 NetBackup Appliance Af2Biif/ £ G5 5m%

= N NetBackup Appliance AR RSNt

% F NetBackup i& & _E#J Symantec #iF .02 &

R EZHIMBE LTI, Symantec 3 i 0% 4P (SDCS) PU4E Symantec
Critical System Protection (SCSP), 1 47143l NetBackup Appliance 2.7.1 fj—
4y, 15245 SDCS IR B A2, WRFAKRHME R IBTTEZ R
o, NIERARTE TR e N e i s £ T TR Az A A

AN, dahifE SDCS EHLIRS a4 L H Bk s IPS F1 IDS KM%, ANREMEAR K
MGG BIZTT 2.7.1 BB UA 45, BRI T A NetBackup Appliance
Web Consolefty “¥5#1” > “SDCS E4” T ~ak, tbob, HE=, T3
NetBackup Appliance 2.7.1 J55, IPS F11DS W& {5746 T RERY 1 18 SO %, 37 42441
ANEATT

Symantec Data Center Security: Server Advanced (SDCS) /2 Symantec #fiki4
EfRITSR, RATAHEBARE OIS AR . SDCS M- S AR &S, #ix
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%F NetBackup & & i) Symantec Hihib 44

TR LB RERS A SICE . SDCS [T EHLA AR B AINEA , ffit
S TSRS B 4 I RIS A i 2 4o SR/ ML R 17 50 FLI REFY Bl 22 42
R IR O PR 2B . SDCS UBRAE)E shimtisdy, JFssibil T
17 LY NetBackup 5245 ARBI R4t (IPS) FIAR KN RS (IDS) Helg . # K
#H AR SDCS fif eI /4RI T 51 DhfE -

»  JNER Linux #4E 2554114
577 11 18 1 R 35 2R ) s o B R AL R A e e

o iR
B ZRGALRANAT, A% BRI B A B A sIR], AL FeiF o 2 R R 7 A
AT VIR

o I B A R
BIE LA IR P — R FIC L E, SRR IR PP Bl R 5 e e AR R A 4
(B e

o PREINFIH R IIRE
X P BCR GRAE R IS IR A T UL, AR ORAT S8 L oE B AL IR R, 3%
HAZERERE R (N PCL) AR MRl 1 o

o PR EAE
SR I e SDCS A5 AR 4R G AR 21 L Jx SDCS A5 HEAAE B H At
WRGEZ iz etk

fuiFi % SDCS Lkt THEZ ik T2 i, BIAESL T, SDCS £ —
DR EBA T R T EVM AR BRI, IF HAE B 5. Y
#H: % SDCSHRS5#ht, NetBackup #54b THEZ RN, 2B, Al
NetBackup Appliance Web Consoleli#)l SDCS Zi{}:, iHiJ Monitor > SDCS
Events Tif, WiALATC RS, #iH NetBackup %45 IDS Fl IPS Mg FH 44
AT, XL AERIR R B B 8hid . i Filter Logs i iEfi# & A
R

EZPRT, 4 SDCS AR LL i #%, AT #EH2 2SN SDCS ijRss-4
DMESHATSE PSR H R, AT, W E SDCS k%, JEH
it SDCS W HEHl G X HA AT M, FEXFRIT, H—HH— SDCS ik
FaE A A MM 2 a . ARk ik 2 SDCS s+ SDCS U 5%
4~ NetBackup & &1l .

P 4-1 X4k T2 4 SDCS #EAT1 M
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%F NetBackup & & i) Symantec Hihib 44

[ 4-1 4bFZ4E#ECH) SDCS L3

N TR, T2 SDCS ik a5, ARG, ARk itz SDCS
e 5545 o

ifiid Monitor > SDCS Events 5T [fi k5 i A T #ff

» [# SDCS st fEl &

o RS AR G

» I3k NetBackup i IPS il IDS #ei%

» fUif] SDCS 45 Bl 5 0 Lk g

s 54 NetBackupi £ FfiR 45 7%

o WEHLE TR R RS AR 2 T NetBackupi & (1514

ifij Monitor > SDCS Events > Connect to SDCS server 55 L T #4E -
= VRN SDCS k55 a4 7 K,

o FEEMRIEES

» &% SDCS fIR55 %%

HXi% 4 SDCS S se (5 H., 2% (NetBackup Appliance K451 ) -
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%TF NetBackup Appliance N 2B RS

% F NetBackup Appliance N 2P &S

W ANMZBT RS (IPS) H1—4 A XY Symantec Data Center Security (SDCS)
RISZHRL, ZORMAER G A SR H 30217, IPS SRIE— RIS, o] LIZERRIE
RGN T R BEIRTT AT R B it 2 1 3 BH 13X 24T o
IR FIRALE IPS Sy —Le Tk .
n  SEREAE BRI AR R GU R AN R LN AR, fhn
» nscd - 2277 DNS iR LAgi/0 e fE DNS 2 AYUKEL
s syslog-ng
= klogd
= rpcd (NFS)
s rpc.idmapd
= rpc.mountd
» rpc.statd
= rpcbind
» SDCS fUHIA 1y H IR, Bk SDCS % &M I REAZ B .
o PUEXTRGE IR ST, R AR R R AR . PR P
A BEVIN]
o BARGEWER, R RGIEH7 1N AR 238 (I sbin) S BR SR
BHWE (HI hosts 3XMF) o
o BRI HBRPPTEZEM RS, B nknod. modetl. link. mount %,
w  BEIESREAU o AR U5 0] 2 A s, #iln

/advanceddisk, /cat., /disk. /usr/openv/kms. /opt/NBUAppliance/db/config/data
’%’2
T o

n PRI F P X root ik P TIIR], 1H S DA 43 LW 4 55 NetBackup Appliance
UNCIERES W

%F NetBackup Appliance N2l % %

B AR ZR S (IDS) FH—4~ A 72 X9 Symantec Data Center Security (SDCS)
TREELLAL, ZORMEAE R G0A Shit A B2 1 T, 1DS SRS E— - SChbsn, H T E
RAGEFA RO B B, XRG4 e R P R IR MRS it

PAITRFNRALE IDS SR A ag— 2= {4
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E#EEF NetBackup & E# SDCS H¥

FHPE SR BN )8 SR 221
Sudo 4

FHPESI . FH MR A i S ok
FHP A P U BRI 53 A8 B
R 58 A 3R Sl

XA R GE H SRRSO IE N, IR0 REEE D RERCE SO 3
T PP RE A I 15 95 B R SO

NetBackup fik %5 shAifs 1

Kl Bk H UNIX Rootkit SCHF/H sEAG . UNIX Worm SCI H SR 85
BEHCAN . 7T BEA R B e I 45 1) R Ge e

fr5 NetBackup Appliance Web Console#il NetBackup Appliance Shell Menu
B S A%, 945 maintenance . root il NetBackupCLI /1) shell #24F

BEFEFH NetBackup i&& LY SDCS H14

AT LU Monitor > SDCS Events 71 Symantec Data Center Security (SDCS)
Hik, XUEH % HER B TR S Lt O MR iEsl. #FixHEThrsE
HEFELUF R

IRTE] - /R BTSSRI A

NGy - BRI RS SR

WA - R FAFRRIR I K BT

Tia - R PR HERR D BAERURL R QAR B
FEEE — BRSO E

SRR - R R ARVRSRIEL T H,

i 55 4-1 Ui B = BRI AIRG R F1Z R SDCS 4

40
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E#EEF NetBackup & E# SDCS H¥

SDCS £ E R KR

FEMHRARE

fiik

E 2]

5=

FEEVEEA D fEE g
WEHARIER RGRIEE
B

JEho

fin, LIFIHERAE TSl
FPH I SEAF R

general CLISH message
Event source:

SYSLOG PID: 30315
Complete message:

May 21 06:58:55
nb-appliance
CLISH[30315]:

User admin

executed Return

JEEPELI Dl B
BRI RGN
B

JEho

A BTG RIAT
e U BTRE oy BT I 1]
a, UFHEADT R T#
HIFRBTHIIT.

successful SUDO to root
Event source: SYSLOG
[sudo facility]
Command: /bin/su From
Username: AppComm To
Username: root

Port: unknown

g
If

JEEPEG ) BT
FRB L H SDCS A=
HNE SR, XL
BATRERoR e BRI B
5 B R e R IE RS AT B
LB . I e Hem rh o
ZJ5, TR, dR
W, LSRRI BN IR
Fevi Al BE o

i, LIRS BT
SMNED, Wk A AH 1P Hihlk
HIA S .

Inbound connection allowed from
<IPaddress> to local address.
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¥£ NetBackup Appliance £ IEZ K iE{T SDCS

FEMHRAAE ik E 2]

1 FEEREGONY T AgSErE | I, LU U
W g gligk, w | BRI

CEET GOSN

General luser message

Event source:SYSLOG Complete
message:

Feb 5 21:57 luser Unauthorized
user by luser

Denying access to system.

mE PR CFEE R | G, LR S BT
JORTTRE TSI 5 T-HokE | BN 2 i & ™ s g4

BTG Bk n) .

Group Membership for "groupl"

CHANGED from 'adminl' to
'admin2'

W% SDCS #HZ HEMRINES, 1E5% NetBackup 4 £ RIS

BHRBEEIFERG B ERER, FI0syslogs LI HAB R & H . 55 WA 49 Wi
“X: T NetBackup Appliance H @3¢,

7£ NetBackup Appliance tIXEZ =R 12T SDCS

14 Symantec Data Center Security (SDCS) S23ifE Ik Z it al Z i iz
7o BRI E IR A NBOIAME . AFIEZEHET, AMEHSMNE SDCS k5
FREN AR A XL TR A . BV AE 2R, W& hiFH IDS #1 IPS 3%
W, FEEAS IR SRS ] % PR AR

A5 R IME— T T B R R, U AR
#EnT LU NetBackup Appliance Web Console ( “U#1” > “SDCS EH” ) fll

NetBackup Appliance Shell Menu(Main Menu > Monitor > spcs) Wit SDCS H
o I EEH O

7£ NetBackup Appliance I Z =R iz1T SDCS

feFik & SDCS LA FAEZ A s T2, EZHEAT, MAHINE
SDCS JIR% 2% 5— A A %45 11 SDCS fRHIHE il (S I x #1745, SDCS
IR 55 A% MH R Y IPS 1 IDS SRMS 5 A2 45U (A SR M AR R . %57 LU NetBackup
Appliance Web Consoled %k SDCS IR 55 %% . il & A
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& % NetBackup Appliance N2BiP R % 5B

AL e A4 5 Bl R SDCS B SDCS % F i FH Az 54k
T AR A

T phER ) TR BB MAEM “LREHR MO,
fdi 15— SDCS iR 55 a Flz il G He it 2 s i AR vh e 4 R
PEAEAARAN T ) H AR ThRE.

WAL AR BRI A IR A

1E Symantec FELEAYRERE E7 R IPS F1 IDS M LASFS B BHRE o DbRi

# SDCS REEATERERE

1

4

NS  RTEPRE R 2 f 23 SDCS, AT LA B %M NetBackup Appliance Web
Console ) “¥s#l” > “SDCSEH" 1 N ERSFARE -t A &5 444l .
AR A ] LI HER] SDCS IR4-4s HIR S 8 1l LIRS 4 .

Mg T4 IPS I IDS 5ems -4 SDCS #il & F A e, &L HM
NetBackup Appliance Web Console T “¥5#” > “SDCS ZE4” H T #kix st
Fem

P55 SDCS IR 55 7% . £5AT LU T NetBackup Appliance Web Console
THy “Mf” > “SDCS FE4” u NetBackup Appliance Shell Menu T 4
Monitor > spcs j#E4%%] SDCS k55 %% .

fii ] SDCS il 544 IPS #1 IDS S i HIZI L HEM 15245

7B 2 NetBackup Appliance N2FhIR R F KIS

SRRV IRARIK Y, B R GECE A IR B R ST (IPS) el filn, R

EH] IPS %%, support > Maintenance P elevate fF2<xdI,

BE: M TANIPS R ARG TS It HE R G5 2 8 BGE, NIEA I
PATHEARAE

HERT LA H NetBackupCLI FH 7 #3217 NetBackup fir4>, MG 7 i IPS %k .

HZ WA 34 WAY“SET NetBackupCLI JH A {h”,

R B IPS RIS A ARBI R GE . & AR RS (1IDS) Hakilsx®
R, ELATISRIC SRS Ik PR B RN 2
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& % NetBackup Appliance N2BiP R % 5B

BEIRE IPS &g
1 DIASTRD B3 % 575 NetBackup Appliance Shell Menu,

2  fiA support > Maintenance A% LUR SIS SRR . T A4 R P
e P 35 LU S B e

appl23.Support> Maintenance
<!-- Maintenance Mode --!>

maintenance's password:

3 HEHEPPEGCT, AT LI IPS R
/opt/Symantec/sdcssagent/IPS/sisipsoverride.sh
BRI E

Symantec Critical Protection Policy Override

Agent Version: 6.5.0 (build 355)

Current Policy: NetBackup Appliance Prevention Policy, r33
Policy Prevention: Enabled

Policy Override: Allowed

Override State: Not overridden

To override the policy and disable protection,

enter your login password.

Password:

4 EAZEF PR RS . R R DU 1B

Choose the type of override that you wish to perform:
1. Override Prevention except for Self Protection
2. Override Prevention Completely

Choice?



NEBFIPFINBRNESE | 45
& % NetBackup Appliance N2BiP R % 5B

5 A 1 B A BRI Z MBI

FE: Symantec FUAME LD 1, ¥R “EB 17 H AV NetBackup
Appliance Shell Menu#ATEH, A fVFx SDCS MBI &M

LR TNV S

Choose the amount of time after which to automatically re-enable:
1. 15 minutes

2. 30 minutes

3. 1 hour

4. 2 hours

5. 4 hours

6. 8 hours

6 HUEIEESHFROITRE R, WASENET (1387)
WM ERUTHE:
Enter a comment. Press Enter to continue.

7 EAROCTRE, fRERIERE . .

Enter a comment. Press Enter to continue.

Disabling the security policy for
debugging support case no - XYZ

BT R ORI s LU RS -

Please wait while the policy is being overridden.

The policy was successfully overridden.

maintenance - !> elevate

TEBAERLIZANA V5 1R) root Mk P AT e A PR 1
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E 3B A NetBackup Appliance N2 H RS 5kHE

E#H 2 H NetBackup Appliance N 2B &5 R B

AFDE LT i fe N BB AR R 2560 (IPS).
EF B A Symantec Intrusion LK

1
2

DI TR 51 B5 % 57 5 NetBackup Appliance Shell Menu,,

HIA Support > Maintenance fi% LURSIEIFBS RITR . SIALE P
e P 85 U S B e

appl23.Support> Maintenance
<!-- Maintenance Mode --!>

maintenance's password:
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E 3B A NetBackup Appliance N2 H RS 5kHE

i BN, AT A LLESUE H IPS SR
/opt/Symantec/sdcssagent/IPS/sisipsoverride.sh
BRI E

Symantec Critical Protection Policy Override

Agent Version: 6.5.0 (build 355)

Current Policy: NetBackup Appliance Prevention Policy, r33
Policy Prevention: Enabled

Policy Override: Allowed

Override State: Overriden

Overide Type: Prevention Overriden except for Self-Protection
Overide User: maintenance

Previous Comment: This is an example.

Auto re-enable in: 13 minutes, 31 seconds

Do you wish to:

1. Re-enable the Policy.

2. Extend the Override Time.
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E 3B A NetBackup Appliance N2 H RS 5kHE

A LCEHUA TIPS 3l
BREIMHE

Enter a comment. Press Enter to continue.

FARISGHRE, Bl

Enter a comment. Press Enter to continue.

The policy is re-enabled.
VA FOBR FZ RO R U T B .

Please wait while the policy is being re-enabled.

The policy was successfully re-enabled.
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w ORTIEE H AR S )

» [fif] Support fp & E H E L

» A Browse 74 M fa[4b £k NetBackup Appliance H ik 3CfF:

» Jfjd Datacollect A2 %45 H ik

% F NetBackup Appliance H=E 4

H G SO AT 3 Bl 0 g e 8kise o n] REIE B AY A (]

NetBackup Appliance REMSARAR SE(: . #0F . REMMEREMCEWE. B &Sk
AR R IE TR B . BUNECE 0B a5 S5 A0 R, 5 RE ok Fh b [ 8 1) R At 3
TSN

# 51 IR TR TRl AE H ARSI




HEXH

%F NetBackup Appliance H &3

% 5-1 EEBEXHE
BIRAE.. .. BEFAREE
NetBackup Appliance Web | 7] LI{# 1 NetBackup Appliance |=  “NetBackup & i H &
Console Web Console #11%) “Uf&EBEX T.H (nbcplogs) BIEERY
7 10 SR IREE H S H&
WS 51 STl | B (BT
T e A&
= BMERZGHGE
n SO FIRSS % EE AN
B3t (MSDP) A< T A
Hk
» 5 NetBackup Appliance
Web Console 51 AT fy
H&
= £ NetBackup FlI#fE
RS E R
n R H AR
NetBackup Appliance Web | i] LA ] NetBackup Appliance | B£#5 874 H i
Console Web Console H11) “%&
M” > “SDCS BWAZME" Ff#i
REFNFZHE. ES
LA 40 DI B AR
NetBackup %% L) SDCS
(G
NetBackup Appliance ALMEH Main > Support > |m WHREHHE

Shell Menu

Logs > Browse fir& 7T
LOGROOT/> 7~ fF. ] LA T
un 1s F cd AR H ik
H SRS Fi H 75

Z L5 52 TURY“fli i Support
ﬁé\éﬁ H &

NetBackup H &, &
wHELL K openv H
rh 4021 NetBackup H
=

B BE RS (0S) €34
H&

NetBackup & Web i
S5 H & NetBackup
Web fil 55 H ik
NetBackup 52xx % %1
W HE

50



H&Ex
XTFREAEXH NS

BRuE. . .. BEEAER
NetBackup Appliance AL Main > Support > | &4
Shell Menu Logs > VxLogView Module e All
ModuleName fir%- iRl #5 VxUL
m CallHome

(%i—) HiE. &hn]LIEH
Main > Support > Share
Open fir% %ﬂiﬁlﬂ%ﬁl‘ By V=
il VxUL H &

m Checkpoint
s Commands
m  Common

s Config

m CrossHost
m Database
m Hardware
s HWMonitor
m Network

s RAID

m Seeding

m SelfTest
m Storage

m  SWUpdate

m Trace

NetBackup Appliance
Shell Menu

" LME Main > Support >
DataCollect iy A&
HiE,

155055 54 TRy E T
Datacollect fir & I %4 H &

WA R H

NetBackup-Java i 25

5 NetBackup-Java L 2T H
BRIAIEE, W] DA FH A v g
Zlillﬂlﬁ'ﬁﬁ?i@i%ﬁ%%@f% W

o)

5 NetBackup-Java Jif 1
AR

KT “WEAEXH mF

AJ LAl NetBackup Appliance Web Console H1) “ltge H BT 175 MBI
B H S, Wi iZn S, AR NetBackup, %4, #1ER%. NBSU

( NetBackup L HREF ) .

T MT25 NetBackup Appliance W& H 73044,

AR A SRR, PRI S

| # %] Symantec 4%,

DataCollect & HALIT H AYA ]2 iF.LJE’J H &S,

L IR AR GNP T BRI R HLa

51



BEx
{ A Support & EFBFNH

BHRRLAZHTLIEER, W% THINE:

2 L5 49 TUR“5E T NetBackup Appliance H &304,

1%)% Support ﬁf ﬁ% H n_.\jz'ffl:

BT IR S A H SR

{# [ support > Logs > Browse MABEEHR:

1

LA NetBackup Appliance Shell ZZ B {f F Main Menu > Support > Logs,
SRIGIBAT Browse x4y, MEAWNEAL, BLAPKHEL LocrooT/> $27RFTF o

TR FRPT A A S E S, EIE LoGrooT/> FERTF FEEA 1s,

FAEEEM HEBEFEP A H &S, A cd Al H R UCY R
B HEBR . AP SRS ER H . i, R Ek B
Hcut B, MR ER A LoGROOT/CUT />, TEMBIRAT, HRATLIMH
H 1s A LUE/R cut Hi& B Ay al H H &30

BAE A, EHTH 1less <FILE> Bf tail <FILE> 3%, UM <FrLE>
Febric, HREMH <p1r> bR,

HZ LS 53 TR ] Browse fird> M 4b i #% NetBackup Appliance H &

7

A support > Logs & BEH NetBackup Appliance %— (VxUL) B&

1

{fiFH support > Logs > VXLogView fird-#r7& NetBackup Appliance %i—
(VxUL) Hik. 7 Shell 328 Afp4-, FFH T HIEHZ — .

m Logs VXLogView JobID job id
T ke TAE 1D iiiE R
m Logs VXLogView Minutes minutes ago
FHT R e i Be i f5
m Logs VXLogView Module module name
T BRFE IR . WA RS a11. callHome,
Checkpoint, Common., Config., Database. Hardware., HWMonitor,

Network, RAID., Seeding., SelfTest. Storage. SWUpdate. Commands.
CrossHost *ﬂ Traceo

AT BRREE RS R . AT RZ RS a11. calitome,

Checkpoint, Common, Config., Database., FTMS., Hardware.
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7] 4 Al Browse 4 M4k & NetBackup Appliance HREI

HWMonitor. Network., RAID, Seeding. SelfTest. Storage. SWUpdate.

Commands., CrossHost *ﬂ Traceo

2 ﬁn%ﬁ'ﬁg T[zj{ﬁﬁﬁ Main > Support > Share Open [1 Eﬁ?’]éf El oo @
FHAmRGS . LRSS H &

3. NetBackup Appliance 4i— H 355 NetBackup 4i— H i AHHIE, Fildn nbpem
ji nbjm, NetBackup Appliance A HC. W% — H &% . ZI4E NetBackup 4i—
;|_,\ ) ﬁﬁﬁq&% E[ 1b\m‘§j’i#ﬁj§: NetBackupo

A LI Main Menu > Support > Logs fr2ifT LA FH4E
w B H SO B3 3] Symantec FiAR

 REHES

»  FHBUMER CIFS Fil NFS Jh=g,

%3 : NetBackup Appliance VxUL H & AF# cron VRNV ELFUETS5 1744, 1E4h,
HAERFRE A, B H B S BRSO TSk 50,

XA f A A EZE S, ES% (NetBackup Appliance 42 %45
).

HE WA 49 WRY“ET NetBackup Appliance H &304,

AT { A Browse 5 & a4k Z # NetBackup Appliance
A&

% 5-2 $RAIE T AT LIS Support > Logs > Browse fif A in HERHEHEH RN

TQEO
%52 NetBackup Appliance BEX L E
wERAE BEXHMAE
il & H & <DIR> APPLIANCE
config nb factory.log
A Ks <DIR> APPLIANCE
selftest report




BEXH
i@id Datacollect S WEIREAE

54

REAS

BEXHME

FEHLEHH &

<DIR> APPLIANCE

hostchange.log

NetBackup Hii. &S HELM openv
H a5 9 NetBackup H &

<DIR> NBU

m <DIR> netbackup
m <DIR> openv
m <DIR> volmgr

BIERS (0S) KA K

<DIR> OS
boot.log
boot.msg
boot.omsg

messages

NetBackup F 2 £4a Mk (PDDE) P & fjA

H

<DIR> PD

pdde-config.log

NetBackup & H Web F /" Ftifi H 251

<DIR> WEBGUI

NetBackup Web fIZ % #% H & .

m <DIR> guil

s <DIR> webserver
gk /tmp/DataCollect.zip

T LM#E ] Main > Support > Logs >
Share Open fiid¥f DataCollect.zip &

pELBEE S R

W2 0L 49 TUY“XE T NetBackup Appliance H 301,

i# 3t Datacollect S EIZEFHE

ﬂu@im Main > Support Shell ;‘ﬁﬁﬂhﬂ/ﬂ Datacollect ﬁ?’%%&%ﬁ% HiE. mrbh
Hl Symantec A AL B6i5 45 H R, LAFIRR A AH G ()L,

i, DataCollect i & EFEAE RS . IPMI FfEE H G —EIELT H .

o BAMEITFHE
» XHERGHE
w TR H A
» CPUfGE
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o EAEPEREH AR

 AFEE

o BEOEE R

i&it Datacollect e & &R FAE

1 B33 NetBackup Appliance Shell 3£,

2 4TJF Support S5, EATIF Support S, IEMHLL N4

Main > Support
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3 MiA patacollect il LINAETAERAS Hik,
WSREh LT R

appliancel23.Support > DataCollect
Gathering release information
Gathering dmidecode logs
Gathering ipmitool sel list logs
Gathering fwtermlog logs
Gathering AdpEventLog logs
Gathering smartctl logs
Gathering disk performance logs
Gathering ipmiutil command output
Gathering cpu information
Gathering memory information
Gathering sdr logs

Gathering adpallinfo logs
Gathering encinfo logs

Gathering cfgdsply logs
Gathering ldpdinfo logs
Gathering pdlist logs

Gathering fru logs

Gathering adpbbucmd logs
Gathering os logs

Gathering adpalilog logs
Gathering dfinfo logs

Gathering vxprint logs

Gathering Test Hardware logs

Gathering patch logs

All logs have been collected in /tmp/DataCollect.zip

Log file can be collected from the appliance shared folder
- \\appliancel23\1logs\APPLIANCE

Share can be opened using Main->Support->Logs->Share Open

End of DataCollect

All logs have been collected in /tmp/DataCollect.zip

WG AE /tmp/DataCollect . zip XA HAE B4 H

4 fﬁfﬁ Main > Support > Logs > Share Open /ﬁé\)]%l DataCollect.zip ’E—Fﬁﬂ

FAH SO
5 ALY patacollect.zip XA E] Symantec SCRFFAIBN, LUE AR,
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Red Hat Enterprise Linux (RHEL) 6.6
EE: REIRERGAIT RHEL6.7 i T4k
LRI,

Symantec NetBackup 7.71

Symantec Storage Foundation 6.2

#E: Symantec Storage Foundation 4% EL {51
FFVRAE LAST R 24 B AR R R

Symantec Data Center Security: Server | 6.5
Advanced (SDCS)

Symantec Perl 5.16.1.27

Java Runtime Environment (JRE) 1.8.0_51
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Apache Tomcat 8.0.24
RabbitMQ 3.5.0-1
Intel IPMI Utils 2.9.5-1
Intel IPMI Tools 1.8.11-28

NetBackup Appliance £ B2 FRIAR ik A

T AR 55K 42 7F NetBackup Appliance 15:4/E RS 28 ] .

Batch jobs daemon

bin

daemon

DHCP server daemon

FTP account

User for haldaemon

User for OpenLDAP

Mailer daemon

Manual pages viewer

User for D-BUS

Name server daemon

News system

nobody

NTP daemon

PolicyKit

Postfix Daemon

SSH daemon

Novell Customer Center User
UNIX-to-UNIX CoPy system
wwwrun WWW daemon Apache

NBE Web service ntbecmlpi
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w DRSS B S WA G AR o T it 0 8 RN A ] R AT AT e
B A s eI, %R ALE NetBackup Appliance A T4 51 k¥
28 SRR R AR F T S -

» 7E MSDP i {it blowfish 128 {3 Jin% It H i/ e — 2 8H s & e, i
E—2p R

» R A NetBackup Z4HE H#R S (KMS) (5 NetBackup Enterprise Server
7R N WS I 64 TUKMS S,

» 3 NetBackup Access Control (NBAC) ZhAE, %IhAEK: NetBackup Product
Authentication #1 NetBackup Product Authorization 4 31-%] 7 NetBackup
Appliance TR%5#5H .

KMS 3

NetBackup Appliance 37351 NetBackup #4& HAR S (KMS) & HAIMES, T
NetBackup 44 IR 5 T 42 7% NetBackup Enterprise Server 7.1 . Fit k&
IR 45 78 s A IR 45 78114 2.6 5% T 125 A< 119 NetBackup Appliance 45 KMS, 734
FEMRS5 A LKA KMS (/0 ——Fh 7 507 i 2 5 b e i 28 2 4
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» A ]S 2B S5 55— NetBackup Appliance JE 32 REHFBE 4 HitE R &
R 55 2T FE
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= 1] NetBackup CLI 453 51 {4 | NetBackup Appliance Shell Menuzf, KMS i
A4S (CLI) A T4

FE. 7ERALT 2.6 1 NetBackup Appliance 1, FA 4154410 B MR IR 5 2%
B A 23 KMS, T B R4 RS #e A Ref %423 NetBackup Appliance 1115
FHEH KMS,

XF KMS T A=A

KMS $ st A il Gl B sl AR sl . 358 7-150H 75 KMS SeB 00 & % 4041
KA B

K71 KMS 3244

KMS 3T | & nE
#

I | O R LAY KMS SO HALSEHRME %] | /usr/openv/ks/do/RVE DATA.datt
AL
E/ES
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n  SLJES =7 SSLET

% F SSL AIF

BRI PSRBT Web RS5 75 AR LDAP R 55 75 ok A< i if 55
sz mAEmE T, MER ARSI, BORE NN B AR R, A
41 NetBackup Appliance Web Console [ jii il SSL, #75 ZAeisiR A4 SSL
HEB IR B4 1) Web Il 55 s 1o
Symantec Product Authentication Service %17 %44 SSL iE45. NetBackup
Appliance fifi i H 28 ZUE 2R A5 . T4 SSL Uk T8 1 G L 2
SHA1WithRSA, FrA{RERE% M (filan SSLv2 Fil Diffie-Hellman ) #1045 H .

AT LAk LDAP PAM B 56 FARER % B SSL I, MIfii7E NetBackup Appliance
LDAP PAM #H I LDAP 55 i 22 ] 57 %8 4xif 4%

E=HEH

SRT LA SR RS 55 = 5 iEA5 3545 Web 45 50 #5. 15411 Java KeyStore

VER L FBIFEEE . Java KeyStore (JKS) & — M E4iF 77484, 5 SSL i
2 i F T SE B A AGIE P Bl A IR —AH

FE IO = IE BRI FRREE A PKCS (AMHBIEARE ) BIZEBURTR 2Rk,
H XA FH PKCS# 7 Fll PKCS# 12 FrifEfs Lt = HiE P HE LE S, HSW
(' Symantec NetBackup™ Appliance #1457 ) Y “SCifas —J7 SSLIE” —77,
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SHESE =% SSLIEH

IPSec 3£
252 IPsec?
AT i Versign CA 4 & 19 x509 iiEF5, BAGIEFM & 25 Fiksr . N RiEAH
PureDisk NBU ##%5, H H 27 &A= i IPsec A RIS NBU 45 2 [H]
HE G 24, B 5 AR A g ot (= 62k IPsec,

TR B AR B & A HLE N IPsec 8 B0 T3 S A BBL 2 0], 3@ fEH 507 S5y
WrE B RA PR Xl 55 A 90 I O5 A Z [ A S AR BIOR P . TR i
BB 2 0], EEAET S SE, EAR A S R S PR B R S . T
B WCRE RS — N BRS AR, IBARX— AR, RO ERADEARIEX P
I BUIRSS i Z 1Bl BCE IPsec SMg . TEX B, FAMUE R T i 90 ik
BT, (P I B Y 2 R SORIE, T URRAN Y R LU i AT i i
Fro (RTEAMLDE, 22 MG R W] S 2 (8] B e e, T 22 2 SRIR I SCHRL AR
A

furBsf i

I PR AN RE TLS

FHLEIE

ANt EAGTH] KPI

VPN

Infarfdr i g

FRATHIIAR (22 42 SIS HE T 15 1 45 Z IR 1 — FvRR i 9 22 4 4

NBAC £

< ‘/_ oy — LY N -~

SLiBEE =7 SSL iEH
F30] AT B seiiss = ik ok 3R15 Web IR %5 3045, 3541 Fl Java KeyStore
VERZAE BTG E . Java KeyStore (JKS) &— i BAEMERE, 5 SSL M
B TSR ZAGE B A PHE B —A . WRE SIS =7 iE 4, a5

.

SCHESE =7 SSLEH:

1 b Web R 1% keystore U, iz BRI HR PKCS (A% IR
W) KA, FTRERNE T PKCS# 7 Fl PKCS# 12 ARiER 212518
PKCS #&3¢ HE& keystore 3t

PKCS#7 =% X.509 o] LU FH T 5185z -
#% X https://knowledge.verisign.com/support/ssl-certificates-support/index.html
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B =% SSLiEH

PKCS #&= HE&F keystore 3§

PKCS#12 k&= 1 (AL Fard ¥ PEM #5209 x509 HiF 5 445 -y PKCS#
12.

openssl pkcsl2 export -in server.crt -inkey
server.key -out server.pl2 -name some-alias
-CAfile ca.crt -caname root

fi X openssl HIEMIFAIEL, H5%
http://www.openssl.org/.

R I PKCS #12 SO EIE RS, MRARRHZIC
PR P, T2 T NSO P RE 23 I8 325 5 |

2 R T A4 pkes12 Scid il Java Keystore :

keytool -importkeystore -deststorepass
changeit -destkeypass changeit -destkeystore
server.keystore -srckeystore server.pl2
-srcstoretype PKCS1l2 -srcstorepass some-

password -alias some-alias

AKX keytool JHEMITAMEE, H5%
http://docs.oracle.com/jjavase/6/docs/technotes/tools/solaris/keytool.html

LA T 4 G k] web IR 55
/etc/init.d/nbappws stop

I 1Y keystore Ul keystore S0, BRI S &

/opt/SYMCnbappws/Security/keystore,

TERCE SR R BIME -

»  HR /opt/SYMCnbappws/config/server.xml HHJ keystoreFile Fl
keystorePass ﬁi%io

» B /opt/SYMCnbappws/webserver/conf/server.xml Y keystoreFile
N keystorePass WH o

[] EEEQ /opt/SYMCnbappws/bin/startgui.sh 4189

javax.net.ssl.trustStore Zill javax.net.ssl.trustStorePassword
WHE.
LI 62 ) 3 Web il 55 :

/etc/init.d/nbappws start
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o fEH] X509 HEBEHEIEF A
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BRI S S £ T 0 A Gk

TEVH T SRR SR 0 WL AN . FUA MRS 5 58 BUR A RERC LA T IPsec

HHIE

=18 |IPsec L E
AT LM NetBackup Appliance Shell Menuffi LA T #4345 28 IPsec 38@iH ;
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* 91 IPsec
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filik

Network > Security

Configure

AT I i E AT A EHLZ AT IPsec, AT LA
FWAE L EYL drT Ui ™ ID AR 6L,

Network > Security
Delete

nl i Ik A A AR R S L — RS A SIS IPsec
Ko I FHILAY S A RS A — R B RE FEHUMBR
IPsec . AAM ARG FiY— RS EHMER IPsec
Semg . M8 Hosts A1) E L —AN B A THA . HHIEE
FaMREAFHLL -

Network > Security
Export

AT v 3 IPsec %4l . EnterPasswd FBAT
[P RS “REBEEWMNEZG?” | EBOAFEL P A
yes ¥ no, ItAh, AR E— KR, T LEK
HET SR E

FEE: IPsec B EEMPTFEPMER, B T
BRI ME—, WETERmR ) wigh, AT EG
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Network > Security
Import

a2 A IPsec i,

EnterPasswd FERHAFHZNE “BEEMANEZBE?” .
BRI B A yes B no, IKAN, MRS E
TRE U A GG B AT

Network > Security

Provision

A2 P AL R 48 1) — R A RE EHLE % IPsec
Sk i Hosts TEAEX—NHENENR. i
ESaMEENL,

Network > Security
(IPsec) > Refresh

il P A4 W] BTN E IPsec BCE . [Auto] BEIE e
TR 5 U ENL R ECE ., 0TI [Auto] TX
[NoAuto]. BRIMEA [NoAuto],

Network > Security > Show

A EHLE AR A EHLE R IPsec 5l . [ [Verbose] ]
BRI T SR AR, B30T LAFE L B AR
"N [VERBOSE] B}, [NoVERBOSE] ., ZRINME N
[NOVERBOSE], [[HostInfol] EIMFAIAEEMUTE
g2, WESHR, FHL4. HP ID (Wik) f#e (n]
)

Network > Security >

Unconfigure

i H 4 FTHOR AL 5 LA AY IPsec AL .
HostlInfo ZEFAMEEUTRER, MESHR. Il
. M ID (Flik) F® (Wik) o [Host2info] 7%
WO LM FENLA . P ID (Al ) AR (Rl )
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$ openssl x509 -req -in ipmi.csr
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abrt-python
abrt-tui

acl
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bash
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bind-utils
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busybox
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gzip
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iwl5000-firmware
iwl5150-firmware
iwl6000-firmware
iwl6000g2a-firmware
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kbd
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kernel
kernel-devel
kernel-firmware
kernel-headers
kexec-tools
keyutils
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libxml
libxml2-python
1ibXpm
libXpm-devel
libXrandr
libXrender
libxslt

1ibXt

Im sensors
Im_sensors-devel
Im sensors-libs
lockdev
logrotate

lrzsz

lsof

lsscsi

ltrace

lua

lvm

lvm2-1libs
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m2crypto

m4

mailcap

mailx

make

MAKEDEV

man

man-pages
man-pages-overrides
mdadm
microcode ctl
mingetty
minicom

mlocate
module-init-tools
mozilla-filesystem
mpfr

mtools

mtr

mysgl-libs

nano

ncurses
ncurses-base
ncurses-1libs
net-snmp

python-1ibs
python-1xml
python-paramiko
python-pycurl
python-rhsm
python-slip
python-slip-dbus
python-tdb
python-tevent4
python-urlgrabber
gl2100-firmware
ql2200-firmware
gl23xx-firmware
gl2400-firmware
gl2500-firmware
quota

rarian
rarian-compat
rdate

readahead
readline
redhat-indexhtml
redhat-logos
redhat-release-server
redhat-rpm-config
redhat-support-lib-python
redhat-support-tool
rfkill

rhn-check
rhn-client-tools
rhn-setup

rhnlib

rhnsd

rng-tools
rootfiles

rpcbind

rpm

rpm-build
rpm-devel
rpm-1libs
rpm-python

rsh

rsh-server

rsync

rsyslog
rt6lpci-firmware



compat-glibc
compat-glibc-headers
compat-libstdc++
ConsoleKit
ConsoleKit-1libs
ConsoleKit-x11
coreutils
coreutils-1libs

cpio

cpp

cpuspeed

cracklib
cracklib-dicts
crash
crash-trace-command
crda

createrepo

cronie
cronie-anacron
crontabs
cryptsetup-luks
cryptsetup-luks-1ibs
cups-1libs

curl

cvs

cyrus-sasl
cyrus-sasl-1lib
cyrus-sasl-plain
dash

keyutils-1libs
keyutils-libs-devel
kmod-megasr
kpartx
krb5-devel
krb5-1ibs
krb5-pkinit-openssl
krb5-workstation
ksh

latrace

ledmon

less

Lib_Utils

libacl

libaio
libaio-devel
libattr

libblkid

libcap

libcap-ng

libcom err
libcom err-devel
libcurl
libdaemon

libdrm

libedit
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net-snmp-devel
net-snmp-libs
net-snmp-perl
net-snmp-python
net-snmp-utils
net-tools

newt
newt-python
nfs-utils
nfs-utils-1ib
nmap

nscd

nspr

nss
nss-pam-ldapd
nss-softokn

nss-softokn-freebl

nss-sysinit
nss-tools
nss-util

ntp

ntpdate
ntsysv
numactl
OpenIPMI
OpenIPMI-libs

liberation-fonts-commarpenldap

liberation-sans-fonts openldap-clients

libertas-usb8388-firmwaaenslp

rt73usb-firmware
samba
samba-client
samba-common
samba-winbind
samba-winbind-clients
satyr
sblim-cmpi-samba
sblim-tools-libra
scl-utils

screen

sed
selinux-policy
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selinux-policy-targeted

setserial

setup

setuptool
sg3_utils

sg3 utils-1libs
sgml-common
sgpio
shadow-utils
shared-mime-info
slang
smartmontools
snappy

sos

sglite
startup-notification

db4 libevent openssh strace

db4-utils libffi openssh-clients subscription-manager

dbus libfprint openssh-server sudo

dbus-glib libgcc openssl syslinux

dbus-1ibs libgcrypt openssl-devel syslinux-nonlinux
dbus-python libglade openssl098e sysstat

deltarpm libgomp ORBit system-config-firewall
desktop-file-utils libgpg-error pll-kit system-config-firewall-base
device-mapper libgssglue pll-kit-trust system-config-firewall-tui
device-mapper-event libgudev pam_krb5 system-config-kdump
device-mapper-event-1ikidbICE pam_ldap system-config-network-tui
device-mapper-1libs 1ibIDL pam_passwdqc systemtap
device-mapper-persistenitidata pam systemtap-client

dhclient libjpeg-turbo pango systemtap-devel
dhcp-common libldb parted systemtap-initscript
diffutils libldb-devel passwd systemtap-runtime
dmidecode libnih patch systemtap-sdt-devel
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dmraid libnl pciutils systemtap-server
dmraid-events libpcap pciutils-1libs sysvinit-tools
docbook-dtds libpciaccess pcmciautils tar

dos2unix libpng pcre tcl

dosfstools libproxy perl tcp_wrappers
dracut libproxy-bin perl-Compress-Raw-Bziptcp wrappers-devel

dracut-kernel libproxy-python perl-Compress-Raw-Zliktcp wrappers-1libs

e2fsprogs libreport perl-Compress-Z1lib tcpdump

e2fsprogs-1libs libreport-cli perl-HTML-Parser tcsh

ed libreport-compat perl-HTML-Tagset telnet
efibootmgr libreport-filesystem perl-IO-Compress-Base time

eggdbus libreport-plugin-kerngexipsIO-Compress—-Bzip tmpwatch

eject libreport-plugin-logggrerl-I0-Compress-Z1lib tog-pegasus
elfutils libreport-plugin-mailxperl-libs tog-pegasus-1libs

elfutils-devel trace-cmd

elfutils-libelf

libreport-plugin-repommmpl-cadmmww-perl
libreport-plugin-rhtsypsadriModule-Pluggable traceroute

elfutils-libelf-devel libreport-plugin-urepqarl-Parse-Yapp tzdata
elfutils-1libs libreport-python perl-Pod-Escapes udev

ethtool libselinux perl-Pod-Simple unzip

expat libselinux-devel perl-URI upstart
expect libselinux-python perl-version usbutils

file libselinux-utils perl-XML-Parser usermode
file-devel libsemanage perl-XML-XPath ustr
file-1libs libsepol pinentry util-linux-ng
filesystem libsepol-devel pinfo valgrind
findutils 1ibsSM pixman vconfig
fipscheck libss pkgconfig vim-common
fipscheck-1ib libssh plymouth vim-enhanced
fontconfig libstdc++ plymouth-core-1libs vim-filesystem

fontpackages-filesystembtalloc

fprintd libtalloc-devel pm-utils virt-what
fprintd-pam libtar policycoreutils vlock

freetype libtasn polkit w3m

gamin libtdb popt wget

gawk libtdb-devel popt-devel which

gc libtevent portreserve wireless-tools
gcc libtevent-devel postfix words

GConf libthai ppl xcb-util

gd libtiff prelink xdg-utils

gdb libtirpc procps xinetd

gdbm libtool-1tdl psacct xml-common
gdk-pixbuf libtool-1ltdl-devel psmisc xmlrpc-c
genisoimage libudev pth xmlrpc-c-client
gettext libusb pycairo xmlsec

glib libusb pygobject xmlsecl-openssl
glibc libuser pygpgme xorg-xll-drv-ati-firmware

plymouth-scripts

vim-minimal



glibc-common
glibc-devel
glibc-headers
glibc-utils
gmp

libutempter
libuuid
1ibX11
1ibX11l-common
1ibX1ll-devel

gnome-doc-utils-styleshidsXau

gnome-user-docs
gnome-vfs

gnupg

gnutls

gpgme

gpm-1libs

grep

groff

grub

grubby

libXau-devel
libxcb
libxcb-devel
libXcomposite
libXcursor
libXdamage
libXext
libXfixes
1ibXft

1ibXi
libXinerama
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pygtk
pygtk2-libglade
pykickstart
pyldb

pyOpenSSL
pytalloc

python
python-argparse
python-crypto
python-dateutil
python-decorator
python-deltarpm
python-dmidecode
python-ethtool
python-gudev
python-iniparse
python-iwlib

xorg-xll-proto-devel
xulrunner

XZ

xz-devel

xz-1ibs
xz—-lzma-compat

velp

yp-tools

ypbind

yum
yum-metadata-parser
yum-plugin-security
yum-rhn-plugin
yum-utils
zdl21l-firmware

zip

z1ib

zlib-devel
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