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= F%% NetBackup Kubernetes Operator

= R NetBackup Kubernetes Operator

= [ic'® NetBackup Kubernetes $idi s a4

= H3k Kubernetes it & NetBackup {43

»  H7E X Kubernetes TAEfZ;

n  WFHAE AT NetBackup 55 25 2E A Tk B HERR
= datamover pod JHEEHLHI 4

w  UENE A

NetBackup Kubernetes Operator BRI BTIE & 4

TE#5# NetBackup Kubernetes Operator Z R, W45i%¢%E Helm Chart 3 K7k A 45
$RALZs ],

BLZRECHTH) Helm JlUAS, izt IR i -

1. $ curl -fsSL -o get helm.sh https://raw.githubusercontent.com/helm
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EBEBFNELE NetBackup Kubernetes Operator
NetBackup Kubernetes Operator 2B AT 12 & 14

2. $ chmod 700 get helm.sh

3. $ ./get_helm.sh

EE: WATELTE NetBackup 5 RS 1R Operator.,

2443 M Helm Chart
1 ZHHa A2 PR TA Helm Chart, ii217Rh F s
- helm list -n <namespace>
2 EEBEEIAMIEN, EETU N
s helm uninstall <plugin-name> -n <namespace>
3 BRRSHHALE, WB TL T aA
s helminstall <plugin-name> <chart-path> -n <namespace>

T2 Helm Chart FIks 45 #45 J5) «

netbackupkops-helm-chart/
— charts

— chart.yaml

— templates

| F—— deployment.yaml

| L— helpers.tpl

— values.yaml

FISREEH -

tar --list -f netbackupkops-10.3.tar.gz

veritas license.txt

netbackupkops.tar

netbackupkops-helm-chart/
netbackupkops-helm-chart/Chart.yaml
netbackupkops-helm-chart/values.yaml
netbackupkops-helm-chart/.helmignore
netbackupkops-helm-chart/templates/
netbackupkops-helm-chart/templates/deployment.yaml
netbackupkops-helm-chart/templates/ helpers.tpl
netbackupkops-helm-chart/charts/
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7£ NetBackup Kubernetes Operator &8 2 iR &t
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EZ & Helm Chart
n]{# F Helm Chart 52 NetBackup Kubernetes Operator,
DT+ Helm Chart 74 GEF+4% NetBackup Kubernetes Operator.

*=

s RRSHAREZH, EAA H A

EZPE NetBackup Kubernetes Operator, T T8k

1

M Cohesity £ AR ZFEM 5T 3% tar X406
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PPN IE 32 H 5% o netbackupkops-helm-chart SCIFJENTE T H g,
YA RE LT, WHEITRA T A4 : kubectl config get-contexts
LB L E Operator M55 HELE, 1HiE81TLL R4 :

kubectl config use-context <cluster-context-name>
BORCNETH RSO E A S, BT R cd ~

NetBackup X465 OCIHARHERIAT I 25 2R AR AR PR . P LA AR A T B %
Operator FIEHEFL S A ILE

WNSRAH % ] Docker {1, ?’”HEJIE/JI%'PE’JLHED?T 't NetBackup fir44 25 ]
'T'ﬁ']@%%ﬂ nb-docker-cred, n'J_“J EJE@F J;

BRG] Docker ML, HBITLL A4 docker login -u <user
name><repo-name>
BRNE, BRI S BALS N config. json XM, HAF
config.json )L## THZFFLU R cat ~/.docker/config.json

F R s

{
"auths": {
"https://index.docker.io/vl/": {
"auth": "c3R...zE2"
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# NetBackup Kubernetes Operator + Z3 B R Z -

= Z7E NetBackup ir44 %5 [A] P E]# 4% 4 netbackupkops-docker-cred %
H, BT T4
kubectl create secret generic netbackupkops-docker-cred \
-—-from-file=.dockerconfigjson=.docker/config.json \
--type=kubernetes.io/dockerconfigjson -n netbackup
TEAT LS BT Ay i 44 25 DR QI 5

] %ﬁﬁﬁ ET NetBackup Z IEU':F‘@J@ netbackupkops-docker-cred
B, HIBITLU R A

kubectl get secrets -n netbackup

. %H@%@ﬁﬂﬁﬂ Docker Z17- ¥4 mu{% % 3] Docker MUETEGEE, izt
PIF s

= /& NetBackup Kubernetes Operator Jil#; tar ¢4,

<docker load -i <nameof the tar file> ./>

n  RIEESRARICINZR Y docker BR{E

docker tag <imagename:tagof the loadedimage>

<repo-name/image-name:tag-name>

s CBBUMRIEE BIEAEEE, TE5E NetBackup Kubernetes Operator Hi,
Kubernetes 1] LM A 3R BUBL%

docker push <repo-name/image-name:tag-name>

#HE: EZ%mplb, Docker JIEZ% . W] LU HIE AL 2 L5 fEny CLI
T.H.

TESCR Zi i 4% 4 netbackupkops-helm-chart/values.yaml,
n R PR LR P E R A B WIS A FRFIERIE

repo-name/image-name:tag-name,

o CRERIAS A ON 0,

FE. REBTILEEE NetBackup Kubernetes Operator B, ¥fRlAi%
Eﬁ OO

TERE IR ALK RN, Kubernetes Operator AYERIAK AR/ 10
Gi. KABR/INEATECE N,

T EIEE 2T, T AEAERIE 10 Gi BB ERIIE . X453 nbukops
pod ELA7E pod HEE A PVC R/,

TEAT LILE values.yaml "hH8 @ oK AB KN,
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# NetBackup Kubernetes Operator + Z3 B R Z -

helm-chart F deployment.yaml f7 A8k & 75 B U0 F s

apivVersion: vl
kind: PersistentVolumeClaim
metadata:
labels:
component: netbackup
name: {{ .Release.Namespace }}-netbackupkops
namespace: {{ .Release.Namespace }}
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 10Gi

s 7ERCE Helm Chart B 48 e #i2 . W LI7E netbackupkops-helm-chart
) deployment.yaml & PVC fEiBI K/, - 28 @mis PVC R
/J\O

w TEZHEJE, DEAEEILN B SRR PVC /b (BhEBYR) . AXHEZ
B, HE%
https://kubernetes.io/docs/concepts/storage/persistent-volumes

HER: TRORABIIBRAR NARON R, A SZREE . BN
Ry R IE R o

TR NetBackup Kubernetes Operator IR %5, &ig4TLA F 54 :

helm install <release name of the deployment>
. /netbackupkops-helm-chart -n <namespace which runs NetBackup

operator service>

ﬁiﬁm: helm install veritas-netbackupkops
. /netbackupkops-helm-chart -n netbackup

o AR R 1 KA A AR

» 15EEB1T NetBackup Operator fili45 il NetBackup A4 2S [alR, 752
-n ji]jﬁo


https://kubernetes.io/docs/concepts/storage/persistent-volumes/#expanding-persistent-volumes-claims
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Kubernetes T{E £ #Yin O ER

10 ZGAMERRE, HEfT AT e
helm list -n <namespace which runs NetBackup operator service >
ZNE
helm list -n netbackup
11 BRI iR, Wit i
helm history veritas-netbackupkops -n
<namespace which runs NetBackup operator service>,
ZNIE

helm history veritas-netbackupkops -n netbackup

Kubernetes TAEREH A OE kK

T#E/R Kubernetes Operator #5251 LK . MRS EHLZ [RIFFAER; ki,
WNLAZ00E T T T it 1) A s 11

* 2-1 HIMTE NetBackup Kubernetes B¥ &3R5 FR$TFF im0
" HOS Hiz
NetBackup 5525/ Bl 55 2% Kubernetes API il 55 2% Kubernetes f{4E
Kubernetes Ff4E Kubernetes API Il 55255 1 G&EFHT | NetBackup R 5%5+#%

NetBackup A 9.1, {HALE FHTFRA
10.0 EEFRA ) .

5. NetBackup Kubernetes Operator (KOps) Fil datamover pod E.A HABZE K ( NetBackup 10.0 HHHIHINE )

Kubernetes ##4 TCP 310 1556 ki NetBackup =il 55 25/ Bl 55 %

TCP 311 13724 A, MRS
UG I R 4 i A T ]

H 2% NetBackup Kubernetes Operator

a] i F Helm 474 J14% NetBackup Kubernetes Operator 5 .
N viE

helm upgrade veritas-netbackupkops ./netbackupkops-helm-chart -n
netbackup
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4% NetBackup Kubernetes Operator

R KA Ay configmap (EVR N E . TH2Hs Helm (HE B NERIME. THK
&, WEHEMHE configmap.
HEHNA

A4 (NBU ERS54F. N FURSG 4. Kubernetes Operator FIEE 3l )
ARSI AR B RAR

o IUASRRSARSLPA T, HFBhd R, HEHEH T Kubernetes Operator.

EE: EHT NetBackup A 9.1 A3 10.x HIIE AL

F+4% NetBackup Kubernetes Operator
1 M\ Cohesity B ARZHFMH T2k tar Z {442 https://www.veritas.com/support

2 CBEIREE]F H R . netbackupkops-helm-chart SCAFJEAIN T HF
W

EfﬁUHﬂEE¥§ﬁ¥ﬁ§J:1<jt Iﬁli%?LlW:nn;» kubectl config get-contexts
ZLY | ZLERE Operator R4 MHFEE , THIZ1TLA T T4 : kubectl config

use-context <cluster-context-name>
Bl METH R ESCY E R, EBITU TS od ~

NetBackup X ¢4 & OCIARUEMEAn 2585 MG e . 7T LA AR fn] T B4k

Operator FIEIER hasmes . R % A Docker {Hft, il AL TR

M ULBI7E NetBackup 744 25 0] %4 no-docker-cred, N, HHET

—H

. %@H@M%ﬁ[lﬁiﬂ Docker ZEAEI 44 W& 1% 3] Docker WMEAEGE R, HIBAT
PITF s

= 4 NetBackup Kubernetes Operator Jin#k tar 314

<docker load -i <nameof the tar file> ./>

n  ARYEZRERICINZRN docker B,
docker tag <imagename:tagof the loadedimage>

<repo-name/image-name:tag-name>

s CBBUMRIEE BIEAEEE, TE5E NetBackup Kubernetes Operator i,
Kubernetes ] LA\ H3REUBLE

docker push <repo-name/image-name:tag-name>

HEE: 7EZnlth, docker ITES% . AT LA HIEAT HAD £ B2 BERY CLI
TH

>~o
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ftiB& NetBackup Kubernetes Operator

7 %Ej(jiﬁﬁiﬁ%%q“ﬁﬁiﬁ netbackupkops-helm-chart/values.yaml:

o CEEELERER S BB O R R A AR AIRRIT, R AT

reponame/image-name:tag-name,

netbackup config pod W4t datamover W24~ datamover ikt
1R FbRIE

8  FJ}4% NetBackup Kubernetes Operator, i%iafTLL F s
helm upgrade <plugin-name> <chart-path> -n <namespace>
ENE

helm upgrade veritas-netbackupkops ./netbackupkops-helm-chart -n
netbackup

5. J14% NetBackup Kubernetes Operator 23 Helm {f 8 & h HEBRIA (A .
ISR B EAE TG AT ek, TR PR A1 TH Y configmap -5 R AT &
R

MR NetBackup Kubernetes Operator

T L EEE PR B NetBackup Kubernetes Operator #525 .

helm uninstall <plugin-name> -n <Netbackup Kubernetes Operator

Namespace>

& HE2ES, NetBackup Kubernetes Operator PVC W2 #iiiis:, Hoha
5 TR IR A A DG R TT R

MR NetBackup Kubernetes Operator T 8 & SBUTHIEE ER , HELRE PR
JoEE . R EPITRT PR, AR B TR RSO , PR IR RIAS IR R R

PRI
1E NetBackup 9.1 H, DT MIBREIHAIMIR, SR )5 FMIBR SN Velero B
i

1£ NetBackup 10.0 1, JCiEAd Velero B HAY B IRL, xebpeid 21l ] NetBackup
9.1 QIEAY, YA MATE NetBackup HZRRk T, ¥ HshibBR B S5, HE, W
T3 Kubernetes NIk &% Iy HLiE

HAEFIE MG IS B EEZ TG R, s

https://www.veritas.com/content/support,
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B2 E NetBackup Kubernetes $#E#85h28

EE: RAEPIR ISR K AR, EHIZK Kubernetes Operator Ji ,
IST B 7 T Kubernetes BEEEJE L

B & NetBackup Kubernetes ##Ef2 5h5g

i 2 NetBackup Kubernetes T AR EMC BB i R shidv . T BOER AL Shas
AR AR -

FHHHLE NetBackup Kubernetes Operator 44 23 [i] LA 335 A H BR A 403 Fl A5 13 ik

J/%\ o

(FHRRIA) o T2 ERA AA TR BB A ) B 7% 3 e 4

veritasnetbackup-datamover-11.0.tar, ﬁ%é%ﬂi
https://www.veritas.com/content/support

B EXRB R

1

BOR R R Sh A WG HER BIMARE TR, B T A N s

docker login -u <user name> <repo-name>

R R ARG, RO, 1EkT PR

4T docker load -i <name of the datamover image file>

iz4T docker tag <datamover image name:tag of the loaded datamover

image> <repo-name/image-name:tag-name>

docker push <repo-name/image-name:tag-name>

B EiZRBT, docker FITES %, W LU EA SR hREn T4 CLI T
H

>~o

WP RAT TR 5548 2 FRi configmap KR B E WTEES 4 APk

<repo-name/image-name:tag-name>.
il

apivVersion: vl
data:
datamover.properties: image=<image-repo>/datamover:<datamover
tag>
version: "1"
kind: ConfigMap
metadata:
name: <Primary Server Name>

namespace: <Netbackup Kubernetes Operator Namespace Name>


https://www.veritas.com/content/support/en_US/downloads
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B3 73 Kubernetes BL & NetBackup {R1P

H X Configmap IWHEZH4I(E B, 155% (NetBackup for Kubernetes & BEHE R )
Tl “3Z Kubernetes Operator SZFFIECESH” #oro

Bzh 4 Kubernetes fic & NetBackup &P

REN
B P AR B IR B LT AP A2
API BY4E1E

1 FTJF NetBackup Web Ul,
2 ek, i w4 RIGEERE RBAC, il “iRm”
3 W CAENAET ., KRR T8 .
4 & Ahme” L, 8T e M CRefiRT o WR” hip
i “HE .
5 #RCHETLLT VIR
= “NetBackup &HHtk” > “NetBackup FHL”
« AFE
B
o TR ALY
o AR LMY
AT > CPilER]T > e
o ESCHE CUIRIEERG, K A Sheld .
AR > UERFE” > “NetBackup 44
» CREIET BRUR
« EF
n fE
T
153
w  PECSESE
WP TR > “Kubernetes %7 > “Kubernetes A I 44 23]
P}
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B3 73 Kubernetes BL & NetBackup {R1P

B
o MHIER
 AF

1£ Kubernetes TfEf %k I il % NetBackup Z i, WAGzEFTxliIH 443, 1556 Fl
13724 HA AR E NetBackup R55 %5 -

WU NetBackup Kubernetes Operator FIEUERS S 254 1% 3] 7] )\ Kubernetes
HEHEVI M A2 IR

TR T A E 5% .

B3 AP 48

1

2
3
4
5

6

$TJF NetBackup Web Ul,

e, it “RE” > “HEER .

Hifi “APIEER” BLUiR,

ik

£ Kubernetes #f4E I, GIEMLE LIRS I3 %9

nb-config-deploy-secret.yaml,

apiVersion: vl

kind: Secret

metadata:
name: <kops-namespace>-nb-config-deploy-secret
namespace: <kops-namespace>

type: Opaque

stringData:

apikey: <Enter the value of API key from the earlier step>

Bifﬂ%%%ﬁo iéﬁgﬁﬁé>kubectl apply -f nb-config-deploy-secret.yaml,

R

1

%E netbackupkops-helm-chart/values.yaml qjﬁﬁﬁﬁulﬂtﬁzEQo

= containers.manager.image: [Tt NetBackup Kubernetes ¥ il #5 {4
AN URL,

» imagePullSecrets name: 1R% dHF IR T B SR I UEA RE4R L5, Tl
1% BOR MR BRI G110 24 K

» nbprimaryserver: EELE 1 NetBackup ERS 254K

= nbsha256fingerprint: M NetBackup Web Ul 3k SHA256 84, 7EZ2M,
B “RE” > ER” o il EREMENET .

21
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B3 73 Kubernetes BL & NetBackup {R1P

= k8sCluster: Kubernetes #4E APl IR %-%569 FQDN,
= k8sPort: %I Kubernetes API 255 #5035 11

= datamoverProperties (A3t ) : 472 7E datamover pod ) bp. conf
Phdg e FAT TR B E

FE: AXEZEL, S IH 33 WYX HARIAFRH NetBackup fiik 55
AT HBRHERR

Kubernetes FE&ERY Ul #5516 FHRAE T X205 .
WERATELE, BT P2 LI3KEL Kubernetes #E4E il Kubernetes ¥ [ :

# kubectl cluster-info Kubernetes ¥ flfi#i7E https://<Kubernetes
FQDN>:6443 izf7

» datamoverimage: I TFHRIEIRE hABUR K ATEME URL,

o PRIGRIARIR S O B BTSRRIt = — O R G
SR

AR, T Fad

# kubectl get storageclasses

» storageclassblock: FT & & HEATFAESS.

= storageclassfilesystem: FT & & RS EMTFAEIL,

FRBCE LIRS, B T T ard

# kubectl get volumesnapshotclasses

= volumesnapshotclassblock: T AIdH AR &R,

= volumesnapshotclassfilesystem: HFEIE SR G H PRI LA,

TERESERN R 2 [ By SR 3t storageMap HEA T4, AR I BEEE VRN T 37
HIAEARVEI, LAT L2238 )5 78 backup-operator-configuration Y configmap 1
BHHAIESL

» storageMap Je—ME-HT BT, HPERAMHE, [He—Picd, W
snapshotClass. storageClassForBackupDataMovement,

storageClassForRestoreFromBackup 1A%, 7B B MG gL
Z I WL A B

= snapshotclass WA F 5 AR 1Y B AT BIEE, JF HALZIRERE A7
TR IR BT A2 LA A A snapshotclass 25 H .

= storageClassForBackupDataMovement 414 datamover £l @l PVC,
BT R AR TR G Y IR AA i PVC Siezs, EHIAFEAA2E

22


https://<Kubernetes FQDN>:6443
https://<Kubernetes FQDN>:6443

ERE FNELE NetBackup Kubernetes Operator | 23
B34 Kubernetes Bt 8 NetBackup {R3P

BT UAATEE, Datamover ML PVC BRI H % 1% 5] NetBackup
RS2, storageClassForRestoreFromBackup FH T WA IR 45 #5451
TR, BB RIREAss, Bk AR —E&FT.

o R T o 2 AR I S B U
o BiHR

storageMap:
<key - storage class name>:
snapshotClass: [mandatory field to specify
volumesnapshotclass for creating snapshot of given key storage
class]
storageClassForBackupDataMovement: <optional, storage class
used to transfer pvc backup data from k8s cluster to
NetBacup media server>
storageClassForRestoreFromBackup: <optional, storage class
used to restore pvc from NetBackup media server
to k8s cluster>

Note: storageClassForBackupDataMovement and
storageClassForRestoreFromBackup are optional and must be
compatible

with key storage class if they are configured different from
key storage class. If no value is specified for these

fields original

storage class would be used. These values can be changed later

in backup-operator-configuration configmap

Example for openshift storage classes. cephfs storage class
should have corresponding snapclass as cephfs as follows
storageMap:
ocs-storagecluster-cephfs:
storageClassForBackupDataMovement:
ocs-storagecluster-cephfs

storageClassForRestoreFromBackup: ocs-storagecluster-cephfs

snapshotClass: ocs-storagecluster-cephfsplugin-snapclass
ocs-storagecluster-ceph-rbd:

snapshotClass: ocs-storagecluster-rbdplugin-snapclass

Rk
BN helm, HisfTLL F s
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B % X Kubernetes T{Efa &

# helm install veritas-netbackupkops <path to

netbackupkops-helm-chart> -n <kops namespace>

%\ Kubernetes Operator i 44 %5 [ 3K config-deploy pod, i&izf7LA F s
# kubectl get pod -n <kops namespace> | grep "config-deploy"
A&

A pod <namespace>-netbackup-config-deploy ) H &, HiafTLA s

e

# kubectl logs <pod-name> -n <kops namespace>

B &% 5
TR ERCE pod B H G, FTLLRKHEBRE N DEBUG, INFO BY, ERROR, BRIMH
WE N INFO,

HE: AXTELHAEL, ES% (NetBackup Kubernetes Pl A [ 1357 ) o

BENX Kubernetes T1EHR%;
AR EE, WA I

kubectl get configmaps <namespace>-backup-operator-configuration -n

<namespace> -o yaml > {local.file}.
FREECE, BT R ad:
kubectl edit cm<backup-operator-configmap> -n <kops-namespace>,

XE VirtualMachine=false RJZSFHZ = A3l A,

;I,E NetBackup Bliil‘éf’f/z,ﬁiu “3 ﬁ” iﬁﬁ}"FE/‘J VirtualMachine i}fﬂlo

FE: EEME, "TLLEITLL IS kubectl get configmaps

<namespace>-backup-operator-configuration -n <namespace> -o yaml >
{local.file}
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B % X Kubernetes T{Efa &

<namespace>-backup-operator-configuration F15 Kubernetes
Operator ZHHEESE

BEE

Ei::puy

BIAME

AT RE

H1E

daemonsets

Wnf S A false,
W 2 BRI 5 3 L B R
{HJ&, 7£ NetBackup
Web Ul i
Kubernetes i 44 25 ]
BF, BEEEAS BT

true

true.

false

deployments

InFRELR S A false,
W& BRI 55 3 L B A
B, 7E NetBackup
Web Ul i
Kubernetes iy 44 2% ]
B, BRSNS BRTE
/IR AR,

true

true.

false

pods

AR BN false,
D) BRI 3 I U
{Hj2&, 7€ NetBackup
Web Ul Hr 8y
Kubernetes iy 44 %5 [A]
BF, B AN ORTE

true

true.

false

replicasets

WS A false,
W% BRIy I B R
{AJ&, 7 NetBackup
Web Ul i
Kubernetes i 44 25 ]
B, FEEAS BRTE

true

true.,

false

secrets

AR E A false,
D) B 0 I U
{H)&, 7€ NetBackup
Web Ul iy
Kubernetes #4425 [a]
B, BRI S BRTE
“EIR” A

true

true.

false

25
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B % X Kubernetes T{Efa &

RE ik BAE | WA
services R & false, | true true. false
D) - 13 R U
{HJ&, 7E NetBackup
Web Ul Hr 8
Kubernetes iy 44 %5 [A]
WF, FREA S BRTE
namespace Kubernetes Operator | hfir#%5[] | NetBackup
RAEmASEEPEE | EENTA | g,
)8 HFRo
IR S A false,

D) B 0 IR U
{HJ&, 7E NetBackup
Web Ul 8l
Kubernetes fiy44 %5 [A]
W, FREAS BRTE

cleanStaleCRDurationMinutes

P CR AR IE HTE
34 CR AYFFELINT TH] o i
RICH A RE SCF IR AR
PR g el s
XFTHRIHEREFTHY M
PR ” F1 A
B AR, EEEm
deanSiakeCRDurationVinutes
{H.

1440 4534

AT (L
Sy
fii)

ttiICRDurationMinutes

TTL CR Hf&LA[H]

30240 43%h

30240 434k

fipsMode

JHTF1E NetBackup
Kubernetes Operator
FEHE RS sl
FIPS_MODE MRcHE .

5

=ViE Nl

livesnessProbelnitialDelay

RIMAIIRIE R I o

60

60 4-4h

livenessProbeTimeoutinSeconds

TEMBHITEHL L, 17
PRI T ] A 2
A 1Ry, TR
T8, LABS 1L RAFT
PRI R I £ 1 T3 2K
R

18

13 5%,

26
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HE X Kubernetes T{Efa%;

BE

P

BRIAME

RIBERYME

livenessProbePeriodInSeconds

TRIIRR .

180 b

AEfrfE (L
P Hfis )

checkNbcertdaemonStatusDurationMinutes

NB /5 63k B R
ARAERFLE A o

1440 435

1440 434

collectDataMoverlLogs

i T datamover H ik
LA HRR A,
AWAAEIIR W EHE
KR E BT 20 pod B )i
FHH &,

1k datamover J5 I H
AT, iR
NetBackup Kubernetes
pod [ PIAEBR I n#
=/ 2GBHH L, M
IR B HERR SE R
AT LLE N 2 BT (R R,
BRIME

b 3 — ORIV E (RN b
R e
datamover H i Abk:
BERE, ERAET —A
AL RE 2 G
All/FailedOnly/Off,

Failed

All, Failed,
None

maxRetentionDataMoverLogsInHours

datamover H AR K

TREFIRR .

24 /Nt

72 /Nt

maxRetentionDataMoverinHours

BB S e
RIFTA datamover 7%
o

24 /N

AEfrfE (L
/N g B
i)

cleanStaleCertFilesDurationMinutes

fiuh Az JERGIE A SO B
PRl g s

60 734

1440 435k

maxRetentionInDiscoveryCacheHours

PZITE] (RAZNS Sy 2
) YRE TR EE BN EE
peaininf ]

24 /N

48 /Bt

pollingTimeoutinMinutes

RIEEANER, B
WABRMEE , #RAFER
Ot HRM

15 74

AEAME (LA
Il B

i)
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HE X Kubernetes T{Efa%;

(i1 iR EINE AT REHIME

pollingFrequencylnSecs IR, 5% fEAT{E (LA
TP AL )

nbcertPrerequisteDirectoryAndFiles NBCA mii#4f4 . WA | IETRARR

MIRBR &0 TN F 0T R IRIERIRTIR = 14

1.

AT I3 storageMap RUFFEESSESS e B “SP R o R PVC %
Y E R WaitForFirstConsumer, T2\ PVC A I, Sofpg ol T
B SR IMEAL R

R~ BITAA: # kubectl get sc

IB1T PR A0 A0y BN AS S SR 8 B 2 IR 55 2 T 2 FH 2 IR 55 25 19
HFRBIE Y ConfigMap.

TEUT configmap.yaml e

] backupserver.sample.domain.cmn*ﬂmediaserver.sample.domain.com

J& NetBackup IR 55 a0 B IR 55 a9 A4

m 10.20.12.13 F110.21.12.13 X1 IP & NetBackup F-ARS5 28 A1 AR
SH0Y IP HbHE

apiVersion: vl
data:
datamover.hostaliases: |
10.20.12.13=backupserver.sample.domain.com
10.21.12.13=mediaserver.sample.domain.com
datamover.properties: |
image=reg.domain.com/datamover/image:latest
version: "1"
kind: ConfigMap
metadata:
name: backupserver.sample.domain.com

namespace: kops-ns

» 5l configmap.yaml SCEFEEANE B,

o AT SCORGHR IR vam) SCOFEANTE B

o fEH yam) SCOHYT TR SCUHRAT BT 5 1R) Kubernetes RFAEAY 4 H 5%
I IER B Z 2R E datamover.properties:

image=reg.domain.com/datamover/image:latest,
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B % X Kubernetes T{Efa &

SR F RS A FNE B E RS AN B Ss # B A AR, ENEERR sh#s
AT EHUBNTRIN, 15842 datamover .hostaliases. A ERSFHRAN BRI
LA EPLA B IP BT,

I8 “7F NetBackup Kubernetes Operator [ #535 AR 55 #4440 #4058 6 s
FOTEARUE A B a4, LI % ) docker 1M,

Bl , 1ER)E configmap.yaml SCEFRTER LA T @2k

datamover.properties: |
image=repo.azurecr.io/netbackup/datamover:10.0.0049

imagePullSecret=secret name

ﬁﬂi% configmap.yaml jCﬁ:o J‘éffﬁé\: kubectl create -f

configmap.yaml,

4R Kubernetes Operator Joik(# fE #4 FAT £k %, THS % LU T HEN,

n  WERIRBGERRNERILL R E . EXIT STATUS 8500: Connection with the
web service was not established, Hi4, M nbcert HEH, WiEFHLZ
SRR

n WIRFHLLMBATRIM, W values. yaml X, fEH AN

hostAliases,
s TELAT hostAliases %@J'T‘

[ ] backupserver.sample.domain.cmn}ﬂ
mediaserver.sample.domain.com & NetBackup 3R 55 #% A5 iR 55
R FEHLA .

m 10.20.12.13 f110.21.12.13 X4 IP J& NetBackup ER5#5Fl
LRSS w0y 1P Hiudik

hostAliases:

- hostnames:
- backupserver.sample.domain.com
ip: 10.20.12.13

- hostnames:
- mediaserver.sample.domain.com
ip: 10.21.12.13

TECAR ik 2 P HIERSIY hostaliases /RITEAIE R, JW HAIMBHE
%gq‘m]hostAliaseso

#E: nostaliases %Bﬁv‘%ﬁﬁﬁ‘»ﬁﬂi'l%kﬁddﬂr

./netbackupkops—helm—chart/values.yaml[1:‘O

29
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BEX Kubernetes T{Ef

hostAliases i%ﬁﬂ:

2104 hostAliases;

- ip:10.15.206.7

hostnames:

- lab02-1linsvr-0l.demo.sample.domain.com
- lab02-1linsvr-01

- ip:10.15.206.8

hostnames:

- lab02-1insvr-02.demo.sample.domain.com
- lab02-1linsvr-02

imagePullSecrets:

- name: {{ .values.netbackupKops.imagePullSecrets.name}}

ZLHH nbeertemdtool (1 TLS AHSCECE:, WM IrTR 5 B B HT deployment . yaml
Iﬁ‘*%ﬁiﬁﬂ {{ .Release.Namespace }}-certconfigscript H’(J conﬁgmapo

.

To set TLS MAX VERSION,
apiVersion: vl
data:
nbcert.sh: |
#!/bin/sh
mkdir -p /usr/openv/kops
mkdir -p /usr/openv/fingerprint-dir
mkdir -p /usr/openv/tmp
mkdir -p /usr/openv/netbackup/logs/nbcert
mkdir -p /usr/openv/netbackup/logs/nbcert/nobody
mkdir -p /usr/openv/var/global
mkdir -p /usr/openv/var/vxss
cp -r /nbcertcmdtool /usr/openv/nbcertcmdtool
touch /usr/openv/var/global/nbcl.conf
touch /usr/openv/netbackup/bp.conf
chown -R nobody:nobody /usr/openv
echo "CLIENT KEEP LOG DAYS = 90" >>
/usr/openv/netbackup/bp.conf
echo "SERVICE USER=nobody" >> /usr/openv/netbackup/bp.conf
echo "MACHINE NBU TYPE = KUBERNETES CLUSTER" >>
/usr/openv/netbackup/bp.conf
echo "TLS MAX VERSION = TLSv1.3" >>
/usr/openv/netbackup/bp.conf
kind: ConfigMap

metadata:
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BEX Kubernetes T{Ef

labels:
component: netbackup
name: {{ .Release.Namespace }}-certconfigscript

namespace: {{ .Release.Namespace }}

9. {HHIHE QU A B4 o
£ X0 B4 backupservercert [HE {5 H., 5% (NetBackup for
Kubernetes & FI4554 ) i “7E NetBackup Kubernetes Operator 21
B oo

10. 47 backupservercert i3k LI RBGIE

BEXTELEL, 5% (NetBackup for Kubernetes 45 HHH5RT ) H1fY “1E
NetBackup Kubernetes Operator F#REUEH” .

HXEL(EE, 5% (NetBackup 2 MINZHRE ) -

HE: T AR S NS R RIAE L, ORI IR

Kubernetes Fx#%#) DTE B FimiZE
DTE_CLIENT_MODE ¥E3i$5 1 il i 25 1 IR 55 #4512 11 configmap 7£ datamover [
BEE L TP EPEInE (DTE) #ia, &R e h A N i 74 )5 DTE #
% i DTE R PET,
B IR 55 2 FEE 1) configmap, FfAEEHEs i DTE_CLIENT_MODE %44, It
AT LRI LL T
= AUTOMATIC
= ON
. OFF

4% DTE_CLIENT_MODE ¥ £(5 4., 1§5% (NetBackup &R, & 145 )
iy “%& Py DTE_CLIENT_MODE” #5453,

LI 24T DTE_CLIENT_MODE # & configmap:

apiVersion: vl
data:
datamover.hostaliases: |
10.20.12.13=backupserver.sample.domain.com
10.21.12.13=mediaserver.sample.domain.com
datamover.properties: |

image=reg.domain.com/datamover/image:latest
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HE X Kubernetes T{Efa%;

DTE_CLIENT MODE=ON
version: "1"
kind: ConfigMap

metadata:

name: backupserver.sample.domain.com

namespace: kops-ns

BE X datamover B4

A] LIS TEA I IR 55 28552 1 configmap T & S8 E %13k A & X datamover /&

L
*23 Datamover B4
HEHAR AIEERI1E
VXMS_VERBOSE L. [0,99]
VERBOSE il [0,5]
DTE_CLIENT_MODE = AUTOMATIC
= ON
= OFF
USE_CTIME_FOR_INCREMENTALS YES/NO
USE_CTIME_FOR_DIRECTORY_INCRS | YES/NO
DO_NOT_RESET FILE_ACCESS TIME | YES/NO

& ST NetBackup & i SZ H AL AR B i &, W LU 7E datamover
configmap "' datamover.properties # F S INIXSERLE X # , 7 datamover #£4T
P, XU ES R INE] datamover NI bp. cont 3P,

LR configmap, TEESINEE(EXT, AR R

apivVersion: vl
data:
datamover.properties: |

image=reg.domain.com/datamover/image:latest

VERBOSE=5

DTE CLIENT MODE=OFF

VXMS VERBOSE=5
version: "1"

kind: ConfigMap
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W EHEZFRE NetBackup [R5 2B 1T FEHERR

metadata:

M NetBackup 10.5 FF-4f

name: backupserver.sample.domain.com

namespace: kops-ns

, XHFTLS 1.3 M. BIMEM T, NetBackup 10.5 JZ

PR AR 22 A 5 TAR AR P TLS 1.3 BRl, IR A
LA

kb gdis i (DTE)

SN KMS IR55-%%

AD/LDAP fI}55 #%

MSDP

fiiH] cURL #E4T HTTPS 5 {5

FIRLE TLS MCMJE M, TTRAFESL configmap BB IrdG i & . ¢ TLS E
LR R, WEH I,

Xt BB 5 & NetBackup AR & 883 1T FEHERR

R NetBackup Kubernetes Operator JGid s 415 48 24 FRIBAT £ 10 IR 55 #5541 Joi
o5, WHITLLTF L5

1

IRPGEA RS, QREREE . BHIRE 8500: K5 Web RS 1915 #
$RJ5, M nbcert HEH, WA ENLAMBHT RS RIT, WERMHTRIB, Wk
LA AP5R:

H3Hr Kubernetes Operator deployment . yaml, JFTERRE RN

hostAliases,

TELLF hostAliases /nffi,

= backupserver.sample.domain.com #1 mediaserver.sample.domain.com

& NetBackup R 55 #% FIA IR 55 28 ) EAHLA o

= 10.20.12.13 f110.21.12.13 X~ IP /2 NetBackup k55w A Bl
S 4509 P Hotl

hostAliases:

- hostnames:
- backupserver.sample.domain.com
ip: 10.20.12.13

- hostnames:
- mediaserver.sample.domain.com
ip: 10.21.12.13


https://www.veritas.com/support/en_US/article.100069041
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3 BEHEZ A NetBackup IR 1TR S HER

T A i o P 2 I 5K TG hostAliases /Rl TEAR(E B, AL IR 3
F1f hostAliases.,

U REHGRS B TCIE AT 35 03 % 55 SR el IR 5 e R4 P . B DRI AL,
THATLL T AP BR

RIS #AFRE BT configmap.
= NI datamover.hostaliases 7B, ¥ \P #ihik i 2 FH14 .
s TELLF configmap.yaml /R,

= backupserver.sample.domain.com Fl mediaserver.sample.domain.com

J& NetBackup F k55 %8 A Bk 5545 1 04 o

= 10.20.12.13 Fi1 10.21.12.13 X1~ IP J& NetBackup F A% #5 F141 i
L9510 1P Hihl

apivVersion: vl

data:
datamover.hostaliases: |
10.20.12.13=backupserver.sample.domain.com
10.21.12.13=mediaserver.sample.domain.com
datamover.properties: |
image=reg.domain.com/datamover/image: latest
version: "1"
kind: configmap
metadata:
name: backupserver.sample.domain.com

namespace: kops-ns

s Eifl configmap.yaml FEAE R .
w  FTIFSCRZRE AR IR yaml SCHEANME B .

w SRIE, ] yaml SCUHYT TR 2K HARAE B T 1510] Kubernetes HFAERY 4 H
%O
= %ﬁﬁﬂﬁ\% configmap.yaml )‘Cﬁ‘, 'L%:LZTE?? kubectl create -f

configmap.yaml{ﬁj‘é}O

s WUREHEAIEN configmap.vaml, Wiat7iZAar4 LLHE# configmap.
kubectl apply -f configmap.yaml
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datamover pod FEEEHLEI ¥

datamover pod i EHLHI L

1£ NetBackup ", FH Al LU FH A0 IR 55 2 FEE 1 ConfigMap F M4
ST datamover pod, 4 datamover pod AR, LA FHHAB L

EL R RGE A ML HEREE X (NAD) /A datamover pod
R

1£ NetBackup Kubernetes Operator Helm 2234 a], P Al LIZE
netbackupkops-helm-chart/values.yaml jCﬂquﬂgﬁgﬁfi%, iZ%EEE%%%?EiH@ﬂ:
NetBackup Kubernetes Operator 3% #il datamover pod., XJ&RES%,

REFEAMKIEIEE X (NAD) /1 datamover pod iFEniE
AP RT R i G 25 0 BR 55 #RE 2 19 ConfigMap SRR I Bl s i A 7 .
il

# kubectl get cm -n <kops-namespace>
# kubectl edit cm/<backup-server-name> -n <kops-namespace>
datamover.annotations: |

k8s.vl.cni.cncf.io/networks: whereabouts-ipvlan-conf-1

PR

4 datamover pod i & HMZ I, pod PG hostalias A& T 246 M4
MRS O RS, EEA SRR AL & M4 .

AL PPN OB — N WIE, AR AT O multus, T AS 24 B B Y
1 M 4442 D 1 A datamover,

TE YIRS 4% ConfigMap hg@ I 7B, LAfET 5 LM datamover pod,
1. nodeSelector: nodeSelector ] LI pod 250k 2| BAE B EbREE AT 1,
7l

apiVersion: vl
kind: ConfigMap
metadata:
name: backupserver.sample.domain.com

namespace: netbackup
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datamover pod A #HLEIZ

data:

datamover.hostaliases: |
10.20.12.13=backupserver.sample.domain.com
10.21.12.13=mediaserver.sample.domain.com

datamover.properties: |
image=reg.domain.com/datamover/image:latest

datamover.nodeSelector:
kubernetes.io/hostname: testl-194jm-worker-k49vj
topology.rook.io/rack: rackl

version: "1"

nodeName: nodeName JE—FP B #E A7 S EBIEL, AR MmPERL

nodeSelector. R VFEHEE — 1L, 1EI% T AL pod AT Ay, AT

A BRI FED L o
ENE

apivVersion: vl

kind: ConfigMap

metadata:
name: backupserver.sample.domain.com
namespace: netbackup

data:
datamover.hostaliases: |

10.20.12.13=backupserver.sample.domain.com

10.21.12.13=mediaserver.sample.domain.com

36
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datamover.properties: |
image=reg.domain.com/datamover/image:latest
datamover.nodeName : testl-194jm-worker-hbblk

version: "1"

Taint #0 Toleration: Toleration /F#:JH B HAT 244 Taint 1) pod. Taint Fil
Toleration #hE TAE, #AK pod B RLE L5 4 Eo WG — 1 ZA Taint
REFHT A, NRZAT SRS N RE A X 8 Taint A94T1] pod.

ENE

apivVersion: vl
kind: ConfigMap
metadata:
name: backupserver.sample.domain.com
namespace: netbackup
data:
datamover.hostaliases: |
10.20.12.13=backupserver.sample.domain.com
10.21.12.13=mediaserver.sample.domain.com
datamover.properties: |
image=reg.domain.com/datamover/image:latest
datamover.tolerations: |
- key: "dedicated"
operator: "Equal"

value: "experimental"
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effect: "NoSchedule"

version: "1"

EMMEREMGE. 7 ACEAEIIRESST nodeSelector FBE, {HEH HEH
J1, FEAVFEFE EPHN . pod 2 1] {35 A/ SRR R AR IE A pod
RIFRZ 2 pod.

NGB
n TEEME.

apivVersion: vl
kind: ConfigMap
metadata:
name: backupserver.sample.domain.com
namespace: netbackup
data:
datamover.hostaliases: |
10.20.12.13=backupserver.sample.domain.com
10.21.12.13=mediaserver.sample.domain.com
datamover.properties: |
image=reg.domain.com/datamover/image:latest
datamover.affinity: |
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:

- matchExpressions:
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- key: kubernetes.io/hostname
operator: In

values:

- testl-194jm-worker-hbblk
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1

preference:
matchExpressions:
- key: beta.kubernetes.io/arch
operator: In
values:
- amdé64

version: "1"

Pod 0%

apivVersion: vl

kind: ConfigMap

metadata:
name: backupserver.sample.domain.com
namespace: netbackup

data:

datamover.hostaliases: |
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10.20.12.13=backupserver.sample.domain.com
10.21.12.13=mediaserver.sample.domain.com
datamover.properties: |
image=reg.domain.com/datamover/image:latest
datamover.affinity: |
podAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
- labelSelector:
matchExpressions:
- key: component
operator: In
values:
- netbackup
topologyKey: kubernetes.io/hostname

version: "1"

topologySpreadConstraints: #i4M1ii 298 THEHIE SRS (Qnibx ., X
B, WSRO SO IR ENER ) A AR Y pod AT

ENE

apivVersion: vl
kind: ConfigMap
metadata:
name: backupserver.sample.domain.com

namespace: netbackup
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data:
datamover. hostaliases: |
10.20.12.13=backupserver.sample.domain.com
10.21.12.13=mediaserver.sample.domain.com
datamover.properties: |
image=reg.domain.com/datamover/image:latest
datamover.topologySpreadConstraints : |
- maxSkew: 1
topologyKey: kubernetes.io/hostname
whenUnsatisfiable: DoNotSchedule

version: "1"

o AREE: BREEEMINEIGR (40 pod) RUBEMEXT . ARZEFTARIRS G
HHZ R RN AR R IR T4 o brsEnl LIAERY
AR G2, B T AR #EAT B ATE
ZNR

apiVersion: vl

kind: ConfigMap

metadata:
name: backupserver.sample.domain.com
namespace: netbackup

data:
datamover.hostaliases: |

10.20.12.13=backupserver.sample.domain.com

Y|
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10.21.12.13=mediaserver.sample.domain.com
datamover.properties: |

image=reg.domain.com/datamover/image:latest
datamover.labels: |

env: test

pod: datamover

version: "1"

FERE: AT LU HARZS B R TR N R Kubernetes X4, ASREfE
FHEBAR LRI BT 52
iR

apiVersion: vl
kind: ConfigMap
metadata:
name: backupserver.sample.domain.com
namespace: netbackup
data:
datamover.hostaliases: |
10.20.12.13=backupserver.sample.domain.com
10.21.12.13=mediaserver.sample.domain.com
datamover.properties: |
image=reg.domain.com/datamover/image:latest
datamover.annotations: |

buildinfo: |-
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"name": "test",
"build": "1"
}]
imageregistry: "https://reg.domain.com/"

version: "1"

VAR Ay = .y hd P

IRE N iR eR F B2
NetBackup SZH¢E0 i IR 18500, T LA ad 76 228 o - 30 Al 38 24 1 A7
257E values.yaml % & acceleratorTracklogPvcStorageClass H fa FHIAS 1y o
ARV E SR PVC,
%N acceleratorTracklogPvcStorageClass: ocs-storagecluster-ceph-rbd
TR FT % HAE], NetBackup Kubernetes Operator #4617 S {4458, PVC #il
Pod, DIKi#E%4a FERGSSRBA 3K
»  WURAEERAES ERCh ‘LRI, WY PVC 4bF “88E” RS,

NetBackup Kubernetes Operator 7247 PVC H. %% 2 .

o IR S E R WaitForFirstConsumer, |2:6llE datamover pod
LU PVC,

s R PVC AT “4FE” IR H Pod 4T “IEAEIZTT” IR, N NetBackup
Kubernetes Operator 223 30,



1£ NetBackup Kubernetes
Operator _F&3EIEH

TS T4 R

= 7F Kubernetes Operator - #EiE+
o PUTET EL ID AUEA A

s PUIT ECA ET#E

s ARPLIEFRISA

7£ Kubernetes Operator L &3 ZiFH

T BUE A REAE datamover Fil NetBackup 41 JFi Ik 55 ¢ Z Al #E 742 4013

EE: WIUCEEILT, RIEATERIT CAWREBEM” M CNEHIER" HE.

TEf# BackupServerCert Z R, WA CMIIGINIA MBS, FoVERE
NetBackup f£i# 386 clusterInfo DIFRIRAIE N “HBI” .

% #F datamover &{5 BE B

datamover {E£if T NetBackup #55H RS o, el (524 2 (TLS) 547

RS A5 TRAE . AXREZHAER, H5% (NetBackup™ Z 4 HIMN%HER )
i) “F NetBackup H&4AE(E" #4r. datamover FFEILT 4L ID HIFESS
s NetBackup A5 #ii & 1) ECA &2k, AReiH M5, 5IA THIHE
B E X BackupServerCert, 7 NBCA ( NetBackup JiF454li & HLk ) 3 ECA
CHMTIERA AN ) BT S AR B4

FIE SCREIERE AT B «




apiVersion: netbackup.veritas.com/v1l
kind: BackupServerCert
metadata:
name: backupservercert-sample-nbca
namespace: kops-ns
spec:
clusterName: cluster.sample.com:port

backupServer: primary.server.sample.com

7£ NetBackup Kubernetes Operator EEBEAEH | 45
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certificateOperation: Create Update Remove
certificateType: NBCA | ECA
nbcaAttributes:
nbcaCreateOptions:
secretName: "Secret name consists of token and fingerprint"
nbcaUpdateOptions:
secretName: "Secret name consists of token and fingerprint"
force: true | false

nbcaRemoveOptions:
hostID: "hostId of the nbca certificate.

You can view on Netbackup UI"

ecaAttributes:
ecaCreateOptions:
ecaSecretName: "Secret name consists of cert, key, passphrase, cacert"
copyCertsFromSecret: true | false

isKeyEncrypted: true | false
ecaUpdateOptions:

ecaCrlCheck: DISABLE | LEAF | CHAIN
[0,4380]

HATETEM ID WIEFB#RE

ecaCrlRefreshHours:

i fR7E NBCA Bi:UTF LB £S5 4% . LA NBCA #:UR M THITPIRA, iz

AT a4 /usr/openv/netbackup/bin/nbcertcmd -getSecConfig -caUsages

AR RS

NBCA: ON
ECA: OFF

FTEHL D APUEFRLTEATT Frs -

apiVersion: netbackup.veritas.com/v1l

kind: BackupServerCert

metadata:
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name: backupservercert-sample
namespace: kops-ns

spec:
clusterName: cluster.sample.com:port
backupServer: primaryserver.sample.domain.com
certificateOperation: Create | Update | Remove
certificateType: NBCA
nbcaAttributes:

nbcaCreateOptions:

secretName: "Secret name consists of token and fingerprint"
nbcaUpdateOptions:
secretName: "Secret name consists of token and fingerprint"

force: true
nbcaRemoveOptions:
hostID: "hostId of the nbca certificate. You can view on
Netbackup UI"

% 31 ETEH ID WIEHERE

RIERE EIANERE

(el secretName: il & SRAITE S EHIRI LK o
llES hostID: NBCA iE 451 EHLRIR

G secretName: AL IR SR IO 7R

7 Kubernetes Operator Sl & FE#1 ID BIiEH

A LUME AT 33 #2 8 Kubernetes Operator G123 T 4L ID iEF .

7 Kubernetes Operator 2 EFE#L ID BIEH

1 EHRBIRS L, BT a4 IF3R SHA-256 1540,
/usr/openv/netbackup/bin/nbcertemd -1istCACertDetails

2 BRIEZIAR, 1E5% (NetBackup™ 4RI ) il “GIEEEACS
JE” Y

3 EAMEEHAMOM (WRGE) , #HZS% (NetBackup™ ZHNNE R )
Ty QIR A AT SRR

4 AR S B =
FRHESRE, PTG T, BRI LTI,

Token-fingerprint-secret.yaml W AR
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apiVersion: vl
kind: Secret
metadata:
name: secret-name
namespace: kops-ns
type: Opaque
stringData:
token: "Authorization token | Reissue token"

fingerprint: "SHA256 Fingerprint"

[] Ei%ﬂToken—fingerprint—secret.yaml jﬁﬁ#j(jio
n  FTH ORGSR ITRING yaml SCHESCA

w SRIE, HF yaml SO R SCAR PRI ] LLViTR] Kubernetes #E4ERY £
Her,

E@JE Token-fingerprint-secret.yaml )Lﬁ:, 1%@1?[;(?@/7\ kubectl

create -f Token-fingerprint-secret.yaml
fﬁfﬁ nbcaCreateOptions ﬁUEE
backupservercert %T%%, RI5 Eiﬁ%ﬁ%ﬁéﬁﬁ?o

nbca—create—backupservercert.yanﬂ,ﬁﬂjiﬁﬁiﬁ:

apiVersion: netbackup.veritas.com/v1l

kind: BackupServerCert

metadata:
name: backupserver-nbca-create
namespace: kops-ns

spec:
clusterName: cluster.sample.com:port
backupServer: backupserver.sample.domain.com
certificateOperation: Create
certificateType: NBCA
nbcaAttributes:

nbcaCreateOptions:

secretName: nbcaSecretName with token and fingerprint

[] ﬁiﬁﬂ nbca—create—backupservercert.yand,jiﬁ#jiﬂio
w AT ORGSR AR IR yaml SCIFSCA

w SRE, HH yaml SO R SCA PR 0] LIV Kubernetes FEAER0 £
E%*‘O
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8 %5@UE§ nbca—create—backupservercert.yand,j{ﬁ#, ﬁ%ié%?ﬁl1<ﬁﬁé%:
kubectl create -f nbca-create-backupservercert.yaml

9 PIEHEDE, Kt e SORURIRA . nGE F e SCRRUeIRA Sl “pah™ L AT
1817 “IIREEH” 1E.

EE: o CAWHRBEH” & CANEFHEIRER" HEZhr, TEmE
BackupServerCert [ & LFHFIRS RGN "

EE: GUTET L ID MIES: NetBackup FAL ID UE S RGN A 24
AN TR 51T o IR ERUE HBIRET 180 X (6 M) AZhZEiT.

& WilEKiA NetBackup FHR 55 i #Fl NetBackup Kubernetes Operator
AP AP A2, A€ checkClockskew FFRMEZIEAGFE, WHSH
{NetBackup™ & FfN#E1Em ) PH) “BHai w2 e Ba i m” 5
i

M Kubernetes Operator i = iR %253 B

AR E S5 AAFF2A TR HAJFHRAE, AT L MIZ R 55 2 B UE S
M Kubernetes Operator HilE& IR 558834 .

1 B5%] NetBackup Web Ul, F3RECEMN S AIE T 69 AL 1D,

FARBGE B FHLID, #55% (NetBackup™ L FIMETER ) hiy “AFH ik
TEHLID BRERRITEAN(E R FBar .

2 QRSN “MMER” (Y backupservercert,

nbca-remove-backupservercert.yaml jCﬂFﬂD1:EEﬂ§:

apiVersion: netbackup.veritas.com/vl

kind: BackupServerCert

metadata:
name: backupserver-nbca-domain.com
namespace: kops-ns

spec:
clusterName: cluster.sample.com:port
backupServer: backupserver.sample.domain.com
certificateOperation: Remove
certificateType: NBCA
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nbcaAttributes:
nbcaRemoveOptions:
hostID: nbcahostID

[ ] Ei%ﬂnbca—remove—backupservercert.yamlItﬁ#j(iio
n  FTHSORGRER AR ITRENG yaml SCHESCA,

w RJE, B yaml SCEYT AR SCARRAF R AT LR Kubernetes 4R 3
Her,

3 %ﬁ'ﬁi nbca-remove-backupservercert.yaml )Lﬁ:, i%@f?[)/ﬂ:fﬁ/?\:

kubectl create -f nbca-remove-backupservercert.yaml

4 ZRHET, 2% (NetBackup™ Z2MNRR ) iy “AEEETEHID
BIEF" 853

E#E: WV nbca-remove-backupservercert.yaml J&, B Kubernetes
Operator FAS HIIE 7745 P IRIE S . {5 &7 NetBackup 3 & H59R 77
TEHAR. Wik, FEMHIETD.

B ERRSSIRIES

DLTF 2T se A EHHE B IETE (BiE im0 A7 T Kubernetes Operator
)

m44 NetBackup Kubernetes Operator EA77ERGIEAS)5 , AT LA BB e sl &
AE . FLfFHIL R, AT AR SS aiE S, L nT LI BRAR S5 #iE S, AR5 R
HHEA

EE: WCREHNETRIER M, WAL ERUESS, SRS BIERET .

EHIF Kubernetes Operator EMIERFIIER, FMTUTIRIE:
1 HHEHEAERE backupservercert T4 .

nbca-update-backupservercert.yaml jCﬁ#ﬂHW:EEﬁ%:

apiVersion: netbackup.veritas.com/vl
kind: BackupServerCert
metadata:
name: backupserver-nbca-update
namespace:kops-ns
spec:
clusterName: cluster.sample.com:port

backupServer: backupserver.sample.domain.com
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certificateOperation: Update
certificateType: NBCA
nbcaAttributes:
nbcaUpdateOptions:
secretName: "Name of secret containing
token and fingerprint"

force: true

[ Ei%ﬂnbca—update—backupservercert.yaml3tﬁ#j(j§o
n  FTH ORGSR ITRING yaml SCHESCA

w SRIE, HF yaml SO R SCAR PRI ] LLViTR] Kubernetes #E4ERY £
Her,

2 %@J@ nbca-udpate-backupservercert.yaml )Lﬁ:, i%iéﬁ&?é—ﬁé\:

kubectl create -f nbca-update-backupservercert.yaml

3 fil# backupservercert ¥4 )5, #itr B SR TRIRE

H4T ECA IEBIRIE

TEPATHNEIE B AU AL (ECA) RIBIEE . SO AN ERRAE 21T, 26207 ECA FisX
TRCE IS A

Zod ECA BLURTALTATIRIRE, BB T AT fir

4>, /usr/openv/netbackup/bin/nbcertcmd -getSecConfig -caUsages

AR B -

NBCA: ON
ECA: ON

FfE ECA MR FECE A MRS %, 2% (NetBackup™ Z2&MINZETER ) K
“JT NetBackup FFAYZME CA 245" 4y

ECA IEBHIENT Fis «

apiVersion: netbackup.veritas.com/v1l
kind: BackupServerCert
metadata:
name: backupservercert-sample-eca
namespace: kops-ns
spec:
clusterName: cluster.sample.com:port

backupServer: primaryserver.sample.domain.com
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17 ECA EH i1k
certificateOperation: Create | Update | Remove
certificateType: ECA
ecaAttributes:
ecaCreateOptions:
ecaSecretName: "Secret name consists of cert, key, passphrase,
cacert"
copyCertsFromSecret: true | false
isKeyEncrypted: true | false
ecaUpdateOptions:
ecaCrlCheck: DISABLE | LEAF | CHAIN
ecaCrlRefreshHours: range[0,4380]
* 32 ECA IEBIRIE
BRIEXR IETANERE
Leilyz: = secretName: fWFIE . %48 . %4, cacert WEHMNA
o

= copyCertsFromSecret: A HERI{H K true T false, @Rt
PEI IR, SR CA TEBTH g5 vhiE . mI7E
Kubernetes Operator g MHHHIRNIESS, SEATH MRS #E

H.

I, TCHEREERIEBRAY], W] LU e
FAEHE

40 ECAHealthCheck Hi T UE45 M4 ml i Je e,
WIS IR S HIE TS

= isKeyEncrypted: WURFAHIE NS, HEHLFBBE N
true, NP E R false,

%S ANk
G = ecaCriCheck: nJ$5E /MBI A M ETRA L,

A BEMYME M DISABLE., LEAF Fi CHAIN,

» ecaCriRefreshHours 35 T #iiE15 i #4 51 R s NI B (LA
INEF R ERA ) o
Al HEAYIE L FEI7E 0-4380 Z [A]

fi ECA £ ZifH

NetBackup 7 ##7F Kubernetes Operator FpyEft ECA, LIftZA RS2 .
SN CA FEF MR g5 # h 2@ FHY o AE@AE IR, A2 FHIEAS 8591 250 K i3
BIRBUED M A5 %

fli ECA £ RiIEH
1 (EHRIES 5120 A R ARIBGIE T /48112
2  TEEHAPRESL ECA ZLIEREE . PN (WIRFEZ) .
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4T ECAERIRIE

IR TE 2 PR BB SRR AR RIS, (41 DER, PEM %) , HXH
258, #HS% (NetBackup™ L4 FMNEFER ) Y “FTIMEK CA i
PR B LI 5.

RT3 rh R 3 SR B
L] %E*A@%*ﬁﬂ%ﬂ@%&ﬂ?ﬁﬂ@%%ﬂ, i A/AUJ:W? kubectl create

secret generic <Name of secret>

--from-file=cert chain=<File path to ECA signed certificate
chain> --from-file=key=<File path to private key>
-—-from-file=cacert=<File path to External CA certificate> -n

<Namespace where kops is deployed>

L] §§%E$A%HElﬁﬂ%?ﬂ@ﬁ%@ﬂﬂtﬁﬂiﬁéﬁéﬁ, i A/ALA1:HU4%: kubectl create
secret generic <Name of secret>
--from-file=cert chain=<File path to ECA signed certificate
chain> --from-file=key=<File path to private key>
--from-file=cacert=<File path to External CA certificate>
--from-file=passphrase=<File path to passphrase

of encrypted private key> -n <Namespace where kops is deployed>

HSREEFIAR FrR -

— cert chain.pem

— private
| | key.pem
| passphrase.txt

|
| trusted

| cacerts.pem
cert_chain.pem J& ECA %4 1E 34

private/key.pem 245

private/passphrase.txt R A B

trusted/cacerts.pem J&4MHB CA iE+

»  EEREIRINE SR TAE4 R eca-secret R, THIBTTLL Fard:

kubectl create secret generic
eca-secret--from-file=cert chain=cert_chain.pem
--from-file=key=private/key.pem

--from-file=cacert=trusted/cacerts.pem -n kops-ns

o BIERBIE ISR T RIE4 R eca-secret fUEEH], EETIL T s

kubectl create secret generic eca-secret
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--from-file=cert chain=cert_ chain.pem
--from-file=key=private/key.pem
--from-file=cacert=trusted/cacerts.pem

-—-from- file=passphrase=private/passphrase.txt

-n kops-ns

RIS, BT RAE backupservercert XR A E LHH,

eca-create-backupservercert.yaml jCﬂFﬁﬂ1:EEﬁ%:

apiVersion: netbackup.veritas.com/v1l
kind: BackupServerCert
metadata:
name: backupservercert-eca-create
namespace: kops-ns
spec:
clusterName: cluster.sample.com:port
backupServer: backupserver.sample.domain.com
certificateOperation: Create
certificateType: ECA
ecaAttributes:
ecaCreateOptions:
ecaSecretName: eca-secret
copyCertsFromSecret: true

isKeyEncrypted: false

[] Ei%ﬂeca—create—backupservercert.yaml j(??jtjio
w TIPSO GRAR SRR yaml SO SR,

n SRIE, fHH yaml S B2 SCAR PRI AT LR Kubernetes FE4ERY £
HEd,

BRI 14 3] Kubernetes Operator, S HUTEA T AT —#ff:
» % copyCertsFromSecret & N true

» P copyCertsFromSecret & N false, VL | Kubernetes Operator
T IUA IE AR

HE: ECATERTA LS5 #h R iy, Pt Kubernetes Operator i 52—
WERAEY], AR 2RI RS b X SeE Bl . BRI Z TR
i AE A B B, A5 TG AR e s 4]
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8 WRHTSIEBAEYNeTREE (ECA BE#L. BAMEEE
) FE( ecadealthCheck JRML, TUAT DS AR s iff e 2R I R 342 il A6 3E
:HO

7 WERERSAE IS, Pk isKeyEncrypted PRETE N true, XTI R %
B, WPKHBEE D false. WSRAAGIC NG, 3500 IR ARAE 7 U RS
8 (AR 5 POIE AL FR backupservercert yaml & H

ecaSecretName,

9 %gﬁﬂﬁgeca—create—backupservercert.yamljrﬁ#, ﬁ%ﬁé??ﬁlj:fﬁé>: kubectl

create -f eca-create-backupservercert.yaml
10 fg: backupservercert A UF R R , Kifr Qﬁi)‘(ﬁ{ﬁw\%}o

11 %7E NetBackup Web Ul E & FINFIEHIELIEE, ES% (NetBackup™
Web Ul 34555 ) thiy “&F D NetBackup EHLIASMBIEBEE” #45,

MR ECA Z&IiEH

AT M S5 2R ECA 24311

IR ECA £ &iEH

1 4 backupservercert, JURMN “M" , HEHKALY ECA,

eca—remove—backupservercert.yanﬂ,j(##ﬂﬂj:ﬁﬁﬂiz

apiVersion: netbackup.veritas.com/v1l

kind: BackupServerCert

metadata:
name: backupservercert-eca-remove
namespace: kops-ns

spec:
clusterName: cluster.sample.com:port
backupServer: backupserver.sample.domain.com
certificateOperation: Remove

certificateType: ECA

[ ] Ei%ﬂeca—remove—backupservercert.yaml)tﬁ?j(jio

o FTIFSORZG AR IR yaml SCHESCA
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w SRE, B yaml ST R SCRBAF B AT L5 [R] Kubernetes #EE Y 32
HEd,

2 ggﬁﬂigeca—remove—backupservercert.yamljtﬁ#, ﬁ%ﬁéf}tl?iﬁﬁé?: kubectl

create -f eca-remove-backupservercert.yaml
3 BIEXGRE, TERA A RS . WU, AT DRI SR

S AL IR NT AR UE A7 2 FP MR A 538 2 E RS SR ANTIE a5 R . A S
ME 48 NetBackup i ZE PR IES .

IR ECA, 155 % (NetBackup™ e HMEZEHER ) Ay “7E NetBackup
W EEFANG CA” 4.

2RAE Kubernetes Operator |- #1355 s TEMT 1 ECA, {HJR REHi 223 7L
Fr NBCA Hi# kg%, 4, 4 Kubernetes Operator ik ECA /i,
PR 55 853 IR 55 25 #E4 T nbeertemd JEAZIE], FIRESXT CA SCRHG LB T UL, W
RAVCREL, TR AR

B ECAZRITH

ECA g —SEhI Be & A Til . AT LA I BE Ve e B Sk I
B ECAZRIEH

1 QIEHRIERAN “HEH” ) backupservercert X4,

eca—update—backupservercert.yand,j(?#ﬂﬂjtﬁﬁﬂi:

apiVersion: netbackup.veritas.com/v1l
kind: BackupServerCert
metadata:
name: backupservercert-eca-update
namespace: kops-ns
spec:
clusterName: cluster.sample.com:port
backupServer: backupserver.sample.domain.com
certificateOperation: Update
certificateType: ECA
ecaAttributes:
ecaUpdateOptions:
ecaCrlCheck: DISABLE | LEAF | CHAIN
ecaCrlRefreshHours: [0,4380]

[ ] ﬁiﬁﬂ eca—update—backupservercert.yand_jtﬁ?jtﬂio

o FIIFSORGHR AR PRI yaml SCPESCAR
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HIRER &R

w RJE, B yaml SCEYT R A8 ORI RITT LR Kubernetes #EEE ) 3
HEd,

2 ggﬁﬂigeca—update—backupservercert.yamljtﬁ#, ﬁ%ﬁéf}ﬁljrfﬁé>: kubectl
create -f eca-update-backupservercert.yaml

3 HATLU#H ECA_CRL_CHECK BT 45 5E EHLIMTIE-F ) M A 2] . i8]
DIXFINRIE B A sk . 72 EVLEEMIE, TR, BIREDmnEsE
(CRL) BEIE B MERE . AXELZER, WS % (NetBackup™ Z4Fifil
6T ) Y “NetBackup IR45#5 M%&) ECA_CRL_CHECK” #5471

4 ECA_CRL_REFRESH_HOURS #£5i#g & M5 EHLIE AIE mss1 30 &
11 (CDP) H1#57E B URL %k CRL ByBHEI[AING ( LI/NEREAfy ) o HRTL(E
B, #3% (NetBackup™ Z4MIfN#15r ) 1 “NetBackup [l 55 #5fi%
i ECA_CRL_REFRESH_HOURS” #4%

— A Y Al P4 I
FRISIEF 2R
NetBackup 7]} B AR 1H7E Kubernetes Operator [ AUIEIEH
IR 2R

1 2311 Kubernetes Operator pod, 1Eizf7LL R4 :  kubectl get pods -n
<namespace of Kubernetes operator>

2 [HASE P BAY IR 53] Kubernetes Operator 3:iz4T LA FArd:

kubectl exec pod/nbu-controller-manager-7c99fb8474-hzrsl -n

<namespace of Kubernetes operator> -c netbackupkops -it -- bash
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ZLH)H B Kubernetes NBCA iF B RS54, 1HBITLA T @4
/nbcertcmdtool/nbcertcmdtool -atLibPath/nbcertcmdtool/

-standalone -installDir "/usr/openv" -listCertDetails -NBCA
By R

Master Server : masterserver.sample.domain.com

Host ID : b06738f0-a8cl-47bf-8d95-3b%a41b7bb0la

Issued By : /CN=broker/OU=NBCANBKOps

Serial Number : 0x508cdf4500000008

Expiry Date : Dec 22 05:46:32 2022 GMT

SHA-1 Fingerprint : 4D:7A:D9:B9:61:4E:93:29:B8:93:0B:E0:
07:0A:28:16:46:F6:39:C6

SHA-256 Fingerprint : C2:FA:AC:B5:21:6B:63:49:30:AC:4D:5E:
61:09:9A:8C:C6:40:4A:44:B6:39:7E:2B:B3:36:DE:D8:F5:D1:3D:EF
Key Strength : 2048

Subject Key Identifier : AC:C4:EF:40:7D:8D:45:B4:F1:89:DA:FB:
E7:FD:0F:FD:EC:61:12:C6

Authority Key Identifier : 01:08:CA:40:15:81:75:7B:37:9F:51:78:

B2:6A:89:A1:44:2D:82:2B
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ZH)H B Kubernetes ECA IF BN IR S4%, BT T a4
/nbcertcmdtool/nbcertcmdtool -atLibPath/nbcertcmdtool/

-standalone -installDir"/usr/openv" -listCertDetails -ECA
By R

Subject Name : CN=ECA-KOPS,O=Veritas,OU=ECANBKOps

Issued By : CN=ICA-2,0=Veritas, OU=ECANBKOps

Serial Number : 0x56cf16040258d365433907£39817de89240d58
Expiry Date : Dec 16 05:48:16 2022 GMT

SHA-1 Fingerprint : 70:DE:46:72:57:56:4E:47:DB:82:8B:8D:A3:
4B:BB:F9:8D:2C:B7:8E

SHA-256 Fingerprint : E0:69:5F:79:A6:60:DB:7B:69:76:D3:A8:
E6:E1:F2:0D:8C:6C:E6:4E:C4:5D:A4:77:17:5A:C2:42:89:74:15:7D
Key Strength : 2048

Subject Key Identifier : FO0:E7:1F:8C:50:FD:4D:25:40:69:77:6C:
2A:35:72:B6:1D:8E:E5:17

Authority Key Identifier : D7:53:57:C7:A6:72:E3:CB:73:BD:48:51:

2F:CB:98:A3:0B:8B:BA:5C
Master Server : masterserver.sample.domain.com
Host ID : b85ba%bf-02a8-439%e-b787-ed52589c37d1l
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» i RETET

2 eI AP i E A PR SS f EA ME ER b (MSDP) 776, /£ MSDP
BRI A 4 H r

» FEAM, s TR > CHIEEMET

n  USNN MSDP 7 Fiid 2 .

Nl CHEEM BEWUR, AEHL T
o EPERE EIRS AR B R AR 55
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&3P Kubernetes &7~
BEEAHMERTEH (ALR) fngH

LI O DR | e TR = A SRR N RN & a1 E Dot
= i T
TE bR BRI b ] SN #RAERIE SLP.
(A, il CTERET > CTREEGARKRREET o KR Hd CEHmT .
» T CTEEESBERBER FEh, WAKAN, RERE CARmT .
HRIET pIERT, B |7
1E “BFRESE” SIS, ke MSDP f74#¥.0.
il CEIET

i “ABREBBIZ &S wETIAIE Kubernetes 4711, LURHIE Hil @4k
i,

TEZeM, B “RAP7 > CRIPITRDT o 7R CBRRRT Uik, By A
HiER" .

15 “REBIMEFMEIAET Horrb, P “ARBEIZEH” ELILUS I EM
A RV B2 RIS 6 0

e RIS E ORI (B BIBMEEH)" B, AR B R A A
FRLERTEL.

HE: HAETET {519 NetBackup /55 & L AIE: A sG],

Pt CARBEIZEHAERIBIAR" LT, RIS BCE LR TR AR
"ETJO

Bl T

ZksEFi iR (NetBackup Web Ul 25T ) Hi0 “EBLRPITRI” H5rrk,
1 “BEERE wmRhalE HER,

LI A S 2

TE “FEREEDC IR p, BERAAERIT, DIARIRE G . MR TR
i A il

R XT CONREEEGT FES], AT A RS R IT ., (BT R
i, AT T AL AR i LSRN (SLP) BRIl {54768 At .
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BEERFHEAT

12 FEpT s eI, sl “4Ri8” LUBHSUN T B T fefi spoc
o XPFRIAEST, R T RS ERRIA R TG 6. RaRd =87 .

o PRI A R SR S AL A R, SR R R RTE
RASEHBER .

13 SREEPAT I R

BLETF &R IT

AT RATER I3 P e B A R A BT A T 45 03

ER: ROV SRR R (SLP) SR T A 77 A28

B EFHR TS ITE R
T M, i AT > CTEREERTT .

2 ik FEREET MR, SR I BURIAERE YR,

3 MBI AR,

4 ek KR, KRS TR

5 “BH FEOATEHAILA T,

6 75 “RAIHTELE FEOD, MG O

Tt CBARBAAN FE, BFENITT BN BRI, SR
T,

8 fr “HEEM b, WHCE(ARNIT PR, S =%

9 CRURIBER” BEIUE T AT LUREEOR LU G Oy U A BT T
B C SR =R LA At R e
10 78 “NRARSEEE” ik, sEEEMANA TS, RERE “T—%" .

ALk NetBackup A gl Bl o5, o mT LAGE SR e e B T Sl e £ 4 B
5t

n AN TR S PR A2 NetBackup 10.0 8§ 25 A
w  HHUFERITE A BUIRSS AR5 AT R E 1 Kubernetes FE4E .

n NEIRESRNIIREN S5 APl RS #RiEEHE . T TT S AP RSS2 5% L A i
I, DU A IR 55 28 787 Hi vl i%4% . datamover pod @20 AEAS 1% 322 34 i
i &
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BEAXH

M HRFEOTNRE, RFRE “RE .

12 SR A B oy sor BN O Pl O PEAR AR B, 37 BN IAARAR" L0l
i 1’E1I1ID » UABRSMEVIEAEE . XT3, wATE e
BR” &, ERENBERNC &R SR

NetBackup Kubernetes 7 43:L4 T Tjfig

» TR IR A RIS 1 (CSI) 28 F, Ak JEA ok 2 58
/AR AR AL B (PVC):

= PVC RERTIHE,
n ETRE RS (NFS) s AL E A ) PVC BB 4.
n  FETHAEER PVC BB K.

#5: M NetBackup 10.3 JT1f, FAESZFRM AR R IR G ( VolumeMode:
ARG ) fangasia],

—HEEH

ETEISATI HFRY (WEERPE ) f9—28 pod T B H A I R A RE AR UM IR e — bk
#hro

NHREFF— B s 2 — AL, R TR IR P TR . AR L R
TEARANEAFA#_ERR ARG . O TR ISR RS IE W ISR, TR ix st
Kubernetes Bt 2 [1E4 7 R P — Btk & 00 A B TRIMAER A i e . A SRANRG 22
BB Dy, WA EHITIX LT

BERF R SCRY T 5 T B ER R AR (110) BRAERAETR, DL T N AR
— M, ARNEN R A AR, RIS [ E R EE,
XA EHEHE

i NetBackup {747 Kubernetes TAEf L, Jrik@xia 4 n N T
Pod H8, LIRS HFET Sk, Kubernetes FEF: B2 msde, nl UM T
HEf] Kubernetes %% . Kubernetes HWHERE P WHRAE, 7T LR M 44
WS, TE Kubernetes JERHALFGH | B g g BRI 24 N FH T 75 2R s
BT AT AR 7 Pod,

TEAL T ( PR ) fAbEE (RRZ)E) A& HES. 7 %&ﬁ%?FLTXC
W, 3%3E IR netbackup-pre-backup ﬁ«’é’]ﬂﬁﬁ%%ﬂﬁﬁ s,
netbackup- post-backup AR RHBOS R R s A4 . B ER S E S K
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EBENARF—BtEH

REZAA A, R, Xear
B AT B S SR A S AT
FRIRTE BN R — B A R R, TR —21 &R R, 1N
Kubernetes i -4 e & i —&5 43 -

ffi ] Kubernetes I #41fi (Ul) ] Pod NyERE. s, X T4HE Pod sikr%s,
1E Kubernetes BESESEHI G FH kubectl MR pRET, W HVERAY T B al REIN K17
WS, T kubect 1 A E R ZECEATHUP T IZ R, LUF /R S A Gzt
AN

X o

WAk, BT R RS INEI A Kubernetes %142 ( UniRB IR s mIAR LRI ) b,
DURAAR- T B S 7E R0 Pod . Kubernetes &3 5 1] DL ShZS BB B,

FRZSRERINE] Kubernetes X4 (U0 Pod BifiR%5 ) RUBEEXT, wrasAVEEA 2 L H.
SRR EN: . AR T UAE RIS M EIXT 42, Ff5 nT LARERS E i Ang
. Kubernetes $EUEHE R RE, SCHFHE X EEARE AT NG AN 18 A THE &
BeAE . BT LIE L — AR . BB T4 2 X G TR ME—1
PR TORAERE SRR A AR ) -

"metadata": {"labels": {"keyl":"valuel","key2":"value2"}}

AR RE LTI Pod &K, Hnl LIFEEN FH T 175 Pod 4HFR%s. WRMHT £
MEBRSE, WS EIEAY JSON ¥, it JSON [

BATER i LY shell APAT. KL, TE47E
i

o

5. '["item1","item2","itemn"]'# kubectl annotate pod [ {pod name} | -1
{label=value}] -n {the-pods-namespace name} [annotation syntax - see
following]

TSRIESE N IR P B ARSIt 45 2R, AT LI 25 ss S5
KB FEZ A2 . F8EMIAT A& h Cohesity #241, FI P A3l F & SO LT
Pod. ¥4 {values} & ¥h 5 i T FH ) SEBR 44 7k

HE: A xupectl AR HRUATE—ATE Lo BB LT 23 Gl 22/

F+4%3) NetBackup 10.2 J&, & 5 H X L85 1 netbackup-pre-backup #l
netbackup-post-backup HARYER, HIMFEALHE netbackup A% :

netbackup-pre.hook.back.velero.io/command
netbackup-pre.hook.backup.velero.io/container
netbackup-post.hook.back.velero.io/command

netbackup-post.hook.backup.velero.io/container
{£H Pod Z# i MongoDB R
AT J2: F T8l Ffi i MongoDB 4.2.23 B 1 4> -

# mongo --eval "db. fsyncLock ()"
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# mongo --eval "db.fsyncUnlock()"

AT LU B4, I MongoDB i3 & 4 i HE S &S e HE 4 . 1T
EH TSR IR TR ORI, DLRJAME JSON A l—i i i = (). #5
T OB S HEE S (,):

# kubectl annotate pod {mongodb-pod-name} -n {mongodb namespace}
netbackup-pre.hook.back.velero.io/command="'["/bin/bash", "-c
--eval \"db.fsyncLock ()\""]"

netbackup-pre.hook.backup.velero.io/container={mongodb-pod-name}

", "mongo

netbackup-post.hook.backup.velero.io/command="["/bin/bash","-c", "mongo
--eval \"db.fsyncUnlock()\""]"

netbackup-post.hook.backup.velero.io/container={mongodb-pod-name}

£ AHRZ MySaQL =6l
PAR 2 H T H B AU B MySQL i R i 4
# mysql -uroot -ppassword -e "flush tables with read lock"

# mysql -uroot -ppassword -e "unlock tables"

AT LT B4, T8 MySQL i B i AT EER A 5 HE8 . AEUR
filrp, FRATE bR A Pod 4495, PRIHGIZAREE AT LA— U 24> Pod B INTERE
T TR T SCRAR A IRk I, AR JSON A6 — 8 465 ().
BlS . XEISHIEZS (,):

# kubectl annotate pod -1 label=value -n {mysgl namespace}
netbackup-pre.hook.backup.velero.io/command="["/bin/bash", "-c",
"mysql -uroot -ppassword -e \"flush tables with read lock\""]'
netbackup-pre.hook.backup.velero.io/container={mysgl container name}
netbackup-post.hook.backup.velero.io/command="'["/bin/bash", "-c",
"mysql -uroot -ppassword -e \"unlock tables\""]'

netbackup-post.hook.backup.velero.io/container={mysql container name}

{# A% Postgres =il
DU J2 F TR FEO 8k PostgreSQL g i 4 -
# Psql -U postgres -c "SELECT pg start backup('tagvalue');"

# psql -U postgres -c \"SELECT pg stop backup();"

XA DT A4, Ty Postgres 15 & s I B HER A& Iy Je 4 . 2RI
@, FRAIEbRZEA R Pod #5K, PZEREE R LA—UCH 2K Pod %
INERE, AR AT LI TAEAT Kubernetes X4, 7EXFMERL T, A1 FHAR%$
PGS — I EERAE U E 25 A OGEBERE L Pod ., T R T SURRIR A9 A Re ik
W, LUSHIE JSON M —Er 555 (). #5015 G5 HEES (,):



&3P Kubernetes &7~ | 83
EBENARF—BtEH

# kubectl annotate pod -1 app=app-postgresql -n {postgres namespace}
netbackup-pre.hook.backup.velero.io/command="'["/bin/bash", "-c",
"psql -U postgres -c \"SELECT

pg start backup (quote literal ($EPOCHSECONDS));\""]'
netbackup-pre.hook.backup.velero.io/container={postgres container
name} netbackup-post.hook.backup.velero.io/command="'["/bin/bash",
"-c", "psqgl -U postgres -c \"SELECT pg stop backup();\""]'
netbackup-post.hook.backup.velero.io/container={postgres container

name }

A AR HA NGINX B ARFRH
PATR S F T HER RO B Nginx R FHRR T i 4
# /sbin/fsfreeze --freeze /var/log/nginx

# /sbin/fsfreeze --unfreeze /var/log/nginx

XA LU B4, I NGINX & B aiHE S M O R HEf . 7ER
B, FA M ZM AR, SR SCRIAE L T 5 Pod ZFRITRCHIEE — 74
TR B T SURRIR PR IRk, DLRHYE JSON A% X —3 4 7 465 ([).

BES . WSS ()

# kubectl annotate pod {nginx-pod-name} -n {nginx namespace}
netbackup-pre.hook.backup.velero.io/command="'["/sbin/fsfreeze",
"--freeze", "/var/log/nginx"]"'
netbackup-post.hook.backup.velero.io/command="'["/sbin/fsfreeze",

"--unfreeze", "/var/log/nginx"]'

Cassandra ;=%
PR 2 TR ERAIBUE A Cassandra B R4
# nodetool flush

# nodetool verify

XA DUF 4w 4, FHT Cassandra 5 8 a3 BRI FI& e HE4L . i1
TR SRR IR AT RRIRTE I, LLRIAE JSON # Xl —i a7 16 = ([1). 25
7 () B (7)) ME ():

# kubectl annotate pod {cassandra-pod} -n {Cassandra namespace}

n_c",

netbackup-pre.hook.backup.velero.io/command="["/bin/bash",
"nodetool flush"]'
netbackup-pre.hook.backup.velero.io/container={cassandra-pod}
netbackup-post.hook.backup.velero.io/command="'["/bin/bash", "-c",
"nodetool verify"]'

netbackup-post.hook.backup.velero.io/container={cassandra-pod}
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EBENARF—BtEH

R BRAAROINEERIIAE R, B TR A AR ER G &0y . TAE
f# A Kubernetes 458 7 2 [ I HIME

FHT, Kubernetes ANSCRFTEHBEIS (IR . WRHI P R 1A &R0, M50 bR
WAk

TR PR RS B2 BRI ECY 30 #b. (HJE, ATLAMEHEA Pod TEREHY
AT R Aok T SO -

netbackup-pre.hook.backup.velero.io/timeout=#in-seconds#

netbackup-post.hook.backup.velero.io/timeout=#in-seconds#
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BRAE

ARFEALEE T8
w KTBERA

XFAEA Kubernetes YK i, K@l — P BUR4 . BURAIATREMAE 24y, B
PREBR T i 4 25 ] FR AR B 2 A R R A B 7R W B

ST R R A AR, TR R A P AT — R

PRIZ R TEANGE I AP TR IR WS FTA # 3 ID . BEIRAFR . ISR
LU IS

N T SCFFE Kubernetes ARG ST IR B4, R RIEEZ AR,
DABT T B i 44 25 (B P T AR I 26 1

XF T Kubernetes # #4E, K B K AE QIR RIS IR, BIE R T B
B AL, A RERIIAAT L Rl MHBR . AR ©

B IR AP A s ], ZE BRI S5

AT 2 S RS S A 25

XEFAL S 2 BB AR A -

o WERCAEMRA R R SRR, R S EORARIER [ B R A7
(P 2L P B T A AR B

o WERCE—SEWEE, MR SORAL TARGERCRAS . RIEMAIIRE S SCHF
W JRERAE



AR1&R B A

EEMIRA
AFRgA

o WCRSER AT TR A SRR TE], U ZSTE BOH AR AR A K B R,
PRI XTI ARG A R 0 TR 7 A i 22, SO [ A ORI AE TR 58

23N
Kubernetes k& sl AEGL & 2R . ZEPATIEISHRAE, 20T AR R XTI Y
g BN, WERCRARCH ARG, HHASIITIER,

AXREZIEE, 2% (NetBackup™ FHIIEHS, 5 1 &) P “RTFARMB
B Wy

A LA PRSI 5 O 4R B R R AR

T “HRERT ZBOARIA, FAPRCARIA 1.

2. “RERES” PRic AL 2,

B AATASE BN B e BUE s 003, Wil “fRERY o (R, “ARER&E
37 RAER, PO TR TR E Rk s T “IRER& B 2L,

AR ZH th TS R A A B (PVC) OB R A B RIAAE — XL T 44
2SR, AKX T i 44 25 6] A PVC BB

PRI SEPEARTR R AP T TARIRMR A BIAS SECIR S . I APLIE TR 21 T AL RIA
HAFAER T 2 03 1D FIBTEA PR BERIAR RS ( “5e " B “R5EM” )
A TIEREIIREIZAT, FOMIRA NS MRGE AR RIASR 5™, W25 1%k
%i%@

R 5E AL B RRIR Rl &

TELLNEOL T, 2 R ARSE U mefs .

1. AT IR SR R A M, AL B BIAS 2 75 by R S U B AS

2. WAYERT PVC MG s, WPRAZRIASRIC ) ARG

3. WERFEABIAR TG (B ZAFMG) , WEIZREIAFRIC A “A£5E
o'
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7£ NetBackup H{R3F
Rancher IR H)EEE

ARBETALEE T 8
= i H 3hiid &7 NetBackup H NIl Rancher & HillY RKE #14E
= 1 NetBackup " F-3h%5h Rancher 44 HAY RKE B4

& A B zhilic B 7 NetBackup H1in Rancher EIEH)
RKE Bf&

T DL T AR {8 1 S0 S 7E NetBackup I Rancher &5 H1) RKE #E4E.
{5 Fl B 3hE2 B NetBackup #ifin Rancher &EIRf) RKE B4

FE: #EI&eEk Rancher HHIRSAHIES . 1L CA IEF W LIZE Rancher A A2k
IR, R A] DAFE R A B AR 55 a0 a4 LA /A M58 CA (DGIEMI A LA ) SEA 7D
EC

1 42 CAEF: Si3] Rancher Management Server Ul > $T 22/ ik
Global Settings > 7t CA Certs T, H.il; Show CA Certs %4l . K528
CA TEP{EHEE SN I B S0

R SRR SR AT NS AT SR (L

2 CAIFREKAMEIFESA D, ZHHARA LS Kubermnetes Operator Helm 22 i
elpE o]
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7 NetBackup H1fR#7" Rancher B2 B &
fEf B 3B E % NetBackup Fifin Rancher B ) RKE B4

PHLA 8. $79F Rancher Management Server Ul > 31T 2l 14 > 7£ Explore
Cluster #353 > i 2 2RI IOHELE > B 47 [ /1% Download KubeConfig
ESf s

i PRI AR T #4219 KubeConfig, 1 HiZ X MAATE ST .
M Kubeconfig SR “Ap” (H (AR#REE"")
DR B R T A UL R i A

(<kops-namespace>-nb-config-deploy-secret) o
WA AR 1R 3 R A .

ﬁfﬁﬁui?rﬁ§itﬁﬂﬁ§yaﬁﬂjtﬂ#nb—confiq—deploy—secret. yaml, Qﬁﬁ%%EEE%i
FBP A

apiVersion: vl
kind: secret
metadata:
name: <kops-namespce>-nb-config-deploy-secret

namespace: <kops-namespace>

type: Opaque
stringData:
#A1ll the 3 fields are mandatory here to add a Rancher managed
RKF2 cluster in NetBackup
apikey:
A YoUkgYQwPLUkmy]j9Q6A1-6RX8RNY-PtYX0SukbgqCwIK-0sPz8qVm9zCL9phje

k8stoken:
kubeconfig-user-mvvgcem8sg8 : nrscvn8hj46t24r2tj rrd2kn8t zo2bgdk] 8waxpw36k8kt rchp826

k8scacert: |

MIIDDDCCAfSgAwWIBAgIBATANBgkahkiGOwOBAQwIgYDVQQDDBtpbmdy
ZXNzLW9wZXJThdG9yQDE20Dc 1Mz Y 4Nj gWHhCNMMwN T zMTYxNDI 3WhcNMj UwNj Ty
XtXgbaBGrXIuCCo90mxvig==

ié%?ﬁﬁé?: kubectl apply -f nb-config-deploy-secret. yaml

ﬁj@ Helm Chart /Y values.yaml SCHH A HIA, 5% (Kubernetes P
AR ) M “AZWECE” 5, FMA TR E IR IA .

WRAE values. yaml I#FEP(*MTF)?%M%ZE’J@HCK KA, JIITE NetBackup
Kubernetes Operator Chart |izf7 Helm Z¢3:454, IfH AZIACE pod
<kops-namespace>-netbackup-config-deploy i/ 5 5/ .
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7 NetBackup HRFEFNRAN Rancher B RKE Bi&%

11 #&F <kops- namespace> netbackup-config-deploy Hi&, LIifiE
config-deploy pod J& 75 el T B BRI HIME

12 config-deploy pod #UTHAE S )5, BRI INE] NetBackup ', JFH%
PESR IEAE B TER Bl 52 1. M NetBackup Web Ul #4755 — AN 4G 56 Fl
FheM, Uizd BIER T1E,

1£ NetBackup HF 3171 Rancher B2 RKE &5

151 LT 2R 7E NetBackup H'F3hif il Rancher 2% RKE #f4E
73 NetBackup /& Kubernetes £#&
53] NetBackup Web Ul > “{EIREHE" > “?B""'E']E?E” > IR o> “EmiE

#&” > #E#E NetBackup TE LI > 76 “KR” FE ke Kubernetes, A
ZHi 45 Rancher & 3154 Ul ?EHY\E’J/\H?ﬁH CA WP, SRJE RIS .

#E NetBackup FFE#hiFM Rancher EIRHY) RKE B

1 SR CAER: WRMHARIE CA CIIEM LI ) Bl EiE 45 LA T4NEB i
5, T NetBackup F5224Mi CA IE 1A g SREAE T (E

= 3/li#] Rancher Management Server Ul > f]J7 Z={ll| i ). Global Settings
> {£ cacerts T, Hil; showcacerts %4l
SR CA IE P BRI R I i SC R

s B, <cacert-value-file>

2 FR&EMA CAEH:

R UHIPATU TR, b SHER T RS K CAIEBAIE., &
Kubernetes API I 55 #3 FU/NH T R EC & 1T A EF) CA CGAIESA IR ) o B,
WX P CA IEBHEE—E,

FARIURSS B T CAIESS, TE7E Linux BEE EHL BT LA T ard .

n  [EAILL T 44 3RE Kubernetes Operator i 44 %5 [8] H AT FAY R 55 i P 4% 8H 24
PR
kubectl describe serviceaccount <kopsnamespace>-backup-server

-n <kopsnamespace> | grep Tokens | cut -d ":" -f 2

o EFILLUR 6 A 55 ik - B4 3K base64 ik i) CA IES

kubectl get secret <output-from-previous-command> -n

<kopsnamespace> -0 Jjsonpath='{. data.ca\.crt}' | base6d -d

Lt 4 F4 Al 1 O TR I 20 B 1 h R I SO
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7 NetBackup HRFEFNRAN Rancher B RKE Bi&%

3 4@53&5’% 2 Zﬁib&‘ﬂ’ﬂ@tﬁ%fﬁﬂ?ﬂ <cacert-value-file> iﬁiif{%z) [ 73OA
BLRANEAIPER CA IEB(E, XU{ELE <cacert-value-file> U H A [f], CA
JFF5E 2 base64 fitfiis =, 7F NetBackup [ EIEFENRRT, W Hgk T
é’ﬁﬁ%ﬂ

4 4H#. Rancher Management Server Ul > T H 2T > £ EXPLORE
CLUSTER #43 > S| 2L 4L > 47 1 f1 1Y Kubeconfig Elfr.

w O SR (ARG ") MR Kubeconfig ST (fd
Download KubeConfig ) #£H3ilfib} {4 <token-value-file>,

= X FE token fll cacert #F7F 2R H base64 Zafidis X, A BErE
NetBackup for Kubernetes F#s s & i .

»  fHFLLT base64 74 SRBGX M- 2HUHE 1) base64 Hmbt ik :
#EWP TR Linux VM XX BSR40 #EE ARk -wo BATEU
0, MAZEMFS 0,
#XF CAIE:
Cat <cacert-value-file>| base64 -w0
e R R) NetBackup FEHRGIEL AT A “CAER” FEH.,
#XT T AR
e RIS NetBackup Web Ul SEEAIE TR <SR 7B,

» 7 NetBackup Web Ul > “ERER” > “IEEMEE" > “Hm” Pl
Bl LIYE NetBackup His A RLA) Rancher #E4 .

w QUSRS LT REEG B SR & PR 7E NetBackup HHidsim
Kubernetes ##4E .

EXNBEEENN, FETUTHS
1 BHERE BRI B AICRHAVI T R BIkEN: [roote@master-0~] # kubectl

cluster-info

2 Kubernetes % il itz 1T :
https://<rancher-hostname>/k8s/clusters/c-m-zjrfft56

3 CoreDNS izf7F: https://<rancher-hostname>/k8s/clusters/c-m-zjrfft56/api/v1/
namespaces/kube-system/services/rke2-coredns-rke2-coredns:udp-53/proxy
4 AERBN % PR IBCEAS AP IR 95wl (ELE https:// ), HCR LT AL

7\: https://<rancher-hostname>/k8s/clusters/c-m-zjrfft56

5 1 NetBackup Web Ul > “T{Efa#” > Kubernetes > “Kubernetes &
7> CIRINBEE” b, IINEAS Rancher BEEA TR,
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11
12

7 NetBackup H1fR#7" Rancher B2 B &
7 NetBackup HRFEFNRAN Rancher B RKE Bi&%

TE “#n Kubernetes 85" Ui I, ¥EH5 URL sl CHRAEEDT, DI
VPR T o (A0 https:// ) TRINEESE .,

R BRGNS T T T IR R A R . BRI BR AN BTt
PSS

7F NetBackup Web Ul (9% A F2B: (388 URL ) i A LR BRI A RS
B

ARSEHRAE, SRIGEERR SN EE IR 1-4 g i) .

SUE SRS RS INEEE S, ek B SRR B

HEANEKBRIE, HP S FahGiE SR T A e, Dot —UliE
o

1E NetBackup H1 /il Rancher & HAREAE

BRI YIRS #UE B SAREIL R 3150 configmap, DAL E MR IEE () (BFS)
ik,

IRIA, ARG BB AT i RS T R BCE P IR
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k& Kubernetes & F=

le lll—

ARFEALEE T8

o WEHF AR A

o HRIRIE 5

o A RIAE 5

w PRIR B ik B R SR

IE TR E =

NetBackup 10.0 S5 = RRAS S F5 (e DB IEIA BRI MBS 403 Bl A 38 SR 4 R R A2
Kubernetes %=,

R WA, B aA ] KA BRI R G L #r UID.

NetBackup ifi i Kubernetes TAEf 2k A& RIARE ( “SER” 2 “REm” )
i BT R EIE . NetBackup AS Fu i AR T8 B 8 1 BIAS B A T8 JE A

5 Kubernetes iy 44 25 [BI0 W I9VR B S AL & 2 WG . WK DS ATRERSEAL, b
BEpUG AR AT BEASTT EE*V)‘(E)&%E% R

MITIRE S I8E
1 M, #id “ITIERZ” TH Kubernetes
2 FF “dpgmiE” kiR, B ER AR YR I A 44 A ]



& Kubernetes &7~ | 93
MR RIER

3 il “WESR” BT,

4 CWRERT TR BRI IR S LA B HIB L BRI A
BAIRIZ R SFINE CRIAKD Hed, FTAEME . BOARIA . BIAKERIAIRES
CRERIEM) o
W CR5En) Al i B RIELE E IR L, LUSTTIE AR
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T£ OpenShift BT, WA IE AL I & A W Ts PALEE, ISR D28 o ik
JRar 423 m (AFEERIAL) .

= %% OpenShift Virtualization Operator (openshift-cnv),

o (%) ANSREE R A R IR KRG SR B R, 4624 Container Data
Importer (CDI),

Haed

fitll Kubernetes i REA UL RE, ATRIGIEER BELL, JFAURARE M BT AT U
A zsal o LT R ] g A BRI



N FHTEFF

% F Openshift L L+
M ARF—3HESNEH

 JEISL
» KA
» KALERH

—HRERYLFH

N virt-launcher Pod i 3¢ A= SR AIHL (VM), TILJE FH NetBackup pre hook £l
post hook “Ni% Pod s NiERE, H MR 1% Pod LA VM,

URES IR IB AR i 2> -

m /usr/bin/virt-freezer --freeze --name <vm-name> --namespace
<namespace>

m /usr/bin/virt-freezer --unfreeze --name <vm-name> --namespace
<namespace>

# kubectl annotate pod -1 vm.kubevirt.io/name=<vm-name>
-n <vm-namespace>
netbackup-pre.hook.backup.velero.io/command="["/usr/bin/virt-freezer",
"——freeze", "--name", “<vm-name>" , “--namespace” ,
“<vm-namespace>” ]'
netbackup-pre.hook.backup.velero.io/container=compute
netbackup-post.hook.backup.velero.io/command="
["/usr/bin/virt-freezer", "--unfreeze", "--name",

“<vm-name>" , “--namespace” , “<vm-namespace>” ]'

netbackup-post.hook.backup.velero.io/container=compute

NetBackup 3Z#§ Velero i£JR53F

7t NetBackup H, $f7 “IREEMHL” BAERT, A2 AT KubeVirt B EERILIA
1T Velero i JFRI ARG8T Z AT LLBRS], J2FEh KubeVirt & 4 lEHIMLE)
B BUR ST Pod, 31 H HAIES S Velero iR R TAE MRS, Kk, Velero
TN HAR T IR H B X e sh A A @Y Pod,

BAE KubeVirt AU TR JSEHAE, FP AT LIZEIR S VM S FIH]
cloudInitNoCloud HLill EAZIEIEAE R G NEARBITIHA

: BN NetBackup 373 Velero it J544F, NetBackup 7245 FH T 3T KubeVirt
Hﬁ VM A A PR
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%F Openshift EIMLZH | 114
BRI P HERR

R N TSN AR, SOE L 2E%E gemu-guest-Agent, DISE
Jiti kubevirt #¢5E BB TR FIA T S5 HEI

# XMt & NetBackup pre hook #il post hook FYEE 2415 5., S
https://www.veritas.com/

YV SR AR RN

InitContainer Restore Hooks annotations:
init.hook.restore.velero.io/container-image
init.hook.restore.velero.io/container-name

init.hook.restore.velero.io/command

InitContainer Restore Hooks As Pod Annotation Example:

$ kubectl annotate pod -n <POD NAMESPACE> <POD NAME> \
init.hook.restore.velero.io/container-name=restore-hook \
init.hook.restore.velero.io/container-image=alpine:latest \

init.hook.restore.velero.io/command="["/bin/ash"™, "-c", "date"]'

Exec Restore Hooks annotations:
post.hook.restore.velero.io/container
post.hook.restore.velero.io/command
post.hook.restore.velero.io/on-error
post.hook.restore.velero.io/exec-timeout

post.hook.restore.velero.io/wait-timeout

Exec Restore Hooks As Pod Annotation Example:

$ kubectl annotate pod -n <POD NAMESPACE> <POD NAME> \
post.hook.restore.velero.io/container=postgres \
post.hook.restore.velero.io/command="["/bin/bash", "-c", "psql

< /backup/backup.sqgl"]"' \
post.hook.restore.velero.io/wait-timeout=5m \
post.hook.restore.velero.io/exec-timeout=45s \

post.hook.restore.velero.io/on-error=Continue

R ML BEHERR

w TEF—BEE R, EXTHES MAC (A RDTRIEERMAE ) B VM b FOE 20,
L P ELAT 5 v 45 25 18] B TRl — RE AR B T R UM LB SRR VERT , ATRESIG B
VM MAC Z3BE45 5 VM. FH P LR MAC K3 B 4EAT VM,


https://www.veritas.com/support/en_US/article.100054625
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BRI P HERR

o TEAEAA A AR ES IR JRUIIE], AR SO R SRR A S IR PVC BUFEH
FERT, WA RES PEUR AR I
BT AEBUA L, FP 2 DR F AR S TR B A AR )



3 Kubernetes [o) B 3E1TE

o |

EHERR

ARETELLE T A

ERRI5 AT 5 . NBCheck RIK

(ARG SRR . BRI

AWK AP TR 4

R JEIBIRL R B2 ARAS TR o R

T[] —fiir 44 25 1) RT3 S Hh

datamover pod #id Kubernetes 755 FR#l

YU GRS Pk i UL (AR

MR RESE AR 1 72 X Kubernetes i (A Gk A B 1R

M OperatorHub i 5% 2 [ 1 FHAR AT, Openshift 23 81#4s (AEERE Y PVC

Wit Kubernetes 1155 1 PID BRiil, NetBackup Kubernetes Operator ¥
AR TC M

1E NetBackup Kubernetes 10.1 thZfe 42 I 2k g

XFFRE PVC, £y sl 52 K

He i 44 25 [ SO PVC S8 RS AN R] S 3R Ge i R 43R

A7 I A S 2R O 7S RGOS — B 5

NetBackup ER45# . MRS 75 A1 Kubernetes fIlk 55 %% 22 [ 412 Bk 7
TR AT IR B ARR A I, sk 2 i A v A



3t Kubernetes [a] B 1 TEUEHER | 117
ERSRFRIA LI : NBCheck k¥

o TERER H G PVC BRI BOUIMIE R A 0 01 ] 1

o H TN AEAE S TR BN H A A5 3 3 18]

w JASNERER K pod I i

o BCE R H L PVC AR BRI RS Sh s i 0

= M configmap BEBUIREE H 7R 4

o CHEEAS VMR JRENHALREARRT, 8RR R I

»  7EQIHE backupservercert WIMA], HhHE Kubernetes TAE 45
n  [3hHE Kubernetes TA/E G282 O iR #4515

n PRI TR S RO iR 52 2890 K8s 1A SRR 1RSIk

EARFEFFRHAAEIHSE: NBCheck kK

NetBackup T4 2$M 9.1 iT1445] 10.0 ik, I Hi B 565 NBCheck 4%

HIREE . XA T {{no. of policies}} M & Kubernetes 5%, it
NetBackup Sl A% 3114 Kubernetes 5Emg, TIN5 M,

R RIIRIE. 128 NetBackup T14:3] 10.0 A Z i, 5 EIRS48 LA TES)
Kubernetes #1I% .

HXELPEAE A, 20 https://www.veritas.com/content/support

IHRRGIE R E 36 : #RIERW

X} F#F NetBackup 9.1 MiASBIHEA L IHBE, Kubernetes 1A JEHAES K
SEIREE . KT 10.0 B4 NetBackup 1445y BGAS S2HEA TR

WEHIRIE: 1 Velero fn4 b i IHM S . Velero 2— MR T H, HT%4
HEAT AR FA R . PATIRMEVKE LI AT # Kubernetes BFEEE TR IR AR AL . H L,
ZL Velero iR JRIHMS , ARSI EAEREGE P IE 74038

M\ NetBackup & Bl 51 Web Ul $HUE 1 2 /&4y 1D, FF7E Velero a4 i di & LA
HATIR
HREWLIEMELR, 530 https://www.veritas.com/content/support


https://www.veritas.com/content/support/en_US/article.100052030.html
https://www.veritas.com/content/support/en_US/article.100052280

%t Kubernetes (8178 1 THBEHERR
K AERE API AR M4

Kk AERE AP HilE 15

1£ NetBackup Kubernetes Operator 10.0 Jifi |, K AEMKE APl EMER HAZ S
¥, 7ERIHMIAAY NetBackup |, It APl FITFiRJFR A%, FI, WRE T4
NetBackup 10.0 iz, JHEFHKABIKE APl HEATIRE, AR R EAER I,

A . i THEHLIT T NetBackup Kubernetes k& 114 7%, Kubernetes 7k A %:
E APIANE(ER, IEHC ™S mE.

#eFFAIHR1E. 7E NetBackup Kubernetes Operator 10.0 i, F+4% NetBackup i
M IR E B R . I, QR ERE KA AR AE I, WA LA
NetBackup H ik A &Ik 3| B brar 4 25 18]

HRELZHAES, 5SS https://www.veritas.com/content/support

EFEEAEI S : REFEWRERTEHBD KW

RZGR IR AR R, I B2 T %TH RoleBinding Y%

T APl 41 groupauthorization.openshift.io Fl
rbac.authorization.Kubernetes.io, 7/~ J HrE T IE RoleBinding Hy%&45
[H°4 RoleBinding & ¥ il #% B s #RI%), I FREIRA 101 HE B Ay 45 23 (A1 B
.

HEFFRVIRIE: TR JEHHEER ARG RoleBinding Wi, B2 M8 2E iy & 4

ER— AT E L TiE R S
R FTE PVC CAFE T s [ rh, IR IR fir 44 23 18] 1385 PVC I BEZ: RN
EERIRIE:
o AT DU A 4 23 IR T34 i

TR JEHEAERT, WL “WREEDT” hikEA 54 PVC &R PVC,

= iz

datamover pod #id Kubernetes % il& fR il

NetBackup {4 FF 5~ FE B B & 452 Kubernetes TAEfR 3% E FFESAT R 5101
5%, 7€ NetBackup 10.0 Jfit, datamover pod # i T J%54~ Kubernetes Bf4E
BEK) &0 1 “MIREBEH” FIRERE .

AT 2 2805 PR 1l 7] =5 Y 73 51

THIE 1
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Activity monitor

Jobs Daemons
JobID Type
] @z Backup From Snapshot
v [] %=a020 Backup From Snapshot
[] o 2022  Backup From Snapshot
w l—l ¥ = 308 Backup
[] ¥ 3019 snapshet

Processes

%t Kubernetes (8178 31 THBEHERR
datamover pod #Bid Kubernetes %R BR &l

Client or display name

nginx-logs34.68.168.50
nginx-rib;34.68.168.50

nainx-rfb;24.68.168.50

Background tasks

Job state

Queued
Active

Active

kaclustervm

ngirx-rib;34.68.168,50

Done

Done

A Kubernetes HEAE 19 MR & 3 1L A B DR A BEE o 1

Rl 1D 3020 F1 3021 J2 MR s (3 195 ARl. datamover pod 61 ke Hi Bl 74
Se VR AR A TR ) — 3R 7y

Bl 1D 3022 J2 TR, HoA gt MERERS s EIF7- 0T

RYEGEIRBRE R, 41E L ID 3022 4bFIEFEafPIRZSET, 1Bk ID 3021 ¥4k eib
FHEBIRZES . & 0r/F b 1D 3022 5E)m, AR 1D 3021 ¥4 3h.

HEE, 1Rk 1D 3020 3747, BOBFRATTIE /R BE datamover pod Ff-58 AL 1E
Ak 1D 3020 A42E AR

THIE 2

Activity monitor

Jobs Daemons Processes Background tasks
= |
Job D § Type Client or display name Job state
l—l j 3021 Backup From Snapshot  nginx-logs;34.68 168,50  Active
~ D % F 3020 Backup From Snapshot  ngine-rfb;24.68.168.50  Active
|:| ¥ 3022 Backup From Snapshot  ngine-rfb;24.68.168.50 Done
v [] w¥=aois Backup kaclustervm Done
[] % so9  snapshot ngine-rfb;34.68.168.50  Done

TERLBT B, FATR]
TR i 44 23 [ Rl 2 AT

g3 2 1~ datamover pod 7E NetBackup Kubernetes Operator
HAAE AR 1D 3020 #—i#sr I datamover pod

PIAVERE, (HFATE LI R AR 3021 £ datamover pod.,
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%t Kubernetes [a1RR 1 THBEHERR
EEHRLE: SRHEHELHELEK

TEfh A T 2 WIS VRl A BT RS , BR A BEIR BRI (3 T B2 P B
VR IR S 1] b THEBAAR S

{E2, WERGERFR G B S, BATTRES &P datamover pod T RES B i B3 U KR
PR 2RI, X HES §3 Kubernetes BFEE R I BLRIREE =
MR SIMEL (N 3022) FHATEATH), ST ABEHTG ). BRI

fFE] N _E S B datamover BEIRUTRE YRS E], ANSR LA 0y PVC/ a4 25 (6] 4L
PR 1], UK S Ep b e U™ AR B B SE IR

UNSRAHE RS S A B BTIR 10 R R s VR BRI SR)5, KA B 44
23 AR 9 2 O APl T RE 2 T Bk e 1™ AR SiE R

HEFRRIE: BIIRAT RETHRAVERE, FHARN B B SRR (. RS iR A B
T A sk SR AR RE

EREAEI N SasEEE EREl KK

T E R Kubernetes #E4E T AE JFA/E L 2

$EiIRBE B . ERR - Unable to initialize VXMS, cannot write data to socket, Connection
reset by peer.

Error bpbrm (pid=712755) from client cluster.sample.domain.com: ERR - Unable
to initialize VxMS.

Error bptm (pid=712795) cannot write data to socket, Connection reset by peer.

WERIRIE: R REREREB B s, W AE S iR R s e AR
25 RHEA TR R A

HETEHEMNZENBENX Kubernetes BB EEE

fel

F B 455 Kubernetes BEE[Y Kubernetes T /EfMzh A4 4 5 X RBAC AT,
REE PR TIRILE R Kubernetes 1RV AR, 75 NITE Kubernetes f§ &
FEALHOHGASTT L

IR ARG P AR IEA R Kubernetes 1RMEAUALER , U P AT LA 75 AR AR
o DURRESH LA R SRR o
o (BRI AP FLE SR

ISR A B 2 L Kubernetes ffi (U072 B 72 Kubernetes FEERITENL.. SR)G,
PUATLLT AR LR 2 B AR
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3t Kubernetes ()@t 1 TEUBEHERR
M OperatorHub E R & =M AR/, Openshift &8li#% A3EEERM PVC

REEFWR
1 M, #id “IIERZE” TR Kubernetes.

2 fefifll, i “Kubernetes iRE” > “HIEAUR”
3 AN A OO NR ANES, SRG R “4REE
4 fE CHERUR b, MG CRET M CEREL” BR, RERTG R

ﬁ”

Kubernetes A % S 6 H PR RESAE ZF MK RF R E h &/ &0 . PLig,
T BRI HR B A A

s

o WERETHRBCE, WHP R LAR LT NEA:
o (AR A Z RS AR B8 AL
o AL A S AP P ) PRI FIE ARl o

»  WRAIE Kubernetes H i€ X (5B ik Kubernetes BEAERIALRR, NIH
HAEBGE MEH B Sh R BRI AR,

M OperatorHub IR ZIER N ATEFR, Openshift
StlEZ8IEEER PVC

7E Openshift 259, i#iid OperatorHub H #ERZEEN T . M H P i
R R 44 25 R & A P T RE BRI PVC iRRR, Ofiafl#dt T PVC.

PG ABUR R R, Openshift #R5E 478 HbRfn 44 25 (A B &Rk E R PVC, JFi%
BITRRHIRN

HEE: XTI, PVC RSN E AZhE s, B R et
T 2 ANt .

R8T Kubernetes 79 | LR PID BRI, NetBackup
Kubernetes Operator 152515 7c i iz

1E Linux R4 H, H—4 LU PID 1 S0Ha17H) initd 8 R Sk Rk sliufm P i . 3%
2K initd FERERY 2SR AN BT AE e AR

TE—ERHBE, XU RS BN, RIGIAE7E Kubernetes 5 & F B Y
PID (i KRR
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%t Kubernetes [a] fE 1 TR FEHER | 122
¥ NetBackup Kubernetes 10.1 FR4gigREEE AT 2

£ NetBackup Kubernetes Operator 7, nbcertemdtool £:4: i, 7R A TIES
FOGHRAE . BRAESENUE , IXSEHERE R A IULIERE, JF AR SRR, k3R
K PID FR1H], NetBackup Kubernetes Operator 253G

Error message: login pod/nbukops-controller-manager-67f5498bbb-gn9zw -c
netbackupkops -n nbukops ERRO[0005] exec failed: container_linux.go:380: starting
container process caused: read init-p: connection reset by peer a command that is
terminated with exit code 1.

HEFHERE.

w  THFHGEL PID BREARIEL, BTRMER Initd B Initd AR 58 24454148 pod
HYAS HERR B A 1T S5 A
VENAS RS, AR TR 8 SR BB P RN 2 1 &, DAL IR A M 3
o EXNH BRI XM %A%, Initd JIASYE NBUKOPs Pl 10.0.1 Hrmf
}EHO

s AU AEMERPUA Y nbeertemdtool 5 #EAE

1. ##iA NetBackup Operator pod F-# E|1EAEiZ2 1T #Hil4% pod i Kubernetes 7
)-J_»:‘;o @ﬁ?ﬁé\i

kubectl describe -c netbackupkops <NB k8s operator pod name> -n

<namespace>

2. B3 Kubernetes 158, 1817 P
kubectl debug node/nodename

3. #4k nbcertemdtool fE 1 #ERE, E1TLA N A4

ps -ef | grep "\[nbcertcmdtool\] <defunct>" | awk '{print $3}°'
| xargs kill -9

R RSP ARIZ AR S PTA R R, (A g, 23Rk
PR ASRRIT S, WAGREAAT Initd JAIAS 15T KOps INHRRRAS .

7£ NetBackup Kubernetes 10.1 H 4358 B & Bt 5k

Kubernetes ZiB FEEIREAETEN] S, 7F NetBackup Kubernetes 10.1 JiiAs A4
)EH o

WERIRIE. BAERE, DHUEMET RPN Kubernetes B4, SRE TR
)1Fida S



%t Kubernetes [BIZRBEITEIFEHER | 123
HFKRE PVC, HMFIEFKM

XfFKE PVC, FHEERRK

X PVC, WSRRAERCE AR rh 282 PVC, MR 50 R PR i
JEU N A7 SR R 1 BRI TRV R PR Ay, P DR R A BT FH B e ] RN
e (15 53480 o

IR &M%
XFRE PVC (#ildn: 1.5TB) , MWHBREMRN, 45204 34
EIRHES

Error nbcs (pid=250908) failed to setup the data mover instance for tracklog pvc
operation.

Error nbcs (pid=250908) unable to initialize the tracklog data mover instance, data
mover pod status: Pending reason:Failed message:Error: context deadline exceeded.

IIRERIE R s M 10 IE R
¥HFARE PVC (2. 100 GB) , MPLIBIRFLN, $5RCHS N 5
HIRE R

Error nbcs (pid=29228) timeout occurred while waiting for the persistent volume
claim pvc-sample status to be in the bound phase

EERIRIE:
1E4515 Operator configmap R34 iN%E iR .
= Configmap &#%:. <kops-name>-backup-operator-configuration

s EFHM. pollingTimeoutinMinutes

5 & 25 B ST AR, PVC % B BIR B SO B G 0

TR

K tim 2 25 B SO PVC B IR R SO R R G 2 i 44 25 [ 7 ) o (3K
FRFOLT, SRS G (A ) BRI RGN A ST R G2
FEGRIRM, PO TCEAEAIRA . P, HCHRAE B o i B i

Error message: 7:38:57 AM - Error bpbrm (pid=30171) client restore EXIT STATUS
1: the requested operation was partially successful.

WA . AR HARSCIERSE, Hh nBstes i, hTaFeid e, B
BEASCPRIANE R R M VB S AT, S8 TR s AT A R, A

FALIERBIX — 5



%t Kubernetes [6]5% ﬁﬁ'ﬁi ﬁFI??-
MEZ B BIAE R %M BRI —

N&nBI AL R RBA ETREAR—EEIR

B A IR 55 25 TAEAE, AR RIAIE RO SR UG AR —EssiR . fi
. TN TIRS 2 AL T 10.1.1, FHT A RI4Si4 JE 19 NetBackup fiz
AN 10.1.1,

Error message: Sep 22, 2022 3:12:55 PM - Info tar (pid=1459) done. status: 229:
events out of sequence - image inconsistency Sep 22, 2022 3:12:55 PM - Error
bpbrm (pid=16523) client restore EXIT STATUS 229: events out of sequence -
image inconsistency

W PRAE . S TE5 T Kubernetes TAERFEAYIE T Kubernetes S/ R Gi 045

By, WIRZAI R RS . AR S #H1 NetBackup Kubernetes Operator Jii A<
10.1.1,

NetBackup FHRE a8, Tk F=5F0 Kubernetes AR
SR EREERE,

/.
3

A NetBackup LRSS #8 5 HAL EHLZ MR, TUSHLI T4,

»  TTIPRTT R T LAJT 5 NetBackup FR4 480155, Al LT FArd s

= 4 NetBackup Eﬂﬁ%ﬁ/ﬁﬁﬂlﬁ%ﬁ‘% 5 Kubernetes Bf4E 2 [B] 0%, 15 M
Kubernetes Operator pod 17 LA T4

curl -v telnet://<netbackup-server-host>:<port-no>

. E#éNm%mWIW%%%NMMa%ﬁﬁzﬂm %4, 1M NetBackup
FRS5w EVLBIT LU T s,

curl -v telnet://<kubernetes-api-server-host>:<port-no>

R O i A A TR ] R AT

<A A A TIREE BENZEE, NEssF0EER S

WA R MR IRE H A, ) PR BB R VR, IF R EEiR
“EBEHFEHANRY (24)”

BIRHEE: AR, IS 24 (BEFEARM) o

HEFRVIRIE: fARfIER HAERERTR BT RIS RIS ], A REEhists &
j.k()
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%t Kubernetes Iﬂr‘?ﬂl&ﬂ'?& ﬁFI??-

3

IARAERIEEERER 7S PVC I BURE R, T “NPRBRA ™ MRlofs R, B H A&
PVC BIZE AT REL R LA 22 RL AT M R -

o IRALFAREZS TR

o AR HT PVC A

HEFFRIIRIE:

o KEATRAA RS AS A T RIE R Irds K/l PVC,
» [ Kubernetes #f4E I 2 IERIELE T A4

B T INiE 25 7 08 2 TS BN E =S & 10 HA 18] H 55

USRS OV SR TEAESTT, WIEREE H 5 PVC RIE e, 251 PVC
RASFAGRE B Bt 4

HiRiE B . StorageClass.storage.k8s.io cstor-storage-class-x2 not found

Jan 11, 2024 2:12:54 AM - Error nbcs (pid=92639) StorageClass.storage.k8s.io
cstor-storage-class-x2 not found

HWFRIRIE. 1E&MERVER configmap FPIRILE RN RESS, KA EHHatT & IE
j_l_/.o

BEEhiREr HE pod Kt iHE

FIREE . LEWIRIRE: H S EdRR s w5201

WFEHRIE. 0/ describe A2 K7 Kubernetes #4E 114 pod B4 H 7%, RIS
RIS B .

ix BiRER B & PVC BRIERVEHER 355 L 61 5K K

FIREE : TEARPUREE H SR s pod AREFHE,

WFEHRIE. 0/ describe Air 27T Kubernetes #4E 114 pod B4 H 7%, RIS
REE S
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M configmap EEXERER B 68 20T 44

M configmap iSZEXERER H AR TF KR H 58

EIRIER . TCRRBURES H B A2
EERIE. KA REIEMEE T NetBackup Kubernetes Operator.

BB VM RRB HE B R, ERRIERK

SEIRHEE : K8s i i EulsRA R (2890).

R CROEHL PVC BRI fit & f R e SR IR 35 HITEAR I, 2R R IR
RV HARAREE A/ M, B TAAEE AR, Wa™ ARG 7EX
FEOUT, FEE T RES R, PN BEA AR AT .

FE: HE, MEHEERFYE (¥ CephFS) 5 PVC /NGRS, AlfEALs
PR EE TR

BRI
o AR R A A B A

FE B vackupservercert HilE, HIIERE
Kubernetes T{Efa#k ki

TEBI# backupservercert M[H], HINFE Kubernetes TAEM# M, K FAR
FARAMIE values. yaml KPR S KEFAF

TEQIEE backupservercert #[H], NetBackup #2414 Kubernetes 4]
(secret-PRIMARY). Kubernetes X %14 Frig il $4T RFC 1123 Tz 2 HM)

i T secret-PRIMARY U & K554 (PRIMARY), i 7 AN, 2464,

4 Kubernetes #& NetBackup i, &H{F values. yaml SCEE Y 32 IR 55 F 4 i
“sER” LUNGERE A,

HzZhEBE Kubernetes T1E fa#k Sk Mt B B A5 IR

UnERAC B NetBackup #5100 IR 55 #8E 45 s 1 e Ta) R 1 BRI G 5 4P 48 1T A e ]
Kubernetes T1E kA B sh30E Al e .

14 NetBackup Kubernetes Operator Hf “Be 23T P SCHF8L” BRI B KR,
F IR S BE I B A eSS, 7F Kubernetes H, 2588 Y 5 F A BB T
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“R i3 S I B SR s S M SRR 4R 2890 K8s B R BB IRIE L M o

(4n Docker ¥, containerd ) FRIXILBR S, 24FREH & & mat, TIHESU e
ERGEEE, TFECHAE H BRI AR T s ]

TR, ARSI ECED B RFT ST (RS A H A K
. T Kubernetes AN E A BV BRE, BENREEETT & _E AYIa 175 B AR T ik
T, EHECES, TEHHE1T NetBackup Kubernetes H 3% .

AREZIEAFEE, 5% .

PRI IE R R B K M B RIEIR 2890 K8s iE
R B IRIER WL
[ A -

PEFE CPRIRATMREE” IR f & 50 AL PVC B, AR RO R LR
FER, JFH VM RS pon 5

2890 K8s restore data operation failed

HE: HAHRSTE Windows R4 HI K,

JIA -

M ) R 2 Rl 55 28 A R AL 3K i PVC B 3 R s,  “HRIE R R B

KRIHTIRIEITA PVC, XA RES il RGBT IRA L 7O S0

fitp LRI ¥ -

(e R PR BT . RS U B T AR, e
T BRSO, P E U R R 2 i

o WCRATRE, I EANEIEEL Y PVC i, B R G R USA S
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