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» £ Windows E£[R55#% [, i81T tpconfig -mongo configuration AT LAIIE
Mongo Fi & A1 o

» 7E Linux F Solaris =R%5#% [, i817 ./tpconfig Ml tpconfig, FRIGN
MongoDB Fit & i £:5 PUA~iE I

205 61 TUAY“TR AT HT MongodB FE4E 1) MongodB Bt & 32 FH A2 ¢ TAE 2
VGl

FK tpconfig A MHEZLIEE, H5% (NetBackup W2 SH5M ) o

i bpcd_allowed path BEIUKF bp.conf 1 mongodb. cont AR T INE 7L
YR, BXRELEL, 1ES L 26 TU“7E NetBackup E RS # R iFd P4
FEBCE SRR

1% S 2| & A MongoDB B £ #i[R)i#% N MongoDB £

BRI E % H] MongoDB HE4E, I B T HAE S REE SE 8 rhas &5 FIRFAE Y
et

4K MongoDB Ef&

1. SEHRCE TR EH A BRI ST

2. i CRmMEREEBEERS SR IR IEBCE RS B, RS TR
3. ] “HRmMEFAS R ENRSER IR, R
4. JRShEHMREAR.

8l Z< £ MongoDB

1. (RS T H SR A B A S A S

2. i “RAEEENAR SRR IR S, ARG IRAT

3. M “RAEBIARS R IS A MBS A, RS ORAE

4. R AR .

R WOREEHI SRR SR, W AFS S, SRIG I tpcontig i BARIA
.
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F 7813 mongodb.conf R RTIR &4

FFh6]E mongodb.conf LRI BT &4

HE: WREH MongoDB FLE T H., WA EIITIXLETZPIR,

o EREREEIE G QIR AR, ARAE nongodb . cont SUPFHRBAT A
MongoDB HE i R AAE AT AT, W 2% TR IMA

m max_streams FE R E/MEN 32, MR E X max_streams, N BRNE AR
w#& Ay EHL 32 DIHATHIRE I .
X} F mongodb.conf XHY max_streams FBE, & EVNEMT

global default {H.

fltn, eI, (6 32 e TE 34, MRl e &0z T 32 AN

"max streams": {
"global default": 34,
"Backup Host":32}

Oy TR IR AR SRS T 15 UM R FE AR EWL Lo AHRIE mongodb . cont SCAFHY
max_streams YEIHE LAYy FHLK I

= X T4 MongoDB 3155, #i{# mongodb . conf U ELAG Fe i E e B AR 55 #5 A1
T D C B R S5 o

» iR mongodb. cont SCAFHHERI S H SR AE MongoDB F4E FATAT. il

ﬁﬂ, snapshot mount path. oplog location., logdir %E@I{#%E&Hi °

s mongodb. cont AR TINE] LVFFNEF . 7E bp. cont CHH, fHiH
bpcd_allowed path HEI,
52 L5 26 TUY“7E NetBackup ER5#4% A8 32 P a6 0 & SO 12

n  HEHNHI T mongodb. cont SCHFHHE RE A4 1 AT 1 9 B 815 RIARR o

{8 B mongodb.conf 3473 MongoDB Ei & & 171 I

EE: WARMH MongoDB FLE T H., WIATGEIITIXLETZPIR,

NetBackup fiff I BRIA LT 45/ MongoDB %t . 248 e 7r & I B/ B ip i FHAY A
B XGET, XF UNIX R48, WMIFE /usr/openv/var/global/ H st
mongodb. conf A, X Windows F k&%, WAINTE
<Install_Dir>\NetBackup\var\global\ rRE B S

iy : X4 mongodb . conf XA K/NE
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{# A mongodb.conf 3 {73 MongoDB Bt & & {7} 1% 1

AT EFE mongodb . conf CAFHFEE A BRI, XA B & UEAET,
NetBackup 2:{i#i FHERIAHE

Wil mongodb . conf U JSON #%38, JR ST Eas B sk, (fiH

bp.conf FrEy bpcd allowed path P, )
12 L5 26 TUHY“7E NetBackup F-ARS5 4% fo 5 2 HH A S T & SR A2

mongodb.conf 34 & {7 % TR
ﬂ?ﬂ? mongodb.conf X{#EP*EXHEUT%{ﬁﬁIﬁ&ﬁﬁ

s SFRBIEIIX R NE

g}

application_servers

alternate config server

FHER

ERCE MRS e BE A, (FQDN), EHLABOE A PR OS5, LURR
FHLLTF#28) mongod #ll mongos ¥ H

clientFQDN OR hostname OR shortname:portnumber

iff application server 5 MongoDB ¥ iRy . HEfH
db.hostInfo () frA#ATEUEE A EHLA (A DCREL

B, db.hostInfo () /R ENLAIME:

"hostname" : "<hostname value>:<port>"

L. REHATEY MongoDB k15 5 A .

Al B B 55 A A PG IR 55 f i 58 22 B2 4% (FQDN), EHLA B4
PRSI S o REBEA— MR — D # BB 5 4%

XTE, EEHLI RS

clientFQDN OR hostname OR shortname:portnumber

ik alternate config server 5 MongoDB #lihffi Y. HEHH
db.hostInfo () ArA-#ATIIE A FHLA EAHICHL .

fl4n, db.hostInfo () WiRMEHIEIH:

"hostname" : "<hostname value>:<port>"

USRS TP B SS AR I R, U SR — T S & IR AR 55 %
*FF43 i MongoDB Rf4E, WATE#5 L B IRk55 % 13247 mongod FMlmongos
WREE application servers 4% HAMildiA

alternate config_server fH.
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iR}

cleanup time in min

free space percentage snapshot

data_channel tls

logdir
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{# A mongodb.conf 3 {73 MongoDB Bt & & {7} 1% 1

HHER

TR TR (350 ) , TR TSRS FRAR AT R sl i T C BUE R Rl i

oplogstore,

IZH AU HERR

HEE%;EJ: AP R A PRI B TP ZS DA VT 40 b o AR PAAT 58 2o A
i

BRIME CWRARFEE ) 2 20%. ZIEANF 0 #1100 Z[8], iHHHE
SRS (%)
B, 247 vgdisplay i LISIE "Free PE / Size" FEAE.

free space percentage snapshot {HEMEHAMTELLHN Free
PE / Size BA4rtt.

FRAE A5 1 VB[] MongoDB SE{7 B4 B MUK LA RG240 1 iy ml F 23 [e) Sk

S free space percentage snapshot [E
fln, 4.

n  HEEECRN 250 MB
s G4 HA 1GBFree PE / Size
n BAEENCR KA PESR/NMY 25%

WRJF, ¥ free space percentage snapshot HIf/METEE N 25%.
23 [ PIR A J3 HUEORAR T RE 2 S BRI (LA RS Zesty ) 2RI
A FH 2 T PRI T 53 FUARLK 5 P RE 2ol D 4 b R mT H 2s 1) ik
AR L5 BARREMT:, H2% Linux FIMFLLTi# lvcreate %
i FH LS E T 25 FH SR ) MongoDB BAR FIE 15y AT ] ) S5t i Jn % .
filan, fiH "data channel tls": false ZXFEdREIA M,

BRIMELL T, NetBackup &5 EHL K% P i (mdbserver) ZIM A
WEHREEL TLS fRIES T, BT RIZEFIM TLS, K& MRS % P it
(mdbserver) B3 EN&H FHL, u e RE

R AT, P IaREE (s ) b TLS fEiEtE
%o

£ MongoDB 4 i, _I- Ak S ) % 113 (mdbserver) HERIfIE .

BRNLER /tmp, UERAEENT HREAR, HIZ HRAEMSS 28 LA, W
NetBackup £ 8]#d:— H 3%,



iR}

loglevel

max log mbsize

max_streams
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{# A mongodb.conf 3 {73 MongoDB Bt & & {7} 1% 1

HFHER

52 A iR H

BRIMEA 3.

AR HBICRIGNE, S5 LT
= ESERROR = 1

» ESWARN = 2

= ESINFO = 3

= ESDEBUG =

4
m ESTRACE = 5
m ESCRITICAL = 6

&5 NetBackup K1 % /™ 3 H 8 SCHAFe R SCHER/N (LA MB KB )
FAK/NME 10 MB, FROIEEH Y H Sk, s A B SC B Rk k
/e A H B SCHA SR IEFEFA TR, FF HAE mdbserver $UATHI T
—AME I 2T H &

30 R H R,

FE: WSEIGEM T MongoDB #E4E

FE B EVURIF TR, B/MER 32,

WRAE L max_streams, WIBRIAME A0 EHL 32 A IHATEIE T
1 mongodb.conf SCAFHERIMLA T 4 H -

max_ streams:
{
"global default":<set value>,
"<backup host>":<set value>
}

Hrf

s global default

JI A g 3 ML I TRCR R BRI L BR

backup host

BRI 0 AR TR LR

backup_host WIS #0r KIEHHHEE N AARIF . WA 2450 £
BL, JURTLABE X BT Sy BHLESL A H o IR RE & 0L, AR
H global default fH.

R SRR 0 AL TR T R A ORI Al AT
FFA S TR ] R



iR}

mdb_progress loglevel

mdbserver location

mdbserver port

mdbserver port range

mdbserver timeout min

Ei & NetBackup for MongoDB | 24
{# A mongodb.conf 3 {73 MongoDB Bt & & {7} 1% 1

HHER

FHFFT BN DI S 303 sh MR8 0 SO RS H e AR B .

BRIME R 0 (KHD) .

B, W% "mdb_progress_loglevel™: 1,

R R IR T RE S

FRETEINAT MongoDB 13 Ik JFHAE AT i) MongoDB 4 i I & il %
Fdii (mdbserver) “#EHISCEFIAL E

KSR B S AR BRI IR S5 &%, IFTE 1 AR 58 U M BRI 26
Sk

S E BRI B A/ tmpo

EE RS ER AR EH Linux B, KX AT e S5 H AR
KAWR, Flan, R E N root, fetc. fusr. /bin, /home %,

# oy FE ML 0 5 MongoDB 5 £ I8 171 NetBackup A &% F i
(mdbserver) HiE,

BRIMER 11000,

B —ANFRF

LA mongod SLIFE— MongoDB 5 & _Fizfrint, iS4k,

SE I IERRTI, AT LE A O IR R E AV B I R — AT R O (AR
i IEFEE )

Wt ekI, W LA EE 21 NetBackup A5 1# % i (mdbserver) K [H
IR R 3 O HIs A7 2 Ve

ﬁi&ﬁg"mdbserveriportirange":rangeﬁvalue, }i#lrangeivalue
& T ORI Ay 1155 R AR e 8. B, R range_value #1114
10, JFE¥ mdbserver_port 5 Xk 12000, T4 FH (435 11 765 Bl 2 12000 &
12009,

BRINE N 10,

#4E MongoDB AL L [’ 413 B mongod SEAIIECE MU .

TE MAEZ 1L NetBackup ¥ % F i (mdbserver) FREZ A5 RrRy R (43
B .

BRIMEE 300 (4341 .

AR Oyt B B 20 ], IR B E KT 300 434,

HARFOLT , LSS 54 L mdbserver,
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{# A mongodb.conf 3 {73 MongoDB Bt & & {7} 1% 1

IR HHER
mongos_port mongos R T A5 o

WEBHE4 F MongoDB BEE YL TE S 4,

WA application servers i{ alternate config server 4%

EEER AN
B RE— AT

oplog location X2 Uy, TR E H R S H SERAE% MongoDB oplog 3Uf4:

LB g

BRINIE N /tmp/oplogstore,

B ORAE A7 B AT R 48 A0 ] T2 (R R AP N 0 B9 oplog Kdin.

snapshot_mount_path £ MongoDB 7 & L HEEMAR, DMEAETEREZMIIREEA LVM Peid,

BINFAER / tmp,

FE: MR MongoDB FEWESCF LB Y HostUser XT mongodb. conf /PR

L A AR AR BA BRI 5 AR

AR BT, 2 AE H S P Es A S D I 2% H o BT T oA

R, f PRV R kS

mongodb.conf 3§ 1 & KRG

{
"application servers": {
"FODN primary configuration server l:port":
"alternate config server": [
{
"hostname:port":
"FODN alternate configuration server 1:26051",
"mongos port": "26051"
}
1,
"mongos port": "26052"
by
"FODN primary configuration server 2:port":
"alternate config server": [
{
"hostname:port":
"FQODN alternate configuration server 2:26053",

{

{
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{# A mongodb.conf 3 {73 MongoDB Bt & & {7} 1% 1

"mongos_port": "26053"
}
1,
"mongos_port": "26054"
}
by

"mdbserver location": "/path/to/store/mdbserver/",
"/path/to/store/logdir/",

"mdbserver port": "21020",

"logdir":

"loglevel": 5,
"max_ log mbsize": 4,
"oplog location": "/path/to/store/oplog/",
"free space percentage_ snapshot": "25",
"mdb_progress_loglevel": 1,
"snapshot mount path": "/path/to/mount/snapshot/",
"max_ streams":
{

"global default":2,

"FODN backup host 1":1

1£ NetBackup ARS8 R/ 1FFIR D EFEHEL B LK

BIEERCE SIS, DA &SR L B TR VPSR D . IR AT LR 44
EiEtT. 7E NetBackup k5 L HATIZ ARIFSIRIT R
BB e F R — B TR R Gzt

BT F S FIRE P 0 2 i, BRI Sedk
PFEUN IR Y A B i) 4 i AT o
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FKEX MongoDB i 51 RSA %48

BEERBEXHBRERELIFIIRD, FRITUTIRE:
1 7€ NetBackup EfR5#% iz T Fans
XFF UNIX:

bpsetconfig -h primaryserver name

bpsetconfig bpcd allowed path = /usr/openv/var/global/
B AT.
2 X}F Windows:

bpsetconfig -h primaryserver name
bpsetconfig bpcd allowed path =
<install dir>\NetBackup\var\global\

BT,
K ppsetcontig ML HEZMEE, HZ% (NetBackup iS58 ) -

A X bped_allowed path B Z(EHE, i W (NetBackup & HIEHT, 55 14:)
Y “NetBackup R4 BC B 217 343,

3%BX MongoDB 75 =AY RSA %A

# MongoDB F#L Ffi LA 1ir4-, 7 3KHL MongoDB ##4E #1451~ MongoDB 75 5
HFET SHA256 1Y) RSA:

cat /etc/ssh/ssh_host rsa key.pub |awk '{print $2}' |base64 -d |sha256sum |awk '{print
S1yp!

A% o RSA %47,
0

=

cat /etc/ssh/ssh _host rsa key.pub |awk '{print $2}' |base64 -d |sha256sum |awk '{print
$1y!
A Ak
02352722053ac9f40bCclXXXXXXXKXXXXXXXXXXXXXXXXXX419fa241ba9431fd6b9

il RSA #54L, ¥ MongoDB fLHimt, 7HZ 4Rt iE 4.
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£ NetBackup #if&iim MongoDB &7

1£ NetBackup 5 MongoDB £z

HE: WREH MongoDB FLE T H., WA EIITIXLETZPIR,

A MongoDB #£4 5 NetBackup 2 [F] 7 JCAE# 7 LU T 85 1 FA S 44
WAAAE NetBackup RS #% AR INIE L H MongoDB #E4

XF NetBackup #¥H) MongoDB 5 {3} 3&F 3 &Y

NetBackup SZ#LL T S350 UF2E 5 LIRS MongoDB %#% -

» CHHERIE

= (A5 - Salted Challenge Response Authentication Mechanism (SCRAM)

» FETHETS - x.509

i tpconfig AFUSMISESEN, 54> B {3 B UE2E RUAR AT 2O R A 1B 100
TRAG T B O B UESE R A B

* 31 SR I IE 2B BT T AOIE T

I I IR T S TaiE HREEMREIE | ETEBNSH

Il

AppUserId F6 B SRR AR P IS5 2 s 1 | % v ®
IRED

AppUserPassword FR BB SRR R P IR S5 2 T i | &6 v ®
FUER

HostUser A SSH s E FHLMAF ID, | v v v
HS I 32 U FEHLUH FEKR”,

HostPassword i SSH S48 E WL FH % v v v
5,

HostRSAKey PAT SRR E RSA | v v v

ServerPemPath MongoDB 5 5 PEM IEH X4 | % ® v
i)

CAPemPath MongoDB 77 /5 I- CAPEM EH 3¢ | % 3 v
PRI BRAR

Passkey CA IEF %L, 3 ® v
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£ NetBackup #if&iim MongoDB &7

TEIR R IR T E 1 IaE HREMIEE | ETEBNSEH
IGE
CADir CA IET A% x 3 v
CARole 7E CA W L fita, ® x 4
CertificateUser e IE P RS B 3 3 v
application server conf | f8EFEMRECE SCAFRIERAR, Z M | v v v
5 CA ZATE I B IR TIES
A PR E BN E SRR
IHZS UL 29 BURY“SC T AEdE Il S
¢

KT EREE &

SOy BE T B EHRBC B SO F o AT ATEARA O BRI SO, IFFERRIl MongoDB
TR SEE B

i toconfig A, ATERMRIGAY “B Fu" VLR s e i FHRR T IRk 55 7%
PRI MongoDB 5 5 i AE

%> MongoDB 5 s it FHIZ 5 43 o

» X T40 5 MongoDB HE4E, %LU Mg ESINETA mongod F1 mongos i :

mongod _hostname:mongod port

mongos_hostname:mongos_port

s X TREIZA%E MongoDB FEAE RIS v, MongoDB B4, #2 L) FH&=\%5 1 mongod
Ui H
mongod_hostname:mongod_port

ESH LT RIS G, Horb & ey S Sk .

» CHHERIE

{

"app.server.com:26050" : {
"AuthType": "NOAUTH",
"HostUser":"root",

"HostPassword":"password”,
"HostRsaKey" :"b2352722053ac9f40bcl XXX XXX XXX XXX XKXXXKXXXKXXXXXX419fa241ba9431£d6bIo"
}
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£ NetBackup #if&iim MongoDB &7

o B RIE

{

"app3.server.com:26051" : {
"AuthType" :"SIMPLEAUTH",
"HostUser":"root",
"HostPassword":"password",
"HostRsaKey":"b2352722053ac9f40bclXXXXXXXXXXXXXXXXXXXXXXXXX419fa241ba9431£d6b9",
"AppUserId":"admin",
"AppUserPassword":"password"

}

o FETUERH B G YIIE

{

"app4d.server.com:26052" : {
"AuthType":"CERTAUTH",
"HostUser":"root",
"HostPassword":"password",
"HostRsaKey":"b2352722053ac9f40bclXXXXXX XX XX XX XX XX XX KXXXXXXX419fa241ba9431£d6b9",
"ServerPemPath":"/root/certs/userl.pem",
"CAPemPath":"/root/certs/mongo-CA-cert.crt",
"Passkey":"password",
"CADir":"/root/",
"CARole":"root",
"CertificateUser":"CN=userl,OU=nbu,O=vtas, L=pune, ST=mh, C=in"

}

A 7E NetBackup Hif il MongoDB &1
{#iff] tpconfig 4 Al 7E NetBackup RS #s i INALdE .
HK tpconfig MAMEZIEE, WS NetBackup mrdZ%451

TEIZAT tpconfig AT ZHT, THHHRIMER MongoDB 15 i AT A L4 H .
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¥£ NetBackup Hri% i MongoDB £1E

B|IBIT tpconfig ME, HHRITUTERIE:

1 NPT BRBRIETT tpcontig A4 :
TE UNIX &%: I /<install directory>/volmgr/bin/
1£ Windows £% b: <install path>\volmgr\bin\

2 i8f7 tpconfig --help . W /RTEEIN. FH AR MongoDB FEHERT i
T EIZ R

EHMAESMRRIERBRMER, SRITUTIERE:

1 BT, H s s A E A Il MongoDB #E#E

tpconfig -add -application server
app server name-mongod port number -application type mongodb
-requiredport mongod port number -application server conf

/<install directory>/var/global/mongodb cred file.conf
Horpre
application_server jﬂ mongodb_hostname-mongodport

application_server conf MBS, AT B MongoDB BEER
Fst BAAN B 2 mongod HY I

" LMHE ] tpconfig i i —update B -delete PEIUE HruiM Rk MongoDB %
*EO

AXREZER, HSWH 29 TR TAEMRECE S,

2 81T tpconfig -dappservers fiia, VAKHE NetBackup TR #2mdsin T
MongoDB .

F & 1£ NetBackup FHRS# A LA T AL B Gl N IR H & SOk (445K

appservername-portnumber.conf) : /usr/openv/var/global/o

K FRIPEHER MongoDB fafa

5P NetBackup #:4FE, #37E NetBackup H im0 R FHRR 5 FH - b 20 B A BIres 1Y
fath, It A VIR . A . A RIR R T A B I LA S PR AR A AL
FR. #CAHH 4B root A,

F5. HEX A MongoDB 35 S 7 fal—

ARMEMNELEE, 5% MongoDB it
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FHARER

FHAREXK
£ mongod Mk F1 B TR I U P 0K
»  REFE tpconfig HUKf mongod RS5 MK P46 S EHLHF
»  TE%%E MongoDB Wfii55 4 b, #EHUHF MR sudoers M,
»  RTE tpconfig HEN sudoer 3F root Mk FAE N EHLH
o BRFIHFBEEF B,
s HIZEHHIETX mongodb . cont S TR FTA B %M FT A BABR .

n  MBERATERR A T LAV B 5%, DAE SIS BT S, filan,
P12} mdbserver_location ., logdir, oplog_location HA R .

TR 9 FHUH P J2AE root FI P 80 47 MongoDB il 5541 root AKR, 1
WAGE LA T AP BR -

» AR toconfig A A ECE A EHLUH A LIRS T T B MongoDB #4E K
HLHE ik 7 ( MongoDB J& &5 AR F R EHLH K ) o

n  NIZEHUH T X mongodo . cont SUAFH NIRRT H A BT A BUALRR . 1t
TRty R LATIR A 5%, DRSS O RERTaR s, g, JHm&

Eﬁ' mdbserver location, logdir., oplog location ,E\Aﬁfllgﬁo

n B EHLAT A MongoDB Hrili i 4 MO MBS I A AL 4 (3 RIS ST
SR B AT

= FEZ%E MongoDB iS5 #s I, ¥ EHUH M EINE sudoers CHH

BIRFME

w0 EHLFE YRR P, F T4 MongoDB HEAE I i A A5 (0 FR JF A . X F
NetBackup [#) MongoDB #fiff:, T/ MongoDB ##4: I AR s fCHE, £
EHLRIAT IR Ir A 50 Al S A

A EVLEAG Linux #4E &5, NetBackup {3 +F RHEL fl SUSE “F-&1EH
iy FEHL.

%A EHLFT LR NetBackup & 77 . A BUIRSS #eel £ARS5 4% . NetBackup 0K
g5 s Ve EL.

BN FHLZRT, T R I

NPT RORAFERE, aTLARI—& W E G40 F L,

n MRS ARG AR G T AT AL A
»  TEATE 00 4L 485 NetBackup ) MongoDB #ift:



B2 & NetBackup

o HRHZE&GEIET, BRI &0 EVE 50 TR 45815 .
Al LAFE# F NetBackup Web Ul it & BigData 5B HH A a1 4L,
ARSI R 2 (F ), WSS LA 37 10y Web Ul 2 MongoDB

FrAE A BigData 51/ Hilg”

7£ NetBackup FR55EE 2 1FFIFR A E1E NetBackup & P in

for MongoDB
TEEHEN

Z¥s NetBackup & i FHVE R ML, 00R HALKRE L ig5 2+ . 7E NetBackup

EMS5 A ERAT BN R SRR

AP FRVFE R — P T IR RGBT AP N AR P 9 2 e flinde, BRARIX Lei

PFEN R Y C A B AT 2 AT

48 NetBackup & P # NetBackup E RS20 2155+
& £ NetBackup EfR5#% LizfrLl Fard .

= T UNIX
bpsetconfig -h primaryserver
bpsetconfig> APP_PROXY_ SERVER
bpsetconfig> APP_PROXY SERVER
bpsetconfig>
UNIX systems: <ctl+D>

= X T Windows
bpsetconfig -h primaryserver
bpsetconfig> APP_PROXY SERVER
bpsetconfig> APP PROXY SERVER
bpsetconfig>

Windows systems: <ctl+Zz>

F K ppsetconfig AR MEZIEE, HS% (NetBackup

clientnamel.domain.

clientnameZ.domain.

clientnamel.domain.

clientnameZ.domain.

org

org

org

org

WESEIM) -

AT STER LS (bp. conf) XM E APP_PROXY_SERVER = clientname

/ﬁao

% APP_PROXY_SERVER = clientname [ Z{5 5., i

SR, 9 14%) T “NetBackup % P fic EEIR” #4

%% ( NetBackup 4531
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& F NetBackup &1
MongoDB

AFETALAE T4 R

= KET41% MongoDB %

= 1 MongoDB FEAE BT # 451F

=} MongoDB #fif/-it & NetBackup &

% F &% MongoDB #iiE

MongoDB %l id IA Tt 7 &y, Herf MongoDB Kl 1 s Kt b [ml i g =X
| 2 5 &5 L.

TR T R A -



{EF NetBackup #&1# MongoDB
£ F&# MongoDB iR

4-1 #hiniE

(2} EHFYNELERS L
EEREEE S

EEBRS a5 F &
REIE#E 7

OzEsitimnrtst

BEEF AT

MongoDB B &3 e
3 &b
L © ERIHB AT
RLEBEBAELE 1y
ET R
mwé; S
© S5 1 [
#
DERABEE (o '
= oump (N
EFHR2 X
(7 GQlye— .
BT A TR ﬁﬂ:‘:j 2 '.'IZ:T;_.'__.'_T;T;T'_T_'T_'T_'T"
Py T
e T (HEE2) | @umEutis AR
oplog ¥5f& ;
(BEHXEL) -:.E o :
@l
WYBR -
SH3
(HF%3)
MongoDB B
N EERR:

1. MWEMRS A& T HUE el

2. MongoDB #ls i # il je—IZ SR, ik & mElfE, Eieistit kM
ek o

3. HERIWIN, &0 EVARCERS & SRS EE P 5 (ndbserver), I
FRHL MongoDB FFAEH 4 B I TEAN(E B MR P diid SAERIAS B iy 2
()45 1F P18

4. WEE CRHENE RS, &0 EHLS1E MongoDB #EAE T RIA L AA B 1 0 -
HRBHG (812 P i o

5. MR P sl AR AR AR, TR Y AL, RIS A O i PR RO
59% oplog U\J‘ﬂ:ﬁﬁiﬁﬁ%ﬁl\o
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6.
7.

{EF NetBackup #&1# MongoDB
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M HERR
{# Al NetBackup f#47 MongoDB &9 2 %R %

B il fRIR IR

1£ MongoDB i JF AR & i Bt UH F iR AR BT, A4 | NIA

ST BN A 81 2 ) i (mdbserver), 15 % el E T —

MongoDB i Ji e - i /4 i 2850, HS% T HNRRT R

w Bt EERENURS DA%, 3 AMH tpconfig Mg
ARSI E T HE . AXE2FELR, HE5% tar
Hi&s

n  HAFRRBARERAEATAE, HAE root FF AR A L
I
Wl F ARSI PR AR 17 7E HAR root FH 2 HAT S
[{F8

w REMAM filelist AP ERARIR TR, AN,
AR TR 55 4 Windows HHEHL, R4 SCFR EOL
i Unix Style (LF).

)5, MongoDB 43 ) 1 S JEik FEh A 2, T
MongoDB H i1 k7w L F#i :
NoSuchKey: Missing expected field

"configsvrConnectionString”

TE LR RY MongoDB 73/ |, DA E 30
MongoDB, )5 EEHEHRE T 1Y system. version 8
A BT

use admin
db.system.version.deleteOne

( { _id: "minOpTimeRecovery" } )

51
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{# Al NetBackup f#47 MongoDB &9 2 %R %

PR I

fRRINE

AL S — AN BRI R e, B4 S 51 E 5
B rs.config () FALAYERIA
"cfg.members [#] .host" HRYEIALE,

SR AR I E S H A AEBRINMEL,  WIRR R SE iU
PRETF BN, DA EIRBCEAICAS . (B0, MIE
FFREH I FQDN, )

I

1 BRFFIZA% MongoDB 4

2 TR A IeiER E
rs.conf ()

3 AL S R AL R .

Update configuration for replica set
member 0:

cfg = rs.conf ();

cfg.members[0] .host =
'<hostname.domain.com>:
<port-number>"';

rs.reconfig(cfqg)

4 AU A 50
rs.conf ()

5 XTHARIAERA G B RO RIAGE A H AR X 86

HwOPENRM, IF R T AR

s (50) BRmBEEFPIE

m (1) The requested operation was partially
successful.

s (112) REXHIIRPIEEH

X FA]— MongoDB 4k, i P 22 53 1 2 (3 i Beas
Ao X FlA— MongoDB A A&y, &
BATHAE RS

N mdbserver VB . oplog i B I IREE AL FH ik

BARRAR. AXREZEL, WS 32 sir LU
JUEBR

TE45r i MongoDB BHEISE 1, 112 #5127 ig %R mongos
RTS8 LINE P o 1B AT
AR 112 AT g R, 7E BigData KBS R INZ A~ &0 £

PURHE IR ARR 0L o X TIB T & MRIEN 2 &0
AL, GBI




M HERR
{# Al NetBackup f#47 MongoDB &9 2 %R %

PR I

fRRINE

WIFEIRAESE UG, WSR2 1k E S 3 mongod 1Y
mongos k% (service mongod stop B service

Wl 2B R0

fiff] service B systemctl fird (WA EZEMmS
4 mongod B mongos MARE MRS JE SR, J&ﬁiﬂt

B

mongod restart) ,

iR DINES

% 5545 1E mongod 8{ mongos k45, 4N,
mongod -f /etc/mongod.conf —-shutdown i kill
<PID>, 1#1ERE G, AR service 3%
systemctl s

R MEBELELFEAKE 2GRS, WX mongod
% mongos FERERT, BHEEE .pid B .sock XM, IHE
mongod { mongos R FEXRMGARIA D, WM FRX
L 5'gln

.sock SUHHIBRANIE N /tmp

.pid CFRIBRIAGI BN /var/run/mongodb/

WRAE
W

AR, R Ty 6646, IR DL AR
R TGRSR

.bashrc PIRINA G IS, R HEIERR

Wikt .bashrc (echo BT H AL A A4S ) AL
fEfarf it . shell HAEZE BN, it AR [l STDERR 1§,
STDOUT,

PR S8 A WG 2R I B P> 58 42 (MR
Z[] AR i) i R, E.J?F%?H’J;cé%ﬁu\ﬁﬁﬂ%

PRI -
TERITHRAEIE, AERE LA e 2 H R IR .

BB AL, T RB T TR TRV I 22
Srdg U

ot
;;;
i}

TR AR A

FERTRINI -
XRS5 A E R R BN SRR, TETE

“WRET VAR ESHE M P AR RARA .
By R ATRIEHE SR
B RO R LU T4 L7 INE

(6625) £ 10 EHLRIKAHZIL, Toikse iRiE,
o7 PR PP IR 55 el ST % 32

B HIEY: S

% MongoDB WfiRS5 % L, Bl e
/etc/ssh/sshd_config X145 H
PasswordAuthentication,

247 sudo service sshd restart ﬂ/v\o

53
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{# Al NetBackup f#47 MongoDB &9 2 %R %

B il fRIRINE
H AR R BN LA R #iR FEHINTE «
(6646) Joik 5 R45 w5 o AR FEHLAT LI ZE mongodb . conf XHFHE LAY

Uity S ERIA Y mdbserver port (11000),

T LUF 8, & MongoDB IR 45#% I (ks i % F2 3 S
PFBS R BESs A 152

» 5 MongoDB IR 55 %% HE A7 A 0] i

w  HPICRT IR T S RS P SR

mdbserver HZEHERU TR

error-sudo: sorry, you must have a tty to

run sudo

FRRLI -

»  ZTE sudoers XM RRZEEH requiretty I,
¥ Defaults requiretty il Defaults
'requiretty. HWEAEKENR4)R sudo ELE

w ALUNHPT dHEa 4 B sudo AU, 7E%%
MongoDB 55 as b, VT . HEiar & asms)
sudoers XIFH,

NI Defaults /path/to/my/bin !requiretty
Wl Default <host user> !requiretty

HIfii247 mklogdir 14, WANSTE Flex &i#s LBI#
nbaapireq handler HE3(fF¥,

fiRpeINE

# Flex Appliance MAiA 8.1.2 714¢ 3 8.2 3£ Flex /i
IR 45 g8 V£ 45 EHLAF, MongoDB i@ Ll T H ik
H¢:

/usr/openv/netbackup/logs/nbaapireq_handler

free space percentage snapshot SRR R
BEK/NLZFAR Y MongoDB BESE K/ T, FH HAabZm
FRHER . ARG XSS, ORI, SRR
iR

HidE MongoDB A RIE

free space percentage snapshot fH.

invalid command parameter (20)
B RMOF s LU R WO LU 50
(13) Fr/RARS =R LR SCHHEENR I n  EJRS A LK) NetBackup WA A He#H o

n FUIRS 25 F1Y NetBackup Wi 5 R 55 #eAH
BTy FHL ) NetBackup 2 7 A

n AR ENL LAY NetBackup & i RAS 25 ) F 2l ik T4
RS54

B

MongoDB At & T HH1§/ mdb_progress loglevel
S8

FBM mdb_progress_loglevel 24, if7E MongoDB
fid & T HAHE mongodb . conf SCFHEHHZ M

ARELEE,, 5% (MongoDB EHIER ) -
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{# Al NetBackup f#47 MongoDB &9 2 %R %

PR I fRRINE

PR MBR, FHH BRI mdbserver S|, XFHE | 7E mongodb. conf SCAFH LN SE i B I E .«
WA e S8 HH L cannot 1stat SR ER e cleanup time in min
BT - - .

s mdbserver_ timeout min

WEXEE, AR N — R E & My =& 0
Z TR KRR IB ALY mdbserver S,
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{# Al NetBackup f#47 MongoDB &9 2 %R %

PR I

fRRINE

QSR %0 EHLAY NetBackup JRAMILT 8.3, {HEMR S FRA1
A IR 55 % 649 NetBackup WA R fef, MIFE#Fhigstdhar
fiE4s R LA T IR RS -

13302, 13303, 13304, 13305, 13306. 13307.
13308, 13309, 13310, 13311, 13312, 13313,
13314, 13315
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{# Al NetBackup f#47 MongoDB &9 2 %R %

PR I fRRINE

L5 DINFY
URAE S PR s A S RV vh BOR TR RS, 1S
LU A SE PR R AR S B 3%
w ORI DRARS: 13302
SibrfR: 6724
& : Restore node count is invalid.
w JORLEERICED . 13303
FBRAER: 6725
B : Unable to find information about
the MongoDB replica set.
= ORI . 13304
SibRfEER: 6704
B : Restoring multiple MongoDB nodes on
one replica set is invalid.
» JERLEERICED . 13305
JiBRAER: 6705
HE: Restoring MongoDB data on an arbiter
node is invalid.

» ORI 13306
S:brfe: 6706
JHE: A discovered shard was found in a
drain state, cannot proceed with backup.
»  TERGHRARS: 13307
SibrfR: 6707
JHE: An unsupported MongoDB storage
engine is detected.
w  TERGHEDRAY: 13308
SiPRfR: 6708
JHE.: Unable to parse command output
w  JCRGEEAUE: 13309
SEBREEDR: 6709

4 HE.: Unable to run the command.

w oA RS 13310
SEBREEDE: 6710
B : Pre-check for recovery has failed
as WiredTiger log files are present at
the database path.

n RS 13311
SebrfEDe: 6711
JHE.: Unable to backup MongoDB
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{# Al NetBackup f#47 MongoDB &9 2 %R %

PR I

fRRINE

configuration file.
w  JuRiEE RIS 13312
SRR 6712
JHE.: Unable to find operation log for

previous backup.

» TORGHEDRARS: 13313

SibrfR: 6713

HE . Operations log roll-over detected.
w TuREE RIS 13314

SibRAEEE: 6714

JHE: Error while collection was iterated.
» ORI 13315

SPREEIR: 6715

HAE . Operation log verification error.
AR B AEIIRAE, 5% (NetBackup MR
SHEREM) o

XFS AR MongoDB #{37#4%, NetBackup Web Ul H
B “IRJE” FEEIAL T AR

fRDR I«

AnSRK R A B T4 X LE 5 9 [R]— NetBackup

TS, W T AL —:

» i bprestore A HATIE A,

= AJFA RS Web Ul “iRJ5” 454010 H SRSy, 2R
JaiRJEMIL

LSRR 5 A B HA NetBackup 3R %548, MiANZ5E)

FAT S0 X e R 1 TR 55 2% , iE0iH bprestore fird

BATIRJRERAE
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{# Al NetBackup f#47 MongoDB &9 2 %R %

PRl BRIk

TEZ Y45 A MongoDB #H4E I, IRE BB, B/RUL | 765 FBAEIR & A b ih BLIL RS, KRR B G 2 e ws
TR £ mongodb . conf SCAH R EI £ HFFER mongos ¥ .
HARFIEESH, (6661) MRl R i FAEAE ] MongoDB FCE T EH ) “BHET” ik

T4 FH MongoDB BEAETEAN R B, 1% T HAIzH
mongodb.conf SCPERY TS

PRI -

TR IR FEZ R/, 1 HH mongodb . conf UM, LU
B R 5 SR T E - IT o

ftn .
H mongodb.conf {4

"application servers":
{
"original.mongodb.cluster.com:26050":
{
"alternate config server":
[
{
"hostname:port":
"alt.mongodb.cluster.com:26000",
"mongos_port": "26001"
}
1y
"mongos_port": "26051"
}
}

HWFEH N mongodb . conf {4

"application_ servers":
{
"original.mongodb.cluster.com:26050":
{
"mongos port": "26051"
s
"alt.mongodb.cluster.com:26000":
{
"mongos_port": "26001"
}
}
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{# Al NetBackup f#47 MongoDB &9 2 %R %

PRl BRIk
MUI T H R AR 4R WeAER IR

Unable to delete configuration.

s F <hostname-port>.conf B EET
/usr/openv/var/global H3EH,

s 5% tpconfig HGEHEFHIR:
Translate
EMM_ERROR MachineNotExist (2000000) to 88
in the Device Config context.

iR T vk
M /usr/openv/var/global FFEMHER
<hostname-port>.conf {4,

WHLE MongoDB L Ja il T3 FIE B SR I6IE, 25534
BREMEIN, HEREHR 6709: Unable to run
the command.

P JINEE

%% mdbserver Hii, HHRRAHMGSIFEMGEL.
RIGPAT FHEAEZ —

» W3R mdbserver H#$ER mongodump A& kM, i
243 7E MongoDB F:HL L F3iz47 mongodump #4-3f:
K

» 15 mongodump A4 JIUIH B X509 UEHAHSEHY
AR, BT ARYE MongoDB U4l
subjectaltName JE B MongoDB flt55 #HiE+,
MR X iR . SRE E e T2 R E R0,




SAEES

AR AR 51 E R
n  TRIIAIE T MongodB L4119 MongodB it 52 FH R T AR i A 461

i AN E F MongodB Z#E#) MongodB Bt & 3k 12
FIIERERG

&N MongoDB ‘£Ei

Device Management Configuration Utility

\v

Drive Configuration
Robot Configuration

Credentials Configuration

1)
2)
3)
4) MongoDB Configuration
5) Print Configuration
6) Help

7) Quit

Enter option :4

MongoDB Application Configuration

1) Configure MongoDB Application Topology & Credentials
2) Configure NetBackup Global Parameters for MongoDB Application
3) Quit

Enter option :1

Configure the MongoDB cluster credentials
1) ADD Credentials
2) UPDATE Credentials
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RINFNEEF MongodB £ i) MongodB B E S ARRFLIERTETHI

3) DELETE Credentials

4) Return to previous menu

Select the operation :1

Please select your MongoDB cluster type.
1) Standalone node

2) Sharded Cluster

3) Replica set

4) Return to main menu

Select the type of your MongoDB cluster :3

Select MongoDB host credentials type
1) No Auth

2) Simple Auth

3) Certificate based

4) Return to main menu

Select the authentication type used in the MongoDB cluster :2

Configure Replica Set MongoDB Cluster

Enter the hostname of primary server : hostl.fgdn.com
Enter the mongod port of primary server [On the MongoDB Shell, run
the

command "rs.status () for replica set and "sh.status ()" for sharded
environment] : 28000

Enter the name of MongoDB host user : root

Enter the password of MongoDB host user

Enter the RSA key of the MongoDB host [On the MongoDB host, run the

command "cat /etc/ssh/ssh host rsa key.pub | awk '{print $2}' |
base64
-d| openssl dgst -sha256 | awk '{print $2}'"] : RSA-KEY-OF-THE-HOST

Enter MongoDB database user : mongodb-shell-login-user

Enter MongoDB database user password
Does this primary server has replicas?(y/n) :y
Enter the hostname of secondary server : host2.fgdn.com

Enter the mongod port of secondary server [On the MongoDB Shell, run
the
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command "rs.status ()" for replica set and "sh.status ()" for sharded

environment] : 28001

Enter the name of MongoDB host user : root

Enter the password of MongoDB host user

Enter the RSA key of the MongoDB host [On the MongoDB host, run the

command "cat /etc/ssh/ssh host rsa key.pub | awk '{print $2}"' |
base64
-d| openssl dgst -sha256 | awk '{print $2}'"] : RSA-KEY-OF-THE-HOST

Enter MongoDB database user : mongodb-shell-login-user

Enter MongoDB database user password

Do you have more secondary servers for this primary server? (y/n) :n

1A 5 RV R TV [E -3

Primary Server

Server Hostname : hostl.fgdn.com
Server Mongod Port : 28000
No of Secondary Servers 1

HostUser: root

HostPassword: **x**xx*

AppUserId: mongodb-shell-login-user
AppUserPassword: ****x#**

HostRsaKey: RSA-KEY-OF-THE-HOST

Secondary Server number 1:
Secondary Server Hostname : host2.fgdn.com
Secondary Server Mongod Port : 28001
HostUser: root
HostPassword: **x**xx*
AppUserId: mongodb-shell-login-user
AppUserPassword: ****x#**
HostRsaKey: RSA-KEY-OF-THE-HOST
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***x***pPlease make sure to save this entered config and credentials. If you

don't save it now, you will have to enter it again.****x**
Do you want to save this cluster configuration and credential info? (y/n)

Please wait while we save the cluster configuration.

Successfully saved config and credentials for this cluster.

Please use Client name as "hostl.fgdn.com-28000" under 'Clients' tab in
mongodb backup policy.

Press any key to to return to main menu...

B MongoDB £

Device Management Configuration Utility
1) Drive Configuration

2) Robot Configuration

3) Credentials Configuration

4) MongoDB Configuration

5) Print Configuration

6) Help

7) Quit

Enter option :4

MongoDB Application Configuration

1) Configure MongoDB Application Topology & Credentials
2) Configure NetBackup Global Parameters for MongoDB Application
3) Quit

Enter option :1

Configure the MongoDB cluster credentials
1) ADD Credentials

2) UPDATE Credentials

3) DELETE Credentials

4) Return to previous menu

Select the operation :2

Please select your MongoDB cluster type.
1) Standalone node
2) Sharded Cluster

64
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3) Replica set

4) Return to main menu

Select the type of your MongoDB cluster :3

Update replica set MongoDB cluster configuration

Enter the hostname of primary server : hostl.fgdn.com

Enter the mongod port of primary server [On the MongoDB Shell, run
the

command "rs.status ()" for replica set and "sh.status()" for
sharded environment] : 28000

[Note- similar steps can be followed for deleting creds for cluster]

Update hostl.fqgdn.com:28000 replica set MongoDB cluster configuration

1) Update primary server credentials

2) Add secondary server

3) Update secondary server config & credentials
4) Delete secondary Replica server

5) Return to previous menu

Enter option: option as applicable
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