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These release notes describe updates related to installation, upgrades, and operational
considerations, including resolved and known issues related to Veritas eDiscovery
Platform software.

Detailed information on how to use the appliance and the new features can be found in
the documentation for that feature or enhancement. Each manual has a guide to the
documentation in the Product Documentation section.

Upgrade Paths, Compatibility, and Notes

10.1.7 Upgrade Paths

From Release To Release

10.1 GA 10.1.1

For more information on supported upgrade paths, refer to:
https://www.veritas.com/support/en US/article.100038619

If you are on a pre-10.1 version, upgrade to 10.1 GA before performing the 10.1.1
upgrade. To verify that you are at the correct product level, log on to Veritas eDiscovery
Platform and select System > Appliances. Select the appliance and verify it is at the
correct product version.

Refer to the Veritas eDiscovery Platform Upgrade Overview and Veritas eDiscovery Platform
Upgrade Guide 10.7 for more upgrade details.

Read the Imaging Tool Upgrade Guide to learn the upgrade implications for case backups
that have unlocked production folders. All the redactions and annotations that are not
part of a locked production folder will be lost after you upgrade to eDiscovery Platform
version 10.1.1. To preserve any desired markups, you need to identify and lock the cases
that have unlocked production folders.

For more information on the supported operating systems and third party applications,
refer to: eDiscovery Platform Compatibility Matrix and Browser Compatibility Charts.

Note: In pre-9.0 versions, Windows Time Sync was disabled during installation. Starting
with version 9.0, Windows Time Sync is not altered during installation.


https://www.veritas.com/support/en_US/article.100038619
https://www.veritas.com/content/support/en_US/doc/ImagingToolUpgradeGuide
https://www.veritas.com/support/en_US/article.000019811
https://www.veritas.com/content/support/en_US/doc/VeritaseDiscoveryPlatformBrowserCompatibilityChart
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Operational Notes

This section covers important operational notes for version 10.1.1.

Note: For other Operational Notes pertaining to previous releases, see the release notes
for the last cumulative version. In this case, see the release notes for version 10.0, 10.0.1,
10.0.2, and 10.1.

For additional information, refer to the System Administration Guide, User Guide, and
other specific documentation available by clicking the “Documentation” link at the
bottom of any pane from the platform’s User Interface, or the “"Help” link on the upper
right corner of any pane to access the Veritas eDiscovery Platform Online Help.

PKI encrypted messages

Starting with release 10.0, eDiscovery Platform does not support PK| encrypted messages
for native review.

Browser Support

Veritas eDiscovery Platform 10.1.X is certified to work with the Google Chrome, Microsoft
Edge, and Safari. Any version of Internet Explorer is no longer supported. For more
information on the supported versions of browsers, see the Browser Compatibility Charts.

DSA algorithm

Starting with release 10.0, DSA algorithm is no longer available while generating self-
signed certificates using the Clearwell Commander or Clearwell Utility. Only RSA
algorithm is available. You need to perform additional steps while installing certificates or
dealing with Provider-Generated Certificate.

Supported File Types

Veritas eDiscovery Platform supports over 500 different file types including all Microsoft
Office 2013 formats. Refer to the Supported File Types and File Type Mapping section in
the application’s library (Online Help) for a detailed list of supported file types. (For
additional user documentation sources, see Obtaining Product and Compatibility
Information.

The following container file types are supported: ZIP (standard and self-extracting), GZIP,
TAR, LZH (including LHA), UNIX compressed files, RAR (standard and self-extracting), BZ2,
and 7Zip.

The NIST list version is 2.74 — (Sept 2021).

Note: Veritas eDiscovery Platform provides the ability for users to exclude both the
standard NSRL (NIST list) files and to upload company-specific file hash lists into the
system.


https://www.veritas.com/content/support/en_US/doc/VeritaseDiscoveryPlatformBrowserCompatibilityChart
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See this tech note for how to update NIST list within eDiscovery Platform:
https://www.veritas.com/support/en US/article.100038118.html.

See this tech note for details about custom NIST file creation:
http://www.veritas.com/docs/000017121.

Supported E-Mail Types

Microsoft Exchange/Outlook: Veritas eDiscovery Platform supports all PST and OST file
versions (with limitations as stated below). Supported Exchange server versions include
2007, 2010, 2013, 2016, and 2019. The supported Outlook version is 2013 on Windows
Server 2012 R2 / 2016 and 2019 on Windows Server 2019.

Limitations:

e EDB files are not currently supported.
e MS Office 97-2002 PST formats are not supported

OST Files: For 9.0 users, OST files are recognized and automatically converted into PSTs
and stored in the application’s managed email conversion area prior to processing.

Lotus Notes: Veritas eDiscovery Platform supports IBM Notes 10.0.1. Older versions of
Notes can be processed with no issues; however, Notes APIs have few known issues that
may cause problems. These issues are outside our direct control, but we made
adaptations to the crawler to make it operate as smoothly as possible. Starting with 10.1,
the application requires IBM Notes client 10.0.1. If you restore an older case to a version
10.1 or later installation, where that case has processed NSF files using Lotus Notes 8.5,
the messages may de-duplicate differently. To mitigate this, refer to the Veritas
eDiscovery Platform Upgrade Overview document section “Using Outlook 2019 on
Windows Server 2019 and IBM Notes 10.0.1 Clients (on all supported platforms) and its de-
dupe Implications”.

Note: Installations with known deduplication issues should consider using the Update
Checksum for Emails feature. For more details, consult the tech note:
https://www.veritas.com/content/support/en_US/article.100051881

Email Loose Files: \When processing loose files, the application automatically processes
.eml, .emlx, and .msg files as emails as long as they are compliant with the RFC822
specification (in the case of .eml files) or the Microsoft .msg specification (in the case of
.msg files).

MBOX Files: Processing MBOX email containers (and derivative formats such as MBX) is
also supported. These are converted into PST files and stored in the application’s
managed email conversion area prior to processing.

Distributed Review and Processing

For configuration, operation, and installation information, refer to the Veritas eDiscovery
Platform Distributed Architecture Deployment Guide.


https://www.veritas.com/support/en_US/article.100038118.html
http://www.veritas.com/docs/000017121
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Supported Collection Sources

The following are supported sources for identification and collection using the Veritas
eDiscovery Platform:

Microsoft Exchange 2007, 2010, 2013, 2016, 2019, Office 365 (Teams collection via Mergel
only, supported version of Merge1 is 6.21.1079.174 or later), Lync 2013 with Exchange 2013

SharePoint 2007, 2010, 2013, 2016, 2019, SharePoint Online

Lotus Domino Server 8.x, 9.0, 10.x*

* Compatibility testing not done for this version. However, as there are no changes to the underlying Domino APls
used by eDiscovery Platform, it is possible that the listed compatibility will work.

Veritas Enterprise Vault 10.0.4, 11.0, 11.0.1, 12.x, 14: From an Enterprise Vault source,
you can collect data from Exchange Mailbox and Journal archives, SharePoint archives,
Lotus Domino Journal and Mailbox archives, and File System archives. When Enterprise
Vault 11.0.1 or later is used, you can also collect data from Exchange SMTP and Internet
Mail archives.

Veritas Enterprise Vault.cloud

Windows File Shares: \/eritas eDiscovery Platform can collect from file shares over the
network.

Distributed File System (DFS)

PC/Desktops: The OnSite Collector can collect data from laptops, PCs, and Macs directly
using a locally connected drive (USB for example).

Documentum, Livelink, and FileNet: Starting with 9.5.1, Documentum, Livelink, and
FileNet data sources are not supported.

For more information on supported data sources, see the Veritas eDiscovery Platform™:
Identification and Collection Guide 70.1.1.

Removed .NET 3.5 Dependency

While upgrading to eDiscovery Platform 10.1, if customers want to remove the
dependency on the .NET 3.5 application, ensure that they adhere to the following
instructions.

e Upgrading from eDiscovery Platform 10.0.7 to 10.1:
o If customers have already uninstalled the .NET 3.5 application after upgrading
to version 10.0.1, no action is needed.
o Else, they can uninstall the .NET 3.5 application either before or after
upgrading to 10.1.
e Upgrading from eDiscovery Platform 10.0 to 10.1 directly (without upgrading to
10.0.1 or 10.0.2):
o If customers are about to directly upgrade from 10.0 to version 10.1, they
must uninstall the .NET 3.5 application only after the upgrading to 10.1. If
customers uninstall.NET 3.5 application before upgrading to 10.1, the system
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displays two benign popups related to .NET 3.5 not being available on the
system.
e Upgrading from eDiscovery Platform 9.5.x to 10.1 directly:
o If customers are about to directly upgrade from 9.5.x to version 10.1, they
must uninstall the .NET 3.5 application only after the upgrading to 10.1.
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New in Version 10.1.1

System Administration
Resolution for Log4j Vulnerability

eDiscovery Platform 10.1.1 provides complete mitigation of Log4j vulnerability by
upgrading to Apache Log4j 2.17.1 and to latest PrizmDoc libraries which contain Apache
Log4j 2.17.1.

Support for Java SE Development Kit 8, update 321 (JDK 8u321)

Veritas eDiscovery Platform 10.1.1 is certified to work with Java SE Development Kit 8,
update 321 (JDK 8u321).

Support for MySQL Server 5.7.37

Veritas eDiscovery Platform 10.1.1 comes with an updated version of MySQL 5.7.37 to
meet the enhanced security needs.

Support for Veritas Information Classifier 3.1

Veritas eDiscovery Platform 10.1.1 comes with an updated version of the Veritas
Information Classifier Engine version 3.1 (VIC 3.1). Updates in the Veritas Information
Classifier Engine 3.1 include:

Transparent (editable) policies

This policy category will help users to get visibility into policy logic. This helps them
granularly modify, add, or remove classification criteria within a transparent policy by
simply creating a copy and then editing the copy. VIC 3.1 introduces six new transparent
policies as follows:

e  Customer Complaints

e High Risk Securities - Large CAP

e High Risk Securities - Mid CAP

e High Risk Securities - Small CAP

e High Risk Securities - Complete List
e High Risk Securities - Other

VIC 3.1 contains following new Information Classifier policies:

e Egypt Personal and Sensitive Data policy

e Kuwait Personal and Sensitive Data policy

e Saudi Arabia Personal and sensitive Data policy

e 12 new medical diagnosis-related policies based on signs and/or symptoms of
diseases like Stomach Ulcer, Diabetes etc.

e U.S. SEC Regulation Best Interest (RegBl) Policy

e Swiss Financial Market Supervision Act (FINMASA) Policy

Other Enhancements in VIC 3.1:

e Enhancements under policy details page:
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o Origin policy information (version, policy name) for custom policies that
are created by copying transparent policies.
New category and filter for "transparent" policies on the policy list page
o Version information under the description of transparent policies
Last updated information for all built-in policies and for custom policies
that are created by copying transparent policies
e China Personal Data Policy now supports China Personal Information Protection
Law
e Languages supported for keywords is provided under built-in pattern details
page
e New version of Veritas NLP jar (0.1.6) supporting Stanford Core NLP to 4.3.1

Supports updated version of Veritas Quick Assist

Veritas eDiscovery Platform 10.1.1 comes with an updated version of the Veritas Quick
Assist, Version 2.4.168.319.

|dentification and Collections
Support for Exchange Collections in cross-domain environment
Added support for Exchange collections in a cross-domain environment.
Support for Azure Government Cloud during Microsoft 365 collection

Added support for collection from M365 Exchange and OneDrive for tenants residing in
GCC and GCC High.

To connect to a tenant in GCC High, set the property esa.0365.collection.authority.url
to https://login.microsoftonline.us/ in System > Property Browser.

No changes are needed to collect from M365 tenants residing in GCC or Commerecial.

Case Administration
Performance improvement in update checksum for emails

Added measures to improve performance to update the digital fingerprints for
documents affected by upgrade to MS Office 2019 or Notes 10. For more information,
see https://www.veritas.com/content/support/en US/article.100051881.

Defense checks against reflected cross-site vulnerability

Additional reflected cross-site vulnerability defense checks added to defend the
eDiscovery Platform against most of the persisted and reflected cross-site scripting
attacks.


https://www.veritas.com/content/support/en_US/article.100051881
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Review
Caching
e Reduction in number of errors in the caching job by 50%.
Production Export

e Reduction in number of errors in the production export Job by 60%.
e Improvement in performance of the production export job by 20%.
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Known Issues in Version 10.1.1

This section contains known issues related to the usage of Veritas eDiscovery Platform.

Issue Number

Description

ESA-63017

Degradation in performance of the caching job for PowerPoint
items. We recommend the users to explicitly run caching job for
PowerPoint items instead of relying on the auto-cache mechanism
at the time of native review.

DCCSI-392

In Analysis and Review Ul, on hovering over the Teams email
source shows O365 instead of M365.

DCCSI-467

In case of absence of Merge1 license, Teams collections will not
work and may not even notify.

ESA-61969

eDiscovery Platform does not support host names with hyphen as
the last character, for example, hostname1-

ESA-60673

PrizmDoc installation crashes if installed on a domain that contains

multiple ".", for example "a.b.c" domain.

ESA-57251

eDiscovery Platform shows 'Error in NLP: Code-D1104' on Sources
& Pre-Processing page and 'ServletException' on Search page
when user does a fresh install of eDiscovery Platform 10.1 and
restores a 9.5 backup on it.

Workaround is to restore the same node back-up again.

ESA-62202

In a distributed setup, if user has upgraded from eDiscovery
Platform 9.1.x to 9.5.x, and then from 9.5.x to 10.1, then user might
encounter MySQL error during installation on primary or
secondary nodes. Workaround:

1. Upgrade remote database server using eDiscovery
Platform 10.1 DBMS installer.

2. Stop eDiscovery services on primary and secondary nodes.

3. Uninstall MySQL server on all the primary and secondary
nodes.

4. Remove MySQL service from Windows installed services
using command SC Delete MySQL.

5. Remove all the remaining MySQL folders from the
installation directory of MySQL.

6. Run 10.1 DBMS installer on all primary and secondary
nodes.

7. Run eDiscovery Platform 10.1 installer on all primary and
secondary nodes.
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Fixed in Version 10.1.1

Issue Number | Description
Infrastructure
CFT-4238 Critical SQL injection vulnerability

This fix reduces the SQL vulnerability by restricting the user from
performing the tasks that can harm the product or provide access to
the data. After this fix, user can securely access the product and
retrieve information.

Identification and Collection

CFT-4133

Multiple records of an individual BPOS mailbox are seen on Add
Owners Ul in 0365 collection using Graph API

This fix resolves an issue where multiple records of an individual BPOS
mailbox show on Add Owners Ul in Microsoft 365 collection using
Graph API. After this fix, duplicate records are removed.

CFT-3924

Few source files that are collected by eDiscovery Platform fail to
index with GC out of memory error

This fix resolves an issue where few source files that are collected by
eDiscovery Platform fail to index. After this fix, source files index
successfully.

Processing and

Post Processing

CFT-3890

Microsoft 365 Discovery fails with expired DeltaLink token error

This fix resolves the Cloud Employee Synchronization failure issue
that occurs when a discovery is run on Microsoft 365 in an Active
Directory, 30 days after a last successful discovery. With this fix, you
can retry Graph APl without passing the delta token value.

Search and Review

CFT-4254

Bulk redaction of privacy information fails when appended by a
period

This fix resolves an issue where user was unable to redact the privacy-
information, zip Code, or phone number that contained a period.
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Known Limitations

=  Windows Server 2019 no longer supports Online Exchange mailbox collection using Exchange
source. Instead, customers should use M365 source to collect from online mailboxes.
However, Windows Server 2012 and 2016 continue to support Online Exchange mailboxes
collection using Exchange sources.

= Restore of node backup and case backup created on Windows Server 2019 is not supported
on Windows 2016 and 2012 R2.

= Hybrid cluster having different operating system versions (for example, Windows Server 2019
on one appliance and Windows Server 2016 on other) is not supported.

Deprecated Features

This section lists features and options that Veritas eDiscovery Platform is deprecating. To assist
customers with planning, the section includes features targeted for deprecation in the future.

Veritas Product Improvement Plan

Users will no longer be prompted to participate in the product improvement plan.

Not Supported in release 10.1.1

m  eDiscovery Platform 10.1 and later versions will not support office 97-2002 PST
formats.

Under consideration to be deprecated in a future release
Support for Windows Server 2012 R2

Support for Legacy Cluster

Files tab in Analysis & Review > Documents
Predictive Coding

Concept Search

Note: This deprecation list is subject to change pending product direction.
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Technical Support

Technical Support maintains support centers globally. All support services will be
delivered in accordance with your support agreement and the then-current enterprise
technical support policies.

For information about our support offerings, how to contact Technical Support, and how
to manage your Veritas account information, visit our website:

https://www.veritas.com/support

If you have questions regarding an existing support agreement, please email the support
agreement administration team for your region as follows:

Worldwide (except Japan): CustomerCare@veritas.com
Japan: CustomerCare_Japan@veritas.com

Licensing Portal

If your Veritas product requires registration or a license key, access our Support Portal
Licensing area. From the Veritas Support Portal, please log in under Licensing to use
Veritas Account Manager. If you do not have an account, please register for one under
Licensing.

https://www.veritas.com/support

Downloading 10.1.1 Software

Note: Previous links and website portals (FileConnect/FlexNet and all Symantec specific
sites) for downloading product software, licensing and support have changed.

e Information and the replacement options are located here:
www.veritas.com/docs/100040083

e For cumulative hotfix information and downloads, visit the support site
Downloads area:
https://www.veritas.com/support/en US/downloads/update.UPD923471

Obtaining Product and Compatibility Information
Make sure that you have the current version of the documentation. The latest
documentation is available from:
®  Documentation link at the bottom of any page in the eDiscovery Platform landing
page.
m  Veritas Support Portal

= Documentation Landing Page:
https://www.veritas.com/support/en US/article.100040275

»  Compatibility Matrix:
https://www.veritas.com/content/support/en US/article.100010964



https://www.veritas.com/support
mailto:CustomerCare@veritas.com
mailto:CustomerCare_Japan@veritas.com
https://www.veritas.com/support
http://www.veritas.com/docs/100040083
https://www.veritas.com/support/en_US/downloads/update.UPD923471
https://www.veritas.com/support/en_US/article.100040275
https://www.veritas.com/content/support/en_US/article.100010964
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= Late Breaking News:
https://www.veritas.com/content/support/en US/article.100038329

m  Veritas Products Web site: https://www.veritas.com/product/a-to-z



https://www.veritas.com/content/support/en_US/article.100038329
https://www.veritas.com/product/a-to-z
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