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Document Version Control

This section includes:

April 06, 2026
March 02, 2026
February 02, 2026
January 05, 2026
December 01, 2025
November 03, 2025
October 06, 2025
September 01, 2025
August 04, 2025
July 07, 2025

June 02, 2025

May 05, 2025

April 06, 2026

The changes are represented in the table below:

Notifications > Webhook Push
Notification

Notifications > Event Subscriptions

Job Monitoring

Zoom Meetings

IceChat

March 02, 2026

Added instructions for configuring Webhook Push
Notifications.

Added guidance for managing notification type(s) via the
Event Subscriptions section.

Outlined the new button for importer details.

Added new naotification events.

Added an optional "Use corporate email" setting for
internal users

The changes are represented in the table below:

Importers

Importer Settings > Processing
Citrix Workspace & ShareFile
Zoom Chat

Box

Audio Video

Text-Delimited

Updated the section screenshots.

Added a new functionality to the section.

Added new notification events.

Added new notification events.

Added new notification events.

Added a new configuration option to the Source.

Added a new configuration option to the Source.



Dashboard

February 02, 2026
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Added a new widget to the section.

The changes are represented in the table below:

FX Connect

Cisco Webex Teams
Dropbox Business
SharePoint
ChatGPT

Database Configuration

Notifications

January 05, 2026

Added new notification events.
Added new notification events.
Added new notification events.
Added a new configuration option to the Source.
Added a new configuration option to the Source.

Added a note.

Added a new functionality to the section. Updated the
entire section.

The changes are represented in the table below:

Component Descriptions
ChatGPT

Google Messages
Bloomberg

IceChat

Dubber Speik Recordings
Dubber Speik SMS
OneDrive for Business
File-Based collectors
SharePoint

Azure Storage Source
Amazon S3 Target

Azure Blob Target

December 01, 2025

Added a new description section.

Added a new collector.

Added a new collector.

Added a new configuration section to the Source.
Added a new configuration section to the Source.
Added three new notification events.

Added three new notification events.

Added three new notification events.

Added three new notification events.

Added three new notification events.

Added a new configuration field.

Added a new configuration field.

Added a new configuration field.

The changes are represented in the table below:
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Copilot Added notes to the Activities Captured section.
IceChat Added a new checkbox to the Source configuration.
Bloomberg Added a new captured activity.

Zoom Chat Added a new captured activity.

Updated the permission scopes required for application

Cisco Webex Teams .
creation.
AmazonS3 Source Added a new configuration field.

Added new metadata to the Job Monitoring Executions

Monitori
Job Monitoring Information tab.
Notifications Updated the Notification Preferences section.

Added a new Supported Notifications section to all

All collectors
collectors.

November 03, 2025

The changes are represented in the table below:

FX Connect (File-Based) Added a new collector.

Verba Added a new configuration field.

Copilot Added a new configuration section.

Zoom Phone Added a new configuration section.

IceChat Added a new configuration section.
October 06, 2025

The changes are represented in the table below:

Zoom Phone Added a new collector.
Copilot Updated the section.
Reporting & Message Tracking Updated the section.

September 01, 2025

The changes are represented in the table below:

Zoom Chat Added a new captured activity.
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Microsoft Teams via Export API

File-Based Collectors

August 04, 2025
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Added a new configuration section.

Added an important note to the collector configuration.

Added a note regarding volume and size limits of
downloaded files.

The changes are represented in the table below:

Microsoft Teams via Export API

Microsoft Teams via Export API

Zoom Chat

Dashboard

Job Monitoring

July 07, 2025

Added footnotes highlighting two known issues related to
captured activities.

Added a new checkbox to the Source configuration.

Added new captured activities.

Added a new performance metric to the Importer Jobs
widget within the Dashboard.

Added status indicators to the Executions tab to reflect
job completion states.

The changes are represented in the table below:

Cloud9
Verba

Viva Engage (Yammer)

SMTP Target
Zoom Chat

June 02, 2025

Added a new collector.

Added a new collector.

Updated the Microsoft Entra ID application creation
section.

Added a new configuration field.

Added new captured activities.

The changes are represented in the table below:

Dashboard | Importer Jobs

Microsoft Teams via Export API

Zoom Chat | Activities Captured
Zoom Chat | Creating a Zoom App

Added a new column to the Importer Jobs widget.

Added a new drop-down list to the Source Configuration
Wizard.

Added a new captured activity.

Added a new scope.
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May 05, 2025

The changes are represented in the table below:

Text-Delimited Added a new checkbox.
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CHAPTER1

Welcome to Mergel

This chapter represents:
e General Overview

e Component Descriptions

e System Requirements
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General Overview

Mergel aids financial service firms in complying with Sec Rule 17a-4, CFTC rule 1.31, Dodd-Frank
requirements, FINRA, and other regulatory agencies. It also greatly reduces legal risks by streamlining
the discovery of e-communications data, aiding organizations across all verticals with internal
investigations, lawsuits, and audits. Mergel offers compatibility with Microsoft Exchange, Microsoft
Office 365, and many other applications.

Mergel is an infernal cloud computing environment that is deployed and administered within a private
network. Internal cloud environments can be utilized anywhere within the same network by several
people on multiple machines simultaneously while demanding very few system resources.

@‘ Note

Merge1 collectors are designed for scheduled collection runs. While they can be used to discover
older data, they are not suitable for large data migration tasks. The platform is not designed to be a
migration tool with long-term migration tasks and monitoring/reconciliation/reporting features.

Running tasks for extended periods of time increases the risk of unsuccessful completion.

Component Descriptions

Mergel Portal

The Mergel Portal is a web-based unified management interface that provides administrators with
total visibility info the communication archive process. From this centralized console, users can configure
source collectors, manage global settings, and monitor the real-time status of all active data capture
jobs.

Key Responsibilities:

e Source Configuration: Setting up collectors (e.g.. Slack eDiscovery, OneDrive for Business,
Copilot) by inputting APl keys and credentidals.

e User Management: Assigning roles (Administrator vs. Reviewer) and defining which users' data
should be captured.

e Filter Management: Refining the data stream by applying criteria such as data size limits, file
types, and keyword exclusions to ensure only relevant content is archived.

e Target Configuration: Mapping captured data to its final destination, such as EWS Server,
Google Vault, or an SMTP endpoint, to ensure secure and compliant ingestion.

e Performance Visualization: Providing real-time visibility info whether data sources are
capturing data successfully or if any tasks are failing.

Mergel Agent

The Mergel Agent is the distributed execution engine of the system, functioning as a dedicated
service that manages the operational data lifecycle initiated by the Portal. Serving as the system's
processing layer, the Agent executes the resource-intensive data capture, fransformation, and delivery
tasks defined within the centralized administrative console.
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Key Responsibilities:

e Data Extraction: Establishing secure connections to content source APIs (e.g.. Slack, Teams) to
retrieve raw communication data.

e Data Transformation: Structuring and converting raw metadata into standardized,
archive-ready formats (such as EML files).

e Data Delivery (Ingestion): Transferring processed datasets to the configured target repository
for final archival.

e Operational Scalability: Supporting high-volume environments through the deployment of
Agent Pools to facilitate load-balancing and high availability.

System Requirements

Minimum Hardware Requirements

e 24 GHz 64-bit quad-core processor
e 16 GBRAM
e 1GB hard-disk space

Having more processor cores will ensure adequate performance.

Software Requirements

For Mergel Web Servers:

e Internet Information Services 8.0 or higher
e SQL Server 2016 or higher
e NET Framework 4.8

For Mergel Agent Servers:

e NET 8.0 Runtime
e ASPNET Core 8.0 Runtime

Consult the latest version of the Mergel Compatibility Chart for information on all supported
components including OS and SQL available at

https://www.veritas.com/support/en_US/doc/Mergel_7.0_CompatibilityCharts.

@ Important

o Mergel Web Services and Agent VM must be in the same time zone.
e Any path used for Mergel should be visible to the Agent.
e The SQL server should be accessible from the Agent server.


https://www.veritas.com/support/en_US/doc/Merge1_7.0_CompatibilityCharts

CHAPTER 2
Getting Started

This chapter represents:
e Preinstallation Checklist

e Preinstallation Steps

e Installation
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GETTING STARTED

Preinstallation Checklist

Mergel uses port 443 on the host machine for network distribution as well as OAuth pull calls to ensure
that it is not occupied by another application. The default ports used for SSH key authentication by
Bloomberg is 30206 and for IceChat and Redtail Speak is 22. The default FTP port for any Source is 21.
Microsoft Internet Explorer versions 8 and below will not properly display some elements of the user
interface and should not be used. Mergel will never prompt you o update your browser.

Ensure that all the hardware and software requirements are met:

2.4 GHz or faster quad-core processor with af least 16 GB RAM and 1 GB hard-disk space
Windows Server 2016 or later, x64-based

Internet Information Services 8.0 or higher (see Installing Internet Information Services)
SQL Server 2016 or later

NET Framework 4.8 (see Verifying .Net Framework Requirements)

NET 8.0 Runtime for Mergel Agent servers

ASPNET Core 8.0 Runtime for Mergel Agent servers

Consult the latest version of the Mergel Compatibility List, available at
https://www.veritas.com/support/en_US/doc/Mergel_7.0_CompatibilityCharts, for information on alll
supported components, including OS and SQL.

Ensure that all relevant Target requirements are met:

Arctera Enterprise Vault 12.1 up to 15.0

Enterprise Vault APl Runtime 12 or 15 (on the Mergel host)

Microsoft Exchange Server 2007 SPI, 2010 (GA - SP3), 2013, 2016, and 2019
Microsoft Exchange Server 2003, 2007, 2010, 2013, 2016, and 2019

SQL Configuration

If the Database Administrator wants to specify the location for Database Log and Data files, they can
prepare the database in advance by following these steps:

. Create a new database where the files will be stored.

2. Inside the newly created database, add a Data File Group named LargeDataFileGroup. This
ensures that the Mergel Database Initialization script detects the existence of a file group with this
name and uses it instead of creating a new one.

By setting up the LargeDataFileGroup in advance, you can control the location of the database files
and align with your organization's storage policies.

@’ Note

e You can acquire the username and password of the administrator account on the host
machine.

e  Make a note of the address and authentication parameters of the SQL server that will host
Mergel's databases.
Acquire an SSL certificate (see Preinstallation Steps).

e All processes, services, and folder paths (the installation path and paths specified in the
collector settings) related to Mergel should be added to the antivirus software's exclusion list
if one is installed on the machine.


https://www.veritas.com/support/en_US/doc/Merge1_7.0_CompatibilityCharts,%20for%20information%20on%20all%20supported%20components,%20including%20OS%20and%20SQL
https://www.veritas.com/support/en_US/doc/Merge1_7.0_CompatibilityCharts,%20for%20information%20on%20all%20supported%20components,%20including%20OS%20and%20SQL
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e To enable support for long file paths in Windows servers, add the following in Windows

Registry:
o Path:
Computer\HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Fi
leSystem

Key: LongPathsEnabled
DWORD Value: 1

Service Account Permissions

The service account used fo run Mergel should have the following permissions on the Mergel server:

e Local Administrator (must be a member of the Administrators' group)
e Logonas Service rights
e Logonas abatch job right



Mergel | User Guide
GETTING STARTED

Preinstallation Steps

Installing Internet Information Services

To install Internet Information Services on Windows Server 2016 and later versions:
1. Click Start > Administrative Tools > Server Manager.

2. On the left panel of the Server Manager dialog box, click Roles.

Option A: If IIS has not been enabled:

e Click Add Roles on the Roles Summary panel.
e Click Next and enable Web Server (IIS) on the list.
e Click Next and select Role Services on the left panel.

Option B: If IS is already enabled, but not all required components have been enabled:
e Click Add Role Services in the Web Server (lIS) panel on the right.

3. Onthe Select Role Services dialog box, verify that the web server components listed below are

enabled:
e Common HTTP Features e Web Management Tools
o Default Document o IS Management Console
o Static Content o IS 6 Management Compatibility
e Security o Metabase and IS 6
o Basic Authentication Configuration Compatibility
o Request Filtering o IS Management Scripts and
o Windows Authentication Tools
e Application Development o IS Management Service
o All.NET Extensibility
Components
All ASPNET Components
ISAPI Extensions
ISAPI Filters

4. After enabling the required IIS components, click Next > Install.

To enable Internet Information Services:

1. Open the Control Panel and click Programs and Features > Turn Windows features on or off.
2. Enable Internet Information Services.

3. Expand the Internet Information Services feature to verify the web server components listed
below are enabled and click OK.

Verifying .Net Framework Requirements

Internet Information Services must be installed before installing .NET Framework 4.8 for all the
necessary framework components.
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To verify the NET Framework version 4.8 open Windows PowerShell and enter the following command:
Get-ItemProperty "HKLM:\SOFTWARE\Microsoft\NET Framework Setup\NDP\v4\Full".

E¥ wWindows PowerShell

TWARE\Microsoft\NET Framework

y - :HKEY_LOCAL_MACHINE\S ANET Framework Setup\NDP\vd

Application pools can be viewed in IIS Manager. If the NET v4.8 and .NET v4.8 Classic application pools

do not appear on the list, please reinstall or repair NET Framework 4.8 after installing Internet
Information Services.

Creating a Self-Signed Certificate Using IIS

To create a self-signed certificate:

1. InInternet Information Services (1IS) Manager, click the name of the host machine in the

Connections pane on the left, then double-click Server Certificates.

) Internet Information Services (IIS) Manager

- u) X
« 3 » WI122960WEOTS » i !) -
Eile  View Help
Comeons U}' W3122960WEOTS5 Home et

~ &3 W3122060WEOTS (COMMUNI

Manage Server
e Filter: an ¢ An -l- '
2} Application Pools e \EjShow AN | Group by, Area
W Sites ~ A e
- P ..
¢ 2 m ~ e Y ! g
: (] = L = o L]
ASP Authentic CGl  Compression Default  Directory EmorPages  Failed FastCG!
Document  Browsing Request Tra...  Seitings
il e E' = £ 3 N
- o L i 7 ¢ 1 o
Handier HTTP HTTP ISAPiand  ISAPIFiters Logging MIMETypes  Modules  Output
Mappings Redirect Respon. €6l Restri. Caching L
& £
L % ‘,:5’*
Request WebDAV  Worker
Filtering | Centificates | Authori. Processes
MenagemeNt -
S
-]
Configurat..  Feature Shared
Editor  Delegation Configurat
= 2 Features View | % Content View

Ready

In the Actions column to the right, click Create Self-Signed Certificate.
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&} Internet Information Services (1iS) Manager

- o x
8 & wazeswes »

w oy e
Ble View Help
Ga Server Certificates =
W = e . —
5 W3I22960WEOTS (COMMUNE | 11 i feature to request and manage certfcates that the Web server can use with websites configured for SSL.
i3 Application Pools
& Stes Filter - % Go - (G Show All | Group by: No Grouping
Name lssued To Issued By Expirstion Date  Cesti
5e0agi51-ad0b-d2ch-9aiO-ffe... MS-Organization-P2P-Access.. 21/02/2021 172515 6334
Mesge! Certificate wixCert_1 DESKTOP-KDIANV DESKTOR-KDIAN 01/04/2021 04:00:00  18CB
¢ >
< | [EFestures View | i Content View
Ready

h B

3. Specify a name and click OK and on the next window, select your certificate from the list and click
Export in the Actions column to the right.

€ internet Informaticn Services (15) Manager
S waizosweots »

Bile View Help
 Connections: || @ -
# Server Certificates

~ 5 W3122960WEDTS (COMMUNI

= Use this feature to request and manage certificates that the Web server can use with websites configured for SSL.
2 Application Pocls =
> @ Sites Filter: « ¥ Go - (FiShowall | Groupby: No Grouping
Name Issued To Issued By Expiration Date Certific
5 . MS-O . 217022021 172515 63382
Merge16 FEBOC
Mergel Certificate_wixCert | DESKTOP-KOI4V DESKTOP-KOIMIV

01/04/2021 04:00:00  18CB5¢

<

< | [ Features View | (2 Content View
Resdy

4. Specify an export location and password, then click OK.

Export Certificate ? P
Export to:

| |-
Password:

| |

Confirm password:

0K Cancel

The certificate location and password must be provided when installing Mergel.
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Starting with version 7.0, Mergel has two installers - Mergel 7.0 Setup and Mergel.Agent Setup MSls.
Note that both should have the same version.

Mergel Setup

To install Mergel:

1. Run the Mergel 7.0 Setup installer with administrator permissions and click Next.

ﬁ Merge1 Setup

- X

@ Mergel Welcome to the Mergel Setup Wizard

The Setup Wizard will install Mergel on your computer. Click
Next to continue or Cancel to exit the Setup Wizard.

Back Next Cancel

2. Read the End-User License Agreement and click Accept, which will activate once you scroll down.

ﬁ Merge1 Setup X
End-User License Agreement
Please read the following license agreement carefully ;) Me"QEI
!ARCTERA SOFTWARE LICENSE AGREEMENT (

ARCTERA US LLC AND/OR ITS AFFILIATES ("ARCTERA") IS WILLING TO LICENSE
THE LICENSED SOFTWARE TO YOU AS THE INDIVIDUAL, THE COMPANY, OR THE
LEGAL ENTITY THAT WILL BE UTILIZING THE LICENSED SOFTWARE (REFERENCED
BELOW AS “YOU" OR “YOUR") ONLY ON THE CONDITION THAT YOU ACCEPT ALL
OF THE TERMS OF THIS ARCTERA SOFTWARE LICENSE AGREEMENT AND THE
PRODUCT USE RIGHTS SUPPLEMENT (AS DEFINED BELOW) (COLLECTIVELY, THE
‘LICENSE AGREEMENT"). READ THE TERMS AND CONDITIONS OF THIS LICENSE
AGREEMENT CAREFULLY BEFORE USING THE LICENSED SOFTWARE. THIS IS A
LEGAL AND ENFORCEABLE CONTRACT BETWEEN YOU AND ARCTERA. BY
OPENING THE LICENSED SOFTWARE PACKAGE, BREAKING THE LICENSED
SOFTWARE SEAL, CLICKING THE ‘I AGREE" OR “YES" BUTTON, OR OTHERWISE
INDICATING ASSENT ELECTROMNICALLY, OR LOADING THE LICENSED SOFTWARE
OR OTHERWISE USING THE LICENSED SOFTWARE, YOU AGREE TO THE TERMS
AND CONDITIONS OF THIS LICENSE AGREEMENT. IF YOU DO NOT AGREE TO
THESE TERMS AND CONDITIONS, CLICK THE ‘I DO NOT AGREE” OR “NO" BUTTON
OR OTHERWISE INDICATE REFUSAL ANMD MAKE NO FURTHER USE OF THE v

3. Select the feature and click Next.

Back Accept Cancel
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A Mergel Setup — X

Custom Setup ’
Select the way you want features to be installed. -”&E Mel’gel

Click the icons in the tree below to change the way features will be installed.

B |=2=] Merge1

This feature requires OKB on your
hard drive, It has 1 of 1
subfeatures selected. The
subfeatures require 38 1MB on your
hard drive,

Location: C:\Program Files\Arctera IncMergel 7.0\ Browse. ..

Reset Disk Usage Back Cancel

Specify the SMTP host and click Next.

ﬁ Merge1 Setup - X
Mergel 7.0 -
Specify SMTP options (Optional) Q Mefgel

SMTF aptions

HE=E [ : [587
Enable SSL:
Login: ‘
Password: [sosersnee
Sender Email: ‘na-r’ep\y@margel.com
Back Next Cancel

The Sender Email will appear in the From field when a confirmation email is sent to new users or
when passwords are reset.

Click Next. Mergel will automatically fetch the Host IP.

ﬁ] Merge1 Setup - X
Mergel 7.0

) Mergel

Please specify the local IP address of this machine.
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6. Enter the Username and Password of the administrator account of the host machine and specify

the SSL certificate path and password. Save the Host URL - this UR is needed to access the Mergel
platform, then click Next.

ﬁ Merge1 Setup — e
Mergel 7.0 .
Specify Mergel 7.0 options ) Mergel

Mergel 7.0 Application Pool Identity

User: “

Password: ”

Certificate path: [\

Certificate password: H

Mergel Host URL: ‘https:.";‘lﬂ.Z].9.23.46_."

Back Next Cancel

7. Enter the name of your organization and click Next.

ﬁ Merge1 Setup — e
Mergel 7.0 "
Specify Invitation Email variables ) Mergel

Invitation Email variables

Customer Organization Name:

Provider Name: |Mergel

Branding Settings: Change

Back Next Cancel

The Provider Name may be changed fo assign a unique name to an environment (useful when
multiple environments are deployed within the same network, i.e., Mergel HR, Mergel PR, etc.

8. Click Install to begin the installation. The installation window will open.
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ﬁ Merge1 Setup - X

Ready to install Mergel ) Mergel

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back I.ns‘taH Cancel

9. Click Finish to close the Mergel Setup window.

ﬁ Merge1 Setup = X

{3 M erg e] Completed the Mergel Setup Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

You will have a 30-day free trial license period after the installation. Then, contact us to prolong the
license.

After Mergel installation, it is recommended to reset the IIS via PowerShell as an administrator.

Mergel Upgrade

Before installing version 7.0 or later of Mergel, uninstall all previous versions released prior to version
6.21.2203.

Before the installation of a newer version:

e In case your Mergel version is earlier than 6.17.1129:

1. Uninstall it and install Mergel v. 6.21.2203.
2. Update the database.
3. Upgrade the Mergel version to 7.0.

e Incase your Mergel version is between 6.17.1129 and 6.21.2202:

4. Upgrade Mergel to 6.21.2203.
22



5. Update the database.

6. Upgrade the Mergel version to 7.0.

Mergel Web Services Upgrade

To upgrade Mergel Web Services:

Mergel | User Guide
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1. Stop all collectors that are in progress. If they are importing, wait for them to finish the import and

then stop them.

Take a backup of the Mergel DB.

Run the Mergel Installer file.

oos W N

Connect the same database if asked.

Database Configuration

Take a snapshot from the Mergel hosting VM.

To access the Mergel portal, use the shortcut in the Start Menu or use the Mergel Host URL from the
installation wizard using a web browser of your choice. Mergel's configuration settings will appear.

@ Mergel

SETTINGS

DATABASE CONFIGURATION

CONNECT TO MAIN DATABASE...

AUDIT CONFIGURATION

CONNECT TO AUDIT DATABASE...

H
=
5

Retention 100 days

@‘ Note

PROXY AND AUTHENTICATION CONFIGURATION
Use a proxy server
Address Port 3128

ProxyType ® None
Socks 4
Socks 5

HTTP

Use different user credentials
Account

Password

MESSAGE SETTINGS

¥ Include 'x-KVSMessageType' header

Never attempt to access or administer Merge1 using localhost as the URL because callback

functions will not work properly, and critical errors may occur.

To manage database configuration, see SETTINGS.
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Mergel Agent Setup

To install Mergel Agent:

1. Run the Mergel Agent installer and click Next.

ﬁl Mergel Agent Setup — *

=0 Welcome to the Mergel Agent Setup
t’D Merge] Wizard

This is a custom welcome message. Click Next to continue or
Cancel to exit.

2. Read and accept the Arctera Software License Agreement by selecting | accept the terms in the
License Agreement. Click Next.

ﬁl Merge1 Agent Setup — X
End-User License Agreement
Please read the following license agreement carefully 'B Mergel
ARCTERA SOFTWARE LICENSE AGREEMENT ~

ARCTERA US LLC AND/OR ITS AFFILIATES (*ARCTERA") IS WILLING TO
LICENSE THE LICENSED SOFTWARE TO YOU AS THE INDIVIDUAL, THE
COMPANY, OR THE LEGAL ENTITY THAT WILL BE UTILIZING THE LICENSED
SOFTWARE (REFERENCED BELOW AS *YOU" OR *YOUR") ONLY ON THE
CONDITION THAT YOU ACCEPT ALL OF THE TERMS OF THIS ARCTERA
SOFTWARE LICENSE AGREEMENT AND THE PRODUCT USE RIGHTS
SUPPLEMENT (AS DEFINED BELOW) (COLLECTIVELY, THE “LICENSE
AGREEMENT"). READ THE TERMS AND CONDITIONS OF THIS LICENSE
AGREEMENT CAREFULLY BEFORE USING THE LICENSED SOFTWARE.
THIS IS A LEGAL AND ENFORCEABLE CONTRACT BETWEEN YOU AND
ARCTERA. BY OPENING THE LICENSED SOFTWARE PACKAGE, BREAKING .,

THE LIAFMOrR CAFTAANT OF AL ALICIARA THE 8 ACDEET AD Swron

EI accept the terms in the License Agreement

Print Back Cancel

3. Click Next to install to the mentioned folder, or click Change to select a destination folder, then click
Next.
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ﬁ Merge1 Agent Setup - K

Destination Folder
Click Next to install to the default folder or click Change to choose another. ‘) Mergel

Install Mergel Agent to:

C:\Program Files\Arctera Inc\Mergel Agent\

Change...

4. Click Install to begin the installation. The installation window will open.
ﬁl Merge1 Agent Setup — X

Ready to install Mergel Agent D Mergel

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

5. Click Finish o close the Mergel Agent Setup window.

15 Mergel Agent Setup - *

= Completed the Mergel Agent Setup
/FB Merge] Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

When the installation is completed, the Mergel Agent folder willbe in C:\Program Files\Arctera

Inc.
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Mergel Agent Upgrade
To upgrade Mergel Agent:
1. Disable the agent.

AGENT POOLS > DEFAULT AGENT POOL
B brw £ A wnib e At Pt

Mergel | User Guide
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A [OHNSMTH ~

nas cammaTy UNNING joas wrssion DATARASTVERGOM  STATUS. acrions
e ; pin ;e 0[o)
2. Run the new Mergel Agent installer.
3. Go to Services and turn on Mergel Agent.
4 Senaces - o k4
Fde Actien  Veew Help
4= wp | T
o Bervices (Local) =
Hame i Detcriglien  Status StupTrpe  Leg
A ik Hyper-V Volume Shadow C...  Coordinates.. Manual (Trig... Lec
i the service £ 115 Admin Servce Ensbles this... Runaing  Automstic Loc.
{4 IKE and AuthiP BPoec Keying... The IKEEXT ... Manusl (Tig... Loc
{Eh Intemet Connection Shann_  Provides ne_ Disabied Loc
4 IP Helper Providestu.. Runming  Automastic (122
& IPsec Policy Agent Internet Pro...  Runming  Manual (Fig..  Net
105 KD Proory Server senice (K., KDC Proay . Manual Met:
1 KemRen fee Distributes Tran...  Coordinates... Manual (Tig...  Met
% Link-Layer Topology Discov... Crestes a M., Disabied Lo
" Local Session Mansger CoreWinds.. Running Automestic Lot
Zh MepMansgementSenice 2 1 R Manusl Lec

B Micrersott £
2 Micronctt §
18 Microsat €
W Micresolt [
G Microsoft £
B Microscét E
Gk Microsaft E
) Microscft E
€

', Extended / Standard [ Help

In case the database is not updated, the user will have to create a new database for Mergel version

7.0.

@' Note

~ Running

Running

Runming

Manual

Manual (Tig..

Disabied
Manual
Antpmatic
Manual
futomistic [

Manual (Trig...

Automistic

If the Mergel Agent version is 7.0.2412 and below, before upgrading, ensure you:

1. Unregister all registered agents (see Deleting/Unregistering an Agent).

Uninstall the Mergel Agent program.

Install the new version.

A W N

Register new agent(s) (see Configuring an Agent via agentConfiguratorGUl.exe).
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CHAPTER 3
Navigating to Mergel

This chapter represents:
e Signing In
e Configuring the SSO Authentication

e Navigation Pane

e Account Settings
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Signing In

The starting screen of Mergel is the Sign In page. If serves as a gateway to viewing and modifying the
data in the application.

To sign in to Mergel:

1. Navigate fo the Start Menu shortcut to access the Mergel portal.
For enhanced security, it is recommended to disable spell-checking (also known as Writing
Assistance in Microsoft Edge) in your web browser.

2. Select the Authentication Method from the drop-down list:

e Mergel Authentication
e  Windows Authentication
e Single Sign-On with SAML 2.0

By default, only the Mergel Authentication and Windows Authentication options are available as
Authentication Types to select at the time of login. The Single Sign On (SSO) option will become visible
in the drop-down list after CONFIGURING THE SSO AUTHENTICATION.

For Mergel Authentication, sign in using the following credentials:

e Email admin@mergel.com
e Password: a

The password should be changed after entering the temporary password.

) Mergel
SIGN IN TO THE PORTAL

E S
P

Keep me signed in Eorgot Password ?

For Windows Authentication, add an account from the domain where Mergel is hosted. In the
Username field, use the SAM account name.

e Username: exampledomain.com\admin
e Password: <user's password=.

To log in with Windows Authentication, you should have already selected an AD user. For more
information, see Select an AD User Account (Recommended per industry best practice).

The AD user must have login access to the Mergel Server, to login info the Mergel Portal using the
Windows Authentication mode.

28



Mergel | User Guide
NAVIGATING TO MERGEI

Windows authentication will be phased out on July 01, 2026. Before then, we recommend switching to
Mergel or SSO authentication.

For Single Sign-On with SAML 2.0, see CONFIGURING THE SSO AUTHENTICATION.

Password Recovery

The system is designed to provide the functionality of retrieving user passwords in case of forgetting or
for some other reason. Passwords are retrieved through the identification link sent to the user's email
address in the user profile. When a user clicks the link in the email, the user identity will be verified, and
an opportunity for defining a new password will be provided. Note that you CANNOT recover the
password of admin@mergel.com.

To recover the user password:

1.

2.

3.
4.

Click the Forgot Password link in the Sign-in window.

Provide the email for signing in to the Mergel account so that the recovery link is sent to this
address.

CHANGE PASSWORD

0Old Password

Confirm New Password

SAVE

Check your email and click the recovery link.

Provide a new password and re-enter it for verification.

Password requirements:

e  Minimum length of 12 characters.
e Combination of upper and lowercase letters, numbers, and symbols.

Upon logging in for the first time, navigate to the Licensing section for licensing (see LICENSING).
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Configuring the SSO Authentication

This section describes managing Mergel authentication types.

AUTHENTICATION CONFIGURATION

AUTHENTICATION TYPES

v Merge! Authentication

¥ Windows Authentication

v Single Sign-On (S50} With SAML 2.0

SAML 2.0 CONFIGURATION

* Metadata URL

Metadata Content

Entity 10

¥ signed Authentication Request

= Local machine

Upload file (* pf)

SAVE

Below are all the steps for configuring Okta (IDP) and Microsoft Entra ID Application, but you can use
any Identity provider's service that supports SAML 2.0.

Configuring SSO Authentication via Microsoft Entra ID
Application

To configure the SSO authentication via Microsoft Entra ID, the admin should:

1. Create an enterprise application.

2. Assign the application to a user.

3.  Obtain the Metadata URL value.
Or,

4. Obtain the Metadata Content Value.

Creating an Enterprise Application

To use Single Sign-On as an Authentication method, an Enterprise Application on Microsoft Entra ID
should be created.

1. Go to Azure Portal using admin role credentials.

2. Click Enterprise applications under Azure services.
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SUFPTIRNN O search resources, services and docs (G+/}

Azure services

-+ ) Erterprise applications o
Ertarpriss g i
appications Carter

B view
Resources
Recent  Favorite
Hama oe

No resources have been viewed recently

viruzl storage SOLdatabases M
machines accounts

Last Viewsd

B oashboard

Mavigate
bserptions () aeouce greses
3. Click New registration.
(= oo o
Enterprise applications | All applications
Refresh & Download Eport) | @ Sreviewinko oha
Overview
O Owerview

X oisgnose and 5o

Manage 7 Scanch by appheation name of object 10

B Al sppleations

4 Objeaid Apglication ID

& vser
B Cotections

Security

& Consert and permission:

Activity

.

D sgniniegs
4 Usage & insghis
@ austiogs

4. Click Create your own application.

Agphcation type == Enterprise Applications <.

Application D starts with X T Add fikers

Homepage URL

Created on T4 Cestificate Expiry Stat.

... o

Enterprise applications | All applications

Refresh & Download (Expor)
Overview

O Owerview

The kst of applications thit sre mamiained by your crgas

X Diagnose and sohe probiems

Manage 7 Scanch by appheton nama or object

B Al appications

4 Objectin Application ID

& ver
8 Cotections

Security

@ Coment and permissions

Activity

.

D sgninkgs
6 Uson & inschts
@ nustiog

& pionisori

5. Enter a Name for the application and click Create.

@ orevioninte

ion that are set up 10 se your Azure AD tenant a5 their iden

on are in applicauon ragi

Applcation type == Entarprise Applications )<

Columns | B Preview features

ity Provider.

Application ID starky with X i Add ilters

Homepage URL Created on T4 Centificate Expiry Stat.
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5 search esovsces. sevviees nd doss G 3 ¢ 7  Michackaglobanctcons..
GLOGANET (GLOBANETCONSUAT..

R et P dppicaticen Create your own application x
Browse Microsoft Entra Gallery

B Got feedback?

+ Create your own application | A Got feedback?
1 you ars developing your ewn application, using Application Prosy, or want te integrate an
15y to deploy and configur  application that is not in the gallery, you can create your own application here
heir apps. Browse or creat
can file a request using the  What's the name of yeur app?

The Microsoft ks 5
Gallery, you leverage prebiilt tempiates ta conn
inta the Microsoft Entra Gallery for other organ

sands of apps thal make
Gur users more securely
o discover and use, y

[[samplesanapp %

£ Search application | single Sign-cn - AN User Account Managet

What are you Inoking 1o da with yaur spplication?
Cloud platforms () Cenfigure Application Prasy far secure remote access 1o an on-premises application

() Register an application 10 integrate with Microsoft Entra 1D [App you're develaging)

Amazon Web Services (AWS) Google Cloud Platform (®) inteqrate any olhier application you dont find in the gallery (Non-galiery)
ki 3
Google Cloud
sap =

6. Under Getting Started, select Set up single sign-on.
T

Enterprise applications | All applications 5 Browse Microsalt Entra Gallery

SampleSAMLAPP | Overview %
apepcics Appicaion
.

B Overview *  Broperties
[u] ent Plan I
K Diagnose and zelve preblems . SampleSAMLAPP. o

Application 1D O
Manage

dbodac04 Ba49 4103 834 )
W Properties

Object 1D @
B owners 0b9ST181-5886-4128-5837-.. T
& Roles and administrators

Getting Started

& Users and groups
D single sign-en
® Provisionin [ ] i 9 5
b Provisioning A, 1-Assian users and groups D aStwsinglesignon
B Application proxy - s ac Enable us to their application
€ Self-service A 5 P
Security

7. Click Edit to add the Identifier (Entity ID) and Reply URL (Assertion Consumer Service URL) from
the Mergel portal Authentication section.

P

Home > Enterprise applications | All applications > Browse Microsoft Entra Gallery > SampleSAMLAPP
Si leSAMLAPP | SAML-based Sign-on X
cation

T Upload metadatafile ) Change single sign-on mode A7 Got leedback?
W Over -
B overview N
[ Deployment Plan Set up Single Sign
K Disgnose and solve problems

An §S0 implementation ba jerto

implement, Choose SAML i ble for QAuth. Liarr
Manage o
1 properties

Read the configuration guide of for help integrating SampleSAMLARP.
B Ownars o
= Basic SAML Configuration i
2. Foles and adminstrators ic SA igurati
& Users and groups e tity Required

n Consumer Service URL)  Required
D Single sign-on Signon L clonal
2 Provisioning Relaj Sia
Logo
0 Attributes & Claims
A Fil out required fiekds in Step 1
Security
v -

8. Go to Mergel Authentication and enable the Single Sign-On (SSO) With SAML 2.0 checkbox. The
SAML 2.0 Configuration section opens.

9. Under the Metadata URL option in the Mergel Authentication section:

91, Copy the value of Entity ID and provide it as an Identifier (Entity ID) in the Microsoft Entra ID
application.

32



Mergel | User Guide
NAVIGATING TO MERGEI

9.2. Copy the value of SSO URL and provide it as a Reply URL (Assertion Consumer Service
URL) in the Microsoft Entra ID application.

10. Click Save.

Assigning the Application to a User
1. Go to Users and groups and select +Add user/group.

a SampleSAMLAPP | Users and groups x

Object Type Role assigned

2. Click None Selected under Users and groups, select the user, and click Assign.

B LT L GOl - search resources, servces and 6ot (G+/)

WIESAMLAPP | Users and gro,

Add Assignment

aaaaaaaa groups
Pione Selected
slect s cole

The assigned user details will appear on the Users and groups page.

3. Make sure the user is also created in Mergel.

Obtaining the Metadata URL Value

1. Scroll down to SAML Certificates on the same Single sign-on page.

2. Copy the App Federation Metadata URL and provide it to Mergel in case of configuring the SSO
by Metadata URL.
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ot PP — - [ b
A e ol E i g

SampleSAMLAPP | SAML-based Sign-on

&
) vt
Mg L]

zoemr i pagey et

i U et o lm--avmumm-d Pyt mm
D Segung-o

Obtaining the Metadata Content Value

1. Scroll down to SAML Certificates on the same Single sign-on page.

2. Download the Federation Metadata XML. Copy the XML file content and provide it to Mergel in
case of configuring the SSO by Metadata Content.

R O m

SampleSAMLAPP | SAML-based Sign-on

(=]

Totr v et

Configuring the SSO Authentication via OKTA

To configure the SSO authentication via OKTA, the admin should:

1. Create application integration.
2. Assign the application to people.

3. Obtain the Metadata URL value.
Or,

4. Obtain the Metadata Content value.

Creating an Application Integration

To use Single Sign-On as an authentication method an Application Integration on Okta (IDP) should be
created.
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1. Login in with your business account and select Applications > Applications from the left-side

Navigation Pane.

okta

Dashboard
Diractory
Customizations
Applications
Applications
Self Service
Security
Warkflow
Reports

Settings

2. Click Create App Integration.

okta

Dashboard
Dirsctory
Customizations
Applicatians
Applications
Salf Service
Security
Warkflow
Reports

Settings

3. Select SAML 2.0 and click Next.

Applications

Developer Edition provides a limited number of apps.

Deactivate unused apps or chesk sut aur plans page. Gontact us to find a plen that is ight for your organization.

Create App Integration [ll Browse App Catalog { Assign Users ta App I | More + |

STATUS
ACTIVE

INACTIVE

Q search

Applications

®@ @ @

©

ag
oa
Okta Admin Console
Okta Browser Plugin
©Okta Dashboard
vanuhi_app
ag
ag

Developer Edition provides a limited number of apps.

Deactivate unused apps or check out our plans page. Contact us to find a plan that is right for your arganization.

Create App Integration || Browse App Catalog I Assign Users ta App I | More ‘

Search

STATUS

ACTIVE

INACTIVE

Create a new app integration

Sign-in method

Learn More (2

4. Provide an App name and click Next.

® @ ®

@

0IDC - OpaniD Connect
Token-t

SWA - Sacure Web Authentication

API Services

Ckta Admin Console

Okta Browser Plugin

Ckta Dashoard

vanuhi_app

# your ap
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1 General Settings

App logo

B
-

©

App visibility Do not display application icon to users

Do not display application icon in the Okta Mobile app

o

5. Go to Mergel > Authentication.

AUTHENTICATION
oA e ot ’ r

,,,,,,,, therization spnions for Merge!

AUTHENTICATION TYPES
#  Wergel Authentication
¥ Windows Authentication

o Single Sgn.On (S50) With SAML 2.0
SAML 2.0 CONFIGURATION

* Metadsta URL
Metadata Content

signed Authentication Request

‘Enable just-in-Time User Provisioning (Micresoft Entra 1D Only)

6. Copy the value of the SSO URL and paste it as a Single sign-on URL in the Okta application.
7. Copy the value of Entity ID and paste it as Audience URI (SP Entity ID) in the Okta application.
8. In the Okta application, scroll down to Attribute Statement (optional).

- 8

Application username @ P —

jpdate application username on
UpOAtS spolicatidn Lsarnar Create and update

Attribute Statements (optional) EARN MORE

Name Name format Value

Unspecified

Add Another

‘Group Attribute Statements (optional)

Name Name format Filter

Starts with
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9. Provide the http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name URI for
Name, select URI Reference as a Name format, and user.login as a Value.

10. Click Add Another and provide
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress for Name,
select URI Reference as a Name format and user.email as a Value.

Q son @ B8

OkTa Ussrnams

Attribute Statements (optional)

Name Mame format Valus

Group Attribute Statemants (optional)

1. Click Next, select I'm a Software vendor, and then click Finish.

Assigning the Application to People

1. Go to Directory > People and select Add person.

ra—

People

........

2. Provide First name, Last name, and Username, and click Save.

3. Click Activate Person and go by the link sent to the email for confirmation.
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Activate Person

Are you sure you want to activate this Okta user?

An activation email will be §2nt to this persen informing them that their account is
now active. You can edit the content of these emails on the customize emal page.

Activate Person Cancel

Mergel | User Guide
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4. Go to Applications = Applications and select the application that was created.

okta

Dashboard
Directory

Customizations

Appiications o

Seif Sarvice
Security
Werkfiow
Reports

Settings

-~ Deactivate urused epgs or

Applications

check out our pla

s page. Contact s to Find u plan that

Create App Intogration [l Browse App Cataiog [MIREITRTNEREH

STATUS
¥ ACTIVE
- INACTIVE

kta Admin Consale

® @ ®

o @

5. Go to Assignments > Assign > Assign to People.

i e

©

vanuhi_app

Retive * -

View Log

n ©nce you have a working SAML integration, submit it for Okta review to publish in the OAN,

General  SignOn  Mobile

A Peopl
gy Assien to People

fy Assign to Groups

Groups

6. Select the user and click Done.

e [ e Y —

Provisioning

arcn Pacpis *
Type
Individual s X
Individual . %

@ 88, o

Developer Edition provides a limited number of apps.

& gt for yaur organization

More *

Submit your app for review

REPORTS

5o

SELF SERVICE
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P x
Assign _app_2 to People
Search...
Assign
<@nmail.ru
James Bond 0
Assign|
jbond@merget-test.com
s Assign
sve_mi@gn-lab-02.local
mergel admin
Assign

admin@merget.com

Obtaining the Metadata URL Value
1. Go to Applications = Applications and select Sign On.

okta Q

Dashboard v + Back to Af
Directory e - -
Customizations v Active ¥ ® | Viewlogs Monitor imports

A::H:imnse e

) SelfService General  SignOn  Mobile  Import  Assignments
Security v
i Settings Edit
oriflow v
Reports. v

Sign on methods

Sottngs The sign-on method det r signs into nd mansges their credentials for an
application. Some sign-on hod! additional configuration in the 3™ party application.
Application username (s determined by the user profile mapping. Configure profile maoping
SAML2.0

2. Scroll down to SAML Signing Certificates.
3. Find the certificate with an active status.

4. Click Actions > View IDP metadata.
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SAML Signing Certificates

Generate new certificate

Type

SHA-1

SHA-2

SHA-2

SHA-2

SHA-2

Created

Aug 2022

Aug 2022

Aug 2022

Aug 2022

Aug 2022

Sign On Policy

© Add Rule

Priority

1

Rule Name

Expires

Aug 2032

Aug 2032

Aug 2032

Aug 2032

Aug 2032

Default sign on rule

Status Actions

Inactive Actions
Inactive Actions
Inactive Actions
Inactive Actions

o Active Actions
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SAML Setup

single Sign On using S¢
work until you configur
trust Okta as an IdP,

2 View SAML setuy

View |dP metadata e

Download certificate

Status Actions

Active Not editable

sigmun Folicy

Asign on policy is a set
determine how users ac
application, For exampl

access when a specific

5. The metadata URL will be opened in a new tab. Copy and save it for later use in case of configuring

SSO via Metadata URL.

Obtaining the Metadata Content Value

1. Go to Applications = Applications and select Sign On.

okta

Dashboard
Directory

Customizations

roncnios @)
Appllu\mnse

Self Service
Security
Workflow
Reports

Sattings.

©

vanuhi_app_2

| Active | ® | Viewlogs Monitor Imports

General

SignOn  Mobile  Import  Assignments

Settings

Sign on methods

Edit

The Sign-on Method detarmines Now & user SIgNS INto and Manages their cradentials for an

application. Some sign-on methods require additional configuration in the 3'? party application,

Application username is determined by the user profile mapping. Configure profils mapping

SAML2.0

2. Scroll down and click View SAML Setup Instructions.
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okta e

Credentials Details

(i 0
b‘[‘IEI
88

C Update Now

SAML Signing Certificates

Sign On Policy
3. Copy the IDP metadata and save it for later use in case of configuring SSO via Metadata Content.

Just-In-Time Provisioning (JIT)

Just-in-time user provisioning (JIT provisioning) allows users to be created and updated automatically
when they log in through SAML SSO.

Creating an App Role for JIT User Provisioning

Before enabling Just-In-Time User Provisioning in the Mergel portal, a role must be created in Azure
and assigned to the given user by following the steps below.

1. Find your SAML/SSO App in Microsoft Entra ID App Registrations and click App roles.
2. Click Create app role.

g2 SSO | Approles 2 X

App roles

................

3. Populate the following fields:
3.1. Display name.
32. Allowed member types: Users/Groups.

4. Value: Enter M1 Administrator for the Mergel Adminrole and M1 Reviewer for the
Mergel Reviewer role.

@’ Note

Only M1_Administrator and M1_Reviewer values are supported for the Merge1 SSO in case

Enable Just-In-Time User Provisioning (Microsoft Entra ID Only) is activated.
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41 Description.

42. Keep the Do you want to enable this app role box checked.

5. Click Apply.

Search resources, services, and docs (G+/)

Dashbosrd > App registrations > SSO Create app role X
gz SSO | Approles  #

Display name * (@&

| Create app role 87 Got feedback?

App roles
& Quickstart
App roles are custom roles to assign permissions to users or apps,
7 Integration assistant as permissions during authorization.

How do 1 assign App roles

[ M1_Administrator

Manage
B Branding & properties Display name Description Alloy  — e

D Authentication Admin Merge1 Admin permissions Users
Descriptio
Certificates & secrets Reviewer Merge Reviewer role e [ ek for the Nerge? Admin]
11! Token configuration User Users
9 AP| permissions msiam_access msiam_access User
Do you want to enable this app role? @
@ Expose an AP|

i App roles
8 Owners
&. Roles and administrators

B Manifest

Support + Troublesheoting
£ Treubleshooting e

&k Mew suppart request

Cancel

Assigning a Role to the User
1. Navigate to the Enterprise Applications page to assign the role fo the user.
2. Click Add user/group.

3. Select the User or Group for the respective role to the user/group and click Assign.

Microsoft Azure

Select a role X
Ol a singie ale can be selecied

Selected Role

Enabling JIT User Provisioning

1. Navigate to the Mergel Authentication section, check Enable Just-In-Time User Provisioning
(Microsoft Entra ID Only) and click Save.
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AUTHENTICATION CONFIGURATION

AUTHENTICATION TYPES
«  Mergel Authentication
+  Windows Authentication

| Single Sign-0n {550) With SAML 2.0
SAML 2.0 CONFIGURATION

*  Metadata URL
Metadata Content

Entity ID:
S50 LRI

« Sligned Authentication Request

®  Local machine
¥.509 Certificate Source
Upload file (*.pix)

x.50% Certificate thumbprint

~ Enable just-in-Time User Provisioning (Micreseft Entra ID Only) o

L~

Sign in with SSO on the login page, authenticate with the user assigned to the Azure app, and the
user will be automatically created in the Users and Groups section with a role that you have
provided in Azure.

@‘ Note

The role cannot be changed from Mergel. If you want to change the role for the JIT user, you
need to change it in Azure. Next time, when the user is signed in to Mergel, the role will be
already changed. You can check it by navigating to the Mergel Users & Groups section and
clicking the Edit button next to the user.

UPDATE USER

USER INFORMATION

First Name *
Last Name *
E-Mail or UPN *
Phone Number
Mobile Number

User Type * (@ Administrator

Reviewer

SANCR m
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Configuring SSO Authentication in Mergel

Open the Authentication section from Navigation Pane.

AUTHENTICATION CONFIGURATION

AUTHENTICATION TYPES
| Mergel Authentication
¥ Windows Authentication

Single Sign-On {S50) With SAML 2.0

When enabling Single Sign-On (SSO) with SAML 2.0, the SAML 2.0 Configuration opens. The user can
select configuring SSO either via Metadata URL or Metadata Content.

To configure the SSO via Metadata URL:
. Select Metadata URL under SAML 2.0 Configuration.
2. Enter the copied Metadata URL in the Metadata URL field in case of using an Okta Application for

SSO.
Or,

3. Enter the copied Metadata URL in the Metadata URL field in case of using a Microsoft Entra ID
Application for SSO.

AUTHENTICATION CONFIGURATION

AUTHENTICATION TYPES
¥ Mergel Authentication
¥ Windows Authentication

+  Single Sign-0n [S50) With SAML 2.0

SAML 2.0 CONFIGURATION

= Metadata URL

Metadata Content

4. Click Save. The Single Sign-On (SSO) option will appear in the Authentication method
drop-down list.

To configure SSO via Metadata Content:
. Select Metadata Content under SAML 2.0 Configuration.

2. Provide the copied IDP metadata in the Metadata Content field in case of using an Okta
Application for SSO.
Or,

3. Provide the copied IDP metadata in the Metadata Content field in case of using a Microsoft Entra
ID Application for SSO.
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SAML 2.0 CONFIGURATION

Matadata URL

*  Metadata Content o

Enable Signed Authentication Request to sign in using the X.509 Certificate.

Provide an X.509 Certificate Thumbprint in case you activate the Local machine radio button as
the X.509 Certificate source.

« Signed Authentication Request

% Loczl machine
X509 Certificate Source

Uplazd file (*.pfc)

¥ 509 Certificate thumbprint

In case you activate Upload file (*.pfx). click the Select button to upload the certificate and provide
X.509 Certificate password.

The Certificate thumbprint field will be auto populated in case the collector was previously
configured by uploading a certificate.

Check Enable Just-In-Time User Provisioning (Microsoft Entra ID Only). For more information see
Just-In-Time Provisioning (JIT).

AUTHENTICATION CONFIGURATION

AUTHENTICATION TYPES

¥ Mergel Authentication

SAML 2.0 CONFIGURATION

Metadata URL
© Metadata Content

Entiy IDx

v signed Authentication Reguest

Click Save. The Single Sign-On (SSO) option will become visible in the Authentication method
drop-down list.
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Navigation Pane

The GUI of Mergel consists of two parts: The Main Screen and the Navigation Pane. You can easily
switch between the different sub-sections of the software through the Pane. Mergel Navigation Pane
consists of the following shortcuts:

€N

O

Y

O

&l

DASHBOARD

Here you can view all the statistical and logistical information about your Mergel activities.

IMPORTERS

Here you can connect or remove company-relevant Importers, configure targets, and set
filters.

NOTIFICATIONS

Here you can see notifications and manage the preferences.

USERS & GROUPS

Here you can view the basic information of all the users and groups who can log in to the
company's Mergel account.

REPORTS

Here you can export reports of each collector in a PDF or CSV format.

SETTINGS

Here you can view and/or customize the database, audit, proxy, and authentication
configurations, as well as manage message settings.

BRANDING SETTINGS

Here you can make Mergel on your own.

LICENSING

Here you can activate a license and view the version of your Mergel. Here you can activate a
license and view the version of your Mergel.

API CLIENTS

Here client applications can have access to the Mergel API.

AGENT POOLS

Here Agent Pools are available for running Importers.

AUTHENTICATION

Here Mergel authentication types can be configured.

JOB MONITORING

Here Mergel import jobs can be monitored.
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Account Settings

On the top right corner of the Main Screen, you can find your Account Settings which allows modifying
your account default settings.

IMPORTERS A JOHNSMTH v
e ACCOUNT INFORMATION
[ MS TEAMS VIA EXPORT API

SOURCE MONITORED USERS FILTERS & TARGETS
mcrosorTTeams s BrporT, o Eo | DeETE
EDIT | DELETE | DELETE HISTORY A Tarser
[R— [—

IMPORTER SETTINGS

To view your user Account Settings. click v next to your username. A pop-up window will open. Click
ACCOUNT INFORMATION.

On the Account Information page, you can modify your default User Information and change your
password. The following settings refer solely to your account and have no connection with general
Mergel Settings.

The Account Information section consists of two parts: User Information and Change Password.

ACCOUNT INFORMATION

B JOHNSMITH  ~

USER INFORMATION CHANGE PASSWORD

FrstName*  john

LastName®  Smi

User Information

To edit the user information:

1. Update your account First Name and Last Name fields.
2. Update phone/mobile number.

3. Click SAVE.

Note that the E-Mail or UPN fields are not editable.
Logging Out

To log out from your Mergel Account, click s next to your username and then click SIGN OUT.
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Changing the Password

To change the password:

1. Enter the current password in the Old Password field.
2. Enter the new password in the New Password field.
3. Re-enfer the new password in the Re-type field.

4. Click the SAVE under the Change Password section.

Once you have made all the relevant changes, click SAVE.

Your account information will be visible to everyone on your company’'s Mergel account.
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This chapter represents:

Overview

Importer Jobs

Monitored Users by Source

Metric Values vs Baseline by Weekday
Messages Processed by Mergel
Number of Messages by Importer

Timeframe Filtering

Viewing and Exporting Reports
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Overview

The Mergel Dashboard offers interactive visual modules that provide insights into your Mergel activity,
including statistical trends and compliance-related data.

DASHBOARD

B Mmorgal

Mergel Dashboard consists of four widgets:

. Importer Jobs
Monitored Users by Source
Metric Values vs Baseline by Weekday

Messages Processed by Mergel

o o~ W N

Number of Messages by Importer

Hover over a job fo access detailed information, including the date, sources, message statuses, and
message counts.

DASHBOARD

Below are some quick metrics regarding your Merge? activities

IMPORTER JOBS COLLECTORS LIST ALL DATE RANGE montnvdaytyeor || monh/oaytyeor

DATE ~ SESSION ID v IMPORTER v QUARANTL.. v IMPORTED ... v FAILED ME... v REPROCESS... v DURATION v
07/24/2025 32153 Zoom Chat 0 3 0 false 20s

07/24/2025 32152 Zoom Chat 0 37 1] false 0s

07/24/2025 32151 Zoom Chat 0 false 51s

07/24/2025 32150 Zoom Chat 0 0 false 11s

07/24/2025 32149 Zoom Chat 0 1] false 13s

07/24/2025 32148 Viva 0 a false

07/24/2025 32147 Viva 0 0 false

07/24/2025 32146 Viva Engage 0 350 1] false

|l <@z 3 4 5 & 7 &8 9 W0 > | » 10 rems per page 1-10f 1459 items

Importer Jobs

The Importer Jobs dashboard displays statistical information about the following activities:

e Date
e SessionID
e Importer

S0



Duration'

Quarantined Sources
Imported Messages
Failed Messages
Reprocessed Session
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You can drag and rearrange items to modify their order in the Mergel GUI.

SESSION 1D

2182

EE)

ESE

E2ES)

2157

EES

EES

B o ]

- ~  REBROC ~  DURATION ~

EEES

s

h 8m 325

s

hsem 4z

ih 15m 185

3m s

2*m

Customizing the Columns of Importer Jobs

The columns of the Importer Jobs dashboard are customizable in a way to:

1. Dynamically resize the width of columns.

2. Rearrange the order of columns by dragging them to their new location within the spreadsheet.

3. Control the visibility of columns, such as hiding and showing them. This can be done by the following

steps:

31 Click the expand icon next to the column title.

3.2. Click the expand icon next fo the opened Columns fitle.

33, Enable or disable the columns to show or hide them according to your preference.

34. Click Apply to apply the changes.

IMPORTER JOBS

DATE

071252025

07/2472025

072472025

072872025

0712472025

072472025

072872025

07/24/2025

2 3

SESSION ID ~

s

32150

Exporting to CSV

You can export importer jobs as a CSV file for:

COLLECTORS LiST

AL

n DATE RANGE onthdoNYEO

Zoam Chat

Zoom Chat

Zoom Chat

Zoom Chat

Chat

Zoom

Zoom Chat

-

-

- ™ FAILED ME...

3 ;
i
3 1)
1 ]
350 1] false

e A specific importer by selecting a collector from the Collectors List drop-down menu.

' The importer's duration will not be displayed if the job is interrupted or stopped before completion.
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e A defined date range by choosing FROM and TO dates in the calendar.

DATE v SESSIONID ~  IMPORTER v ~ - -
2182 Dropbox 0 0 0 fal
EED Zoom Msetings [ o 0 fatse
ESE Zoom Mestingsviz Archiving 71 0 o Q false
EE) Chater 0 0 Q fal
2157 Elomberg [ & ] fase
EES Cousd o 0 0 faise

o7725/2025 iz 0 s 0 faise

o7724/2025 EES) o E 0 fatse

@‘ Note
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All columns of the Importer Jobs will be exported, regardless of any applied filters.

Browsing Importer Jobs

The list of items is divided into pages for easy navigation. Use pagination o browse through and view

all available items.

DATE v SESSIONID ~  IMPORTER v ~ - -
EE Drapoax o o Q %
ErEe) Zoom lestings [ o Q %
ESE Zoom Mestingsviz Archiving 71 0 o L] %
EES) Chemer o 0 0 "
2157 Bloomberg 0 H 0 L
772502025 EES Cousd o 0 0 L
0772502025 E2ES Zoom Chat. o 5 o E
0772412025 2153 Zoom Chat: (] E 0 E

Adjusting the Number of Items per Page

BRORTTOCSV.

~  DURATION v

I 3ImEs

;s

h 8m 325

s

hsem s

i 15m 165

3m 21s

2m

By default, each page displays 10 items o optimize loading speed. However, you can adjust this setting

to show more or fewer items per page based on your preference.

IMPORTER |08S COLLICTORS LIST  Act ‘ OATH RANGE moettuoyeor monscydpear
DATE ~  SESSIONID v b w we %  FAILEDME. v  REPROCESS. +
071352035 32155 Zoom Chat o 5 o faisa
02472025 a5y Zoom Chat o 3 o fakse
OTRAI00S 2% Foom Chat o 37 o false
072025 s Zoom Chat o 3 o faise
O24r2028 32180 Zoom Chat o 1 o fabse
0712472025 32140 Zoom Chat o a0 0 falsa
ONAN02S 214 Wiva o 8,185 ° fafse
0242005 2147 Wiva faise

3T 3 4 3 o5 T B oMW oo F

MESSAGES PROCESSED 0 MERGE]

ovImLAST 7 ‘ DAYS
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Monitored Users by Source

The Monitored Users by Source widget displays the number of monitored users per source for the

current day.

MONITORED USERS BY SOURCE
TODAY

CONNECTOR USERS
EWS

Skype for Business 2
Microzoft Teams via Expart AP| 1
Viva Engage 1

Twitter 1

Metric Values vs Baseline by Weekday

The Metric Values vs Baseline by Weekday widget provides a comparative analysis of importer
performance metrics against historical averages.

woorr | oo [l wemensne | onermencs [l ovenn

Delivery Time (Mean) @ Folder target

Customizing and Exporting Data

The Metric Values vs Baseline by Weekday widget provides the following tools to customize and
manage performance analysis:

Importer: Select a specific importer to isolate data for an individual source.
Metric Name: Choose the specific data point to visualize:

(o)

o O 0 o

(o)

Message count

Delivered messages at target
Monitored users

Run duration

Delivery time (mean) at target
Message insert time (mean)

Over Last (period): See Timeframe Filtering.
Viewing and Exporting Reports: See Viewing and Exporting Reports.

Message Count
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Messages Processed by Mergel

The Messages Processed by Mergel widget provides an overview of the number of messages that
were successfully imported, excluded, or failed during processing.

The widget provides the following tools to manage your data view and reporting:

e Over Last (period): See Timeframe Filtering.
e Viewing and Exporting Reports: See Viewing and Exporting Reports.

g

g

5
o B

Imoored - Excluded Failed

Number of Messages by Importer

The Number of Messages by Importer diagram visually represents the distribution of processed
messages across different importers.

The widget provides the following tools to manage your data view and reporting:

e Over Last (period): See Timeframe Filtering.
e Viewing and Exporting Reports: See Viewing and Exporting Reports.

NUMBER OF MESSAGES BY IMPORTER OVER LAST WEEK

nd_corp_emsil_primary 5.1%

e
o e 2 i
_invelic_files 5.
5.4%
4 L] ary 5.
f %
nd_bl_email_primary 5.1%
® « 3
L] 5

Timeframe Filtering

The Over Last dropdown allows you to define the historical look-back period for the data and
baselines.

Available Options: Last week, 2 weeks, 30 days, or Quarter.

Function: Adjusting this setting updates the widget to reflect trends and message totals within the
selected timeframe. For the Metric Values vs. Baseline by Weekday widget, this specifically sets the
window used to calculate the performance baseline.

54



Mergel | User Guide
DASHBOARD

d == Excluded Failed

Viewing and Exporting Reports

Widgets featuring the menu button provide options for detailed viewing and data extraction:
Full Screen: Expand the widget for a more detailed view.

Print: Send the current widget view directly to a printer.

Download/Export: Save the dashboard data to your local PC in the following formats: PNG, JPEG, or
SVG.

N
[]
J

Wiew in full screen

Print chart

Download PMNG image
Download JPEG image

Download SVIG vector image

3/28 3/30 3N 4/1

=xcluded Failed
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Overview

Mergel collects data from an array of e-communication media. The collectors are designed to be used
for ongoing archiving with steady-state scheduled runs doing deltas. This is done by configuring a
collector with an open-ended date and scheduling it to run, usually nightly.

Collectors can be used for targeted discovery within limited timeframes using the Do not download
before and Do not download after options, provided the data exists at the source. This should be done
by creating a second copy of the original steady-state importer and using that for targeted runs.

New sources are frequently added. Feel free to contact Arctera Support for new additions or requests.

The Importers section allows you to add, connect or remove company relevant importers, configure
targets, and set filters.

IMPORTERS s
S s gt st et

oy 3 Mok canfigurss BOCELE DRVE CLONE | EBNT  RENAME | BOLETY

SOURCE MONITORED USERS FILTERS & TARGETS IMPORTER SETTINGS

) . - -

o 3 SHAREFOINT CLOM | DN ENAME | BALETE

SOURCE MONITORED USERS FILTERS & TARGETS IMPORTER SETTINGS

BHARL POINT LU T
L NAME TARSAT F E
(< e o 9

Each importer has its own configuration options:

Clone, edit, rename, and delete importers

Schedule, start/stop imports

Add and edit collectors/monitored users/filters/targets
Retry failed items

Delete data

Rename components

Adding a New Importer

As a first-time user, you will see a blank page to get started.

LET'S GET STARTED!

WE'LL WALK YOU THROUGH THE FOLLOWING:

GET STARTED
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To add a new importer:

1. Click Get Started. A configuration wizard of adding a new importer will appear (the same wizard
will open when clicking Add Importer on the top left corner.

CONFIGURATION WIZARD X
ADD IMPORTER

Name Imporrer

Description Importers

2. Fillin the Name and the Description fields and click NEXT. The next wizard will open where you can
find all the sources provided by Mergel.

Pleasn sedodt your source by clicking an tha icon bekow.

Al w

LSEG Q o 7 @

m{. ¥R Conmect IceChat Yieldbroker  Redtail speak

uaew

Commect ¥ (Twiteer] r : emiE Ok Coallee sh,P. VouTsibe [ M.-n--

Nk “

Here you can make use of:

e Searching option. Type the name of the source in the search box located above the sources.
e Filtering option. Select one of the following source types from the drop-down list above the
sources:
o Financial Platforms
Enterprise Social
Mobile
Enterprise Tools and File Sharing
Voice
Other

o O O O O

3. Select your source and click NEXT. The Configuration Wizard of the Source tab opens.
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CONFIGURATION WIZARD X

“ MONITORED USERS FILTERS TARGETS SETTINGS

Please provide your Bloomberg configuration data so that Merge1 can actess your Bloomberg data.

FILE SOURCE ATTACHMENT VALIDATION
® MNone Replace sl swachments with the following note:
SFTPIFTP

N This message contained the following attachments which w
Amazon 53

Azure Storage Replace missing artachments with the following note:

Execute script against source files This message contained the following attachments that act
Script file % UPLOAD ® Fail messages with missing attachments. (default)
Download script file DOWNLOAD

DISCLAIMER VALIDATION

Replace all disclaimers with the following note:

This message contained the following disclaimer but was re
Use PGP decryption

Replace missing disclaimers with the following note:

PGP DECRYPTION OPTIONS +
This message contained the following disclaimer that actuc

® Fail messages with missing disclaimers. (defauld)

BACK NEXT

@‘ Note

From collector to collector the Source tab may vary.

Importer Panels

Mergel importer panel is comprised of the following components:

e Collectors (Sources) - Contains general information about the collector and how to manage it.
e Monitored Users - Contains information about all the users of the collector and its
configurations.

e Targets - Allows setting up where the collector information should be sent.
e Importer Settings - Helps to configure setftings to load filtered data to the destination target.

You can also:

e Drag importer panels to re-arrange their order in the Mergel GUI.
e Double-click the importer panel and the importer will collapse.

Managing an Importer

The options for managing the importers are:

Clone. Allows copying the importer with all the previously configured settings.
Edit. Allows editing the settings of the collector.

Rename. Allows changing the name and the description of the importer.
Delete. Deletes the importer with all the configured settings.
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@’ Note

If the importer is deleted, it will not be possible to recover it.

Running an Importer

An importer can be run using:

e the scheduler
e the start import button

OFF 4 Not configured

EML

SOURCE MONITORED USERS

EML 5 NOT APPLICABLE

ML
Q g EDIT | DELETE HISTORY

To run a job using the scheduler:

1. When enabling the scheduler, the running will remain Idle until the running time set by Importer
Schedule (see Importer Schedule).

° STATUS: Idle FML

SOURCE MONITORED USERS

EML 9 NOT APPLICABLE

EML
ﬁ ﬁ EDIT | DELETE HISTORY

2. When the time is achieved and an agent is available, the running status will become Queued.
3. The status will be changed to Running within 30 seconds.

To run a job using the start import button:

1. If the scheduler is off, the job can be run by clicking the start import button. The status will change
from Idle to Queued.

(G O s cuees g

SOURCE MONITORED USERS

EML EML
e 5 EDIT | DELETE HISTORY

NOT APPLICABLE

2. When an agent is available, the status will be changed to Running in 30 seconds.
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[ Q suns Rurming] EML

SOURCE MONITORED USERS

s whose gel should gather.

Below is where Merge1 should gather your data Belo

ML EML ®
v EDIT | DELETE HISTORY -

NOT APPLICABLE

If the scheduler is enabled for an importer, and the start import button is set to Queued for the same
importer, even if the running time is not set by Importer Schedule, the job will run (in case an agent is
available).

@‘ Note

o When the start import button is set to on for a job, and a scheduler is enabled for another
one, an available agent will run the job which was scheduled earlier.

e Evenif the Importer Schedule is set, but the scheduler is not enabled, the job will not be
queued.

In case the collector is not configured, it cannot be run or scheduled for run from the Importer Settings.

[ OFF. > Not configured ] EML

SOURCE MONITORED USERS
Below is where Merge1 st gathe rdata Below s whose data Merge1 should gathe

EML NOT APPLICABLE

W EDIT | DELETE HISTORY z

Collector History Deletion

There are two ways of deleting the collector’s history.

The first one is to use the Delete History option under the Source section. This removes all collector
data history from the previous runs and processed data.

CONFIRM

Do you really want to delete all data associated with the current component?

e

The second way is fo select Delete under Importer Settings. It also removes all collector data history
from the previous runs.
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DATA CLEANUP X

0 Are you sure you want to delete importer EMLS data?

OPTIGNS

v

-

If the Delete <Collector Name=>'s associated components’ data option is checked, all the failed
messages and failed sessions are also deleted from the database.

API-Based Collector Options

API-Based Collector Options

Progress Counter

The Progress counter to the right of the Status bar shows the progress of the collector in three stages:

Acquiring Monitored Users
Scanning the Number of Users
Processing the Users | Total Number of Messages Processed

Advanced Configuration Options

To configure advanced options:

Specify the Subject Prefix in the subject line of imported emails. This is useful for organizing
imported data, i.e., when multiple sources share a common target.

Specify Do not download data modified before and Do not download data modified after to
allow cutting off data outside the set date range. If the before date is set to 08/17/2024 and the
after date is set to 09/17/2024, only the data between these two dates will be downloaded.
Data outside that fimeframe will be ignored.
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ADVANCED CONFIGURATION OPTIONS

Subject prefix

Attachments Configuration

To prevent large files from slowing down your system or consuming excessive storage, use the size limit
setting:

e Do not download files greater than [X]1 megabyte(s): Check this box and enter a numeric
value. Any file exceeding this limit will not be downloaded.
o Custom message: Define a custom message text for files excluded due to their size. If
a file exceeds the limit, this message will be inserted into the output message bodly.

\.O

v Tip
Example Message: Files {0} are not imported because they exceed the limit of {1}

MB.

e {0} is replaced by the name of the file.
o {1}isreplaced by the size limit you specified.

Use the filtering file type section to exclude specific file formats:

e File types: Enter the extensions you wish to exclude, separated by a comma (without space).
o Custom message: Define a custom message fext for files excluded due to their format.
If afile is excluded, this message will be inserted into the output message body.

.y

Q- Tip

Example Message: Files {0} are not imported because the {1} file types are

L

restricted.

o {0} is replaced by the name of the file.
o {1}isreplaced by the size limit you specified.
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ATTACHMENTS CONFIGURATION

Do not download files greater than megabyte(s).

Custom message This message will be added to the email bady.

Example: Files {0} are not imported, because of greater than {1} megabyte.
All the filenames that were excluded will be written instead of {0} symbol.
File size limit will be written instead of {1} symbol.

File types

Custom message This message will be added to the email bady.

Example: Files {0} are not imported.
All the filenames that were excluded will be written instead of {0} symbol.
File types will be written instead of {1} symbol.

@ Info

In case of using file filtering by size and by type, we recommend using custom messages.

Time Stamp Formatting

In addition to the primary stamp, a second timestamp can be enabled with its time zone. From the
drop-down menu, you can choose the fime zone of the timestamp.

The format of the timestamp in the output message can also be specified from the options in the Date
time format drop-down list.

TIME STAMP FORMATTING

Primary time zone

(UTC+00:00) Dublin, Edinburgh, Lisbon, London (G5T)

Secondary time zone

Date time format

March 29 at 09:37 PM

File-Based Collector Options

File Source
For file collectors, there are the following options to configure the source?

e None

Zltis possible to configure the volume and size limits of the downloaded files. For further guidance, reach out to Arctera Support.
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e SFTP/FTP
e Amazon S3
e Azure Storage

FILE SOURCE

If None is selected, the files from the Import folder are processed.

To configure SFTP/FTP:

1. Enter the hostname of the remote FTP server and the folder path provided by the source in the
Host and Path fields, respectively. The default ports used for SSH key authentication by Bloomberg,
IceChat, and Redtail Speak collectors is 22. The default FTP port for any other source is 21.

CONNECTION

#| Use 55H key authentication

IMPORT PRIVATE KEY

Import private key

2. Make sure the connection settings match those of the SFTP server. Enter the Path to the required
folder.

3. Enable Use SSH key authentication to open the configuration window. SSH key authentication is
used for connecting to the source SFTP Server.

For Authentication, enter the Username provided by the source.
Click the Import Private Key button and Import SSH Key will open.

Enter the Password of the Private key, if it has a password.

N o o »

Copy and paste the Private Key.
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IMPORT SSH KEY X

Password

Private key

IMPORT CANCEL

8. Click Import and the Public Key field will be populated automatically.

To Use security:

1. Choose FTP connection type from the Connection Type drop-down list. FTP can run in either
passive or active mode. The information about the connection type should be provided by the FTP
host. If you wish to use FTP over SSL, enable the Use Security checkbox and choose the connection
method Implicit SSL, Explicit SSL or SSH.

2. Enter the Username and Password fields provided by the source.
3. Click Test Connection. If the connection is successful, a green check sign is displayed.
4. To enable anonymous FTP connections, enable the Anonymous Access checkbox which is the

defaulf setting.

AUTHENTICATION

To capture data from Amazon S3, triggers and a Lambda function need to be created on the Amazon
S3site. The trigger is run when specific actions occur within a bucket and the source bucket items with

their metadata are imported to the archive bucket. Mergel will then capture the data from the archive

bucket.

If the Amazon S3 source is selected, the Amazon S3 Configuration window opens.
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AMAZON 53 CONFIGURATION -

CONNECTION

Access key *

Secretkey *

_— m

Path
7/

Region endpoint *

The following information is required:

e Access key: Enter the access key found under Users > Security Credentials in your Amazon S3
account. This field is required for authentication.

e Secret key: Enter the secret key obtained during the setup of Security Credentials. Save it
securely, as this key is provided only once. If the secret key is incorrect, the connection will fail.

e Bucket name: Enter the name of the archive bucket where your data is stored. If the bucket
name is invalid, data will not be retrieved.

e Path: If specified, data will be downloaded from the designated folder within the bucket. If left
blank, all data from the bucket will be processed.

e Region endpoint: Enter the Region Endpoint located under Bucket Overview = Properties in your
Amazon S3 bucket. Note that if the Region Endpoint is not set correctly, the archive content will
not be captured or processed.

Objects Properties Permissions Metrics Management Access points

Bucket overview

Region Amazon resource name (ARN) Creation date
US East (N. Virginia) us-east-1 armawss3 September 4, 2020, 20:31:45 (UTC+04:00)

To capture data stored from different sources in Azure Blob storage, Azure storage should be
configured accordingly. For more information on how to configure Azure Storage, see Configuring
Azure Storage.

Using custom domains is not supported, the URL must point to one of the well-known Azure Storage
endpoints listed below:

e blob.core windows.net
e blob.core.usgovcloudapi.net
e blob.core.chinacloudapicn

Mergel will then capture the stored data from the storage.

To configure Azure Storage:
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Enable Connection String and enter the Connection String copied in step 10,3
Or,

Enable Service SAS URL and enter the Service SAS URL copied in step 10.°

Enter Blob Container Name from step 1l.

If the Path field is specified, data will be downloaded from the designated folder within the bucket.
If left blank, all data from the bucket will be processed.

® Connection String

Service SAS URL

TEST CONNECTION

Blob Container Name *

Path

For File Filter a wildcard can be used to denote the file types to be included or excluded. Each type of
filter is separated by the vertical pipe character |. For example: * tar.gz | "txt.

FILE FILTER
®  Include
Exclude

For Filter by Time:

1

2.

If None is selected, the data is noft filtered by time.

When Only download files modified within the last X days is selected, only the data modified
within the mentioned days will be downloaded.

When Only download files modified earlier than/later than is selected only the data modified
earlier than or later than the mentioned date will be downloaded. Both options can be selected
simultaneously fo choose a period.

¥Only the Storage Account-level connection string and service SAS URL are supported.
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FILTER BY TIME

*) None
Only download files modified within the last: . 7 days

Only download files modified:

For Options:

1. Maintain history of downloaded file for X days (0 = infinite) sets how many days the history of
downloaded files will remain. If the number of days is set to O, the history is maintained forever.

2. If Download subdirectories recursively is checked, files from the subdirectories of the mentioned
path will be downloaded too.

3. If Delete files on server after downloading is checked, the downloaded files will be deleted from
the server.

OPTIONS

Maintain history of downloaded file for 0 days (0 = infinite)

Download subdirectories recursively

Delete files on server after downloading

Execute Script Against Source Files

The following feature allows the user to modify the script manually before processing it.

Execute script against source files

Script file *

@‘ Note

The script file must be in either PS1 or BAT format and must not exceed the 100kb size limit.

PGP Decryption

For PGP configurations:

1. Enable the Use PGP Decryption checkbox and PGP Decryption Options will be opened.
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Import private key

IMPORT PRIVATE KEY

2. Click Import Private Key. The Import PGP Private Key window will appear.

3. Enter Private Key generated with the key management tool and click Import.

IMPORT PGP PRIVATE KEY X

Password

Private key

IMPORT CANCEL

When generating public/private key pairs, it is important fo use a reliable PGP key generation tool.
Consult with your Security Team to ensure that you are using an approved tool. For instance, Kleopatra
is a readily available open-source option. It is important to note that Arctera does not endorse any
specific tool.

Folders

Mergel Folder is a required setting option. In case you miss to fill in the information, you will not be
allowed to proceed to the next screen.

After successfully setting up the FTP/SFTP and PGP Configurations, you will have to change the folder
configurations. In Mergel you will have to specify the Import folder, where you can store the data after
refrieving it from Amazon S3, as well as Quarantine folder where all the failed messages will be
archived.

If you have subfolders under your Import folder, you can enable Traverse subdirectories to maintain
the subfolder structure of imported data and include the data in your Yieldbroker Mergel.
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FOLDERS

Import folder*

Traverse subdirectories

Quarantine folder*

After Successful Importing

Under After Successful Importing settings, you can provide Mergel what to do with the original files.
You can either Move the original files in a subfolder within an Importer Folder or you can Delete the
files. Note that once deleted, the files cannot be recovered.

The files in Quarantine folder are not automatically reprocessed. During the next import, the same files
from the FTP server or Import folder will be checked and, in case they are available, will be
reprocessed.

AFTER SUCCESSFUL IMPORTING
®  Move original files into a subfolder of the Import folder.

Delete original files permanently.

Misc Settings

If you want to import specific files or file types, note them in the Files to import form. You can separate
each file or filetype with a vertical bar I. Simply write the name of the file or use wildcards to import the
whole filetype) (e.g., *.txt | *xml). The default setting formats is *.csv as Amazon S3 parses messages
with these source files.

The Subject Prefix is added to the subject line of imported emails. This is useful for organizing imported
data especially when multiple sources share a common target.

MISC SETTINGS
Files to impore e.g.: *.o|*.xml (separated by vertical bars)*

5y

Subject Prefix

Time Stamp Formatting

In addition to the primary stamp, a second timestamp can be enabled with its time zone. From the
drop-down menu, you can choose the time zone of the timestamp.

The format of the timestamp in the output message can also be specified from the six options in the
Date time Format drop-down list.
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Primary time zone

(UTC+00:00) Dublin, Edinburgh, Lisbon, Landon (GST)

Secondary time zone

Date time format

March 29 ar 09:31 PM

Configuring Azure Storage

For Azure Blob storage:
1. Login o your Azure portal account.

2. Navigate to Storage Accounts.*
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3. Click the account Name.

9.

Aure mabile app

Home

Storage accounts &

subscripton ==all  Aesource growp == all tocation == al X Add fiter

Tyee

) nefresh & Bporttorsy S Open query e & rasdback

o grouging ~ | [=dstien -

Resource grovg 4 Location 4 Subscription 13

On the left side navigation pane, navigate to Shared Access Signature.

4.
5. For Allowed services, enable Blob.
6. For Allowed resource types, enable Container and Object.
7. For Allowed permissions, enable:
e Read
e Delete®

*Only the Storage Account-level connection string and service SAS URL are supported.

® This is needed in case the 6™ step is enabled.
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o List
8. For Allowed blob index permissions, enable Read/Write and Filter.
9. Specify the Expiration start and end date and click Generate SAS and connection string.

10. Copy Connection string or Blob service URL for Connection configuration.

[

@, Vtasmergelsupport | Shared access signature  «

1. On the left side navigation pane, select Containers (1) and click the name of the container you want
(2).

= Vtasdev) | Containers <

.........

-
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Amazon S3

Amazon S3 is a cloud-based object storage service developed by Amazon Web Services (AWS). It
enables organizations to securely store, manage, and retrieve large volumes of data, offering high
scalability, durability, and access control. Users can store documents, media files, and structured
datasets while ensuring compliance with business and regulatory requirements.

The Mergel Amazon S3 collector integrates seamlessly with Amazon S3, allowing businesses to
capture and archive content stored in S3 buckets. This ensures efficient data management, security,
and accessibility for compliance and eDiscovery needs.

Activities Captured

e Folder activities - created, renamed
e Files and file operations - created (upload), renamed, updated (by uploading another file with
the same name)

For Mergel fo capture Amazon S3 data, triggers and a Lambda function need to be created on the
Amazon S3 site. The trigger is run when specific actions occur within a bucket. The source bucket items
with their metadata are imported to the archive bucket. Mergel will then capture the data from the
archive bucket.

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

Time Stamp Formatting

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

gnsource - ObjectCreated:Copy (File upload)

PICAEMBEVAIMRI <AIRAPTOREMAGHAIMRIO,
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Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Audio Video

The Mergel Audio Video collector is designed to capture and process audio/video recording files. It
parses metadata stored in CSV format and transforms source information to match the required
output file structure. The collector applies predefined mapping based on an uploaded XML template,
ensuring seamless data integration.

For more details on the mapping. corresponding fo the source you will use it for, contact our support at
Arctera Support.

Activities Captured®

o Messages
Captured activities can contain:

e Participants: From, To, CC, and BCC
e Start time

e Endtime

e Aftachments

B’ Note

e To process the attachments, add the full path to each attachment in the CSV/TXT
document. To prevent files with similar names from clashing, we recommend creating
attachments with a folder structure to avoid files with similar names shared on different
days and in different conversations.

e The CSV/TXT and the ZIP files should have the same name to process the files properly.

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

Collector Options

Upload an XML template. The XML file should contain information about the file itself. It should specify
if the file contains headers, the number of columns, delimiter type and the text qualifier. Next part of the
XML file should assign column names, identify data types, and indicate if the columns are optional.
Lastly, it should map the columns fo the expected data fields: Sender, Participants, Title,
ActivityDateTime, and Content.

°In case the listed properties exist in the source file.
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If you want fo manually set up the Source time zone, select the relevant one from the drop-down list.
The Source time zone setting will attempt to retrieve the time zone from the data itself automatically.
By default, Mergel sets the Source time zone as UTC.

COLLECTOR OPTIONS

Choose XML Template file * UPLOAD

IL Template file DOWNLOAD

Source time zone

urc

. II

Advanced Configuration Options

When the Extract after download checkbox is enabled, the collector automatically unpacks ZIP
archives that are not part of a paired file group (TXT+ZIP or CSV+ZIP). If the option is disabled, Mergel
will automatically quarantine the files.

ADVANCED CONFIGURATION OPTIONS

| Extract after download

XML Template Configuration Guideline

To configure XML template sample:

1. Configure the information about the file itself: if the file contains headers, number of columns, text
qualifier and attachment method .

<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<version>AV 2.0</version>
<options>
<containsHeader>Yes</containsHeader>
<maxCols>8</maxCols>
<delimiter>", "</delimiter>
<text qualifier>"</text qualifier>
<content_type>PlainText</content_ type>
<attachmentMethod>Archive</attachmentMethod>
</options>

2. Assign column names, identify data type, and indicate if columns are optional.

<columns>
<column>
<order>1</order>
<name>FileName</name>
<datatype>StringlList</datatype>
<datatype options>

’ Note that if you want attachments to be processed properly, they should be in the same zipped folder and have attachments.zip format.
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<delimiter>";"</delimiter>
<append>""</append>
</datatype_options>
</column>
<column>
<order>2</order>
<name>Call Id</name>
<datatype>String</datatype>
</column>
<column>
<order>3</order>
<name>Start Date</name>
<datatype>DateTime</datatype>
<datatype options>
<format>XX/DD/YYYY HH:MM:SS</format>
</datatype options>
</column>
<column>
<order>4</order>
<name>End Date</name>
<datatype>DateTime</datatype>
<datatype options>
<format>XX/DD/YYYY HH:MM:SS</format>
</datatype options>
</column>
<column>
<order>5</order>
<name>Username</name>
<datatype>String</datatype>
</column>
<column>
<order>6</order>
<name>User Email</name>
<datatype>String</datatype>
</column>
<column>
<order>7</order>
<name>Participant Name</name>
<datatype>StringList</datatype>
<datatype options>
<delimiter>";"</delimiter>
<append>""</append>
</datatype_options>
</column>
<column>
<order>8</order>
<name>Participant Email</name>
<datatype>String</datatype>
</column>
</columns>
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3. The lost part of the XML file maps the columns to the expected data fields: Sender, Participants,
Title, ActivityDateTime, and Body.

<mappings>
<mapping can be empty = "Yes">
<property>Sender</property>
<items>
<item>User Email</item>

</items>
</mapping>
<mapping can be empty = "Yes">
<property>SenderName</property>
<items>
<item>Username</item>
</items>
</mapping>
<mapping can be empty = "Yes">
<property>Participants</property>
<items>
<item Role="To">Participant Email</item>
</items>
</mapping>
<mapping can be empty = "Yes">
<property>ParticipantNames</property>
<items>
<item Role="To">Participant Name</item>
</items>
</mapping>
<mapping can be empty = "Yes">

<property>Title</property>
<items>
<item>Call Id</item>
<string>" "</string>
</items>
</mapping>
<mapping can be empty = "Yes">
<property>Content</property>
<items>
<string>"Call Id: "</string>
<item>Call Id</item>
<string>" "</string>
<string>"Start Date UTC: "</string>
<item>Start Date</item>
<string>" "</string>
<string>"End Date UTC: "</string>
<item>End Date</item>
<string>" "</string>
</items>
</mapping>
<mapping can be empty = "Yes">
<property>ActivityDateTime</property>
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<items>
<item>Start Date</item>
</items>
</mapping>
<mapping can be empty = "Yes">
<property>Attachments</property>
<items>
<item>FileName</item>
</items>
</mapping>
<mapping can be empty = "Yes">
<property>X-KVS-MessageType</property>
<items>
<string>"IM.AudioVideo"</string>
</items>
</mapping>
</mappings>
</configuration>

@‘ Note

Valid nodes in the XML template are 'version', 'options’, 'columns', and 'mappings'. In case there
is a 'threading' node or any other node outside the mentioned valid list in the template, an error
(example for threading: The <configuration/threading> tag is unrecognized) will be

thrown and the processing will be stopped.

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:
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1122

2 1122Wav
Gy Garry Harris “ Reply @ Replyall ~+ Forward
To: O Juan Morton; O Rhett Medina
1122 wav
Call Id: 1122
Start Date UTC: January 31, 2023 23:30:07
End Date UTC: January 31, 2023 23:33:10

Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.

Mergel | User Guide
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BlackBerry

BlackBerry was once a leading smartphone for enterprise communication, offering secure messaging
and business-focused features.

The Mergel BlackBerry collector allows organizations to capture and archive BlackBerry
communications, integrating them into existing email archives - whether on-premise or in the cloud - fo
support compliance and data retention.

Activities Captured

e Pin-to-pin
e Messenger
SMS/MMS

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

BlackBerry Options

The BlackBerry source can only process one format at a time. You have the following Collector Types to
choose from the drop-down list:

P2P (default)
SMS

Messenger (BBM)
Video chat

BLACKBERRY OPTIONS

Collector Type PZP n

Source time zone

Local Timezone

If you want fo manually set up the Source time zone, select the relevant one from the drop-down list.
Mergel assumes that the messages in the source file are of the set time zone and based on that data,
the dates in the messages are processed to UTC time zone. By default, Mergel sets the Source time
zone as Local Timezone.
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BlackBerry Filtering

Use BlackBerry Filtering configurations to determine which status types, subtypes, or commands are
imported. Separate each name with the vertical bar (]). Note, that wildcards are NOT supported for the
following field. Each source type has different filtering options.

Each source type has different filtering options:

P2P type can be filtered with status types and commands.
SMS sources can be filtered by all displayed options.
Messenger ftype can be filtered only by commands.
VideoChat type cannot be filtered at alll.

If you want to process the whole data, leave all three fields blank.

BLACKBERRY FILTERING

Filter by status types (separated by | '):
Filter by status subtypes (separated by "|'):

Filter by commands (separated by |

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

e Monitored Users (N/A)
e FILTERS

e TARGETS

e |IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

J hn.Doe example.com

Got it!

NYC-BES10A_sms_1.0_20130701_0001.CSV

Name#ID: NYC.example.COM/IDoe

Email Address: John.Doe@example.com

Type of Message: Outgoing

To: +19175365750

From:

Callback Phone Number:

Body: Got it!

Sent/Received Date: 7/1/2013 3:45:30 PM UTC Server Log Date: 7/1/2013 11:46:56 AM UTC Message Status: Tx_Sent
Command

uiD: -
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Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Bloomberg

Bloomberg is a leading provider of financial news, market data, and analytics, offering real-time
insights to businesses and investors worldwide.

The Mergel Bloomberg collector processes Bloomberg-generated data in file sets, including emails,
instant messages, attachments, and disclaimers.

Activities Captured

e Instant Bloomberg messages (. ib), invites (. ib), attachments (. att)
e Email messages (.msg), attachments (. att), disclaimers (. dsc1)

@’ Note

e To process current schemafiles, the file filter should be configured with the following
extensions: *.ib19.*.xml*.gpg| *.msg.*.xml*.gpg| *.dscl.*.xml*.gpg|
*.ibl9.att*.*.tar.gz*.gpg| *.msg.att*.*.tar.gz*.gpg.

e The Quarantine sources column on the DASHBOARD shows the number of the files moved fo
the quarantine folder while processing source files with the below listed configured formats.
All other files have initially been considered unwanted files and have been moved to the
quarantine folder.

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

Attachment Validation

Mergel enables you to develop customized notes for attachment validation.

e If you select the Replace all the attachments with the following note and input your custom
note, all the attachments to the messages will not be processed and in their place the input
note will be added to the message.

e [f you select the Replace missing attachments with the following note and input your custom
note, all the missing attachments of the messages will not be processed, and you will see only
the custom message that you have entered.

e The defaulf setting is Fail Messages with missing Attachments, as a result of which the
messages that do not have attachments are failed and can be viewed under the Reports. Note
that Advanced Processing should not be selected for this to happen.
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ATTACHMENT VALIDATION

Replace all attachments with the following note:
This messoge contained the folfowing attachments which w
Replace missing attachments with the following note:
This messaoge contained the folfowing attachments thot oo

®  Fail messages with missing attachments. (default)

Disclaimer Validation

Mergel enables you to develop customized notes for disclaimer validation.

e If you select the Replace all disclaimer with the following note and input your custom note, alll
the disclaimers will not be processed and instead of them the input note will be added to the
message.

e If you select the Replace missing disclaimers with the following note and input your custom
note, all the missing disclaimers will not be processed and instead of them the input note will be
added o the message.

e The default setting is Fail messages with missing disclaimers, so the messages that do not
have disclaimers are failed and can be viewed under the Reports. Note that Advanced
reprocessing should not be selected for this to happen.

DISCLAIMER VALIDATION

Replace all disclaimers with the following note

This message contained the foflowing discloimer but was rt

This messoge contained the following discloimer thot octuc

& Fail messages with missing disclaimers. (def;

[T}

ulty

Bloomberg Options

There are the following Bloomberg options:

e Advanced reprocessing: For more details see Advanced Reprocessing: Attachment
Validation and Advanced Reprocessing: Disclaimer Validation.

e Use legacy Bloomberg importer style of date processing: Mergel will scan the date and time
stamp of dump files and assume their time zones correspond with those of the device on
which Mergel is running (recommended for dump files created before March of 2009). If this
option is not selected, Mergel will assume that date processing should be accomplished based
on the Universal Time Coordinated (UTC) time zone, which is used for all current Bloomberg
files. However, Bloomberg files created before March 2009 will be processed successfully, even
if this option is not selected (selection, however, is recommended).
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Full attachment validation: If enabled, the entire source (file group) will be quarantined, in case
the attachment of a message is missing or corrupted, i.e., the Fail messages with missing
attachments under Attachment validation will be ignored. If disabled, the selection under
Attachment validation will be applied to the messages that are missing attachments.

Full disclaimer validation: If enabled, the entire source (file group) will be quarantined, in case
the disclaimer of a message is missing or corrupted, i.e., the Fail messages with missing
disclaimers under Disclaimer validation will be ignored. If disabled, the selection under
Disclaimer validation will be applied to the messages that are missing disclaimers.

Split IB conversations by day: If checked messages with the same UTC Day will be imported in
one message. Note that if Split IB conversations by day is enabled, DateTimeUTC is
prioritized.

Max IB Message size: (MB): When this option is checked and the maximum size is set, the
messages with larger message size will be split. Note that attachments with larger size will not
be split.

For IB: use EndTime as SentTime instead of StartTime: The SentTime in the imported
message of IB source files will be replaced with the EndTime of the message, instead of
StartTime. See the examples below.

CHAT-2847039.2373595. 113950354479953 ~

Note that in the above example the timestamps in the body message are UTC, while the SentTime of
the generated output is UTC +4. The sent time of the message is adjusted to the time zone of the
device it is opened on.

Also note that the mapping of sent time can be changed using the For IB: use EndTime as SentTime
instead of StartTime checkbox.

For MSG: exclude TO, CC and BCC data from message body: When this option is checked,
TO, CC, and BCC data of the source MSG message is removed from the body of the message.
For IB: Easy review mode: When this option is checked, Participant Entered and Participant
Left events are shown in a separate table at the bottom of the message.

For IB: Ignore historical data: When this option is checked, there will not be any historical events
from prior days.

For IB: Ignore data with “History” tag: When this option is checked, data with “"History” tag will
be ignored.
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BLOOMBERG OPTIONS

Advanced reprocessing

#| Full attachme alida
| Full disclaimer validation
Split IB conversations by da
ax |B message size: 0 E
or IB: use EndTime as SentTime instead of StartTime
For M5G: exclude TO, CC and BCC data from message bod
For IB: Easy review mode
For IB: Ignore historical data
For IB: Ignore data Hista 3g

Advanced reprocessing is for processing messages that failed because of either missing attachments
or disclaimers.

If Advanced reprocessing and Full attachment validation is enabled and Fail messages with missing
attachments is selected, the following happens: In case an attachment file is either missing or
corrupted, Mergel starts processing the source files and quarantines them due to missing attachments.
When running the next import, on the condition that the missing attachment is available now, Mergel
successfully processes all the files. This way Mergel processes the messages previously quarantined just
like any new complete file group.

If Full attachment validation is disabled: In case the attachment file is either missing or corrupted,
Mergel starts processing the source files. The messages that have available attachments are
processed and sent to the target. The messages that have reference to missing attachments are not
delivered to the target, they are stored in the database and marked as failed. The record of these
failed messages can be found in Reports > Report Type (Missing Attachment Failure). When running the
next import, on the condition that the missing atfachment is available now, Mergel reprocesses the
failed messages.

If Advanced reprocessing and Full disclaimer validation is enabled and Fail messages with missing
disclaimers is selected, the following happens: In case disclaimer file is either missing or corrupted,
Mergel starts processing the source files and quarantines them due to missing attachment. When
running the next import, if the missing disclaimer is available now, Mergel successfully processes all the
files. So, Mergel processes the messages previously quarantined just like any new complete file group.

If Full disclaimer validation is disabled: In case disclaimer file is either missing or corrupted, Mergel
starts processing the source files. The messages with available disclaimers are processed and sent to
the target. The messages that have reference to missing disclaimers are not delivered to the target,
they are stored in the database and marked as failed. The record of these failed messages can be
found in Reports > Report Type (Missing Disclaimer Failure). When running the next import, in case the
missing disclaimer is available now, Mergel reprocesses the failed messages.
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To process Bloomberg's firm-level files, set Ignored target as the default. Configure a filter to match
segments for the necessary account numbers and route them to a secondary target, and likewise,
another filter to match segments fo unnecessary account numbers and route them fo a Failed target.
Use the reporting feature in Importer Settings to discover new account numbers (Reporting). Ensure
Unconditional hit default target and Process dll filters are disabled (Filtering). However, if you infend to
set other targets for your importer, click the exact target type to view sefup details.

Files are quarantined for two main reasons: either the file format is incorrect and cannot be parsed, or
an IB (instant messages) or MSG (message) file is missing attachments or disclaimers. To resolve this,
the client requests Bloomberg to resend ATT (attachments) or DSCL (disclaimer) files. The corrected
file, including the quarantined IB or MSG file, is then placed into the IMPORT folder (named during
configuration). When the importer runs again, the data is reprocessed, provided Full
attachment/disclaimer validation and Advanced reprocessing are not enabled.

An alternative is to process messages without attachments or disclaimers. To do this, enable Full
attachment/disclaimer validation and set the default to Replace missing attachments/disclaimers
with the following note. This option is used when only a reference to the missing file name is required,
and the attachment or disclaimer itself is not needed. A reference for the missing attachment will then
be included in the delivered messages.

Email Address to Use

Select the email address type you would like Mergel to use when processing data from users that have
both their personal email address, and their corporate email address registered on Bloomberg.

By selecting Both email addresses, there will be the choice to set the Bloomberg or corporate email as
a primary address.

EMAIL ADDRESS TO USE
®  Bloomberg email address
Corporate email address

Both email addresses

IB Message Body

This setting determines how imported messages are displayed in the target. There are the following
output message body options:

1B MESSAGE BODY
e Plain
Grid mode | Select Style

Light grid mode
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e  Plain: Displays the message in a simple fext format.

AN @ ANTON NORMAL (ATR FUND MANAGEMENT) <ANORMAL@bloomberg.net>
CHAT-2847039-2373595-113959354479953

We removed extra line breaks from this message.

RoomiD; CHAT-2847039-2373595-113959354479953

StartTime: 03/11/2008 14:25:34

Participant Invited 03/11/2008 14:25:34 QUENTIN KNAPP (SOME BIG BANK) <QKNAPP @bloomberg.net> ANORMAL - Good morning
sir...Is there anything that | should be doing for you? Device Type: M Message 03/11/2008 14:26:06 QUENTIN KNAPP (SOME BIG
BANK) <QKNAPP @bloomberg.net> Not for now, but by the end of the next week | might start looking at floaters. | will let you
know...

Message 03/11/2008 14:31:37 QUENTIN KNAPP (SOME BIG BANK) <QKNAPP@bloomberg.net> Not for now, but by the end of the
next week | might start looking at floaters. | will let you know...

End Time: 03/11/2008 14:31:37

e  Grid mode: Displays oufput message confent in a compact grid format for structured and
efficient viewing. The information is structured into the following columns:

(e}

O
O
O

Date: Shows the date and time the message was sent.

User info: The user's Full Name (Company Name) <Email Address>.

Content

Interaction type: Contains information about participants and messages, such as
Participant Entered, Participant Left, Participant Invited, Message, and Attachment.
Device type: If the message was sent from a mobile device, it will be displayed as M in
this field.
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e Light grid mode: Displays data in a two-toned layout, making it visually distinct and easier to
view while displaying limited metadata.

CHAT-2847039-2373595-113959354479953

& . 3] ty A >
ANTON NORMAL (ATR EUND MANAGEMENT) <ANORMAL 2 "#% D Regly AN
To QUENTIN KNAPP; | QUENTIN KNAPFP (SOME BIG BANK) Tue 37

1 Iradequotes iyt
e w
KB

Roomil: CHAT-2847039-2373595- 1139593544 79953

Start Time: 03/11/2008 14:25:34

End Time: 03/11/2008 17:53:00

Participant Entered 03/11/2008 14:25:34 ANTON NORMAL (ATR FUND MANAGEMENT) <ANDRMAL @bloomberg net>
Participant Invited 03/11/2008 14:25:34 QUENTIN KNAPP [SOME BIG BANK) <QENAPP@bloomberi.net>

Content;

ANORMAL - Good morming sir...ls there anything that | should be doing for you?

Participant Entered 03/11/2008& 14:25:37 QUENTIN KNAPP [SOME BIG BANK) <0XNAPP@blaamborg nots

Message 03/11/2008 14:26:06 QUENTIN KNAPP (SOME BIG BANK} <OKNAPP@ blcombergnet>
Contant: Mot for now, but by the end of the next week | might start looking at flaaters. 1 will let you know...
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Q- Tip

&

In Grid mode, the color scheme can be adjusted through the Select Style pop-up menu:

Tice:

ot . ==
[ N ] ® sl

nnnnnnnn

'Y X ® ol

Content background:

e “

Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Box

Box is a cloud content management platform that enables businesses to securely store, manage, and
collaborate on their digital assets. Designed for flexibility and scalability, Box provides a suite of
cloud-based content services that allow organizations to streamline workflows and enhance
productivity.

The Mergel Box collector processes Box-generated content, capturing files and metadata for
seamless infegration into existing data management systems. By leveraging the Box Content AP,
organizations can efficiently archive and retain critical business information while ensuring compliance.

Activities Captured

Uploads

Downloads and task assignments®

Comments

Box quick notes (in Box generated special format)

New version uploads (in the message subject, event type is displayed as edited)
Tasks completed/rejected (displayed in the message body as task deleted)
Comments deletion

Move/Copy/Edits (only Box quick notes)/Preview/Rename activities

Reports export

\J

Note

Original files are attached for all the events unless the files have been deleted previously. In that

case, the message about the captured event will include information about the deleted file.

Creating a Box Application
To create a Box application:

1. Signin to Box Developer.

2. Go to My Platform Apps.

3. Click Create Platform App.

bOXDEV  @-

Integrate apps with
Box Platform -

All the developer resources to help you
get the most from Box products

Get started Go to Dev Console

8 During the first run, only the folder structure is retrieved.
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4. Choose Custom App.

Q. $earch by Nam [ s
My Platform Apps
Enablement Status = Authentication Type =
{ENTICATION UPDATED & TATUS @ AUTHOR 10

5. On the opened window, enter the following details:

Sl

52
53
54.
S5,
S5.6.

App Name: Provide an app name.

Description: Briefly describe the app.

Purpose: Select the purpose of the app from the drop-down menu.
Categories: Select applicable categories from the drop-down menu.
System Name: Enter the system being integrated.

Click Next to continue.

Create a Custom App
STEP 1 OF 2

Enter a name for your app. You can change the name later in General Settings.

App Name

SampleApp

Description (optional)

This is a sample app.

Personalize how your app will be organized and integrated with content on
Box.

Purpose

Integration -

Categories

Security & Compliance -

Which external system are you integrating with?

SampleName

Who is building this application? (optional) @

Select an option -

cance'

6. Select the User Authentication (OAuth 2.0) method and click Create App.
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Create a Custom App
STEP2 OF 2
Select an authentication method.

Authentication Method

_ Server Authentication (with JWT)

+ Best for building integr

More

« The app authenticates using a JSON Web Token. Requires a

key-pair for added security.

(8) User Authentication (OAuth 2.0)

« Best for build bs - Learn More

2 mobile or

» Users must authenticate with Box login

( _ | Server Authentication (Client Credentials Grant)

= Best for scripting and back office integrations - Learn More

« The app authenticates using Client 1D and Client Secret

By clicking "Create App", you agree to the terms of the Box Developer Agreement and the Box

Privacy Policy.

Back Cancel Create App

ations or apps with external collaborators - Learn
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7. Go to Configuration > OAuth 2.0 Credentials, then copy and save the Client ID and Client Secret.

OAuth 2.0 Credentials Client ID

Credentials for using OAuth 2.0 as
your Authentication type.

Client Secret
Note: Any enterprise admin who

knows the app's client 1D will be able sssssasssssasssssassssssissnanes

to retrieve information about the app

including developer email, app 1D, app Reset
name, authentication type. app scopes

and redirect URL.

8. Inthe Redirect URIs field add the URL of your local Mergel environment in the following format:
https://<mergel instance>/Configuration/OAuthCallback, click Add.

OAuth 2.0 Redirect URIs Redirect URI

A redirect URI is a URL within your

e i % https://example.com/oauth2callback
application that will receive OAuth 2.0

credentials

Note: You can add up te 40 URLs, each

with a maximum of 255 characters.

The length of all URLs cannot be & https:/fapp.box.com X
greater than 8000 characters.

9. Set the following permissions:

e Application Scopes:

o

o

o

o

e Advanced Features: Make API calls the as-user header

Read dll files and folders stored in Box
Write all files and folders stored in Box
Manage users

Manage enterprise properties

94



Mergel | User Guide
IMPORTERS

SampleApp o

Configuration

Manage sulhenticat

Apelication Scopes Comtent Actions

@  Back to My Account

10. Click Save Changes.

Collector Configuration

To configure the collector:

1. Enter the saved Client ID in the Application ID field and the Client Secret in the Application
secret/key field. Then, click NEXT to continue.

CONFIGURATION WIZARD

“ MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials to your company's Box app so that Merge1 can be configured to
access your momitored users' account dota.

If you do not have an app created for Box, please click for more information.

BOX APPLICATION CONFIGURATION

Application 1D

Application secret/key

| have access token

BACK INEXT

2. A pop-up window will open (ensure that the pop-ups are not disabled in the browser window).
Grant access to Box fo let the app access the specified resources for all users in the organization.
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Grant Access

With access to your mergeOne@veritas.com Box
account, AppSample can:

« Read all files and folders stored in Box

« Read and write all files and folders stored in Box

« Manage enterprise properties

« Admin can make calls on behalf of Users

« Manage app users

« Manage users

Granting access will redirect to:

https:/globanetlabs.com/Configuration/QAuthCallbac
k

Deny Grant Access to Box

© 2025 Box

Additionally Processed Data

Once you setf up the Box application, you can also configure a few optional settings.

Process file downloads: If checked, it processes download file events from the events feed in
Box. Mergel downloads the files from Box, attaches them to messages, and records them as
download events. With each cycle, the number of imported download events increases
exponentially.
o Skip downloads initiated by service: Enter the application ID of the downloading
service. Downloads performed by this application (if connected to Mergel) will be
ignored and not processed by Mergel. Follow these steps to retrieve the ID:

1. Signin to Box Developer.
Go to My Platform Apps.

Select your application to navigate to its details page.

5w N

Copy the last numeric value from the URL, e.g.,
https://<mergel instance>.app.box.com/developers/console/app/
{NUMERIC-VALUE}.

ADDITIONALLY PROCESSED DATA

Process file downloads

Skip downloads initiated by service How to get service id
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Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Attachments Configuration

For more details on how to configure attachments, see Attachments Configuration.

Next steps
After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

A Admin <admin@example.com>
Re: FXConnect.png (UPLOAD)

comment to an old post

>From: Admin admin@example.com
>To: Admin admin@example.com
>Subject: Re: FXConnect.png (UPLOAD)
>Sent: 22/10/2018 12:15

>File size: 945550 bytes

>Folder path: All Files

>URL to file: N/A

>File tags:

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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CellTrust

CellTrust is a trusted provider of secure and compliant mobile communication solutions for regulated
industries. Its platform enables organizations fo manage voice, text/SMS, and chat communications
while integrating seamlessly with leading archiving and e-discovery providers.

The Mergel CellTrust collector processes CellTrust-generated communications, capturing and
archiving messages to support compliance and data retention across enterprise environments.

Activities Captured

e Messages
Captured activities can contain:

Message subject

Message headers

Participants: From, To, CC, and BCC
Activity datetime

Message body

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

e  Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

What is the silliest fear you have

Michae! Krasnes - Reply % Repeyal

MK

fo: O Michael Krasner: O Sam Elbeck

‘What's happened to me?” he thought. It wasn't a dream,
37c1bdb-e743-4653-a543- 2011 1ha2ba19
eToOne

Conversationld; cg
Conversati
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Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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ChatGPT

ChatGPT is a powerful generative Al platform from OpenAl that allows organizations to enhance
productivity by generating content, summarizing information, and automating tasks using natural
language. It functions as a critical channel for internal communication, research, and data creation, and
its interactions require proper governance and archiving.

The Mergel ChatGPT collector captures communication that occurs between users and the Al
assistant.

Activities Captured

e User prompts
e User uploaded files
e Alresponses

@’ Note

Due to current API limitations, the following are not captured:

e User-uploaded expired files (Refer to Chat and File Retention Policies in ChatGPT for more
details)

e Files generated as an output of Al responses

Acquiring an API Key and Workspace ID

The owners of your organization must complete the steps below to generate an API Key and
Workspace ID for the ChatGPT collector configuration.

Generating an APl Key

Creating a new API Key
1. Navigate to the OpenAl Platform (https://platform.openai.com/api-keys) and log in. Verify that the

correct organization is selected in the organization picker menu (usually found in the top right
corner).

2. Click Create new secret key.
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. I
AP oys =

Ve hive pevmiiakon 10 view and manage a8 AP1 keys in this project

Dot share your APY key with others o expae It i the Erowser of caher cllent-side coce. To pratect your aceount’s security, Opendl may sutomatically diaabée any AP key that
huas lnaked putiicly,

View usage per AP key on the USsgs cage.

&

Create an AF| key to access the Opendl AF1

3. Inthe pop-up window:
31 Leave Project set to Default Project.
32. Leave Permissions set to All.

33. Click Create secret key.

Create new secret key

Owned by

You Service account

This AP key is tied to your user and can make requests against the
selected project. If you are removed from the organization or project, this
key will be disabled.

Name Optional

My Test Key

Project

Default project 0

Permissions

All  Restricted Read only

Create secret key

4. Copy the generated APl key immediately and store it securely (it can only be viewed once).
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Save your key

1€ Please save your secret key in a safe place since you won't be able B
to view it again. Keep it secure, as anyone with your API key can
make requests on your behalf. If you do lose it, you'll need to
generate a new one.

IS | earn more about API key best practices %

- N (7 Copy

- \.

Permissions

Read and write APl resources

Done

API Key Verification and Scope Granting Request

The generated APl Key must be verified and granted the necessary scope by Open Al Support for
collector functionality.

1. Send an email to support@openai.com with the subject line, "API Key Verification and Scope
Granting Request”, including the following details in the body:

11 The Key Name
12.  The last 4 digits of the API Key
13.  The Created By name

14. Requested scope: read.

API keys + Create new secret key

You have permission to view and manage all AP| keys in this project.

Do not share your APl key with others or expose it in the browser or other client-side code. To protect your account's security, OpenAl may automatically disable any API key that has leaked
publicly.

View usage per API key on the Usage page

NAME STATUS SECRET KEY CREATED LAST USED @ CREATED BY PERMISSIONS

Secret key Active sk-...t1YA Dec 5,2025 Never Gog Smo All E @

(2] @

2. Wait for confirmation from OpenAl regarding the key verification and scope granting.

Once approved, the organization owner can use the securely stored API Key to configure the collector
or share it with a partner for Compliance API integration.

Retrieving the Workspace ID
1. Navigate fo the ChatGPT Enterprise Admin Console at https://chatgpt.com/admin.

2. Copy the Workspace ID. Use this credential to configure the collector.
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General

Appearance

@ Genaral Workspace name

FR Members

Logo @
28 Groups &

& Permissions & roles
F4
«Q

B sillin:

il Drop file here to upload
o9
LA Browse files
38 Apps & Connectors

6 User analytics

@ Identity & access
Workspace details

Organization ID @

[ Workspace ID @J

Configuring the Collector in Mergel

Adding the Importer

For details on adding the importer, see Adding a New Importer.

ChatGPT Enterprise Application Configuration
For configuring the ChatGPT Enterprise application add the previously saved APl Key and Workspace
ID.

CHATGPT ENTERPRISE APPLICATION CONFIGURATION

APl Key

Workspace ID

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Threading and Formatting
You can control how messages are grouped in the oufput message using the following options:

e No threading: If selected, only a single message will be generated for each user prompt or Al

response.
e Per conversation: If selected, a threaded message will be generated for each ChatGPT

conversation.
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THREADING AND FORMATTING

& Nothreading

Per conversation

Message Body

Choose how imported messages should be displayed in the target. The available output message body
formats are:

e HTML: Displays the message in HTML format.
e Pure body: Displays the oufput message as plain text, without formatting or additional details.

MESSAGE BODY
& HTML

Pure body

@‘ Note

The Pure body mode is active ONLY if the No threading mode is checked.

Attachments Configuration

e Include original data as attachment: If checked, the message original data is attached to the
output file.

e Ignore attachments: If checked, all the attachments are excluded from the message
enhancing the collector performance. Each message will contain info and the link to the
excluded attachment.

ATTACHMENTS CONFIGURATION

Include original dats sz sttachment

lgnore attachments

Otherwise, additional configurations will open for setup. See Attachments Configuration.

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS
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Once the configurations are completed and the importer is executed, data will be successfully

processed and delivered to the target. Below is an example of an output message:

Gog Smo
gog@gaglobanet onmicrosoft.com

To ChatGPT Assistant <assistant@chatgptcom> €3

ChatGPT - - Image generation session

Gog Smo gog@qagl ft.com
Do the same design for this side
MessageTime: lanuary 8 at 02:35 AM PST

IMG-40f219 1afd 1afed Teb8bedB 15397801 d-Vjpg

> [ 1 anachment: IMG-4019131¢181afedTebBbed61539781d-Vjpg B35 KE

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Chatter

Chatter is an enterprise collaboration platform from Salesforce, designed to enhance communication
and information sharing within organizations. It enables teams to connect, collaborate, and exchange
updates in a secure cloud-based environment.

The Mergel Chatter collector integrates Chatter communications into data management systems,
ensuring comprehensive data capture and compliance. To import Chatter data, Mergel requires
authentication via an Admin user's personal token and the publication of triggers on the Chatter site.
These triggers generate posts in designated channels, allowing Mergel to capture updates, deletions,
and ediits. For more information on triggers, see Installation Instructions document listed in the
References.

Mergel supports Shield Platform Encryption without additional configuration, ensuring encrypted data
remains protected while being decrypted via the Salesforce API. For organizations with a host domain,
Chatter Cipher Cloud can be utilized for secure data management.

Activities Captured

Posts

Files

Comments

Shares (including group posts)

Comments of shared posts

Deletes (requires triggers)

Edits (requires triggers)

Links

Polls

Private chats

Group chats

Feed poll choices (If Modify all data permission is enabled)
New events/task contacts/opportunities/cases/leads

All online communications, including aftachments and deleted information (if the triggers are
set)

Activities not Captured

e logacall
e Topics

Creating a Salesforce Application

To perform the steps below you will need a Salesforce account with a System Administrator profile. If
you do not have access to a System Administrator user, please contact your Salesforce admin and ask
for permissions.

Step 1: Creating a profile

1. Login to Salesforce using an account that has the System Administrator profile and switch to
Salesforce Classic (if you are using the Lightning Experience).
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Sales

Home Opportunities ~  Lleads ~  Tasks ~  Files v  Acc

®

Michael Admin

globanet-dev-ed.my.salesforce.com
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EE EEY 3

Quarterly Performance As of Today Settings  Log Out
CLoSED €0  OPEN(>70%) €0 coaL - #
DISPLAY DENSITY
500K ~/ Comfy
Compact
400K
OPTIONS
300k Switch to Salesfarce Classic
Add the opportunities you're working on, then come back Bt UsBrTia
here to view your performance. =
200
100k
]

May Jun Jul Aug

Closed = Goal ® Closed « Open (>70%)

Today's Events Today's Tasks

2. Click Setup, then expand Manage Users and click Profiles.

3.

Salesforce is rolling out secu

i no.

Salesforce Mobile Quick Start
You have 4 messages.

a

Home Expand lo see messages or go to the sysiem overview page to see additional limits.
Administer
bees
& Manage Users Recent ltems
e Mame Type Object
Mass Email Users Dave Apex Trigger Faed tom
Roles SFOC_DevCansola Debug Level
T e Michael Admin User
Permission Set Groups P T
User Management Sellings
Profiles Marcel Auer User
Public Groups Marcus Smith User
Queues David Maosyan User
Login History Ashot Test User

Find the Read Only profile and click the Clone button.

nd /| Searct

| Profiles

Expand Al | Colagse A1

Search Search ;
(# Switch to Lightning Experience  Michael Admin v  Setup  Help Salesforce Chatter
Home Chatter Profile People Groups Files o
‘ Quick Find / Search... C | Hexp for this Page @)
Expand All | Collapse All A
Getting Started Dismiss x
ab
e Y Build App Salesforce Lightning
ligining Expiehinca £t Generate a basic app with just Turn on the paver, speed. '""‘""E“j
, : ona step, and then easily and simplicity of the new
Transition Assistant s W
extend thal app with clicks or Salesforce user expenisnce
Move to the new, more productive code,
Saestores [ cetsaned |
Add App
System Overview Expand

% Browse Docs
[</?] Expiore documentation

and APl reference

guides

Ask Questions
Get help when you need

it from Salesforce &
community experts

&.‘

Recommended Apps

Fonteva Events - In.

o BT person or..

Show All

v ths Page @3

All Prafiles ® i | et | &
A ’
b Wew Prafiie| (13 ABJCIDIE[FIGIHIIA[KILIM|/ KO Pl aIBTSIT iU (VW XY Zowm Al
Lightning Experlance
e, = Aetial Prafila Nams LUmir L Ci
Transition Assistant i ) anse sy :
Moo i he: v, mare productive Faitj Cooe Eiad Day 2 Sakastorce admi
wlorn
Salestorce Moblle Culck Start
Home
Administer
0 Marage Users
Users
HMana Bl Lisesn
Ricles i "
S tAaf1= 0 Sciccted =/ " 4P T T e

Farmission St Groups
LUsar Masagemant Semings

IMPORTERS
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4. Enter a Name for in the Profile Name field and click the Save button.

Home Chatter Profile People OGroups Files +

Cuick: Find / Seareh ?
Clone Profile ad
Expand AY | Collagae Al
Entar tha name of the new profile.
1]
L You must sebect an existing profile ta clone fram. 1 = Roguires mformation
Lightning Experience
Transition Assistant X Ty . P Tl
UserLiense  Salastorca
Mowis 10 thes new, more prodictive R,
Salssforce - |Merge
9 Save | | Cancel
Salesforce Mobile Quick Start
Home
Administer
& Manage Users
Usacs
Mass Email Users
Roles
Purmission Sets
Permission Set Groups
Usier Managemenl Sottess
Public Groups.
Home Chatter  Profile  People Groups  Files +
Profie Hetp 1ot this Page @
Merge1 6
Tt Al | Collapae Al g
« Back to List: Profiles
45 ’ Lksarrs with this profile have the parmssions and page liyouts Eted beow, Administralons can change a user's profile by editng that wsercs persol
e mlanmation
Lightning Experience I yaur ceganization uses Record Typas. usa the Edit Bnks in the Racord Typae Settings socion bolow b make 60 o marn maard typos available io
Transition Assistant wsers with his profie
Mava o the new, mor producthe
e
Profile Detall
Salesforce Mobile Quick Start Nams  Marget &
User License  Salestarce Custom Protle o
Home Bescription
Greated Oy Michaol Admin, (052020 19:08 Medified By Michaol Admin, 06052020 16:08
Administer

Consala Setlings

8 Manage User
R Console Layout | Egit |

o
:::\ Emad Unors Pm LJ;'OU!S
i -l Lelili -]

Parmelnsinn Sut frmone =

The required administrative permissions for Mergel are:

AP| Enabled
Select Files from Salesforce
Manage Chatter Messages and Direct Messages

Salesforce environment.)
View All Data

IMPORTERS

Manage Unlisted Groups (Required only if the Unlisted Groups feature is enabled in the given

e  Modify All Data (Only if capturing Feed poll Choices is required, otherwise can be ignored but

errors will be present in the collector log. This is a limitation from Salesforce).
6. Under General User Permissions, make sure the following checkboxes are enabled:

e Access Activities
e Allow View Knowledge
e Knowledge One

7. Under Standard Object Permissions, disable all the Create, Edit, Delete and Modify All

checkboxes. Only the Read and View All permissions should stay.

8. Scroll down and click Save.
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Step 2: Creating a User (Service Account)

1. Go to the Users page and click New User.

Home Chaer  Ubraries  Comtemt  Subseriptions. +

e P p—
and perform olher B yous motlle devices: {05 | Anduoid
[, P
e e e = ==

]
Salesforce Mobile Quick Start —: ik, sl iy
i Dies : Attt
0k 7 B e
Administer O iea v Lo o
Dica 7 dons
Oean .
o

Chais Frse ses
Chate Fras ser
Chalis Frse ser

Chabe Fras User
‘Chate Free Lser

Chate Fres Lser

\\\\\\\\x\\\\\\\\\\\\\\i

2. Populate the required fields, select Salesforce as User License, the profile created in step 1 from the
Profile drop-down list, scroll down and click Save.

n 750 "
it 21
Shogh Sy O bssnitivn

Step 3: Retrieving Access Token

1. Click your Username at the top right corner of the screen and select My Settings.
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[} Switch to Lightning Experience Admin =

My Profile

My Settings

Developer Console

Switch to Lightning Experience
Logout

2. Inthe left-hand navigation pane, under the Personal section, choose Reset My Security Token, then
click Reset Security Token. The new token will be sent fo the email associated with your account.

” Salesorce is folling out security enhancements that can impact your org. Review Security Alert
i Search Search
{3 Swich 1o Lightning Experience  tichael Admin -+ Setup oo (g

Home Chatter Profile People Groups Flles +

Quick Find | Reset My Security Token e for this Page @)

My Settin When you accsss Salesforce from an IP address thal isn'l trusted for your company, and you use a deskiop clienl o the APY, you need a security foken to log in.
e What's a security loken? It's a case-sensitive alphanumeric code that's fied to your password. Whenever your password is reset, your security foken is also reset

A Porsona o
&)
-n After you reset your foken, you can't use your old token in AP| applications and deskiop clients.
o s

Ghange My Password
Language & Time Zone

Gran Account Login Access

My Groups

Connestons

Login History

Asprover Settigs

Aovancer User Detois

Authentication Settings for
External Systems.

If you want fo enable Mergel to collect deleted or updated comments and posts in Chatter, ask your
Salesforce administrator to perform the following steps in the Chatter U

1. Create a new Private Group ensuring they do not automatically archive this group and the Private
option and the Broadcast Only checkbox are selected.

Home Chatter Profile People Files #

Group Eat Hel fo this Page @

& New Group

Save | Cancel

Group Namo | Private Group
owner |7 Owner

Description

Archive this group If there are no posts or comments for 90 daye.

Aditomatic ArChNING (ST atlomaEaly archive Tk group)

Public Everyone can see upedates and join,
Only members can see updales. Membership requires approval. +
" Allow customers You can invite custor ners to this group.

¥ Broadcast Only] Only group owners and managers can creale new posls. Group members can comment on the posts.

2. Locate and make a note of the Group ID in the page URL.
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OF0NOGOOOMRS|

Salesforce s rolling out security enhancements that can impact your org. Re

Chatter » Groups » Private Group 1 aPrivate

n

@ Post il File ) NewEvent More v

Show All Updates

There are no updates

% Group Setiings
@ Group Repont
sl Group Engagement

® Email Me... *

Information s

3. Create a new label Private Group Id.

e Goto Setup = Custom Labels.
e Click New Custom Label.

Home Chatter Profile People Groups Files +

Help for this Page @

» Owner

Add Members
invite Peaple

Group Records

Nor
records o

Group Files

No files have been posted to this

All

Expand All | Calapss &

Gustom Labels are custom text vakies, up 10 1,000 characters, thal can be accessed from Apex Glasses.of Visualforce Pages. If Translation Workbench has been
enabled for your organization, these labels can then be lranslalted into any of the languages safesforce.com supports. This allows deveiopers lo create lrue

s Page @

Home

e For Short Description - Private Group Id
e For Name - Private_Group_Id
e Value - Insert Group Id of Private group.

New Custom Label

‘?ﬁ?' ’ mullingual apps by prasenting information to Users - for example. help text or ermor mossages - in their nalive language. You can ereate up to 5,000 custom labels.
Lightning Experience View: [Al ¥ Croata Naw View
Transition Assistant AIB CID EIFIGIHIII4/KILIM NID PIGIR S TIU Y WX Y|Z Oher AN
Move 19 tha new, more productive
Salesforse. | Mo Curstom Label I
= Acton Mame t Catogarios ‘Short Description value Language
Edi Dol Privale Group Id Prvate Group Id Valum Englsh
ARHIES NOBERG By S A18 CIBEIFIGIHIIIIIKILIM NI PIGIR S TIUY WX Y| Z Other AN

Hetp for tis Page @

Custom Label Edit Save |Save& New Cancel

Short Description

Language  English |
Categories

Value

Save |Save&New Cancel

Name | -

Protected Component (%

4. For further instructions on how to create apex triggers, refer to Chatter Triggers guide in the

installation folder.

Collector Configuration

For Chatter configuration:

1. Enter the Username and Password of the Chatter Admin account used for app creation.

2. Enter the previously copied Security Token.

3. Specify the days for messages that should be processed.
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CHATTER CONFIGURATIOMN

Username
Password
Security token

Process messages in the last 1 days

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Attachments Configuration

When the Ignore Attachments checkbox is enabled, all the attachments are excluded from the
message which will enhance the collector performance. Each message will contain only information
and the link of the excluded attachment.

For more details on how to configure attachments, see Attachments Configuration.

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

e MONITORED USERS

e FILTERS

e TARGETS

e |MPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

MA  Michael Admin <michael@example.com>

Chatter test file

test.tet

MICHAEL ADMIN

test file

Supported Notifications

The importer supports the following notification preferences:

e Import job finished
e Import job stopped
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No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Chatter Cipher Cloud

Chatter is an enterprise collaboration platform from Salesforce, designed to enhance communication
and information sharing within organizations. It enables teams to connect, collaborate, and exchange
updates in a secure cloud-based environment.

The Mergel Chatter collector integrates Chatter communications into data management systems,
ensuring comprehensive data capture and compliance. To import Chatter data, Mergel requires
authentication via an Admin user's personal token and the publication of triggers on the Chatter site.
These triggers generate posts in designated channels, allowing Mergel to capture updates, deletions,
and ediits. For more information on triggers, see Installation Instructions document listed in the
References.

Mergel supports Shield Platform Encryption without additional configuration, ensuring encrypted data
remains protected while being decrypted via the Salesforce API. For organizations with a host domain,
Chatter Cipher Cloud can be utilized for secure data management.

Activities Captured

Posts

Files

Comments

Shares (including group posts)

Comments of shared posts

Deletes (requires triggers)

Edits (requires triggers)

Links

Polls

Private chats

Group chats

Feed poll choices (If Modify all data permission is enabled)
New events/task contacts/opportunities/cases/leads

All online communications, including aftachments and deleted information (if the triggers are
set)

Activities not Captured

e logacall
e Topics

Creating a Salesforce Application

For more details on how to create Salesforce application and acquire a token see Creating a
Salesforce Application.

Collector Configuration

For Chatter configuration:

1. Specify Host.
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2. Enter the Username and Password of the Chatter Admin account used for app creation.
3. Enter the previously copied Security Token.

4. Specify the days for messages that should be processed.

CHATTER CIPHER CLOUD CONFIGURATION

ssagesinthelast | days

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Attachments Configuration

When the Ignore Attachments checkbox is enabled, all the attachments are excluded from the
message which will enhance the collector performance. Each message will contain only information
and the link of the excluded attachment.

For more details on how to configure attachments, see Attachments Configuration.

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

Chatter test file

MICHALL ADMIN

tost file

IS



Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Cisco Webex Teams

Cisco Webex Teams is a secure collaboration platform that enables people to meet, message, call,
share files, and whiteboard in one place. Designed to support compliance and regulatory requirements,
it helps organizations communicate and work together while maintaining security and control.

The Mergel Cisco Webex Teams collector captures messages, files, and metadata from Webex
Teams, integrating this data into existing archiving and compliance systems. Using Webex Teams APIs,
it ensures organizations can retain collaboration content and meet legal and business mandates.

Activities Captured

Direct messages during a call

Persistent chats and channels

Group members in a group or persistent chat
Attachments

Emojis

Edited messages

Deleted messages

Conversations related to all newly added users

Message threading/post threading/group chats threading

Note

The Webex environment allows inviting users from the other networks/domains (i.e., external
users). These users can then create groups and teams like internal users. The chats/teams
created by the External users are stored outside of the internal domain, i.e., in the Consumer
organization storage. Consumer Organization owns this space. So, the data in the external
domain are not captured by the collector.

Deleted attachments are not captured due to APl temporary limitations.

Cisco Webex Teams App Creation

To create an app, follow the steps below:

1.

Go to Webex for Developers and log info your account.

webex for Developers Documentation~ Create Blog Support Resource:

Champion hybrid work with a collaboration
platform that's engaging, intelligent, and
inclusive.

EENEYNIRPRCEN (@ Go to Docs with Al Assistant )
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@' Note

The account used for compliance-related tasks must have Full admin privileges and be
assigned the Compliance officer role.

To verify or assign these permissions:

1. Navigate to Webex Control Hub.

2. Go to Users and select the relevant user account.
3. Inthe Assign admin roles panel:

31 Under Organizational, ensure Organization admin is checked and Full admin is
selected.

3.2. Under Functional, check Compliance officer.

4. Click Save o apply changes.

Assign admin roles x

Assign admin roles to AdeleV@qaglobanet.onmicrosoft.com

Filter by | Organizational Functional Delegation Services
Organizational

Organization admin o
©Q Fulladmin @

Read-only admin 6

Functional

B Cempiiance officer @
] Security aetivity admin @
Advanced troubleshooting access @

Webex Calling Detailed Call History APl access @

e G

2. When you are logged in and permissions are seft, click Start Building Apps.

webex for Developers Documentation v Create Blog Support Resources -

Champion hybrid work with a collabg#iion
platform that's engaging, intelli@®*hit, and
inclusive.

EEEMETEPVEN (9 Go to Docs with Al Assistant )

3. Choose Create an Integration.
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webex for Developers Documontation ~  Croate  Biog  Support  Rusourcos —

Create a New App

Embedded app Bot Integration

'8

New Integration

‘Wil this integration use a

mobile SDK? ® No
[Webex 108 or Androd SIK .00 Ve
Integration name* o

Name of your integration 2s it will
appear in Webex

Icon*

Usload your omn or select fom our —_
dofaults. Must b 52 e
in JPEG or PNG
Uplosd Detault 1 Detault 2
App Hub Description* P
Supported markdown it

5. Add the Redirect URI(s) of your local Mergel environment in the following format:
https://<mergel instance>/Configuration/OAuthCallback.

webex for Developers Documentation~ Crealo  Blog  Support  Resources -

on, 1024 character

Redirect URI(s)*
One or more Ufls that a user
will be redirected to when

pleting an Qfwth grant

Scopes

Scopes define the level of

spark-compliance:events_read

6. Select the following scopes:
6.1 spark-compliance:events_read
6.2. spark-compliance:messages_read
6.3. spark-compliance:memberships_read
6.4. spark-compliance:rooms_read

6.5. spark-compliance:teams_read
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6.6.
6.7.
68.
69.
6.10.

spark-compliance:team_memberships_read
spark-admin:people_read
spark-admin:licenses_read
spark-admin:roles_read

spark-admin:organizations_read

WEbEK for Developers Documentation « Create Blog Support Re
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apark-admin:events_read

spark-compliance;events_read

apark-compliance messages_read

B spark-compliance:memberships_read

B spark-compliance:rcoms _read

spark-complianceteams_read

B spark-compliance:team_memberships_road

B =park-admin:people_read

spark-adminlicenses_read

B =park-admin:roles_read

B spark-admin:organizations_read

7. Click Add Integration at the bottom of the page.

8. A Client ID and Client Secret will be generated. Keep both for configuring the collector in Mergel.

Collector Configuration

To configure the collector:

1. Add the Client ID into Application ID field.

2. Fillin Application secret/key with the Client Secret.

3. Click NEXT.
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m MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials to your company’s Cisco Webex Teams app so that Merge] can
be configured to access your monitored users' account data.

If you do not have an app created for Cisco Webex Teams, please click for more Information.

CISCO WEBEX TEAMS APPLICATION CONFIGURATION

Application ID

Application secret/key

| have access token

Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Misc Settings

MISC SETTINGS

Subject prefix

Merge messages by thread

«| Danotdownload data modified before:  12/10/2024

Da nat download data modified after:

Mergel | User Guide
IMPORTERS

Subject prefix: Specify a prefix to add in the subject line of imported emails. This is useful for
organizing imported data, i.e., when multiple sources share a common target.

Merge messages by thread: If checked, combines messages by thread rather than sending
them one by one.
Message time zone: The messages will be split by day with the specified time zone from the
drop-down list.

Process incomplete days: If checked, the messages of the days that have not ended yet will be
imported in a separate email.

B‘ Note

Message time zone can be specified and/or the Process incomplete days checkbox can be
enabled ONLY IF Merge messages by thread is checked.
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e Do not download data modified before, Do not download data modified after: Specify dates
to allow cutting off data outside the set date range.

Example: If the before date is set to 08/17/2025 and the after date is set to 09/17/2025, only the
data between these two dates will be downloaded: data outside that tfimeframe will be
ignored.

B’ Note

Both options can be used independently as well.

Splitting Messages

Check the Split messages box in case you want to split big files into smaller files. The size of a split part
of the message can be specified so that each part does not exceed the set size.

SPLITTING MESSAGES

Attachments Configuration

For more details on how to configure attachments, see Attachments Configuration.

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:
Ay John Doe <jdoe@example.com>

Michael Smith | Room Id: Y2IzY29zcGFyazovL3VzL1)...

John Doe; Michael Smit

test.txt
133 bytes

jdoe@example.com 11/2/2018 1:56:47 PM

Hello Micael

jdoe@example.com 11/2/2018 1:56:55 PM
this is test

jdoe@example.com 11/5/2018 12:21:07 PM
12345678
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Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.

Mergel | User Guide
IMPORTERS
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Citrix Workspace & SharefFile

Citrix Workspace & SharefFile provides secure file sharing, storage, sync and more - all built for
business. The collector requires a service account to create the API.

Activities Captured

e Files — uploaded, deleted?®, archived, renamed, downloaded, viewed™, shared, moved,
checked infout

Folders — created, moved™, shared, deleted

Login info

Share file requests

Text-only messages

Share file request message

Revoked messages

We recommend using the owner account for authentication. Note that activities performed by the user
of the Org. Owner account are not captured.

>

Notes

e We can upload files with the same name in File Box. The generated report contains only path
info for the uploaded files, which is the same for all the items having the same name. Hence,
Mergel attaches the same file (generally, the latest among the ones with the same name) to
all the generated messages.

o |[f files with the same name are downloaded, in all the generated messages we will have the
same file attached. The reason for this issue is the same, as for the File upload.

o [f the file is permanently deleted/archived, the activity is not captured.

In case files are sent via Outlook and the shared information is not recorded in the Citrix
environment, the captured message will have an empty bodly.

e Duplicate messages are captured for shared and then deleted files in case Archive all
activities in Sharefile or from the Archive only certain selection of activities in ShareFile, File
share and Text-only messages are enabled.

Citrix Workspace & ShareFile App Creation

To create an app:

1. Navigate to https://apisharefile.com/rest/.

2. Loginto your Citrix ShareFile account. Note that the account should be a Service Account.

3. Click Get an API Key.

? Only the activity is captured.
' Audlio_Listen and Video_View for MP3/MP4 file types accordingly.
"Including encrypted messages.

2 Currently, only the activity is captured.
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Welcome to the ShareFile API

Integrate with other services and build tools and applications on top of ShareFile

y 2

Get an APl Key Browse the documentation Get Help
Get started right away - reques Leamn how the AP| works arn Stuc

4. Fillin the Application Name field.

5. Inthe Redirect URI field add the URL of your local Mergel environment with the following format:
https://<mergel instance>/Configuration/OAuthCallback.

6. Click Generate API Key.

API Key Generator

7. Copy the generated Client Id and Client Secret.

Your APl Keys

Granting Permissions

To be able to capture data, Org Owner must give the Access other users' File Boxes and Sent Items
specific permission. To give the permission:

1. Navigate to your ShareFile instance.

2. Log into your Citrix ShareFile Org Owner account.

3. Go to People = Browse Employees.

Lo People

Manage Users Home
Browse Employees
Browse Clients

Shared Address Book
Personal Address Book
Distribution Groups

Resend Welcome Emails
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4. Select the employee to which the permission must be granted.

5. Scroll down fo Employee User Settings and click User Access.

user Access

Storage Location

6. Inthe Files and Folder sub-section, enable the Access other users' File Boxes and Sent Items

checkbox.

General

. N
Access company account permissions (2

Files and Folder

7. Scroll down and click Save Changes.

Collector Configuration

To configure the collector:
1. Inthe Application ID field, fill in the copied Client Id.
2. Inthe Application Secret/Key field, fill in the copied Client Secret.

3. Add subdomain of the ShareFile workspace into the SubDomain field. (SubDomain is located
under Admin settings = Company info = Edit company Branding).

CONFIGURATION WIZARD X

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

Flease provide the following credentials to your company’s Citrix Workspace & Sharefile app so that
Merge? can be configured to access your monitored users' account data.

If you do ot have an app ereated for Clirte Workspace & Sharefile, please diick for more information

CITRIX WORKSPACE & SHAREFILE APPLICATION CONFIGURATION

Application ID
Application secretikey

Subdomain

| have access token

Bk “
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4. In the opened window, entfer your accounts subdomain, and then sign into ShareFile account. Make
sure that pop-ups are not blocked by the browser. This can be checked from the top right corner of
the address field.

S
ShareFile

Globanet Consulting Services Mer. Exam
your Shar

equested access to

account

CiTRIX

Activities to Be Processed

It is possible to choose which activities Mergel processes from Citrix Workspace & SharefFile.

e Archive only ShareFile shared files: Only shared files are imported.
e Archive all activities in ShareFile: All activities are captured and imported.
e Archive only certain selection of activities in ShareFile: Activities to be captured and imported
can be selected separately from the list below:
o Upload

= Internal users: when enabled, only the Upload activity of infernal users will be
captured.

= External users: When enabled, only the Upload activity of external users will be
captured.

= Infernal and external users: When enabled, the Upload activity of both the

internal and external user will be captured.
Download/View
Folder create
Check in/Check out
Edit
Delete/Archive
Login
Move
File share
Share file requests
Text-only messages

O O 0O 0O 0O OO O O O
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ACTIVITIES TO BE PROCESSED

ACTIVITIES
Archive only ShareFile shared files
Archive all activities in ShareFile

@ Archive only certain selection of activities in ShareFile

« Upload

Internal users
External users

® |nternal and external users

Download/View
Folder create
Check in/Check out
Edit

Delete/Archive
Login

Move

File share

Share file requests

Text-only messages

Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Attachments Configuration

When the Ignore Attachments checkbox is enabled, all the attachments are excluded from the
message which will enhance the collector performance. Each message will contain only information
and the link of the excluded attachment.

For more details on how to configure attachments, see Attachments Configuration.

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:
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PE Product example <product@example.com>

Citrix - Login | product@example.com ShareFile AP...

Date: 11/16/2018 8:54:32 AM

ItemName: product@example.com ShareFile API Documentation
Activity: Login

User: Product example

Email: product@example.com

Company:

IPAddress: 212.42.198.68

Location: US, Ashburn, Virginia

EventlD: Obaf2444-e55a-47cf-8fdf-02c472339526
ReportType: Activity

EventDate: 11/16/2018 5:54:32 PM

EventType: Login

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.

Mergel | User Guide
IMPORTERS
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Cloud?

Cloud9 Symphony is a unified communication and data capture platform designed for financial
markets, enabling firms to securely store and analyze voice, video, and messaging interactions for
trading, compliance, and auditing.

The Mergel Cloud? collector allows organizations to capture and archive Cloud? Symphony
communications, integrating them into existing compliance and data retention systems. This ensures
seamless access, regulatory compliance, and efficient management of critical financial interactions.

Activities Captured

e Calls

Generating an App Key and Secret

The Firm Admin of your organization must complete the following steps to generate an App Key and
Secret in Cloud9.

1. Signin to Cloud9 Portal.
2. Inthe left-hand navigation pane, click API Keys.
3. Under Manage your Cloud9 API Keys, select the firm.

4. Click Generate API Key.

CLOUD9 PS

Home AP Keys
& Firms Manage your Cloud9 API Keys
v 0 ) D ©
& Users : =

NETWORK

Current Keys

= AP ROLE WHITELISTED IPS KEY OWNER EMAILS
@ Connections

COMPUANCE
& Call Records

= Audit Loge

2 Bulk Import

o [z -] 1-7of7

Generating a Call Data App Key and App Secret
1. From the API drop-down list, select Calls Data.

2. Choose the appropriate Environment.

3. Enter allowed IP addresses in the Whitelisted IP(s) field.

4. Enfer the relevant email(s) under Owner Email(s).
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CLOUDS 0 &~ &~
.:=n C:r;at;nhew AMP‘I_K;y
3B Geoups A Emionment .
& [ C @ (3 W (4 3
& Call Records |
= Audit Logs
5. Under Scope of Access, select Read-Only, then choose the following permissions:
e metadata
e recordings
6. Click Generate Key & Secret.

CLOUD9 I

& Groups PERMISSIONS
& Users e
READ CREATE UPDATE DELETE DESCRIFTION
& Call Records it
ANALYTICS recordings a ! g
Wil Dashboard
DATA transcriptions O n !
X Bulk art
a, recordingRecords o W

GENERATE KEY & SECRET

Copyright Cloudd Techn

7. Copy and securely store the generated Call Data API Key and Call Data Secret Key for source
configuration.

Generating a Management App Key and App Secret
1. From the API drop-down list, select Management.

2. Choose the appropriate Environment.

3. Enter allowed IP addresses in the Whitelisted IP(s) field.

4. Enfer the relevant email(s) under Owner Email(s).
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<& Firms Create new API Key
% Groups = APl *Environment Whitelisted IP(s)
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mail(s)

1 [
® e
& Users | = = ,l!

NETWORK
Calls Data

@ Connections o
Management
COMPLIANCE

& Call Records ‘

i= Audit Logs

ANALYTICS 1024 character maximum, na special characters allowed

Comma separated. CIDR notation accepted

3 - (4}

Comma separated

5. Under Scope of Access, select Read-Only, then choose the following permission:

® users

6. Click Generate Key & Secret.

CLOUDS

[R” = o

PERMISSIONS
& Users
P
@ Connections o
COMPLIANCE READ CREATE UPDATE DELETE
" @]
group: )
firms ]
connections =]
users ] e
Copyright Clouds Te

7. Copy and securely store the generated Management APl Key and Management Secret Key for

source configuration.

Configuring the Collector in Mergel

Adding the Importer

For details on adding the importer, see Adding a New Importer.

Cloud9 Configuration

For configuring the Cloud9 application:

1. Enter the securely stored Call Data APl Key and Call Data Secret Key to the Call Data App Key

and Call Data App Secret fields, respectively.

2. Enter the securely stored Management APl Key and Management Secret Key to the Management

App Key and Management App Secret fields, respectively.
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CLOUD9 CONFIGURATION

Call Data App Key
Call Data App Secret
Management App Key

Management App Secret

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Attachments Configuration

If Include original data as attachment is enabled, the JSON file will be attached to the output
message.

ATTACHMENTS CONFIGURATION

Include original data as attachment

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

e MONITORED USERS

e FILTERS

e TARGETS

e |MPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:
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INTERCOM 3f533051db784887a17aBbcfa2ffcc85:8DDB22BD2D46FAS -~
& originaljson
Ay AdeeV < Reply € Replyall * Forward &
To: O AdeleV; OHexHex; Ogog Mon 2025-06-23 11:59
original json -

1KB

Type: INTERCOM

Start Time: 2025-06-23 07:59:04 +00:00
Start Action: Initiated

Stop Time: 2025-06-23 07:59:11 +00:00
Stop Reason: toggleDevice

Duration (sec): 7

Transmitted Speech: ms

Received Speech: ms

Connection ID: 524077

Button: Meeting room test

Audio Interface: Microphone

Circuit Ref: ICM-3106-6ab4262d459c8%e124ee1957f4¢
Audio Device Fail: False

Expires On: 2025-09-24

Recording is disabled for this user.
--- Near End ---
Active: adelevl

Passive: hexhex1
Passive: gog1

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Copilot
Copilot is an advanced Al-powered productivity assistant designed fo enhance workplace efficiency by

integrating seamlessly with Microsoft 365 applications. It helps users generate content, summarize
information, automate fasks, and interact with enterprise data using natural language.

The Mergel Copilot collector captures Copilot-generated inferactions, including prompts, responses,
and contextual metadata. This enables organizations to archive Al-assisted communications for
compliance, auditing, and knowledge management purposes. By integrating with enterprise archiving
systems, the Copilot collector ensures transparency and governance in Al-driven workflows.

@’ Note

Copilot Studio is not supported by the collector.

Activities Captured

User prompts
Al responses

a‘ Note

Due to current API limitations, the following constraints apply:

1

2.

Captured data may contain auto-generated and progress reporting messages.

When Copilot is used directly within a Microsoft Word or Microsoft PowerPoint document, one
Al response may include the attachment. All other Al responses and Ul prompts will provide
a URL to the attachment instead of including it.

The API may return identical Al-generafed text responses multiple times, each with slightly
different timestamps and unique messageId values.

Some API responses may contain repeated text blocks within the same adaptive card
element, while the user interface displays only one version.

Some transient messages may appear in the conversation flow but disappear later, even
though they remain in APl responses.

Some Copilot messages may contain auto-generated filler text or unintelligible responses
unrelated to the input.

Interaction logs are not captured. Copilot conversation history can be retrieved for up to 30
days at a time (a Mergel limitation). For longer periods, multiple sessions are required.
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Creating a Microsoft Entra ID Application

The Office 365 or Azure administrator in your organization must complete the steps detailed in the
sections below.

Registering an Application

1. Signin to Azure Portal.
2. Select Microsoft Entra ID under Azure services.

=T RO

m m Learn mare Start

Microsaft Azure

Azure services

+ & : (I, = 4 & & =

Craate 3 Microtof Entra | Subseriptiont Al regounces Enterprice storage Utars Rotus App Sninet MAote Sonvitot
tesource i apphcation; stcounts e
Resources \
Recent Favorite
Hame Type Lt Vieweed

3. Inthe left-hand navigation pane, click Manage > App registrations.

o EOTTTTCTS - RO

Home
(i ) Globanet | Overview X
+ add ~ & manage tenants [ What's new [ Priview featuris # cat feedback?
Diagnate and sobes problems - "
G Ei H @ Misrosoft Entra has 3 simgler. integrated experience for managing all vour identity and Access Management needs. Try the new Microsoft Entra
~ Manage admin center] £
- Users Owerview  Monitoring Properties Recommendations Setup guides
& Groups
B2 External identities ch yout tenant
e Foles and administrators Basic information
B Adminctratve units
Delegated agmin Mame Globanet Users 24
» parmers
Tenant ID 20d11260-2103 456 B4ba-0leDs1645e 1) Groups
B Enterprica applications.
L peviees ¥ fting.com Applications
B App regutrations License sicicraf Entra 10 Froe Devices ]

(&) Idertity Governance

4. Click New registration.

oo o BT O

Hame

App registrations & - e

@ Endpoints X Troubleshoot () Refresh L Download [l Prevewfeatures 57 Got feadback?

@ startng June 10mn. 2000 we wil o longer 24 any rew features t9 Azure Actwe Drectory Authensication LW)« {ADAL) o Azure Ackys Usrectary Graph s vl continus o provids techrical svpport and securty e
updates but wee will no longes provede frature updates. will e 8o be upgy L [ Graph. Leain mone
All applications  Owned applications  Deleted applications
£ 5tan typing a cisplay name or application (csent] (D to filter thase r. Hi add fiters
&

262 apphicstions found
Display name Application {client] 10 Created on L Certificates & secrets
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5. To register an application:
5.1 Enter a Name for the application.
5.2. Click Register.

BT

Register an application

An Application (client) ID and Directory (tenant) ID will be generated. Keep both for configuring the
collector in Mergel.

Granting Permissions

Adding Microsoft Graph API Permissions
To add Microsoft Graph APl permissions:
In the left-hand navigation pane, click Manage > API permissions.

1. Click Add a permission.
2. Inthe opened pane select the Microsoft Graph API.

' bl o Request AP| permissions
= SampleApp | APl permissions =

3. To add the necessary permission:

31 Click Application permissions.
32, Add the following permissions:
321 AiEnterpriselnteraction: AiEnterpriselnteraction.Read All

322  User: UserRead All
33 Click Add permissions.
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= Migosoft Azure P Search rescurces, services, and 0cs (G+ l 0 copilot

Homa.>: App gisitions 3 Sanplepe. Request API permissions b
5 SampleApp | APl permissions

Al aps Ly
5 Search ) Refvesh | /7 Got feschack! > Shansprine
— hitps:/fmicrosoft sharepoint.com Docs
B Oveniaw
SharcPoint AP are veiable via the Nicrosot Graph APL Vou o Microsot Geaph nstend.
& Quickstart L o % o
A Granting tenart-vide consent may revoke pel : .
o Wongriion i st What type of permissions does your application require?
X Disgnose and sclve problems
~ Manage @ The “Admin eonsent required
‘your organization, orin o
B Sranding & proparties
B ammenon Configured permissions o
Certficates & secrets applicaticns are authorized to cal AP1s when they | signed-in ucer. :

Ty all the permissions the application needs, Leam i

1 Token configuration

- API permissions + Add a permission ' Grant admin conset  Select permissions. expand sl

& Expose an AP APY{ Panmissions naene Type [ start typing a permission ta fiter these resuits

1, App roles v Microgaf Gragh 1} Permission Admin consent required

2 Owrers User st Deisgated 5 g

& Roles and administratoss

Termtore

0 ronifest o view and manage consented permissions for it > e

5 Suppert + Troubleshooting
7 User

40 o o foveren by svening Corl SR Fe

Adding SharePoint APl Permissions

To add SharePoint APl permissions:

1. Inthe left-hand navigation pane, click Manage > API permissions.
2. Click Add a permission.

3. Inthe opened pane select the SharePoint API.
= R o So0 s ]

Request APl permissions

5 SampleApp | APl permissions &

b Genrtrg teract cvcke ot may rrvcks pe
o ey

atectedt auen o

B Granding & propeties
D setharticeen

Canitcates & seowes

More Microsoh APt

BTy Arere it L Aaee Conemnn D8 B e Duta Catsiog

4. To add the necessary permission:
4. Click Application permissions.
42. Add the following permissions:
421. Sites: SitesRead All
422 TermStore: TermStore.Read All
423. User: User.Read All

43. Click Add permissions.
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Home > App registrations > SampleApp Request API permissions ®
5 SampleApp | APl permissions

callaps N
P Search O Refresh | /7 Got feedhack? Q ghambint
hitps:/fmicrosoftsharepointcom  Docs

B oveniew

N 1@ SharcPoint APt ore avolble v the Microsof: Groph APL Yousmay want o comider using Microsof Geaph nstend
ickst

A Granting tenart-vide consent may revoke pel

o Wongriion i st What type of permissions does your application require?
X Disgnose snd sclva problams

~ Manage The “Admin consent requied” echumn shaus
your organization orin organizations where t
B Branding & properties

B ammenon Configured permissions

cates & secrets Applications are suthorized to call AP when the) | siqmedein user. ° ‘

<

Bl it all the permissions the spplication needs, Leam 1

- AP permissions + Add a permission + Grant adimin consel  Select permissions expand s
@ Exposs an 48 A1/ Posmissions name Type [ start typing 2 perm

5 App roles v Microsaft Gragh {1} Permission Admin consent required

& Owners UserRead Detegated 3 g

&, Rales and administrators

Termstore
I nanifest o view and manage consented permissions for it ’ e

» Suppert + Troubleshooting
o User

40 e o overes by eving Cerl SR Fr

Granting Admin Consent

1

Go back to APl permissions.

2. Click Grant admin consent for your company to grant the added permissions.

T o o foor |

Home » App registrations > Sampledpg

- SampleApp | APl permissions  # %

semich O mefrestr 5 ot feedback?
R oviien A\ You are eding permissiants) 1o yaur apmicancn. users wil have b cansent even ¢ theyve aiready dune 3 Srevivuy,
i Quickstart s e e et g kS o L e o St = A e
et he o = o et iors whese hit o ol b e Lt e a

¥ integration assistant

¥ Diagnose and sole problems Conligured permiissions
 Marage Appications are suthorized to call Abts whe
all The prmUzion: T JpPICIBON NOEGS. Lea

ranted pemissions by user/adming as part of the consent peocess. The list of configured permissions should include
AOUS permissions ang cansent
I Branding & properties
D authersication = Add 3 permiszien ~ Geant admin cansent for Glaobanet e

Certificates & secrets AP 7 Permissions name Tvoe Descriotion Admin consent reou._. Status.

] Toten comtgurabion

B AP parmissions.

G Expost a0 AP

B approles

Uploading a Certificate

To upload a certificate:

1.

o A~ L N

In the left-hand navigation pane, go fo Manage > Certificates & secrets.

Select Certificates.

Click Upload certificate.

Select a certificate (public key) with one of the following file types: . cer, .pem, .crt.

Click Add.
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Microsoft Azure D Sewch resturces, sernces, and dacs (04}

sme 5 A 3 Sarnp

? Soarch
B ovendew
& Quickstart
#° imtegration ssusta
# Duagnase and save prodlems
. Manage
= Dranding & properties
3 authenbication
Certificates & socrets
111 Teken coniguration
B AP pemmissiens
& Expose an &%
L app roles

& Omnens

+ SampleApp | Certificates & secrets  #

l et _

A Gotfeedoack?

Cradentials snabia corsdeatisl Applications to identity themsehe: 1o the scthent

Upload certificate *
Upload a cenificate (public key) with cne of the fellowing file types: cer, pem en®

0=

o fof e certiicate

scheme). for a higher level of assurance, we recommend using a conificate finstei

O Appication mgntation ceficates secrets anct frderated creclenbials can e fou

Certificates () e!{ secrets {0} Federated credentiats (0)

Certfcates can e used a5 Secrets 0 prave the applcibion's identity when requ

7 upiosacetitnte o

Thumbjrint Bescriplion

Ho certificates have bean adged for this appilcation.

cancel

A certificate thumbprint will be generated. Keep the value for configuring the collector in Mergel.

For more information on how to create a certificate, see Creating a Certificate (Private and Public

Keys).
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Configuring the Collector in Mergel

Adding the Importer

For details on adding the importer, see Adding a New Importer.

Source Configuration

For configuring the Copilot application:

1. Add the previously saved Directory (tenant) ID and Application (client) ID in the Directory ID and
Application ID fields, respectively.

2. Provide X.509 Certificate Thumbprint in case you activate the Local machine radio button as the
X.509 Certificate source.

CONFIGURATION WIZARD X

m MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials to your company’s Copilot app so that Merge1 can be configured
to access your monitored users' account data.

If you do not have an app created for Copilot, please click for more information.

COPILOT APPLICATION CONFIGURATION

Directary ID
Application ID

X.500 Certificate Source  ® ' Local machine

Upload file (*.pfx)

X.508 Certificate thumbprint

BACK NEXT

3. Incase you activate Upload file (*.pfx). click the Select button to upload the certificate and provide
X.509 Certificate password.
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CONFIGURATION WIZARD X

m MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials to your company's Copilot app so that MergeT can be configured
to access your monitored users' account data.

if you do not have an app created for Copilot, please dick for more information.

COPILOT APPLICATION CONFIGURATION

Directary ID
Application ID
X500 Certificate Source Local machine
® Upload file (*.pfx)
X.509 Certificate file

X.509 Certificate password

BACK NEXT

The Certificate thumbprint field will be auto populated in case the collector was previously
configured by uploading a certificate.

4. Click Next.

Time Stamp Formatting

For more details on how to configure fimestamps, see Time Stamp Formatting.

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Threading and Formatting

You can control how messages are grouped in the output message using the following options:

e No threading: If selected, only a single message will be generated for each user prompt or Al
response.
e Per session: If selected, a threaded message will be generated for each Copilot conversation.

THREADING AND FORMATTING

® No threading

Per session

Message Body

Choose how imported messages should be displayed in the target. The available output message body
formats are:
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e HTML: Displays the message in HTML format.

e Pure body: Displays the oufput message as plain text, without formatting or additional details.

MESSAGE BODY
& HTML

Pure body

@‘ Note

The Pure body mode is active ONLY if the No threading mode is checked.

Attachments Configuration

e Include original data as attachment: If checked, the message original data is attached to the

output file.
e Ignore attachments: If checked, all the attachments are excluded from the message
enhancing the collector performance. Each message will contain info and the link to the

excluded attachment.

ATTACHMENTS CONFIGURATION

Include original dats sz sttachment

lgnore attachments

Otherwise, additional configurations will open for setup. See Attachments Configuration.

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

e MONITORED USERS

@‘ Note

Only users with an active Copilot license at the time of the request are included when
retrieving inferaction data. By default, data from users with revoked or expired
licenses is excluded.

e FILTERS
e TARGETS
e |MPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:
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mary
mary@VeritasGTOO RS onmicrosoft.com

To Micrasoft 265 Chat <fh&d773d7efddec0al 17 179f88add5 10@application.copilot.genbym >

Copilot BizChat - 19:hrr7X-gaHRpxSDxGfpowgF117Z)13Ba52T5dd Q87 xb01 @thread v2
Date Thu, 25 Sep 2025 071058 «00:00

Message 1D < 3Hd2084-de52-4dh-81 /- 3bcBda [ FBE2@merge ] message- o generalos

AppClass |PM.SkypeTeams.Message.Copilot.BizChat

mary mary@\VeritasGTOOps.onmicrosoft.com

explain this image eb027945-ffcg-4bed-adeb-68bch7ff0fOc
InteractionTime: September 25 at 11:10 AM CST
AppClass: |IPM.SkypeTeams.Message.Copilot.BizChal

> @J 1 altachment: onginaljson 1.5 KB

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Mare

/25/2025, 11:10 AM

& Save v
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DB

Mergel DB collector is designed as an open SDK platform to allow our customers to rapidly import a
table or part of a fable from an MS SQL or Oracle Database. With the DB source, you can collect and
process data from any MS SQL database.

The collector's objective is to map the table's columns to the specific email field format required. We are
looking fo map the "Sender." "To," "Title," "ActivityDateTime," and "Content" fields to appropriate columns
in the text-delimited file. Mergel keeps a history of imported data to ensure that the same data is not
re-imported (note that multiple columns could be added to the body of the email).

With the DB source, you can collect and process data from any database. To do so, use XML mapping
(see XML Mapping Sample).

Upload the XML file containing your formartting preferences and click Next. Then, click the Download
button in the collector configuration wizard to download a DB configuration and mapping XML file.

VAT A

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

DE CONFIGURATION & MAPPING

Configuration XML V2 file * SELECT

XML Mapping Sample

<?xml version="1.0" encoding="utf-16"7?>
<DBCollector Mapping xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsdd="http://www.w3.0rg/2001/XMLSchema">
<Version>2.0</Version>
<ConnectionString> {Database Connection String}; Initial
Catalog=DB Connect;Integrated Security=True; </ConnectionString>
<DbProvider>MsSqgl</DbProvider>
<TableName> {Source Table Name} </TableName>
<Columns>
<ColumnMetaInfo>
<Name> {Column Name} </Name>
<DataType> {Column Type} </DataType>
<Nullable>{true/false} </Nullable>
</ColumnMetaInfo>
<ColumnMetaInfo>
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</Columns>
<ColumnMaps>
<ColumnMapping>
<CanBeEmpty>{true/false} </CanBeEmpty>
<MessagePropertyName> {Message Field Name}
</MessagePropertyName>
<ColumnNames>
<string> {Column Name from above} </string>
<string>..</string>
</ColumnNames>
</ColumnMapping>
<ColumnMapping>

</ColumnMaps>
</DBCollector Mapping>

To connect to the relevant database, use a sample code idea presented below:

<add name="NAME” connectionString=”data source=.\SQLSERVER; Integrated
Security=SSPI;Initial Catalog=SOURCE DB/>

For MS SQL Database:

<ConnectionString>Data Source=.; Initial Catalog=MyDb; Integrated
Security=True;
</ConnectionString>

For Oracle Database:

<ConnectionString>Data
Source= (DESCRIPTION= (ADDRESS= (PROTOCOL=TCP) (HOST=192.168.10.253) (PORT=1540) ) (
CONNECT DATA= (SERVICE NAME=TestDb))); User ID = <username>; Password =
<password>;

</ConnectionString>

There can be as many <ColumnMetaInfo> tags as there are columns in the source table.
Note that there should not be any duplicates. Names are not case-sensitive.

There can be as many <ColumnMapping> tags as it is necessary. These columns can e reused in any
way. <ColumnName> may contain multiple string tags only if the <MessagePropertyName> allows for
multiple entries (see below). If multiple entries are present, the contents are sequenced in order with
spaces.

Valid <MessagePropertyName> values are not case-sensitive and are as follows:

e Sender: One value, must be a valid SMTP email address.
e To: One or more values, each must be a valid SMTP email address.
e CC: One or more values, each must be a valid SMTP email address.
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BCC: One or more values, each must be a valid SMTP email address.
Title: One or more values.

ActivityDateTime: One value, must be a valid DateTime value.
Content: One or more values.

Custom fields may be used with multiple values and are added to each message as custom properties.
<DataType> and <Nullable> tags are semantic and are not mandatory.

Mergel DB supports the following data type values that can be collected from the database: varchar,
nvarchar, ntext, int, tinyint, longint, and datetime.

Sender, To, CC, and BCC fields are set to SMTP addresses only, thus imported messages will show up
with empty fields.

Select the Set Display Name to SMTP address when empty option in Importer Settings under
Processing to avoid this.

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

Mon 11/19/2018 7:00 AM

A annab
Testl

To annab

Testd

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Dropbox Business

Dropbox Business is a cloud-based file storage and collaboration platform, providing secure storage for
tools, content, and teams while enhancing productivity across industries. Designed for flexibility and
data security, Dropbox Business enables organizations to store, share, and sync files seamlessly,
ensuring compliance with enterprise requirements.

The Mergel Dropbox Business collector processes Dropbox-generated content, capturing files,
metadata, and user activity for seamless integration into data management and compliance systems.
By leveraging the Dropbox Business API, organizations can efficiently archive, retain, and analyze critical
business files while ensuring security and regulatory compliance.

Activities Captured

e Files and file operations — added, copied, deleted, downloaded, edited, moved, permanently
deleted, renamed, restored, reverted, rolled back
e Comments — added, deleted, edited
e Sharing:
o Shared content - add invitees, add members
o Shared content - copy, view, unshare
o Shared folder — create, mount, unmount
o Shared link — copy, create, download, view

There are some cases, such as events generated by external (anonymous) users, which are not
captured.

Creating a Dropbox Application

The owner of your organization's Dropbox folder must perform these steps to create a Dropbox
application for use in Mergel.

1. Log in to Dropbox and navigate to https://www.dropbox.com/developers.
2. At the top right corner, click App console.

g DerhOx Documentation Guides Community & support
DBX Platform
Develop apps for
500 million

Dropbox users

Integraie your apps with the content and

3. Click Create app.

2.2 Dropbox Documentation Guides Community & support App console

You haven't created any apps,

2 James Bond
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ccess and the type of access you need: Full Dropbox - Access to

all files and folders in a user's Dropbox.

¢
LM

Create a new

1. Choose an API

Scoped acces
®  Select the lev
needs t Dro

app on the DBX Platform

s NEwW
el of access your app

phox data, Learn more

2. Choose the type of access you need

arn more about access

type

App folder - Access to a single folder created specifically for your app.

®  Full Dropbox

3. Name your ap

- Access to all files and folders In a user's Dropbox,

P

Merge? (for Businessy

Name your app and click Create

On the opened Settings tab (1), ¢
Redirect URIs field, enter https:

23 Dropbox

Merge1 Test

e

Creating a Dropbox app

(1) Configure app settings
Name your app and choose i

Select access scopes
Choose the access scapes, or

®

app.
opy and save the App key and App secret (2) and thenin the
//mergel instance/Configuration/OAuthCallback.

Documentation Guides Community & support App console

A James Band

Branding Analytics

nitial settings

specific permissions, that your app needs to interact with Drapbox. We recommend starting small and

adding more permissions later if you need them. Get started

(3) Add branding

Give your users important inf

started

formation about your Dropbox app. Should comply with the Bropbox developer branding guide. Get

Development Apply for production
0/ Enable additienal teams Unlink all teams
Only you Enable additional users
Seoped App

|

|

Redirect URIs

hitps://globanetlabs.com/Configuration/OAuthCallback
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Note that both the App key and App secret must be provided to Mergel as a part of Dropbox
Business configuration.

7. On the Permissions tab, select the following checkboxes and click Submit:

e account_info.read: View basic information about your Dropbox account such as your username,
email, and country.

e filesmetadataread: View information about your Dropbox files and folders.

e filescontent.read: View content of your Dropbox files and folders.

e sharing.read: View your Dropbox sharing settings and collaborators.

e file_requests.read: View your Dropbox file requests.

e feam_inforead: View basic information about your team including names, user count, and
team settings.

e feam_datamember: View structure of your team's and members' folders.

e membersread: View your team membership.

e groups.read: View your team group membership.

e eventsread: View your team's activity log.

22 Dropbox DocumsmEtion  Gides  Community & BERRCIT -

o @

Merge (for Business)

TasmDars.

Collector Configuration

1. Inthe Application ID field, add the App Key copied previously, and in Application Secret/Key, enter
the copied Secret, click NEXT.
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CONFIGURATION WIZARD %

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials to your company's Dropbox Business app so that Merge1 can be
configured to occess your monitored users' account data.

Ifyou do not have an app created for Dropbex Business, please lick for more information.

DROPBOX BUSINESS APPLICATION CONFIGURATION

Application ID

Appiication secret/key

| have access token

et “

your browser.

32

Sign in to Dropbox to link with testapp

[c} Sign in with Google
or

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Time Stamp Formatting

For more details on how to configure fimestamps, see Time Stamp Formatting.

Attachments Configuration

For more details on how to configure attachments, see Attachments Configuration.

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

e MONITORED USERS
e FILTERS
e TARGETS

Grant Access to Box in the opened pop-up window. Make sure that pop-ups are not blocked by
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Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

Added files and/or folders - Group chat People in qaglobanet accessjson

Group chat Pecple in gagloban.
28

Gog Smo gog@gaglobanet.onmicrosoft.com
Timestamp: April 25 at 02:05 PM CST
Added files and/or folders

File Path: /0A Automatio
Revision: 61
Size in byte
Created Tim:

roup chat People in gaglobanet accessjson

08 PM CST
Medified Time: April 25 at 02:08 PM CST
WebViewLink: hitps:/Awn.dropbox.com/

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.

rylriy2 /Group-chat-Peagle-in-qaglobanet-access json?dl=0

~
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Dubber Speik Recordings

Dubber Speik is a unified data capture and streaming engine that records conversation data from
various sources, including video, chat, SMS, and voice communications. Built for compliance and
intelligence, Dubber Speik ensures secure and scalable data processing across enterprise networks and
OTT Unified Communications platforms.

The Mergel Dubber Speik Recordings collector captures and archives audio and video communication
data, providing businesses with real-time access, storage, and analytics for compliance, security, and
business insights. By integrating with Dubber's recording infrastructure, organizations can effectively
retain critical conversation records while ensuring regulatory adherence.

@ Info

Please reach out to your Dubber Speik representative to obtain your credentials.

Activities Captured

e Microsoft Teams calls
e Mobile phone calls

@’ Note

These activities must be recorded by Dubber Speik.

Collector Configuration

Source Type
For Source Type configuration:

e Enable Microsoft Teams to collect recordings from Microsoft Teams.
e Enable Mobile Phone to collect recordings from mobile phone calls.

SOURCE TYPE

Microsoft Teams

®  Mobile Phone
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Dubber Speik Recordings Configuration
Enter the following credentials of the Dubber Speik account:

Username

Password

Speik Accountld

Speik Solution Instanceld
Speik base URL.

DUBBER SPEIK RECORDINGS CONFIGURATION

Username
Password

Speik Accountld

Speik Solution Instanceld

Speik base URL https//uk speik.com/

These credentials should be provided to configure the Dubber Speik Recordings collector. Please reach
out to your Dubber/Speik representative to obtain your credentials.

Department Filtration

To customize how departments are monitored, select one of the following options:

e Monitor all departments: All departments will be monitored. No further input is required.

e Monitor all except selected departments: Monitoring will exclude the departments you
specify. A CSV upload interface will appear to allow you to provide the list of departments to
exclude.

e Monitor only selected departments: Monitoring will be limited to the departments you specify.
A CSV upload interface will appear fo allow you to provide the list of departments to include.

DEPARTMENT FILTRATION

Monitor all departments
Monitor all except selected departments

®  Monitor only selected departments

File * UPLOAD

Download file DOWNLOAD

.y

Q- Tips on CSV Validation Rules

To ensure proper functionality, uploaded CSV files must meet the following criteria:

L

e File Format: Must be a CSV file.
e File Size: Must be greater than O KB. Empty files will be rejected.
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e Content Structure: Must contain a single column listing department names. No headers or
additional columns are allowed.

Advanced Configuration Options

There are the following advanced options:

e The Subject Prefix feature will add a prefix before the message subject to facilitate the search
in the target.

e Options Do not download data modified before and Do not download data modified after
allow cutting off data outside the set date range If the before date is set to 08/17/2024 and the
after date is set to 09/17/2024, only the data between these two dates will be downloaded.
Data outside that timeframe will be ignored.

e The Include original data as attachment feature allows including/excluding original data as
attachment by enabling/disabling the corresponding checkbox.

ADVAMNCED CONFIGURATION OPTIONS

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

Call between 01632960000 and 447700900000 ~
2 original json a| 26822.mp3
a 447700900000@dubber.speik.app a s o~ O J @ .-
To: O 01632960000@dubber.speik.app Tue 2025-02-25 07:39
original json “ 26822.mp3 —
4KE 97 KB

2 attachments (100 KB) B Save All Attachments

Type: MobilePhone Call
Duration: 00:00:50
Participants: 01632960000, 447700900000
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Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Dubber Speik SMS

Dubber Speik is a unified data capture and streaming engine that records conversation data from
various sources, including video, chat, SMS, and voice communications. Built for compliance and
intelligence, Dubber Speik ensures secure and scalable data processing across enterprise networks and
OTT Unified Communications platforms.

The Mergel Dubber Speik SMS collector captures and archives SMS data, providing organizations
with real-time access, storage, and analytics for compliance, security, and regulatory adherence. By
integrating with Dublber's recording infrastructure, businesses can efficiently retain critical SMS records
while ensuring secure communication management.

@ Info

Please reach out to your Dubber Speik representative to obtain your credentials.

Activities Captured

e SMSs

Collector Configuration

Enter the following credentials of the Dubber Speik account:

Dubber Speik Username
Password

Speik Accountld

Speik Solution Instanceld
Speik base URL

DUBBER SPEIK 5MS CONFIGURATION

Username

Password

Speik Accountld

Speik Solution Instanceld

Speik base URL  hrtpszuk speik.com/

These credentials should be provided o configure the Dubber Speik SMS collector. Reach out to your
Dubber/Speik representative to obtain your credentials.

Advanced Configuration Options

There are the following advanced options when configuring the collector with Mergel.

e The Subject Prefix feature will add a prefix before the message subject to facilitate the search
in the farget.
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Options Do not download data modified before and Do not download data modified after
allow cutting off data outside the set date range. If the before date is set to 08/17/2024 and the
after date is set to 09/17/2024, only the data between these two dates will be downloaded.
Data outside that tfimeframe will be ignored.

The Include original data as attachment feature allows including/excluding original data as
attachment by enabling/disabling the corresponding checkbox.

ADVANCED CONFIGURATION OPTIONS

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

Subject added from GUI - SMS: +447700900089:+447876875064 ~

2 original json

R James Ranger “ & 2 Y J| @

To: O +447876875064@dubber.speik.app Mon 2023-05-22 17:03

original.json o
2KB

Test email with normal body

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error
Import job successfully completed
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Importer metric anomaly detected
Importer metric deviation detected
Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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EML

The EML collector is used for importing EML data from Symphony. EML format is widely used by
various compliance and archiving solutions and may help the organization avoid the need to develop a
specific source parser. The EML collector is used for importing EML data from Symphony. Files with the
MDS extension should be excluded from the import, as content from Symphony is exported in a single
Zip file containing EML files for each active conversation.

There are some drawbacks to using EML instead of the Symphony collector for processing files from
Symphony. They include:

e EML does not have a subject line to do conversation threading when searching.
e EML has a poorer look (XML to HTML looks better than EML).
e EML misses information about the room created, when joined, etc.

Collector Configuration

Advanced Configuration

Thread By

This section allows threading a message based on:

From
Cc
Subject
To

BCC
Date

e Custom headers (comma-delimited): Specify the headers you wish fo include, using commas
as delimiters.

e Add the Reply-To field to the To field: If checked, the Reply-To field value will be added to the
To field value.

ADVANCED CONFIGURATION

THREAD BY

From To
te Ecc
Subject Date
Custom headers ([comma delimited)
«| Add the Rephy-To field to the To fizld

Timestamp Formatting

For more details on how to configure fimestamps, see Time Stamp Formatting.
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Other Configurations
For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

JQ Joe Q. Public <john.qg.public@example.com>

Hi everyone

Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.

161



Mergel | User Guide
IMPORTERS

EWS

Exchange Web Services (EWS) is an application program interface (API) that allows programmers to
access Microsoft Exchange items such as calendars, contacts, and email. EWS, which first became
available in Exchange Server 2007, provides administrators with the flexibility to store, retrieve, move,
and modify email and related data for a single user, a group of users or an entire Exchange Server
organization on an Exchange server.

Mergel retrieves data from Exchange servers via EWS.

Activities Captured

From Exchange:

Messages

Meeting requests
Meeting cancellations
Appointments

When to Turn File Transfer Off

There is a situation where you would want to turn File Transfer off and leave it off - when you must

maintain a regulatory compliance standard.

In Skype for Business Online, file transfers within Instant Messaging are considered a "non-archived
feature." That means the feature is not captured when you have an In-Place Hold set up in Exchange.
Thus, the data you would send via file transfer does not get recorded, which can jeopardize
compliance. (Shared OneNote pages and PowerPoint annotations are also non-archived features.)

This option is controlled at the user level. In the Skype for Business Admin Center, under Users, you will
find the option for turning off non-archived features. You are supposed to select this option if you are
legally required to preserve electronically stored information.

Providing Necessary Permissions to the Account

To provide necessary permissions:

. Go to https://portal.office.com/AdminPortal/Home.

2. Log into your account if you are not logged in yet.

3. Open Exchange admin center.

i Microsoft 365 admin center

= Globanet 2 Darkmode £ What's new?

a Users e
Recommended based on number of inactive Teams users
A Groups w
B iling = Help people get started
2 setp with Microsoft Teams
s ficer ) haes Wsers with Teams licenses
Admin cents e
W Active ms
L3 e Exchangt W Haven't used Teams in the last 20 days
View recommendation

4. Go to Roles >Admin Roles.
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admin center B Search

Fde oo T

Corrparse Mamsgoment

B Oecovery Managemen o

wirs 203897041

ExchangeService

GlobaReaders 182740142

Help Desk

5. Click Discovery Management to open its settings.

i Exchange admin center B Search {Pre

F Admin roles
@ Home
5 e " Admin roles
Mailboxes Admin rale groups Give Users permissions 1o view d
Exchange admin ce
Groups about man 1 role gro

Contacts [ Copyrolegroup  [i] Delets
5= Mail flow v
fa Toles o Role greup

1 Admin roles [ compliance Management

O Migration
Discovery Management
Wlf Moabile v
I Reports ) [ BxchangeServiceAdmins 2103897041

Q@ Insighis

& Orgarization v
GlobalReadlers 1582740162

£3  Public folders v
£ Settings

B Other features L Help Desk

complete tasks, and use

Give vsers arly the access they need by assigning the le

Dasenpton

e
andd

Members of this management
‘organization for data that

Discovery Management

General  Assigned  Permissions

Add or remav reies to the Discovery Management role aroug. Roles define the

tasks and resources that the members assigned to this role group can mar

s

Defaul

O roet

[ Application CalendarsRead (@

[[]  Application CalendarsRea.. (@ Nene
[0  Application ContactsRead (D None
|| Application ContactsRead... (D)  Onganizaten ane
] Application EWS Accessis... (D Miane
[ Application Exchange full .. (D Organiction ane

IMPORTERS

@ Home
Admin roles

8 Recpients ~

ol Acdmiin rcle groups give ussrs parmissions ta view data, complete ta

nin center. Give users only

Groups 3 i

Resources

Cantacts Copyrolegroup @ Delete
B Mail flow ot
S Roles ~ Role groun |

| Admin rales [ Compliance Management

% wiaratinn

7. Select from the list and click Add.

Discover)“llanagement

Assigned  Permissions

These are the admins assigned to this role. You can add or remove ardmins fram thi

ole group here

] Arin name
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8. On the Permissions tab, check the boxes to add roles.

IMPORTERS

9. Add Legal Hold, Applicationimpersonation, Mailbox Import Export, and Mailbox Search to select
the administrator roles that correspond to the Exchange features and services that members of
this role group should have permissions to manage and click OK.

@‘ Note

Legal Hold and Mailbox Import Export do not need to be enabled if Retention Policy is going

to be used. They should be enabled only in case In-Place Hold is used.

i Exchange admin center

@
A

Home
Raciplonts
Malbores
Grouos
Resourcas
Contacts
Mail flow
B Roles

1 Admin roles
3 Migration
o Mobilo
2 Reports

@ Insights.
& Organization

Public folders

2 8

Settings

i

Other festures

£ Search (Preview)

Home & Admin rufes

Admin roles
Admin rale groups give users permissians o view ata. complete tasks, and use

Fxehange admin canter. Give Users only the aceess they need by assigning the la
alsout managing role groips

T Capy rale graup @ Dedete

selected X | D Search -
Role gioup
L omeiet Detault cecipientscope Deteultconfgurat
Compliance Management
[~ Application Calendars Read (1) Mo
L [T Application Calendars Rea.. () Nen
[T ExchangeServiceAdmins 2103897041 [T Application ContactsRead (0 & None
[ Application ContactsRead... (D Organization Mene
[T Applicstion EWS.AccessAs.. (D Organizstion None
| GlobalReaders 1562740162
[T Application Exchange Full .. (D o Non
T Mmalestinn MsH Gl Amsaee Y
1 Help Desk Merbers o ths managemens|
ncidae vecipients and view

Discovery Management

Genersl  Assigned  Permissions

/dd o remove roles ta the Discovery Management rals group. Koles define the
tasks and resaurces that the members assigrid to this rele group can manage.

Impersonator user must have Mailbox Search permission if ALL is selected on the Monitored users tab.

10. Click Save in Discovery Management setftings.

Setting Up Security and Compliance for Microsoft 365

To set up Microsoft 365 Security and Compliance:

1. Navigate to Information governance, in the Microsoft Compliance center.

2. Click New retention policy to start the setup wizard.
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i Microsoft 365 compliance

@ MHome Infor ion gover e

Name *

nter a friendly name

.| fame Name your retention policy
|
|

) Finish
Description

Enter a friendly description for your policy

=

m St

In the next screen you will be offered to choose the applications to apply the retention policy to. You
can either select Apply policy only to content in Exchange email, public folders, Office 365
groups, OneDrive, and SharePoint documents.

Once you choose the locations where the retention policy applies, click Next.

fi Microsoft 365 compliance

B e Choose locations to apply the policy

@ Locations The policy will apply to content that's stoced in the locations you choos

w2

On the next screen, you can set the retention period of the messages along with other options.
Configure the settings so that they meet your compliance requirements and click Next.
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Microsoft 365 compliance

T Name Decide if you want to retain content, delete it, or
- both

| ®) Retain items for a specific period

@ Retention settings " Items will be retained for the period you chooss,

| Retain items for a specific period

Q Finish 7 years |

Start the retention period based on

When items were created |
At the end of the retention period

®) Delete items automatically

_) Do nothing

() Retain i

se, we'll delete them from where they're stored. =

Back Cancel

nbornation govemance. >, Creste retention policy

T b Review and finish

@ Locations 1t might take up to one day to apply this policy to the locations you selected.
| Policy name

© Retention sattings Edit

.I ik Description

Edit

Locations to apply the policy

Teams channel messages (All Teams)

Retention settings

{

Back Submit Cancel
Note that it would take up to 1 day to apply the retention policy to the locations you chose.

Enable In-Place Hold

Creation of In-Place Holds in Exchange Online will be discontinued later this year or early next year. As
an alternative to using In-Place hold, please, use Retention Policy as described in Providing Necessary

Permissions to the Account.

Creating a Microsoft Entra ID Application

The Office 365 or Azure administrator in your organization must complete the steps detailed in the
sections below.

Registering an Application
. Signin to Azure Portal,

2. Select Microsoft Entra ID under Azure services.
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B I RO
— T ’

.

Azure services

o > ?

= & (%) & -

Create 3 Microsoft éntra . Subscriprions. Al resounces Enterprice Storage. Lgers Resource APp Seranes MCTe Servio ot
tespurce o apphation; secounts groups
Resources

Récent  Fanorite

Hame Type st Viewred

In the left-hand navigation pane, click Manage > App registrations.

. EESSSEET I R

(i ) Globanet | Overview X
+ add ~ @ manage tenarts [ What's new 2 priview features A7 ot teedbackt ~
o nd b problams = . -
# Diagnote a * problems () Mkrosoft Entrs has 3 simpler, integrated sxperience for managing 2l vour idensity and Access Management nesds. Try the new Microsoft Entra
~ Manage admin center] £
- Users Overview  Monitoring  Properties Recommendations  Setup guides
& Groups
A Gl ideriities Search your tenant
. Roles and administrators Bade Infomation
& Adminctrative units
Delegated agmin Mame Globanet Users 24
¥ partners
Tenant ID 28d112c0-2103-4e56-84ba-4ndeves1o4se [ Groups a2
B Enterprica applications.
) Ceviees ¥ 3 fting.com Applications 223
BL App regustrations Litense Mictosoft Entra 10 Free Devices "

(&} \dertity Govemance

Click New registration.

s B O

Home

App registrations & - %

@ indponts K Troubleshoot () Retresh & Downlosd [ Previewfeatures & Got feadbacks

@ Starting June 2eh. 2000 we wall na longer 34 sy new estures to fzure Artwe Dwectony Authenesestion Lisrary {X0AL) snd Azure Artwe Directory Sraph. We wll continue o previde bechnieal support and secunty =
upelates but we wil no leeges peowele feature updates. Appheatens will meed o be upgiaded ta Mcresolt uth Library (MEAL] and ph Leam more
All applications  Owmed applications  Deleted applications
hasar. * add firers
262 applications found -

Display name * Application (client) 10> Created on T Certificates & secrets

To register an application:
5.1 Enter a Name for the application.

5.2. Click Register.
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BT

Register an application

* Mame

w vher-scg ciupiey name for this application (This cen be changed Litw)

6. An Application (client) ID and Directory (tenant) ID will be generated. Keep both for configuring
the collector in Mergel.

Granting Permissions

Adding Microsoft Graph API Permissions
To add Microsoft Graph APl permissions:

1. Inthe left-hand navigation pane, click Manage > API permissions.

2. Click Add a permission.

3. Inthe opened pane select the Microsoft Graph API.

Request API permissions

Select an AP A

Microsoft APYs APl my cogamization uees My APl

Commonly used Microsaft APt
ik Grarvies semactwade coment may reviks per
sincted Lagen moee -

Tk acharnsge of the emandoe e Msblty
Sacorty, wnd Windows s Wi ook Tachange,
Ciclivwe. Cnehicte. SharePeset -

4. To add the necessary permission:
4. Click Application permissions.
42. Add the following permission:
42.1. User: UserRead All
43. Click Add permissions.
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|

Home > App fegistrations > SampleApp.

5 SampleApp | APl permissions

£ Search

B oueniew

& Qickstart

o integration assistant

K Disgnass an

v Manage
B Branding & properties
D Authentication

Certificates & secrets

1! Token

<+ API permissions
& £xpose an 40

1 app roles

& Owners

& Roles and administratoss
0 ronifest

» Suppert + Troubleshooting

d solve problems

40 o o foveren by svening Corl SR Fe

Request API permissions X
€Al apis a
) Refresh | /7 Got feedhack? * el
hitps:/fmicrosoftsharepoint.com Docs '
Microsof Graph st
A\ Granting tensnt-vide consent may revoke pes
i 2
@ The “Admin eonsent required
your arganization o in o
Configured permissions
Applications are suthorized to call APts when the)
all the permissions the application needs, Learm 1
- Add a permission v Grant admin conser  Select permissions expand sl
AP/ Permissions name Type [ Stmiyping a pemision o firerthese esuts
Permission Admin consent required
Defegated 5 g
. 3 > Termtore
o view and manage consented permissions for ir
7 user

Adding Office 365 Exchange Online APl Permissions

To add Office 365 Exchange Online APl permissions:

1.

oW N

Home > App registrations

Click Add a permission.

Sampiehpp

Click APIs my organization uses.

In the left-hand navigation pane, click Manage = APl permissions.

Search for Office 365 Exchange Online and choose the API.

T

I T copilor

= SampleApp | AP| permissions =

D Seach
B crenview
o Cuckitet
# Integration ssisten
K Disgnese and sobe problems
o Marnige
= wanding & properties
D muthentication
Centificates & secrets
1 teiken configuration
AP permissions
& Expose an a1
EL app roles
& owrens

& Rekes ard sdministratces

-

L) Ratrash A7 Get fescta

0 Succentally gransed adminc

w e

Pelechthe vabie in your Seg
Configured permissions

Applcations are authorized 10 call
all the permissions the apphication

T Add 3 permestion ell

AT Peemissions name

Ta view 3N maruge conssnted pi

5. To add the necessary permissions:

Click Application permissions.

5.2. Add the following permissions:

5.3. Click Add permissions.

Request API permissions

Select an API
Microsalt APl APls my arganization uses My APl

Apps in your directory that sxposs AP a8 shown below

IMPORTERS

|7 c#tica 365 fxchange oniing

Hame

Office 365 Exchange Oniine e

Appiication {cent) 1D

DO0OD00Z-0000-01f 1-0e00-000000000000

5.2.1. Other permissions: full_access_as_app

5.2.2. MailboxSettings: MailboxSettings.Read
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o ST G o Soo s~

A Request APl permissions b

- SampleApp | APl permissions  #
P &
Office 365 Exchange Oniing
Htpsfetkokofficecom

Refresh B cot tewcita

W el @ Suceemshty gramted admn e What type of permissions does yous application require?
& Quickatart
Delegated parmuiniicans
" . A Gearteg tenant e osen o
o wegration assistant behall aeet affeched ogmy  "Our MEPECASON neecs 10 access the AR us the
X Cragnose and sobve problems
v Manage 1
0 e i
1 Beunding & propenies refioct the valve in your 8 | ey s o o
igned-in user,

D authentieation |
Configured permissions

Cestificates & secrets
Agpications e authorized fo call | Se3eCl permissions
I token configurstion all the peemisten the apphcatan

art tygarg i peeminaace T fier thse ity

-

P —— t Addapermiasion " G Fermisson Admin consent requined
& Bipose an AR

AP Permissions name
> Other permissions

» Calendars e

> Conacts »

B hppeoies
8 Owners

&, Fioles and adminkstrabors

B Mantert

b Support + Troubleshooting o

o vie A mansge coranted p

Granting Admin Consent

1. Go back to API permissions.

2. Click Grant admin consent for your company to grant the added permissions.

Microsoft Azure P Search resources seices. and docs G+ l o copilat
Homs » App registrations > Sampledpg
- SampleApp | APl permissions  # #
semich 3 nefvest B Gt feedbackr
B Ovenvew &

Al You are editing permissianis) to your appication, users wil have ba cansent even & they ve aineady done 2 previously,
B Cuackestart A i A A b S S AR | Y, SR 81 et ey S

= orgasizasons whese this apg wil be used. Legon more r

e
refiect the vk i yo

&' integeation assistant

X Disgnose and solve problems Configured permissions

V Manage Applications are authotized to call APts when they se granted permissions by users/adming o pat of the consent process. The list of configured permissions should indude

all the pemussions the applcation neecs. Learm mare About pemmissions and cansent
B2 Eranding & propertes
D authersication = Ade 3 parmissicn . GERnt admin consent for Glabanet e

T Certificites & secrety AP/ Permissions name Tvoe Descrintion Admin consent reu_ Status
M Teken corhguraben
= APY permitssians
@ Expose an AP

EL approles

Uploading a Certificate

To upload a certificate:

1. Inthe left-hand navigation pane, go to Manage > Certificates & secrets.

Select Certificates.

Click Upload certificate.

Select a certificate (public key) with one of the following file types: . cer, .pem, .crt.

Click Add.

o A~ v N
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m G s e

Upload certificate

SampleApp | Certificates & secrets =

stificate (public key) with coe of the fellowing Fle types: cor, pem, ert*

M certificates have been sdded for this application e

A certificate thumbprint will be generated. Keep the value for configuring the collector in Mergel.

For more information on how to create a certificate, see Creating a Certificate (Private and Public
Keys).

Collector Configuration

To configure the EWS collector:

1. Specify the URL for the EWS collector.

2. Select the required Exchange version from the drop-down list.

3. Choose if the import should be done by the last modification date (DateTimeModified) or by the
creation date (DateTimeCreated). The cut-off date options change accordingly.

4. Fillin the Mailbox Folder from where the data should be imported. If you have more than one
Mailbox Folder, separate each name with a semicolon (*;").

5. To process data within all the folders, check All folders.
6. To process data within the subfolders of the specified mailboxes, check Include subfolders.

7. To search for the mentioned mailbox folders in the recovery route folders, check Load recoverable
items if the Exchange Version is not Exchange2007 Spl.

8. Enable Personal archive to process only the archived information.

EWS CONFIGURATION

URL  hmpsi/outlook office365.com
Exchange version | Exchange20075pt '
Import based on DateTimeModified !
separated by '’
Mailbox folders
All folders
nclude subfolders

Load recoverable items

Personal archive

9. In case of enabling Basic Authentication, enfer Impersonator and Password.

10. Provide Tenant ID and Application ID.
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1. Provide X.509 Certificate Thumbprint in case you activate the Local machine radio button as the
X.509 Certificate source.

CREDENTIALS

AUTHENTICATION TYPE
Basic Authentication

= OAuth
{f you do not have an app created for EWS, please click for more information
Tenant ID
Application ID

X509 Certificate Source ' ®  Local machine

Upload file (*.pfx)

X.509 Certificate thumbprint

12. In case you activate Upload file (*.pfx), click the Select button to upload the certificate and provide
X.509 Certificate password.

CREDENTIALS

AUTHENTICATION TYPE
Basic Authentication

if you da not have an app created for EWS, please click for more information.
Tenant ID
Application ID

X.509 Certificate Source Local machine

& Upload file (* pfx)

X509 Certificate file SELECT

X509 Certificate password

The Certificate thumbprint field will be auto populated in case the collector was previously
configured by uploading a certificate.

For step-by-step instructions on how to get Application ID, Tenant ID, and Thumbprint, see
Creating a Microsoft Entra ID Application and Creating a Certificate (Private and Public Keys)
accordingly.

13. For Advanced Configuration Options - Do Not Download Data Modified/Created Before and Do
Not Download Data Modified/Created After, allow cutting off data outside the set date range. If
the before date is set to 08/17/2024 and the after date is set to 09/17/2024, only the data between
these two dates will be downloaded. Data outside that timeframe will be ignored.

ADVANCED CONFIGURATION OPTIONS

#| Do notdownload data modified before: | 12/70/2024

Do not download data modified after:

14. Select the Message Class you would like Mergel to import and then click Save.

A Message Class is an internal identifier that Microsoft Outlook and Microsoft Exchange utilize to
locate and activate forms. There are the following Message Class types that Mergel can import:
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MESSAGE CLASSES

' Message (IPM.Note)

#| Meeting request (IPM.Schedule.Meeting.Request)

¥ Meeting cancellation (IPM.Schedule.Meeting.Canceled)

| Appointment (IPM.Appointment)

Data captured from Exchange

Message (IPM.Note)

Meeting Request (IPM. Schedule.Meeting Request)
Meeting Cancellation (IPM.Schedule.Meeting.Canceled)
Appointment (IPM.Appointment)

To include messages irrespective of their Message Class, select all of them.

Message Classes can be edited in Mergel.Collectors.Base.dll.config in the Bin folder within the Mergel
7.0" installation directory. Default path: C: \Program Files\Globanet Consulting
Services\Mergel 7.0\Bin\Mergel.Collectors.Base.dll.config.

History Tracking

Based on the provided information, there is a chance to monitor a certain timeframe but get a
message with a timestamp that is out of the specified frame. This case is applicable when import is
based on DateTimeModified.

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

e MONITORED USERS

e FILTERS

e TARGETS

e |MPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

(Mo subject) ~

@ meosssc 2xs | B SASOABAp | L 6OSSESa Spul Siadio_tjpy et 2010

Supported Notifications

The importer supports the following notification preferences:

5 In case of Mergel version 6.0, the path willbe C: \Program Files\Globanet Consulting Services\Mergel
6.0\Bin\Mergel.Collectors.Base.dll.config.
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Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Exchange Graph API

Microsoft Exchange is a business-class email platform designed to enhance productivity by providing a
focused inbox, intelligent organization, and seamless infegration with workplace tools. With advanced
features that adapt fo user workflows, Exchange enables faster and more efficient communication
across organizations.

The Mergel Exchange Graph API collector retrieves Exchange server data via Microsoft Graph AP,
ensuring secure and efficient email archiving, compliance, and data management.

Activities Captured

o Messages
®  Meeting requests
e Meeting cancellations

Creating a Microsoft Entra ID Application

The Office 365 or Azure administrator in your organization must complete the steps detailed in the
sections below.

Registering an Application
1. Signin to Azure Portal,

2. Select Microsoft Entra ID under Azure services.

= Microsaft Azure P Search resources, services, and docs (G4 ) I 0 Copllat M
- po — ——— T ey "

Azure services

Craate 2 Microtoft entra
Resources \

Récent  Fanorite

Hame Type st Viewed

3. Inthe left-hand navigation pane, click Manage > App registrations.
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- RN

(i ) Globanet | Overview X
+ add ~ G Manage tenants  [73 What's new 2 priview features A7 ot teedbackt ~
o nd b problams = . -
# Diagnote a * problems () Mkrosoft Entrs has 3 simpler, integrated sxperience for managing 2l vour idensity and Access Management nesds. Try the new Microsoft Entra
~ Manage admin center] £
- Users Overview  Monitoring  Properties Recommendations  Setup guides
& Groups
A Gl ideriities Search your tenant
. Roles and administrators Bade Infomation
& Adminctrative units
Delegated agmin Mame Globanet Users 24
¥ partners
Tenant ID 28d112c0-2103-4e56-84ba-4ndeves1o4se [ Groups a2
B Enterprica applications.
) Ceviees ¥ 3 fting.com Applications 223
BL App regustrations Litense Mictosoft Entra 10 Free Devices "

(&} \dertity Govemance

4. Click New registration.

oo o BT O

App registrations & - e

& indponts K Troublesnoot () Refresh L Cownload B Preview features A7 Got feedback?

1 Startng June 3onh. 2020 we wil no.longer add any rew Matures to Azure Actwe Directony Authensication Liswary {SDAL] snd Azure Active Dinectory Graph. We wil continue to provide technical support and secunty. e
updates but we will no longes provade frature updates. will e 8o be upgy Mcenialt Authe Litwrary (MSAL] and Graph. Leain mone
All applications  Owned applications  Deleted applications
£ sant ay riame o applicat nt] [0 to fil H add fners
262 apphicstions found "
Display name Application {client] 10 Created on L Certificates & secrets

5. To register an application:
5.1 Enter a Name for the application.

5.2. Click Register.
BT =

Register an application
* Name

The uter-tacng ciuply nams for this applecation (This cen be changed Litw)

Suppored account types
Whe can e this sppication or soo thes APTT

@ acioumes i thi ctaret orly - Segie traet

D et - Mutenet

D) Accounts in sy orgarieatonal desctory (Any Microsoh {

() Accounts in any oeganzational diesciory (Amy Mrosol Erara i tesant - Mulitenaes ind perscnal Mcrosoh accounts fo.g. Stype

he)
{0 Persort Muroish secounts el
Redirect URI [optionsl)

w P spema i
changed Laber. but 3 vaiue & requited for

sty ... 5 optonal sed & ce be
authenticanon scenance

(™ v | o3 Mtpyeasmein.comymuth

Regiter an app ouTe woriing on here. istegrate gallery apps and other apps from cutsde yeur egancaton bry adding biom £t

[p———

6. An Application (client) ID and Directory (tenant) ID will be generated. Keep both for configuring
the collector in Mergel.
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Granting Permissions

Adding Microsoft Graph APl Permissions

To add Microsoft Graph API

permissions:

1. Inthe left-hand navigation pane, click Manage > APl permissions.

2. Click Add a permission.

3. Inthe opened pane select the Microsoft Graph API.

= SampleApp | AP| permissions <

¥ Tagnose and soive problems
- Marage
B srandeng & properties

D semantication

cates & seCTets
R p—
# AP permission
G Gmpose an 451

B app rokes

& Swnen

& Roles sed asminiraton

£) Rebesh | /P Gottendback?

4. To add the necessary permission:

41.

Click Application permissions.

42. Add the following permissions:

421, Mail:
4211

MailRead

4.212. MailReadBasic. All

4.2.2. User: User.Read. All

43. Click Add permissions.
T

Home > App registrations > SampleApp

Request API permissions
Select an APY
APls oy ceganization uses

Microvolt APl

Commonly used Micrasoft APt

Microsoft Graph

My APt
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I B coplot

= SampleApp | API permissions =

£ Search
B oveniew
i Quickstort
o integratian assistant
X Diagnase and solve problems
v Manage
B Branding & properties
D Authentication
Certificates & secrets
1! Teken cenfiguration
< APl permissions
@ Eipose an AP
15 App roles
& Onners
. Roles and administrators
M Moniest

» Suppert + Troubleshooting

4 o overes by pening CHrt SRt

O Rebresh | &7 Got feeaback!
A\ Granting tenart-ide consent may revoke pet
sffected Loy more

10 The *Adin consent st ki shona
your organiztion, ofin rganizstions where t

Configured permissions

applications are suthorized to call 491 when they
all the permissions the application needs, Learm 1

+ Add 3 permission /' Grant admin conset

API / Permissions name Type

v Microsaf Gragh {1}
User Resa

Detegated

To view and manage consented permissions for it

Request API permissions

<Al APis

aticn require?

eess 1o access the APl asthe

Application permissions.

signed-in user.

Jph &PL Vo may went £ conider using Microssf

Select permissions

Geaph instend

[ Sannrgs pmiion s mer v e

Permission
> sites
> TermStore
7 User

15

Admin consent required
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1. Go back to API permissions.
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2. Click Grant admin consent for your company to grant the added permissions.

e g

l & copilat

Homs » App registrations > Sampladpn
o SampleApp | APl permissions  # ®
Soch O mefestr | B ot feedbackt
. .
R et b Tou are edning permissicn(s) 1o Yo SPEACERGN, Users Wil RAVE 1 CONSENt even & ey ve Bready 0ane 53 Erevioush
Hi Cuackestart ook L — e 1 el 0 LS 80 i Ll A L L n
fefiect I wakar i yout amnisalin. of tations whiese this app wil be used. LEacn O -
& nbegration azssant
X Diagnose snd sabe preblems Configured permissians
v Mgy Appiicatioes ane suthotized to cal APt whe by users/admins a3 pact of the comsent peocess. The list of corfigured permissions should induce

B achwsicaion - ada s paricion I e e

Cetificates & secrets AP £ Parmissions name Twoe

M Teken comhgurahen

o AP pemisians
G Exporse an AP

L app roles

Uploading a Certificate

To upload a certificate:

all the permissices the appkcation needs. Lea d cansent

Admin consent reou._ Status.

1. Inthe left-hand navigation pane, go to Manage > Certificates & secrets.

Select Certificates.

Click Upload certificate.

W N

o

Click Add.

Select a certificate (public key) with one of the following file types: . cer, .pem, .crt.

l L m

Microsoft Azure D Sewch resourced ssrnces, and dags (04))

SampleApp | Certificates & secrets =

Saach A Gotfeedoack?
B oueniew
& ouian Credantiais snakie serddential applizations o ety themsehes 1o the actheat

schesne). For 3 highe level of assurarce, we recommend using 3 centificate inste:
5 integration st
# Dlagrase and sove problems

W Applcation regatration certificates, secrets s frderated credentists can be foy

w Mansge
= nraring & properties
Cortificates (0) tsecrets 0} Federated credentials )

2 authantication bl ovl i

COMMCATES GIN DE USD 35 SICTTS 30 [ROVE e APPACINON S RNy When requ

F Upload cetiate 0

Cartificates & socrets
1 Teken consguration

B AP pemssiens

Toumbgrint Deseription
& Expose an &3

= o certificates have been sdded for this apphication.

T app roles

& Owness

Upload certificata x

Uplasd a certificate (public bey) with ot ef the fellowing Flé types: cer, pem, 2n*

(51}

Cancel

A certificate thumbprint will be generated. Keep the value for configuring the collector in Mergel.

For more information on how to create a certificate, see Creating a Certificate (Private and Public

Keys).
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Configuring the Collector in Mergel

Adding the Importer

For details on adding the importer, see Adding a New Importer.

Source Configuration

For configuring the Exchange Graph API application:

1

Add the previously saved Directory (tenant) ID and Application (client) ID in the Directory ID and
Application ID fields, respectively.

CONFIGURATION WIZARD X

m MOMNITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials to your company’s Exchange Graph APl app so that Merge1 can
be configured to access your monitored users' account data.

if you do not have an app created for Exchange Graph APY, please ciick for more information.

EXCHANGE GRAPH APl APPLICATION CONFIGURATION

Directory ID
Application ID

X.509 Certificate Source '®' Local machine

Upload file {* pfx)

X.509 Certificate thumbprint

For X509 Certificate configuration:

e Provide X.509 Certificate thumbprint in case you activate the Local machine radio button as
the X.509 Certificate source.

The Certificate thumbprint field will be auto populated in case the collector was previously
configured by uploading a certificate.

X.509 Certificate Source ¢ Local machine

Upload file (*.pfx)

X.509 Certificate thumbprint

e Incase you activate Upload file (*.pfx). click the Select button to upload the certificate provide
Password.

179



Mergel | User Guide
IMPORTERS

X.509 Certificate Source Local machine

®  Upload file (*.pfx)

X.509 Certificate file

X.509 Certificate password

3. Click Next.

Exchange Graph API Configuration

1. Choose whether the import should be done by the last modification date (DateTimeModified) or by
the creation date (OriginalDateTime). The cut-off date options change accordingly.

2. Fillin the Mailbox Folder from where the data should be imported. If you have more than one
Mailbox Folder, separate each name with a semicolon (*;").

3. Check All folders to process data within all the folders.
4. To process data within the subfolders of the specified mailboxes, check Include subfolders.

5. To search for the mentioned mailbox folders in the recovery route folders, check Load recoverable
items.

EXCHAMNGE GRAPH API CONFIGURATION

Import based on DateTimeModified

Incautious changes to the history tracking mechonism may cause dato /oss.

separated by "'
Mailbox folders

All folders
nclude subfolders

Load recoverable items

6. For Advanced Configuration Options - Do Not Download Data Modified/Created Before and Do
Not Download Data Modified/Created After allow cutting off data outside the set date range. If
the before date is set to 08/17/2024 and the after date is set to 09/17/2024, only the data between
these two dates will be downloaded. Data outside that timeframe will be ignored.

ADVANCED CONFIGURATION OPTIONS

« Do not download data modified before:  3/25/2025

Do not download data modified after:

7. Select the Captured Activity type you would like Mergel to import and then click Save.

There are the following activities that Mergel can import:
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CAPTURED ACTIVITIES
¥ | Message
Meeting request

Meeting cancellation

8. Toinclude messages irrespective of their type, select all of them.

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

e MONITORED USERS

e FILTERS

e TARGETS

e IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

This is mail subject 636a50227dad4e90bcb246d6437e2cfd ~
? (No subject)
as Gog Sm L e ] ] B
To: O Adele Vance Fri 2025-03-28 00:37
(No subject) v

2KB

This message is for test case : exchange_cancel_meeting MessageDateTimeUTC : 3/27/2025 8:37:25 PM
MessageGuid : 2d4610f8454d400e8c260961ad98e01e

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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FX Connect

FX Connect is a market-leading FX execution venue designed to help firms efficiently manage multiple
portfolios, connect with brokers, and streamline global operations. By offering electronic tools for pre-
and post-trade workflows, FX Connect supports organizations in optimizing trading processes while
ensuring regulatory compliance.

The Mergel FX Connect collector captures FX Connect-generated data, enabling businesses to
archive, analyze, and integrate trade-related commmunications into their data management and
compliance systems.

Activities Captured

o Messages
Captured activities can contain:

e SessionID

e Trade participants
e Message body

e Activity datetime

Collector Configuration

FX Connect Configuration

To configure the source:

1. Fill out the following fields:

Company name: The company name provided to FX Connect.

Username: The username provided to FX Connect.

Password: The user's password.

Users URL: The user link.

Chats URL: The chat link.

Download folder: The download directory.

From: A dummy email address is being added in case the email of the event is missing.

FX CONMECT CONFIGURATION

Company name
Username
Password
Users URL
Chats URL
Download foldér

From

2. Provide X.509 Certificate Thumbprint if you activate the Local machine radio button as the X.509
Certificate source.
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X.509 Certificate Source ®  Local machine

Upload file (*.pfx)

X.509 Certificate thumbprint

3. If you activate Upload file (*.pfx), click the Select button to upload the certificate and provide the
X.509 Certificate password.

X.509 Certificate Source Local machine

®  Upload file (*.pfx)

X.509 Certificate file

X.509 Certificate password

Threading and Formatting

To configure the section:

1. Select Source time zone. The messages in the source file are of the set time zone, the dates in the
messages are processed to the UTC time zone. By default, Mergel sets the Source time zone as
UTC.

2. Enable the Merge messages by thread option to combine all messages from a session into a single
message.

THREADING AND FORMATTING

Message Body

This setting determines how imported messages are displayed in the target. There are the following
output message body options:

MESSAGE BODY
®  Plain

Grid mode | Select Style

e  Plain: Displays the message in a simple text format.
e  Grid mode: Displays output message content in a compact grid format for structured and
efficient viewing. The information is structured info the following columns:
o0 Message creator
o0 Message timestamp
o0 Message

183



Mergel | User Guide

IMPORTERS
.
Q- Tip
In Grid mode, the color scheme can be adjusted through the Select Style pop-up menu:
SELECT GRID MODE STYLE X

Content:

—_—
'Y X | @il —— @—
—_—

Content background:

-

. sdrezes [l

Advanced Configuration Options

The Subject prefix feature will add a prefix before the message subject to facilitate the search in the
farget.

ADVANCED CONFIGURATION OPTIONS

Subject prefix

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

FXConnect Chat - 05/16/2022 - Trade ID: 5

SELLTRIADdS a6 o0 O F @ -

To: You Tue 2022-05-17 02:42
T T
MSGCREATEDBY5S 5/16/2022 10:42:46 PM MESSAGE 5
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Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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FX Connect (File-Based)

FX Connect is a market-leading FX execution venue designed to help firms efficiently manage multiple
portfolios, connect with brokers, and streamline global operations. By offering electronic tools for pre-
and post-trade workflows, FX Connect supports organizations in optimizing trading processes while
ensuring regulatory compliance.

The Mergel FX Connect collector captures FX Connect-generated data, enabling businesses to
archive, analyze, and integrate trade-related commmunications into their data management and
compliance systems.

Data Import and Message Handling

e Data from FX Connect should be imported into Mergel in CSV format. Mergel automatically
maps the columns in the CSV file to the corresponding fields in the output message.

e By default, message participants are imported using their FX Connect User ID. To map
participants to their email addresses, you must add each email address along with its
corresponding FX Connect User ID in the User Mappings section of the collector setup.

e The collector automatically merges messages that share the same session ID into a single
output message, ensuring continuity and reducing duplication.

Activities Captured

o Messages
Captured activities can contain:

Session ID

Trade participants
Message body
Activity datetime

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

FX Connect (File-Based) Collector Options

If you want fo manually set up the Source time zone, select the relevant one from the drop-down list.
By default, Mergel sets the Source time zone as UTC.
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FX CONNECT (FILE-BASED) COLLECTOR OPTIONS

Source time zone

FX Connect (File-Based) Options

The Merge messages by thread option combines all messages from a thread into a single message.

FX CONNECT (FILE-BASED) OPTIONS

¥ Merge messages by thread

Define User Mappings List

Please define User Mappings list on next step to tell us
how you want Merge1 to map users.

Define User Mappings List

Mergel allows matching an FXUserID with a user's SMTP address using the Match Email Address
feature available in the Processing section of the IMPORTER SETTINGS. While this feature is typically
used to replace outdated SMTP addresses with new ones, it can also be leveraged to associate
FXUserIDs with corresponding email addresses.

To enable this mapping, create a CSV file containing the following five columns for each user:

LastName
FirstName
CompanyName
FXUserID
SMTP address

Select Change the SMTP Address and specify the location of the CSV file. You can click Preview Match
Email Mappings to review the data layout, then click Save to apply the changes.

Message Body

This setting determines how imported messages are displayed in the target. There are the following
output message body options:

MESSAGE BODY
@ Plain

Grid made | Select Style

e Plain: Displays the message in a simple text format.
e  Grid mode: Displays output message content in a compact grid format for structured and
efficient viewing. The information is structured into the following columns:
o Message creator
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o0 Message timestamp
o0 Message

Q- Tip
In Grid mode, the color scheme can be adjusted through the Select Style pop-up menu:

SELECT GRID MODE STYLE X

Title:

oo TR —

Title background:

. . ® ssecas [

Content:

—_—
'Y X | @il —— @—
—_—

Content background:

-

Lines:

. sdrezes [l

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

L msfpbnycecheny g P
mstapbunyeccheng

To bladkrock2 lan.dturner <blackrock? londturmers @) 1/21/2013, 2:59 PM
FXConnect Chat - 01/21/2013 - Trade 1D: 66602531

Date Mon, 21 Jan 2013 10:59:42 +0000

Message 1D «bd90caat-Hel-dbbb-Saal-faSa0lE2aT 1@ meme L message- id generators

X-5 ame FXCs k2_3013.cov

msfxpb.nyc.ccheng 19:59:42> [20813-81-21 18:59:42] Trader nyc.msfxpb.ccheng picked up new trade session from lon.blackrock?.dturner; Trade
session Td: BLACKROCK?-66682531

msfxpb.nyc.ccheng 18:59:49> [2813-81-21 18:59:49] [2813-81-21 15:59:48] hi

blackrock?. lon.dturner 11:008:84> [2013-01-21 11:00:04] [2013-01-21 16:00:04] hi

blackreck2. lon.dturner 11:00:12> [2013-91-21 11:00:12] [2013-01-21 16:80:12] these have been traded on the alge
msfxpb.nyc.ccheng 11:00:31> [2013-81-21 11:00:31] [2013-81-21 16:00:38] working on them now

msfapb.nyc.ccheng 11:80:37> [3013-81-21 11:08:37] [2013-91-71 16:00:37] my computer ix a bit slow today
msfapb.nyc.ccheng 11:8@:44> [2013-81-21 11:08:44] [2013-91-21 16:98:44] will come back to u asap

blackrock2. lon.dturner 11:91:16> [2013-01-21 11:01:19] [2013-01-21 16:01:18] ok

msfxpb.nyc.ccheng 11:06:62> [2013-61-21 11:06:62] [2013-61-21 16:66:02] am just awaiting For the rate now

Supported Nofifications

The importer supports the following notification preferences:

e Quarantine file
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Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Google Drive

G Suite's Business and Enterprise editions provide flexible storage options so there will always be
enough space for the files. With centralized administration, data loss prevention, and Vault for Drive,
users and file-sharing can be easily managed to help meet data compliance needs. Drive is also
available as a standalone offering, with Drive Enferprise. Supported G Suite Plans are G Suite Business
and G Suite Enterprise.

In enterprise applications a user's data might need to be accessed without any manual authorization
on their part. In G Suite domains, the domain administrator can grant third-party applications with
domain-wide access tfo its users' data — this is referred as domain-wide delegation of authority. To
delegate authority this way, domain administrators can use service accounts with OAuth 2.0.

Activities Captured

e Shared files
e Comments and replies of shared documents

Service Account Creation

First, a service account and its credentials need to be created. During this procedure information that
will be used later for the G Suite domain-wide delegation of authority and in the code to authorize with
the service account needs to be gathered.

The three items that will be needed later are service account's;

e ClientID
e Private key file
e Email address.

To create a Service Account:

1. Login fo https://console.developers.google.com/iam-admin/serviceaccounts. If prompted, select a

project.

Google Cloud Platform  select aproject -

o]

1AM & Admin Service Accounts

1an
@  Toview this page, salect & project SELECT PROJECT | CREATE PROJECT
Igeni 4

Folicy Analyzer

Organization Pelicies
Service Accounts

%5 Workload dentily Federal.

@ Lahels

2. Click Create service account.
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< Ql

1AM & Admin
a M
@ Mentiy & Organization
A Polioy Troubleskooter
B Policy Analyrer
B Oranizaton Paiicies
8 Service Accounts
% Workload Identiy Federal..
@ Lebek
» Tags
@ Semngs
@ Privacy & Secunty
& MentiyAwareProxy
= Roles
B Manage resources
a

Google Cloud Platform  $s NewProject = Q

Service accounts

~+ CREATE SERVICE ACCOUNT

Service accounts for project "NewProject”

= Fifter ©

O el

Search products and resources

W DELETE

Description KeyiD Key creation date

-
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: 0

~ 2 0 a

Dornsin wide delegatic Actions

3. Inthe Create service account window, type a name for the service account. Note that the next two

steps are optional.

1AM & Admin

< Qi

1M

Ientry & Organization
Folicy Troubleshooter
Policy Analyzer

Organization Palicies.

O ®E s 0

Sarvice Accounts

Wiorkioad Isentity Fegera

Labels

Tags

Sattings

Privacy & Securily

H e & w @

Identry-Awsra Proky

Rolos

audit Lags

Google Cloud Platform  $ NewProjecti

Create service account

@ Service account details
Serviee acepunt name:
SenviceACCoUNTSample

CREATE

° Grant this service account access to project
(optional)

@ Grant users access to this service account (optional)

[ I

4. Once the service account is created, click it to open its seftings. Open the Show Domain-wide
Delegation menu, check Enable Google Workspace Domain-Wide Delegation and click Save.

Google Cloud Platform

< QU

1AM & Admin

1M

Kentrry & Qrganizatien
Folicy Traubleshooter
Policy Analyzer

Organization Paiies

B D &2 F O )5

Sarvice Accounts

Winrkloa Ienity Federal

@ stk
» Tags

@ Semngs

@ Privacy & Securily
E  ldenttyAware Proxy
= Roles

= hudnlogs

S NewProject] =

& ServiceAccountSample

DETAILS PERMISSIONS KEYS METRICS L06S
Ena

1 com
Unique 10
1047963159 76327209014.
Service account status
Dizabling your acsount allows you 15 presery

@ hocount currantly asiive

DISABLE SERVIGE AGCOUNT

rab

A HIDE DOMAIN-WIDE DELEGATION

SAVE

5. Inthe same window, copy the Email and the Unique ID of the service account.

6. GotoKEYS and click ADD KEY, then select Create new key, fo create a private key for the service

account.
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# B DB TR

Ww s e & w @

Google Cloud Platform  &s News

1AM & Admin & SeiviceAccountSample
i S oETALs PERMISSIONS KEVS !’ METRICS 1068
Hentty & Brganization Keys
Folicy Troubleshooter
L] g 'y

Policy analyrar

At new key pair or upload a public key certificate from an exlsting key pair
Organization Folicies

Black service account key orestian using organizatior policies.
Senvice Accounts Leam mae shout sefting organization policies for sarvice accounts
Worklozd Kentity Federal.. ADDKEV = o
Lebels

orenswict @) i s e

Tags Upload existing key
Semings
Piivacy & Secuity
Identity-Avare Prosy
Keles
st Logs

keys 1o make your appications more securs,

eota
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7. Select the key type JSON and click Create.

Create private key for "ServiceAccountSample”

Downloade a file that containg the private key. Store the file securaly bacause this key

can't be recovered if lost.

Key type
@ JSON

Recommiended

(@RS F]
For backward ¢

CANCEL

8. Your new public/private key pair is generated and downloaded to your machine; it serves as the

only copy of this key. Keep it in a secure location.

Domain-Wide Authority Delegation to the Service
Account

The created service account needs fo be granted access to the G Suite domain's user data that should
be accessed. The following tasks should be performed by an administrator of the G Suite domain:

1. Go to your G Suite domain's Admin console https://admin.google.com/, click Security > API

controls.
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Google Admin
@ Home g Welcome o your new Admin consote homepage! You lfind easier navigation thioughaut the Admin console using the
" updated left-hand navigation bar with its expandable and collapsible display! Leam more
B8 Dashboard
» & Directory
S, Users &5 & Domains -
&
» [0 Devices
g Apps
ops ) Adda user Manage domains
5@ e Q o Delete a user Add a domain
Settings
% Update a user's name or emall Change your primary domain
Alertcenter

Create an altermate email address (email alias)

.

Data pratection

Security rules.

5 siling
» itk Reporiing
» B Biting Manage subscriptions
» @ ccount Payment accounts
@ Rules Get more services
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TRYMOW  DISMISS

4 Sroups Enable advenced mobile managemen:
Create groups for mailing lists and applying policies
Protect Google Workspace data with streng
device controls

[ Devices LEARN MORE SKIP
Manage devices and secure your organizatioris data
Tools
[E] Gaegle Workspace Stalus Dashboard

og  Orgenizational units
Organize users into unils {or applying policies

Scroll down to Domain wide delegation section and click Manage Domain Wide Delegation.

= Google Admin

AP Contrals

API controls

Domain wide delegation

[[] ®iock ail third-party API access
Goomie Workspane dats and &nd uset data. This seming blocks sl

Leam more

B st internal, domain-owned apps

Intetnal, domain owned apps will be exempt from accessing OALth scopes that are restricted or biocked

Apps you trust on the Gougle Workspace Marketplace, Android, or (08 whitelist are automatically trusted on your App access
canirolfst

Developers can register their weh applications and ethes AP clients vith Caogle ta enable access 1o data in Google services like Grail. You can authorize these registered
clients to access your user data without your sers having o indidually give consent or their passwords. Leam more

MANAGE DOMAIN WIDE DELEGATION

Click Add New.

= Google Admin

APl Comtrals > Demainwide Delagation

@  Developers can register their i d ather AP! i
your users having to indivicually give consent or their passwords.

Hame Client D Seupes

1o data in Goog ke Gmail. You clients to access your userdatawithout  GOT T

IMPORTERS

Open the key file that you saved in the above section, copy the value of client_id, paste it into the

Client ID field. Enter the list of scopes that your application should be granted access to. For

example, if you need domain-wide access to Users and Groups enter

https://www.googleapis.com/auth/admin.directory.user.readonly and
https://www.googleapis.com/auth/drive.readonly in OAuth scopes fields and click

Authorize.
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104798315976327209814

D Overwrile existing client 1D 9

X

https://www.googleapis.com/auth/admin.directory.

https.//www.googleapis.com/auth/drive.readonly

CANCEL  AUTHORIZE
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Your service account now has domain-wide access to the Google Admin SDK Directory API for all the

users of your domain. Now you can use Admin SDK Directory service object on behalf of your G Suite

domain's users.

@‘ Note

Only users with access to the Admin APIs can access the Admin SDK Directory API, therefore your

service account needs to impersonate one of those users to access the Admin SDK Directory API.

Additionally, the user must have logged in at least once and accepted the G Suite Terms of Service.

Creating Administrative Role for the User Manager
Service Account

To create the account:

1. Go to https://admin.google.com and click Account > Admin roles.

Google Admin

Q,  Search for us

@ Home
B8 Dashboard
» & Directory
» [0 Ddevices
v B Apps

v @ security
+ il Reporting
v B siling

- @ accoun

Admin roles

@ Rules

Account settings

Data migration

[ send feecback

g Welcome toyour new

homepage! You'll find easier navigation throughout the Admin cansolz using the updated

lefi-hand navigation bar with is expandable and collapsible display! Leam mare

2 Users

Add 3 user
Delete a user
Update a user's name or email

Create an alternate emall address (email allas)

B Billing

Manage subscriptions
Payment accounts

Get more services

® Domains ~

Manage domains
Add a domain

Change your primary domain

. Groups

" Create groups for mailing lists and appiying policies

Devices
Manage devices and secure your organization's data

Organizational units
b r i
Organize users into units for applying policies

TRYMOW  DISMISS

Enable advanced mobile management

Protect Google Workspace dats with strong
device cantrols

LEARN MORE SKIP
Tools.

Google Workspace Status Dashboard

~ -

2. Click CREATE A NEW ROLE.
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Google Admin

Q. Search for users, groups or settings

3. Name the new role and click CONTINUE.

Role info
sampleRaleName

escription

* required field

GANGEL CONTINUE

4. Expand Users, select Read and click CONTINUE.

SarmpleRaleName

4 privleges selected X

o, you st gran Leammere

Admin console privileges ©

5. Review the privileges and click CREATE ROLE.

X Create role
@ roerte @ soectprivieses @) Raviow Priviioges

SampleRoleName

4 privileges selected

Admin cansole privilsges

Admin AP privileges

CANGEL CREATE ROLE

195



Mergel | User Guide
IMPORTERS

6. To assign the role to a user, go to https://admin.google.com and click Users, then click the user that
you want to assign the role to.

Google Admin

Users

Users | Showing all users Add new user

+ Add a filter
[
] adimin adimin
O Jamgs Bond.
(] Johns
O Xoren Minassyan

Bulk updateusers  Download users  More =
Email Status Last sign in Email usige
Active Abet 17 0168
Ibond@aiobaneats.com Active Amonth ag 13360
fsmi far Active 060
sorengiglonanrisbs com Active Hast signed in 0cR

7. Select Admin roles and privileges.

Google Admin

Resel password  Rename user  More ~

Users © James Bond

James Bond
Jbonagaionanatians.com

organizatenal

Glabanet Consulting Services

RESET PASSWORD

RENAME LUSER

ADDTOGROUPS

EMAIL

‘SUSPEND USER

RESTORE DATA

DELETEUSER

CHANGE DRGANIZATIONAL UNIT

Groups

P
ing  easier for thi

Admin roles an

Reles. Privieges

1 elead
UserhéanagerReadtniyle

2 i 2 hgimin AP) privleges

Apps

Google zops

65 of 70 avallable Gaogls senices are an for Jorves, Tum | b added 1o tis
agos onor off or apps Turn g9 on o ol

Managed devices

Your o1gan

11 hewo mobile Cavice:

‘SETUP MOBILE DEVICE MANAGEMENT

8. Click the Edit button, assign a role, and click Save.

James Bond

thord Eglokanetiats com

s

RESTORE DATA

OELETE LR

CHANGE ORGANZATIONAL UNT

s ke el privilogee.

Admin reles and privileges

3 rekes sssigned
O Baerh by e pases
Rt name Ses0e ot o
UseMananernadlnis

Mo Paadidy a

Unr Mtz Rt iy Mg

et Managmmars Aot

Vst Tlsek htevin,

9. Go to https://console.developers.google.com/ and click ENABLE APIS AND SERVICES.
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APl & Services
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10. API Library will be open.

i Platform

& APILibrary -
2 .
Welcome to the API Library ~
The AP Library sion, finks, and & h experis
® Q fearch for APls & Senvices ® °
Filter by Maps. VIEW AL (17)
WISIBILITY
g B
Puibihe (380} "
Privats () MBS T forios. Maps Jauascript 421 APl
e Mg for et net e feyour webste ancur 109
accursely race GPS oreacorumDs.
hawertizng (14)
Bnsyicn 4)
Big data (170
sty Machine leaming VIEW ALL(B)
Gorrput 1)
=
=i L ] <@ [=] it Z-A
Datahases (6} . ’
Dialogflew APt Cloud Visien APt Cloud Natural Language APt Cloud Speach-to-Text AP Cloud Translaticn AP
Beys-oper ioca (2), Google Goegle Goaale
Developor oot (16
bl Builcs compersationsl imerfaces I jert Analysis ‘Spocch revogrition Infor o yaur
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1. Search and enable Admin SDK and Google Drive APIs.

Admin SDK
Google

Admin SDK lets administrators of enterprise domains to view and manage
resources like user,.

ENABLE TRY THIS API (2

I Google Drive API
Googhe

The Google Drive AP allows clients to access rescurces from Google Drive

EMABLE TRY THIS AFI 12

Collector Configuration

To authenticate the collector:

1. Upload the JSON of the public key saved to your device.
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2. Enter the email address of the user created in the previous section.

AUTHENTICATION

Credentials ]SON file * SELECT DOWNLOAD

User manager service account *

Note that the Download button is activated when there is a JSON file uploaded.

Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

2e90fd64-097-450- bedd- 34d8d9629351.doc o~

B 2650106 1.doc

AR . Reply # Replyall - Fowand
e adm
g 2090MdE4-097F-45e0 bedd-34d.. .
28 k8
admin admin admini@globanetlabs.com
DateTimeCreated: Aprif 3 at 11:35 AM CST
DateTimeModified: April 3 al 11:35 AWM C5T
Uploaded File
File Name: 2e50fd64-0971-45¢0-bedd-34dBd 9629351 doc
File Version: 4
File Size in MBs: [1.1
Trashed: No
WebViewLink: https://docs goegle.com/document/d/TmMCS-VEThybtOH 1982005 UzGTdBKe 1pd/edit?usp = drivesdk &ouid = 11615582404197 7053402 &ntpof = truedisd s true

Supported Notfifications

The importer supports the following notification preferences:

e Import job finished
e Import job stopped
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No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Google Messages

Google Messages is a messaging app developed by Google for Android devices. It supports SMS,
MMS, and RCS, allowing users to send text messages, images, videos, and more.

The Mergel Google Messages collector allows for the capture of commmunications that occur within
Google Messages.

Following the successful onboarding of your devices on Sausalito Labs, please proceed with configuring
your importer.

Activities Captured

Text messages (Plain text, emojis)
Message replies™

Documents (MS Word, MS Excel, PDF, PPT)
Images

Videos

GlIFs

Stickers

Links

Audio messages (Recordings and voice notes)
Apps from Play Store (App links)
Reactions to messages

Locations

Contacts

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

Advanced Configuration Options

If Include original data as attachment is checked, then the JSON file will be attached to the output
message.

ADVANCED CONFIGURATION OPTIONS

nclude original data as attachment

14 Replies are captured as new messages prefixed with “Parent message”.
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Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

e  Monitored Users (N/A)

e FILTERS

e TARGETS

e IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

Poco x7 Pro
globanet.xiaomi87 @gmail.com

i More

To Galaxy S24 FE <globanet.samsungB86@gmail.com> @ 12/5/2025, 3:01 PM

subj_prefix

Message from Poco to samsung on Dec 5, 3:81 Yerevan time

> [ﬂj 1 attachment: originaljson 308 bytes & Save Vv

Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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lceChat

ICE Chat robust messaging system offers collaboration with other market participants. It offers diverse
setup options that can be tailored to support user's compliance requirements. With IceChat users can
react to trade opportunities in real-fime with features including quote and trade recognition logic, blast
messages and a marketplace directory connecting over 80,000 market parficipants.

Activities Captured

o Messages
Captured activities can contain:

Room ID

Start time

Message confent
Participants
Participants entered
Message date

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

e File Source

e Execute Script Against Source Files
e PGP Decryption

e Folders

e  After Successful Importing

e Misc Settings

IceChat Message Body

This setting determines how imported messages are displayed in the target. There are the following
output message body options:

ICECHAT MESSAGE BODY
®  Plain mode

Grid mode | Select Style

Include session stats

Bloomberg Vault format

Use corporate emai

e Plain mode: Displays the message in a simple text format.
e  Grid mode: Displays output message content in a compact grid format for structured and
efficient viewing. The information is structured info the following columns:
» Date: Shows the date and time the message was sent.
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»  Userinfo: The user's Full Name (Company Name) <Email Address=.
= Content
* Interaction type: Contains information about participants and messages, such as
Participant Entered, Participant Left, Participant Invited, Message, and Attachment.
o Include session stats: If checked, adds session ID, start time, and end time to the message
body.
e Bloomberg Vault format: Displays imported messages in Bloomberg Vault format.

".

Q- Tip
In Grid mode, the color scheme can be adjusted through the Select Style pop-up menu:
SELECT GRID MODE STYLE X
e B — | —
. . ® r2sscas [l - -

Content:

Y X @il —— —

Content background:

#eaeaec

Lines:

. #dfe2e3 n

e Use corporate email: When checked, the corporate email address is used instead of the login
email address for internal users.

Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:
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Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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iIMessage

iMessage is a messaging service developed by Apple Inc. It allows users to send text messages, photos,
videos, documents, and more to other Apple devices over the internet.

The Mergel iMessage collector enables organizations to seamlessly integrate iMessage data into their
communication management systems, ensuring comprehensive data collection and compliance.

Following the successful onboarding of your devices on Sausalito Labs, please proceed with configuring
your importer.

Activities Captured

Text messages (iMessage, SMS)

Edited messages®

Message replies

Undo sent messages

Deleted messages®

Documents (MS Word, MS Excel, PDF, PPT)
Images

Videos

Audio messages (Recordings and voice notes
Emojis'®

Stickers'

GIFs'®

Links

Apps from Store

Pinned locations

)17

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

Advanced Configuration Options

If Include original data as attachment is checked, then the JSON file will be attached to the output
message.

15 Edited messages are captured as new messages prefixed with “Edited to”.
1 Deleted messages are not captured as separate events.

7 pudio messages with user action “Keep” are captured.

18 Emojis, stickers, and GIFs are captured as separate messages.
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ADVANCED CONFIGURATION OPTIONS

nclude original data as attachment

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Mergel | User Guide
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Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

(No subject)

& 857b%be... HEIC

G globanetiphone13pro@gmail.com < +37441577715 >

To: You

857b9bes5-e6ba-4cas-bf79-bs54...
2 ME

W

Picture attachment guid is: 21ce7613-dd98-4db9-b79b-b793af88a299

Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.

LN St

Tue 2024-12-03 16:17
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Jabber Enterprise

Cisco Jabber is a suite of Unified Communications applications that allow seamless interaction with
your confacts from anywhere. Cisco Jabber offers IM, presence, audio and video calling, voicemail, and
conferencing. The applications in the Cisco Jabber family of products are:

Cisco Jabber for Android
Cisco Jabber for iOS
Cisco Jabber for Mac
Cisco Jabber for Windows.

Mergel retrieves data from the selected database and processes it ™.

Activities Captured

Messages between individuals
Groups chats
Persistent chats

File shares®

Cisco Jabber database design does not support storing Unicode characters, so messages that include
Unicode characters are not stored in the database, hence, cannot be captured by Mergel.

Collector Configuration

Mergel retrieves data directly from Jabber's database. You can select from the following three types:

1. Microsoft SQL Server
2. Oracle Database

3. PostgreSQL Server

PostgreSQL Connection

To connect to Jabber enterprise database through PostgreSQL:

. Select the database that you want to connect by clicking the respective button.

¥ You need to add all databases, from where to retrieve the data. Use the + button to add the databases.

% This feature is only supported in the environments where the Managed File Transfer feature is used in the Cisco Unified
Communications Manager IM and Presence Node. For more information see
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/im_presence/configAdminGuide/10_5_2/CUPO_BK_CEB3E82E _

00_config-admin-guide-imp-1052/CUPO_BK_CEB3E82E_00_config-admin-quide-imp-1052_chapter_010110.html
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m m o

OTHER OSTIONS

For PostgreSQL:
2. Enfer the Configuration name.
2.2. Select the PostgreSQL Server.

2.3. Enter the Port and the Database name.

+ M330L + DRACLE + POSTGRESQL

POSTGRE SGL iy ¢

POSTGREEQL COMME: on FILE PAOCESEING

CONNICTHON

~~~~~~~~~~~

ADVANCED CONMECTION PARMMITIRS

Choose the authentication method to connect to the server. If Windows Authentication is chosen,
Mergel will connect using the Windows credentials of the account. If Postgres Server
Authentication is chosen, it can be connected to with the Postgres server credentials.

Enter the Login Name and Password.
Advanced Connection Parameters allow specifying the following:

5.1.  Connection timeout - the time during which the query is not processed can be specified to
yield timeout.
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5.2, Min Pool Size - the minimum number of requests the application may process concurrently.
5.3. Max Pool Size - the maximum number of requests the application may process concurrently.

5.4. Network Packet Size - the fixed-size chunk of data that fransfers requests and results
between clients and servers. This field specifies in what file-size chunks the file data should be
transferred.

5.5. Enlist - when enabled, checks whether the SQL Server connection pooler automatically enlists
the connection in the creation thread's current fransaction context.

5.6. Pooling - if enabled keeps the database connection session active so that when a connection
is later requested, one of the active sessions is used in preference to have to create another
one.

File Processing -By activating Process Shared Files checkbox, which is disabled by default, you
allow the files shared, using Jabber, to be processed by the collector and the fields below become
mandatory.

Fail conversations with missing files - When enabled, conversations that have reference(s) to file(s)
in the database but do not exist in the file store will be marked as failed (Stored in Mergel
database). the Mergel admin then can export the messages or set the reprocessing option by
navigating to the REPORTS page of Mergel.

Connection. Enter the host name of the remote SFTP server that is connected to the CUCM IM and
Presence server's MFT service and the folder path in the Host and Path fext boxes, respectively.

Authentication - To authenticate an SFTP connection, enter the username of the MFT server user
and import the private key of the user. You can also generate a new key pair, then add the public
key to the authorized_keys file of MFT server user. For more information, regarding SSH key
authentication, confact your Jabber and Linux teams.

@ Important

For MFT records CUCM allows the assignment of a database different than the compliance
database, as we do not support this setup. The database used for compliance and MFT must be
the same.

Oracle Server

To connect through Oracle:

1

For Oracle Connection fields:
1. Specify a Configuration Name.
12. Specify Oracle Server IP address and Port.

13 Inthe SID field, add your Oracle SID, the Unique name that uniquely identifies your
instance/database. Or choose to add a Service Name of the Oracle Database instead.

4. Add the name of your database schema in the Schema field.
15.  Add the Login and Password.
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For Advanced Connection Parameters:
21, Min Pool Size is the minimum number of requests the application may process concurrently.
2.2. Max Pool Size is the maximum number of requests the application may process concurrently.

2.3. Enlist, when enabled, checks whether the SQL Server connection pooler automatically enlists
the connection in the creation thread's current fransaction context.

2.4. Pooling. if enabled keeps the database connections active so that when a connection is later
requested, one of the active ones is used in preference to have to create another one.

2.5. Inthe Connection Timeout field, the tfime during which the query is not processed can be
specific fo yield fimeout.

File Processing - By activating Process Shared Files checkbox, which is disabled by default, you
allow the files shared, using Jabber, to be processed by the collector and the fields below become
mandatory.

Fail conversations with missing files - When enabled, conversations that have reference(s) to file(s)
in the database but do not exist in the file store will be marked as failed (Stored in Mergel
database). the Mergel admin then can export the messages or set the reprocessing option by
navigating fo the Reports page of Mergel.

Connection. Enter the host name of the remote SFTP server that is connected to the CUCM IM and
Presence server's MFT service and the folder path in the Host and Path text boxes, respectively.

Authentication - To authenticate an SFTP connection, enter the username of the MFT server user
and import the private key of the user. You can also generate a new key pair and then add the
public key to the authorized_keys file of the MFT server user. For more information, regarding SSH
key authentication, please contact your Jabber and Linux teams.

@ Important

For MFT records, CUCM allows the assignment of a database different than the compliance
database, we do not support this setup. The database used for compliance and MFT must be
the same.
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D8 CONFIGURATION

wusisa J voscie J s rorma

GRACLY . -

SQL CONNECTION FILE PROCISEING

CONNIETION

CONNECT

ALTHENTICATION

ADVANEED CONNTETION PARAMITIRS

Microsoft SQL Server

To connect through Microsoft SQL:

1.

2.

Select the SQL Server from the drop-down menu.

Select the database, where Jabber files are stored, from the drop-down menu after connecting to
the server.

Advanced Connection Parameters allow specifying the following:

3.

32

33.
34.
3.5.

3.6.
37.

In the Connection Timeout field, the time during which the query is not processed can be
specified to yield timeout.

In the Load Balance Timeout field, the time during which the inactive connections should be
kept open in a connection pool can be specified. An inactive connection is a database session
that is not in use by an application.

Min Pool Size - the minimum number of requests the application may process concurrently.
Max Pool Size - the maximum number of requests the application may process concurrently.

Network Packet Size - the fixed-size chunk of data that fransfers requests and results
between clients and servers. This field specifies in what file-size chunks the file data should be
transferred.

Asynchronous Processing, when enabled, allows various workflows to run at the same time.

Enlist - when enabled, checks whether the SQL Server connection pooler automatically enlists
the connection in the creation thread's current transaction confext.
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3.8. Pooling - if enabled keeps the database connection session active so that, when a connection
is later requested, one of the active sessions is used in preference to have to create another
one.

3.9. Replication is a technique through which an instance of a database is exactly copied to,
transferred to, or integrated with another location. Database replication is done to provide a
consistent copy of data across all the database nodes. It also removes any data redundancy,
merging of two databases into one and updating secondary databases with outdated or
incomplete data.

4. File Processing - By activating Process Shared Files checkbox, which is disabled by default, you
allow the files shared, using Jabber, to be processed by the collector and the fields below become
mandatory.

5. Fail conversations with missing files - When enabled, conversations that have reference(s) to file(s)
in the database but do not exist in the file store will be marked as failed (Stored in Mergel
database). the Mergel admin then can export the messages or set the reprocessing option by
navigating fo the REPORTS page of Mergel.

6. Connection. Enter the host name of the remote SFTP server that is connected to the CUCM IM and
Presence server's MFT service and the folder path in the Host and Path text boxes, respectively.

Authentication - To authenticate an SFTP connection, enter the username of the MFT server user and
import the private key of the user. You can also generate a new key pair then add the public key to
the authorized_keys file of MFT server user. For more information, regarding SSH key
authentication, please contact your Jabber and Linux teams.

@ Important

For MFT records CUCM allows the assignment of a database different than the compliance
database, we do not support this setup. The database used for compliance and MFT must be
the same.
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DR CONFIGURATION

m + ORACLE + POSTGRESQL

ME5gL -

SOL CONNECTION FILE PROCESSING

CONNECTION

CONNIET USING

AUTHENTICATION

ADVANCED CONNTCTION PARAMETERS

Other Options
For Other Options:

e The Subject Prefix feature will add a prefix before the message subject to facilitate the search
in the target.

e The Do not download data modified before check will ensure that old or irrelevant data is
excluded. For example, if the date selected is 8/1/2024, it will not retrieve any data modified
before August 1 of 2024. Only the data after 8/1/2024 will be retrieved, archived, and imported.

OTHER QPTIONS
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Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

01 1 AM
- forrestgramacy@mig2.local
User#forrestgramacy@mig2.local 2018-11-06 @ 11:14:44.135 (PrivateChat)

forrestgramacy@mig2.local [11/6/2018 11:14:44 AM]
Ut ex et sed aliqua, ipsum fugiat est labore.

forrestgramacy@mig2 local [11/6/2018 11:14:44 AM]
Ut ex et sed aliqua, ipsum fugiat est labore.

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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JSON

JSON collector allows our customers to rapidly transform JSON files using the JSON default template
provided by Mergel. Once JSON is transformed, Mergel processes the JSON file by generating the
required mapping fields and creating the configured output format (EML, JSON, etc.). The mapping
varies from source to source. Contact Arctera Support to get the template corresponding to the source
and the signature file you are going to use it for.

Activities Captured

o Messages
Captured activities can contain:

Message subject

Message headers

Participants: From, To, CC, and BCC
Activity datetime

Message body

Attachments

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

e File Source

e Execute Script Against Source Files
e PGP Decryption

e Folders

e After Successful Importing

e Misc Settings

JSON Collector Options

To configure the section:
1. Upload the JSON template.?
2. Upload the Signature file.

3. Enable Include original data as attachment in case you want to include original data as an
attachment in the output message.

2 Templates must be reviewed and cryptographically signed by Arctera.
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JSON COLLECTOR OPTIONS

Choose |[S0M remplate file ¥ UPLOAD

Choose Signature file * UPLOAD

Include original data as attachment

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully

processed and delivered to the target. Below is an example of an output message:

posts | 071842f3-0557-46e3-807-1db4496bd414

Sammy Sample
To

g

55
&

Sammy Sample

ActivityDateTime: Jan 23, 2023 21:53:18

Message: HI dD054987-0071-427b-9821-094e363babfaa
Id: 07184213-0557-46e3-8071-1db449G6b4414

Activity: posts

ActivityType: add

Communityld: 1870883429653471

AttachmentName: media3.giphy.com

Attach - -e: https://video-iad3-2 xx.tbodn. net/u/t42 4659-2/15897816 _1331440360210941 G427125439830049888 n.mpd?

nc_cat=108Eech=1-58& nc sid=73e57h& nc ohceuFiudsFHIZMAXSYjeTARtn=aZ HIXFUIUZjryw?NE ne ht=video-iad3-

Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error
Import job finished with transient error
Import job successfully completed
Importer metric anomaly detected
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e Importer metric deviation detected
e Importer performance metric anomaly detected
e Importer performance metric deviation detected

For more information refer to Notification Preferences.
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LSEG (Refinitiv)

LSEG (Refinitiv) brings users the latest news from around the world, covering breaking news in markets,
business, politics, entertainment, technology, and video. The Mergel LSEG (Refinitiv) collector processes
data from Eikon Messenger and S| Dealing.

Eikon Messenger is captured and delivered to clients either via a daily XML posted to FTP (External
Feed) or hosted archiving (Global Relay). The Eikon Messenger instant messaging network is based on
an individual's user ID + firm name and is captured/recognized as such.

Contact Arctera Support for more details on the mapping corresponding to the source you will use for
the LSEG (Refinitiv) collector.

Activities Captured

Person-to-person messages
Group chats

Attachments

Disclaimers

(4

Note

e To process current schema files, the file filter should be configured with the following
extensions. messages.zip | attachments.zip | *.csw.

e The quarantine sources column on the Dashboard shows the number of files moved to the
quarantine folder while processing source files with the below-listed configured formats. All
other files were initially considered unwanted and moved to the quarantine folder.

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

LSEG Options

The option Split messages by day merges the messages from the same day into one email message.
The time zone by which the messages are split can be selected from the drop-down menu. This option
can be selected only if Merge Messages by Thread is selected.
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LSEG OPTIONS
| Merge messages by thread

Split messages by day

Message Body

This setting determines how imported messages are displayed in the target. There are the following
output message body options:

MESSAGE BODY
®  Plain
Grid mode | Select Style

Light grid mode

e Plain: Displays the message in a simple text format.
e  Grid mode: Displays information in the following structured columns:
UTC time stamp: Includes the date of the sent message.
User info
Content
Event type: Specifies the nature of the activity (e.g.. joining the chat, sending a
message, etc.).
o Message ID
o Attachment
e Light grid mode: Displays data in a two-toned layout, making it visually distinct and easier to

O O O O

view while displaying limited metadata.

L . L
Q Tip
In Grid mode, the color scheme can be adjusted through the Select Style pop-up menu:

SELECT GRID MODE STYLE x
Title:
o0 TE I — i —
Title background:
. . 'wzsscasn

Content:

o000 oc-om —— —

Content background:

#eaeaec

. #dfeze3 -
.
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Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

BS b Smitt

Chatidentifier: 29edwnjewii39
ChatTopic:
ai

EventUser: bob@company.com
EventUtcTime: 11/28/2011 6:00:20 PM
EventType: Join

EventUser: dave@company com
EventUtcTime: 11/28/2011 6:00:20 PM

Content: Hi dave

Supported Nofifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Microsoft Teams for Audio and Video

Nuclei is a third-party service that specializes in call recording and metadata management. It enables
seamless capture, storage, and delivery of call recordings in formats compatible with enterprise
systems. As part of its collaboration with Arctera, it places recordings and JSON metadata into
locations like SFTP, Azure Blob, or Amazon S3.

The Mergel Microsoft Teams for Audio and Video collector facilitates the integration of Nuclei data
into organizational communication management systems. It ensures efficient acquisition of call
recordings and metadata, performs data enrichment, and processes the collected data to make it
accessible for compliance, analysis, and archiving.

Activities Captured

e Direct calls

e Group calls

o Meetfings

e Calendar meetings

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

Advanced Configuration Options

If Include original data as attachment is checked, then the JSON file will be attached to the output
message.

ADVANCED CONFIGURATION OPTIONS

Include original data as attachment

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

e  Monitored Users (N/A)
e FILTERS

e TARGETS

e |IMPORTER SETTINGS
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Once the configurations are completed and the importer is executed, data will be successfully

processed and delivered to the target. Below is an example of an output message:

Call

Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Microsoft Teams via Export API

Microsoft Teams is a chat-based workspace in Office 365 that integrates with the apps and services
teams use to get work done together. It provides the enterprise security and compliance features
including broad support for compliance standards, and eDiscovery and legal hold for channels, chats,
and files. Microsoft Teams always encrypts data, at-rest, and in-transit, and includes multi-factor
authentication to enhance identity protection.

Activities Captured

e Chat messages

o Create
o Edit®
o Delete

e Channel messages?®

o Create
o Edit#??
o Delete

Captured activities can contain:

Chat/channel info
Attachments?® 2

Modern attachments

Loop components?’

Video clips

Voice messages

Reactions?®

Praises

Approvals

Mentions

System-generated events (members added/removed/joined/left)

@ Important

The deduplication feature is available for Microsoft Teams chat messages. It is a process that
eliminates duplicated copies of data and significantly decreases storage capacity requirements.

2 f the Capture retained messages (edits) checkbox is enabled, all versions of edited messages will be captured.
2 The team owner should be included in the monitored users list o capture data from shared channels.

2 Only the latest version of the message is captured for Private Channels due to an API limitation.

% It is recommended to run/capture the required data before deleting teams and/or channels.

2 Only the latest version of a replaced attachment in a message is captured due to an API limitation. This limitation also applies
to hosted content.

7 Only the initial version of a Loop component is captured; subsequent edits are not captured due to API limitations.
28 Reactions of already captured messages are not captured.
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To use the feature, enable the Use Graph's chat deduplication (cost reduction) checkbox from the
Advanced Configuration Options on the Source tab.

Note that due to Graph API limitations, when this feature is enabled, the chat messages of guests,
external, and deleted users are not captured. To use this feature all users in the tenant should be
monitored and have the ES licenses.

B‘ Note

Due to the APl issues, we have the following limitations”:

Hosted content in one-on-one chats from external users is not captured.

Hosted contents of deleted teams are not captured.

Deleted messages are available for capture only 21 days from the time of deletion.
Hosted contents (including voice messages) of deleted messages are not captured.

N

@‘ Note

In case of having an error with a '404 not found' message for a user when processing messages from
Microsoft Teams, the collector will skip that user, and a warning will be logged for later
troubleshooting.

Creating a Microsoft Entra ID Application

The Office 365 or Azure administrator in your organization must complete the steps detailed in the
sections below.

Registering an Application
. Signin to Azure Portal,

2. Select Microsoft Entra ID under Azure services.

¥ The first case has been reported to Microsoft and may be resolved at a later time.
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B I RO
— T ’

.

Azure services

e > 1 — & (%) & -

Create 3 Microsoft éntra . Subscriprions. Al resounces Enterprice Storage. Lgers Resource APp Seranes MCTe Servio ot
tespurce o apphation; secounts groups
Resources

Récent  Fanorite

Hame Type st Viewred

In the left-hand navigation pane, click Manage > App registrations.

. EESSSEET I R

(i ) Globanet | Overview X
+ add ~ @ manage tenarts [ What's new 2 priview features A7 ot teedbackt ~
o nd b problams = . -
# Diagnote a * problems () Mkrosoft Entrs has 3 simpler, integrated sxperience for managing 2l vour idensity and Access Management nesds. Try the new Microsoft Entra
~ Manage admin center] £
- Users Overview  Monitoring  Properties Recommendations  Setup guides
& Groups
A Gl ideriities Search your tenant
. Roles and administrators Bade Infomation
& Adminctrative units
Delegated agmin Mame Globanet Users 24
¥ partners
Tenant ID 28d112c0-2103-4e56-84ba-4ndeves1o4se [ Groups a2
B Enterprica applications.
) Ceviees ¥ 3 fting.com Applications 223
BL App regustrations Litense Mictosoft Entra 10 Free Devices "

(&} \dertity Govemance

Click New registration.

oo o BT O

App registrations & - e

& indponts K Troublesnoot () Refresh L Cownload B Preview features A7 Got feedback?

1@ Startng June $0th. 2020 we wil na longer 3 any rew features ¢ Azure Actwe Drectary Authentication Library (ADAL] and Azure Actree Directory Graph, W wil continus to prewide bechnical suppert and secunty o
updates but we will no longes provade frature updates. will e 8o be upgy Mcenialt Authe Litwrary (MSAL] and Graph. Leain mone
All applications  Owned applications  Deleted applications
B St ¥ Rame ar appl nt] I to i add fners
262 apphicstions found "
Display name Application {client] 10 Created on L Certificates & secrets

To register an application:
5.1.  Enter a Name for the application.

5.2. Click Register.
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BT

Register an application

6. An Application (client) ID and Directory (tenant) ID will be generated. Keep both for configuring

the collector in Mergel.

Granting Permissions

Adding Microsoft Graph API Permissions

To add Microsoft Graph APl permissions:

1.

2.
3.

4.

In the left-hand navigation pane, click Manage > API permissions.
Click Add a permission.

In the opened pane select the Microsoft Graph API.

[ — L - oo s Y _r— |
- vptrat pace Request API permissions X

o AN, e senvcn Mimagement = Arwre S

To add the necessary permissions:
4. Click Application permissions.
42. Add the following permissions:
4.2.1. Channel: Channel ReadBasic.All
4.2.2. ChannelMember: ChannelMember.Read All
4.2.3. ChannelMessage: ChannelMessage.Read All
424 Chat:
4241 ChatReadAll
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4.2.5. ChatMember: ChatMember.Read All

42.6. ChatMessage: ChatMessage.Read All

42.7. Files: Files.Read All

4.2.8. Group: Group.Read All
429. Team: Team.ReadBasic. All
4210.User: User.Read All

43, Click Add permissions.

|

Home > App registrations > Samp

5 SampleApp | APl permissions

£ Search ) Refresh | /7 Got feaback?
B oveniew
& Quickstart

A\ Granting tenart-wide consent may revoke pet
' integgatian assistant afecred o
K Disgnose and solve problems

v Manage

BS Branding B properties
B wimeiian Configured permissions
Centificates & secrets

Applicaticns are suthorized
all the permissions the appli

11 A51s when the)
= i needs. Leain 1
11! Token

- API permissions + Add s permission " Grant admin conset

& £xpose an 0 AP/ Permissions name Tywe
1 App roles M
& Owners User Read Delegated

&, Roles and administrators
0 ranifest To view and manage consented permissions for it

» Support + Troubleshooting

40 o o overen by coming oL et

Request API permissions X

<all apis

Q SharePoint
hitpsy/fmicrosoftsharepoint com Docs

@ SharePoint AP are st viathe Microsot Graph APL Yeus sy wan £ onsicer using Microsaf Craph insten

What type of permissions 46es yeur application require?

Sefect permissions epand i

(P g g R e e

Permission Admin consent required

> sites
3 Termstore

o User

Adding SharePoint APl Permissions

To add SharePoint APl permissions:

1. In the left-hand navigation pane, click Manage > APl permissions.

2. Click Add a permission.

3. Inthe opened pane select the SharePoint API.

e s

5 SampleApp | APl permissions &

¥ Tuagrose and
- Marage
B sranding & properties

D sctrertisen

Canitcates & seowes

4. To add the necessary permissions:
a.

b.

Click Application permissions.

Add the following permissions:

R

Request APl permissions

More Microsoh APt

BB Arare atcn

L Asiee Conman D8

B Ao Dot Cataiog
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i Sites: Sites Read All
i TermStore: TermStore.Read All
ii. User: User.Read All

c. Click Add permissions.

Home s ADp/ceilcs 3 SEnpiefep. Request API permissions X
5 SampleApp | APl permissions

e .
5 search O Refresh | A7 Got fesdback? prarmFoing
e bitpsy/fmicrosoftsharepointcom  Docs o
B oveniew
SharePoin APY ae oualable i the Microsoft Graph APL Yo may want t consder using Mcross Graph intend.
& Quickstart L] P v g P

A Granting tenant-ide consent may resoke e
o whegeaion meac stected Leaen o What type of permissions 60es yeur application require?
X Disgnase and sche problems

v Manage reqivedt column shous
your crganization, orin organizations wheret
B Branding & properties

9 Authentication Configured permissions

Cortificates & secrets Applications are s
al the permission:
1! Token
- API permissions | Addapemission * Gantadminconse Selectpermissions  opn -
@ Expose an A AP/ Permissions name Type 77 start typing 2 permission 1o fiver these results
8 app ks - permission Admin consent required
& owners Delegated % g
& Roles and administrators
W renifest i N > TermStore
5 view s manage consented permissians for t
3 Suppert + Troubleshooting
7 User

40 o o overen by coming oL et

Granting Admin Consent
1. Go back to API permissions.

2. Click Grant admin consent for your company to grant the added permissions.

= MicTosoft Azure . SEAITh TEOUNCES. SENICES, aNd DOCS (G 1) l 0 copilat

Home » App regisirations > SampleApg

- SampleApp | APl permissions  # ®

sesct O meestr 5 ot feedback?
¥ "
R oviien dh You are eding permissnis) 1 yur apgicasn. users wil have b cansent even & they ve aready one 59 Erevioush
£ Guckstart i R ——— - s o
ot -
¥ integration assistant
X Disgnose snd solet problems Conligured prens

M ized to call A1s when the:

PEECITION DO Leam

Appiicalion ane au
all the permussions

riming s pat of the consent process. The list of configuried permissions should include

I Branding & properties
D authertication i Addt 3 parmissicn ~ Geant admin conseet for Glabanst e

Cerificates & secrets API £ Permissions name Tvoe Oeseriotion Admin consent reou__ Status
i Teten combiquraticn,
5 AR parmissions

& Epost a0 a0

BL app roles

@ License Info

Creating a subscription in Microsoft Graph requires one of the following licenses:

Microsoft 365 ES/A5/GS

Microsoft 365 ES/A5/GS Compliance

Microsoft 365 E5/AS5/GS/FS Security

Microsoft 365 ES/A5/G5 Information Protection and Governance

For pricing and licensing, different subscriptions are required:

e Inevaluation mode, seeded capacity is shared across all APls
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e Model A is for E5 customers

Note: The E5 IPG (Information Protection Governance) license can be added on E3 licenses.

In case of detecting a user with an improper licensing or other payment issues, the Microsoft Teams
API call fails to fetch the data. Hence, conversations will be captured when at least one of the
participants has the proper Microsoft 365 licensing and has no payment issues. For additional
information about Teams API Pricing and licensing models, see Licensing and payment requirements

- Microsoft Graph | Microsoft Docs.

Uploading a Certificate

To upload a certificate:

1. Inthe left-hand navigation pane, go to Manage > Certificates & secrets.

2. Select Certificates.
3. Click Upload certificate.
4. Select a certificate (public key) with one of the following file types: . cer, .pem, .crt.
5. Click Add.
5 Soweh resmorees ervers o 2oy 547 |

Upload certificate

o 3 Mgy ghinaiions. 5 Eanphigp
SampleApp | Certificates & secrets »

[ e——

N certficates have bean added e tas apghcation e

A certificate thumbprint will be generated. Keep the value for configuring the collector in Mergel.

For more information on how fo create a certificate, see Creating a Certificate (Private and Public
Keys).

Enabling Billing for Microsoft Teams APIs in Microsoft
Graph

Existing applications that used these metered APIs must now set up an active Azure billing subscription
by June 30th, 2023, to avoid service disruptions. All other applications, including new applications since
March 1st, 2023, are already subject to these requirements. (GCC tenants are currently exempt from
these requirements.)

Applications without an active Azure subscription will get the error "HTTP 402 Payment required” when
trying to access the metered APIs using model=A. Applications using Evaluation Mode will also get the
error "HTTP 402 Payment required” when the seeded capacity limit is exceeded.
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To avoid service disruptions to your application(s), take the following actions if you have not done yet:

1. Setup an Azure billing subscription for each application.
2. Set up apayment model (model=A) for each API request of a metered API.

3. If your app is using model=A, ensure that your users have the proper ES licenses and that DLP is

enabled.

Note that even if you have previously provided a subscription ID in the Protected API form, for the
subscription to be properly configured, you still need to follow the instructions above to finish the setup.

Collector Configuration

After filling in the Name and Description on the Add Importer window and selecting the Source on
Configuration Wizard:

Select Global from the Region drop-down list fo process data worldwide or China to process
data specifically from the China region.

@ Important

The collector is not supported for US Government L4 or US Government LS (DOD) cloud
deployments.

Add Directory ID and Application ID.
Provide X.509 Certificate Thumbprint in case you activate the Local machine radio button as
the X.509 Certificate source.

CONFIGURATION WIZARD X

m MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentiols to your company's Microsoft Teams via Export APl app so that
Merge1 can be configured to access your monitored users’ account data.

if you do not have an app created for Microsoft Teams via Export AP, please ciick for more information.

MICROSOFT TEAMS VIA EXPORT API APPLICATION CONFIGURATION

Reglon Global

Directory ID
Application ID

X.509 Certificate Source ' * Local machine

Upload file (*pfx)

X.509 Certificate thumbprint

ok “

In case you activate Upload file (*.pfx). click the Select button to upload the certificate and
provide X.509 Certificate password.
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CONFIGURATION WIZARD X

“ MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials to your company’s Microsoft Teams via Export API app so that
Merge1 can be configured to access your monitored users' account dara.

If you do not have an app created for Microsoft Teams via Export AP, please click for more information.

MICROSOFT TEAMS VIA EXPORT AP APPLICATION CONFIGURATION

Regon  Global

Directory ID

Application ID

X509 Certificate Source ocal machine

X509 Certificate password

RAEE “

The Certificate thumbprint field will be auto populated in case the collector was previously configured
by uploading a certificate.

Model Selection

Here the user can make a Model Selection which allows selecting licensing and payment options for
Microsoft Teams APls:

e Evaluation mode — enables access to APIs with limited usage per requesting an application for
evaluation purposes.

e A —isrestricted to applications performing a security or compliance function and requires a
supported license.

MODEL SELECTION

Evaluation Mode

Conversation Areas to Capture
You can specify the activities to be captured by the collector.

CONVERSATION AREAS TO CAPTURE

e Enable All areas to capture data from chats and channels.
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Enable Certain areas in case either Chats or Channels® data needs to be collected.

Threading and Formatting

For Threading and Formatting:

If No threading is activated, a single message is generated for a message in the Chats and
Channels.

If Per conversation is enabled and Contextual collection of channels is disabled, messages
that were created before the last capture date and edited/deleted after that, are captured
separately, i.e, the already captured messages from the post are not included in the output
message.

If both Per conversation and Contextual collection of channels are enabled, messages that
were created before the last capture date and edited/deleted after that, are captured with
their post messages in the same output message.

Note that for chats we have the same output message with both Contextual collection of
channels enabled and disabled as this feature relates only to channels.

If Per room is enabled and Contextual collection of channels is disabled, messages created
before the last capture date and edited/deleted aofter that are captured separately; i.e. the
already captured messages in the post are not included in the output message.

If both Per room and Contextual collection of channels are enabled, messages created before
the last capture date and edited/deleted after that are captured with their post messages in
the same output message.

Select the Message time zone from the drop-down list.

When the Process incomplete day option is enabled, the messages of the incomplete day will
be imported in a separate email.

Note that when the Process incomplete day checkbox is enabled, the Message time zone
drop-down list is disabled.

THREADING AND FORMATTING

®  No threading

Message Body

This setting determines how imported messages are displayed in the target. There are the following
output message body options:

HTML: Displays the message in HTML format.

Light grid mode: Displays data in a two-toned layout, making it visually distinct and easier to
view while displaying limited metadata.

Pure body: Displays the output message as plain text, without formatting or additional details.

% The shared channels' membership type is printed in the output message as "UnknownFutureValue" due to an API limitation.
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MESSAGE BODY

& HTML
Light grid mode

Pure body

When the font family Segoe Ul is used in the output message (HTML tags) and Bold and /talic
formartting styles are applied to headings (e.g.. Heading 1. Heading 2, Heading 3, etc.), Outlook does not
recognize the Segoe Ul font. However, HTML online editors respect it.

Additionally, when the Monospaced formatting style is applied, neither the HTML editor nor Outlook
respects the specified font family.

Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

@‘ Note

The message tracking (and cut-off date filtering) itself is being done by LastModifiedTime or
OriginalDateTime property (determined by the "Import Based On" setting of the collector ) of the
message, as it is the most accurate way to ensure that no data (including edits) is missing, however,
the timestamp that is being printed in the headers of the message is the message creation
timestamp that we are retrieving from the ConversationXML (which becomes available only after
filtering, thus, it cannot be used before the message is retrieved). That timestamp is communicated
by the source vendor (Microsoft) as the only accurate timestamp.

Advanced Configuration Options

There are the following advanced options when configuring the collector with Mergel.

e Subject prefix: Adds a prefix before the message subject to facilitate the search in the target.

e Do not download data modified before / after: Filters data by excluding items modified
outside the specified date range. For example, if "before” is set to 08/17/2024 and "after" is set
to 09/17/2024, only data within those dates will be downloaded.

@‘ Note

Due to the changes in the history tracking mechanism, it is required to set the date value for
'Do not download data modified after' to the previous day of the upgrade and run the
collector on the new version only once. For daily import processes, it is required to clone the
collector after the upgrade and on the cloned collector, set the date value for ‘Do not
download data modified before' to the day of the upgrade. Ignoring this recommmendation
can possibly cause duplicates during the first processing after the upgrade.

e Capture retained messages (edits): When enabled, collects all versions of edited messages.
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@’ Note

Before enabling this feature, review your retention policies and refer to Microsoft
documentation to ensure it is supported in your environment.

Enabling this feature may result in additional Microsoft Graph APl usage costs.

e Use Graph's chat deduplication (cost reduction): When enabled, captures only sent messages
from monitored users.

e Include detailed user information in the body of the message: When enabled, queries Entra ID
using the user principal name, and adds the display name and email address from the
Microsoft Entra ID.

¢ Include mentioned channel/team members information When enabled, retrieves information
of the mentioned members in channels/teams by enabling/disabling the corresponding
checkbox.

ADVANCED CONFIGURATION OPTIONS

Subject prefix

+| Do not downlozd data modified before:| 7312025

Da not download data medified after:

«*| Capture retained messsges (edits)

#*| Use Graph's chat deduplication {cost reduction)

nclude mentioned channel/t2am members information

Attachments Configuration

e Include original data as attachment: If checked, the message original data is attached to the
output file.

e Ignore attachments: If checked, all the attachments are excluded from the message
enhancing the collector performance. Each message will contain info and the link to the
excluded attachment.

ATTACHMENTS CONFIGURATION

nclude original dsts as sttachment

Enore attachments

e For Captured Modern Attachments, by selecting:

31 1n case Ignore attachments is checked and the user sends a message in a chat with attachments and then replies to it, the parent
message will not be rendered to the reply in the output message.
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o Latest version - the lafest saved version of the shared document available at collector
runtime will be captured with the message.

o Shared version - the saved version of the document at the time of sharing in Microsoft
Teams will be captured with the message.

Note that to respect the fidelity of the shared document timestamp, it is recommended to
disable the Edit feature in Microsoft Teams.

CAPTURED MODERN ATTACHMENT

- Latest version

Shared version

For more details on how to configure attachments, see Attachments Configuration.

Splitting Messages

This option allows splitting large files. In the field. the size of a split part of the message can be specified
so that each part does not exceed the set size. For example, if the maximum size for each part of the
split message is set to 25MB, and the original message is 65 MB, it will be split info 3 messages, each not
exceeding 25MB.

SPLITTING MESSAGES

Split size must be an integer

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

e MONITORED USERS

e FILTERS

e TARGETS

e IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:
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This ressage is for test case : ms_teams_public_tearn_delete_channelMessageTimeStampUTe : 8/15/2021 11:01:07 PMMessageCategory : ChannelMessageMessageGuid : 156163
Actiity Dates

O CeiphalOuse Time (00T Soaradurs Time: dupust 1 00 52,08 A1

August 16 at 12201 AM w snssonssriia
Here's the message with attachment, MessageCategory | ChannelMessagewithatthiessageGuad : fldec3fb-Daas-a53f 5f17.echeond 7ea78

Activity Dotes
D QepasimiteTing (AT Sondrd Tial At 4 BE L3O A

Attaehements (1)

B DA ISR TE RIS S

Supported Nofifications

The importer supports the following nofification preferences:

Monitored users skipped

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Microsoft Teams via Webhooks

Microsoft Teams Webhooks provides a real-fime data exchange mechanism, allowing applications to
receive immediate updates when events occur. Unlike fraditional pull APIs, Webhooks push data to
subscribed endpoints, enabling efficient, near-instant integration.

The Mergel Microsoft Teams via Webhooks collector captures Teams event data via Webhooks,
facilitating archiving, compliance, and secure communication management. This model requires
organizations fo configure subscriber endpoints to process incoming data, ensuring seamless
integration into enterprise systems.

Activities Captured

Chat messages

o Create

o Edit

o Delete
Channel messages

o Create

o Edit

o Delete

Captured activities can contain:

Chat/Channel info

Attachments

Modern attachments

Archived attachments in OneDrive or SharePoint (deleted posts)
Video clips

Voice messages

Reactions

Praises

Approvals

Mentions

System-generated events (call started/ended, members added/deleted/joined/left)

For users who need to use the Merge1 Microsoft Teams via Webhooks importer for reactive

(targeted) discovery:

Items are available for reactive discovery in the Webhooks portal according to the retention
period set when configuring the subscription in the Working in the Globanet Portal.

The maximum amount of fime is 90 days.

When running a targeted discovery search, please allow an end-date greater than the
message date fo accommodate for latency in delivery of items to the portal by Microsoft.

Even though Webhooks technology is usually instantaneous, Microsoft Support has confirmed
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that there are sometimes delays in data processing which affects their webhooks delivery.

Allowing for a larger period for cut-off, ensures that data is not missed during discovery.

Creating a Microsoft Entra ID Application

The Office 365 or Azure administrator in your organization must complete the steps detailed in the
sections below.

Registering an Application
1. Signin to Azure Portal.

2. Select Microsoft Entra ID under Azure services.

Microsaft Azure P Search resources, services, and docs (G4 )

Azure services

mmn ] e &
HH (]
b > o = — ey ’ —
Craate 3 Ricrotoft entra Suberiptions AN regounces Entecprice Storage Ut Reeoute ADP SHrACet M Lo ot
: I appization; secounts growps
Resources \
Récent Fanioritie
Hami s L] Vieweed

3. Inthe left-hand navigation pane, click Manage > App registrations.

o EESSRERET R

Home
i Globanet | Overview ®
+ add ~ G Manage tenants  [73 What's new 2 priview features A7 Gat fesdbackt ~
¥ Diagnote and cobe problems = -~ -
) Microsoft Entra has 3 simpler, integrated expenience for managing all vour identity and Access Management needs. Try the new Microsoft Entra
~ Manage admin center £
& Users Overview  Monitoring  Properties Recommendations  Setup guides
& Groups
HE Extemal identities MG your benant
. Foles and administrators Bade Infomation
B Adminctrative units
Drelogated aomin Mame Globanet Users t1
parners
Tenant ID 28011 2¢0-2103 456 84ba- 40312066 1 3452 :: Groups
B Enterprice applications
G Oevicss Primary domain ghobansteonsulting.com Applications
B app regutrations License Mictesaft ntra 10 Frie Devices "

(&} \dentity Governance

4. Click New registration.
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= oo e [P | X

fame

App registrations &

+ tewregistration |5 ndponts X Troublesncot () Refresh 4 Cownlosd 5 Preview features B Got feadback?

i Startng June 30n, 2020 we will no longer add any new Seatures B Azure Artwe Drectory Authentication Library [ADAL) snd Azure Active Dinsctory Graph. We wil continue b provide bechnical suppert and security
upelates bub vee will o leeges peovde beature upstes. Appheatns wil peed to be upgiaded ta Micssiolt Authestication Libwary IMSAL and Marenalt Geaph Lean mere

All applications  Owned applications  Deleted applications

StaM typing & display rEme or apglication (dkent] 10 1o filter these r i add finers

262 applications found -

Display name T Application {lient] 10 Created on L Certificates & secrets

5. Toregister an application:

51
52
53.

54.

Enter a Name for the application.
Select Web under Redirect URI (optional).

Add the URL of your local Mergel environment in the following format:
https://<mergel instance>/Configuration/OAuthCallback.

Click Register.
= wcosnime ISR - IO

Register an application

* Mame

bt gy riama For Wi apslication (Thes <o be changed laten

Supponed account types

g Shrpe
Redirect URI [optional)
W Syt Ehe suttebcabon repoma 1 i 9 Frivading tha now o opbonal ard & cae b
Changed Lates, but a vaile 5 reguired Jor most suthent
et
Rt 3n 3pp yOuTe WOTng O here. integrate gallery apps and Dther apps fom cutside your aganeaton by sdding iom Entirprse sppbcanon

6. An Application (client) ID and Directory (tenant) ID will be generated. Keep both for configuring
the collector in Mergel.

Granting Permissions

Adding Microsoft Graph API Permissions

To add Microsoft Graph APl permissions:

1. Inthe left-hand navigation pane, click Manage > API permissions.
2. Click Add a permission.

3. Inthe opened pane select the Microsoft Graph API.



= SampleApp | AP| permissions <

4. To add the necessary permissions:

Click Application permissions.

4.2. Add the following permissions:

Request API permissions

Select an AP

Microvolt APy AP

42]1. ChannelMember: ChannelMember.Read All

4.2.2. ChannelMessage: ChannelMessage.Read All

423. Chat: Chat.Read All

4.2.4. ChatMember: ChatMember.Read All

42.5. Group: Group.Read All

4.2.6. User: User.Read All

43 Click Add permissions.

Home > App registrations

SampleAg

|

2 SampleApp | API permissions

P Search
B oveniew
& Quickstart

#' Integration assistant

X Diagnase and solve problems

v Manage

B Branding & properties

D Authentication
Certificates & secrets

1! Teken cenfiguration

< APl permissions

@ Eipose an AP

15 App roles

& Onners

&, Roles and administratars

1 vnest

» Suppert + Troubleshooting

At oo iz by prving ot i frar

O Rebresh | &7 Got feeaback!

b Granting tenart-wide consant may revoke e
sfected Leam o

10 The *Adin consent syt ki shona
your organiztion, of in rganizstions where t

Configured permissions

applications are suthorized to call A2is when the
all the permissions the application needs. Leam

t Add 2 pemission ' Grant admin conset

API / Permissions name Type

User Reaa Detegated

To view and manage consented permissions for it

Request API permissions

<Al A

ey SharePoint
hitps:/microsofusharepoint com Docs o

@ Stercroint

What type of perm ficatior

Mierosoft Groph AL Vou may.

Micross Graph instend.

n require?

Select permissions
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[ Sanwoig s pmiason s W e

Permission
> sites
> TermStore

N User

Adding SharePoint APl Permissions

To add SharePoint APl permissions:

1

2. Click Add a permission.
3

In the opened pane select the SharePoint API.

Admin consent required

In the left-hand navigation pane, click Manage > APl permissions.
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e R

Request APl permissions

5 SampleApp | APl permissions &

System, and pobey aitioe and Foesty

o 164 and Mroush frera © Potatuschs
) memh | 5 Gottesdback? e
B Ovnvien =
5 et Furmes Retiomate Fames B8 Service P b Rantiome b1 e
ik iy it s | 2 foe)
T T — sected Laaen e Erbed R el Bt mbtagpt Pringaevematt aicent Puowertul dath srage, mesiebng
oms oy emti——_ securey snd itngration chpsbanes
X Duagrose and whve prodbems an Cutanats Tt oo P
b
e B T hsmn comuent e coknn thows
PP EAORIIEON, O 1 CABANEMROY whre |
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D strertisen . o Shaseoiar S o Bt
2 rururcn Configired permissions > 5]
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Cenricates & seoes Apgicaton wy maborsedto cll Dr whenthyy T o v e b
156 8 T paciviions e appcation needt. Laar 1 o gt
B Token conueition
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B ppiha o ek B
& Owniny e Delegated Du Arars Batch L Asiee Conman D8 a Arure Dota Cataboy

4. To add the necessary permissions:
4. Click Application permissions.
4.2. Add the following permission:
4.21. Sites: Sites.Read All
4.3. Click Add permissions.

T =

Home > App registrations > Samp Request APl permissions X
2 SampleApp | API permissions =
can s a

P seach O Retiesn | /7 Gotiezoback? » Shareoint
_— hitps/fmicrosoft sharepoint.com Docs o
Bl oveniew

: @ Sharesint AP Pl Vou st %
& Quickstart

A\ Granting tenart-wide consent may revoke pel 5
A’ Integration sssistant sfected Leym more What type of permissions does your applicaion require?
X Diagnase and solve problems Delegated permistions
Nour applicatin needs to.access the 71 s the

i O The ki concert requined columnshows ot T

your organization, or in organizatians whers t
B 8randing & properties

D Au i : stion peimissions
D nuthentication Configured permissions fprharan °
Cortficates & secrets applicaticns are authorized o call 491 when they | signed-in user.
= al the permissions the application needs, Lear 1
1! “eken configuration
20 A parinson + Addapemission.  Grant admin conser  Select permissions cxpand i
e [Ty o [ Star g 2 perision 10 e these rest]
L app rokes < Mt g rermision A consent equired
& Omners User Read Delegated 3 g

&, Roles and administrators

 Manifest L e e

5 Suppert + Troubleshooting

N User

A4 e everien by poening L SR Pt

Granting Admin Consent
. Go back to API permissions.

2. Click Grant admin consent for your company to grant the added permissions.

T =

Home » App registrations > Sampledpn

- SampleApp | APl permissions = ®

efoestr | A Got feedback!

© semch O
R v A\ You are edting permissonis] fa your appicaton, users wil Rave ba consent even & they ve sready dant 53 greviously
& Cucestart A i s o S — R

> it o vl g0t argeisation, o = g asoms whevt thi A il be used. Learn mare -
o integeation assistant

»®

Diagnaza and solve problems Configured permissions

VMg Appiicalioes are authotized to call Abs when they are granted
all the permissions the Jpplcation nescs. Leam mare abous

sions by user/adming a3 part of the consent peoceis. The list of sonfigured permissions should indlude
= and cangent

I Branding & properties
i B

T Cenificates & secrets B £ Permissions name Tvoe Descriotion Admin consent regu__ Status
1] Toliin combiniation
S AP pamitsions
G Expdse a0 AN

B app roles
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@ License Info

Creating a Webhooks subscription in Microsoft Graph, requires one of the following licenses:

Microsoft 365 ES/A5/GS

Microsoft 365 E5/A5/GS Compliance

Microsoft 365 E5/AS/GS/FS Security

Microsoft 365 ES/A5/GS Information Protection and Governance

All participants in the conversation should have the required Microsoft 365 licenses to ensure
complete data collection. For additional information about Teams API Pricing and licensing models,

see Licensing and payment requirements - Microsoft Graph | Microsoft Docs.

Adding a Client Secret

To add a new client secret:

1. Inthe left-hand navigation pane, go to Manage > Certificates & secrets.
Go to Client secrets.

Click New client secret.

Enter a Description.

Specify a Duration.

Click Add.
T o Se o s

Add a client secret

T L

SampleApp | Certificates & secrets =

Desergicn

Eapres

Keep the new client secret value for configuring the collector in Mergel.

Uploading a Certificate

To upload a certificate:

1. Inthe left-hand navigation pane, go to Manage > Certificates & secrets.
2. Select Certificates.

3. Click Upload certificate.
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4. Select a certificate (public key) with one of the following file types: . cer, .pem, .crt.

5. Click Add.
5 Sewihresoueen et s o 027 | 2D

Upload certificate

SampleApp | Certificates & secrets »

Uplasd 3 certificata (publi biy) with e of the fellowing e typos: car, pem er1*

| y
N cortficates have bean added e tas apphcation e

A certificate thumbprint will be generated. Keep the value for configuring the collector in Mergel.

For more information on how fo create a certificate, see Creating a Certificate (Private and Public
Keys).

Managing Encryption Keys
To create a Webhooks Platform subscription, you will need to generate an asymmetric key pair and
upload the public key to the Webhooks welbsite during subscription creation.

Note that this public key will be sent to Microsoft Graph during subscription creation and the key will be
used to encrypt the data before it is sent to Arctera cloud infrastructure, i.e., only Private Key holders will
be able to decrypt the notifications sent by Microsoft Graph. Arctera does not have access to the
private key.

For managing Encryption keys:

1. Obtain a certificate with a pair of asymmetric keys:

11, You can self-sign the certificate, since Microsoft Graph does not verify the certificate issuer,
and uses the public key for only encryption

12, The key must be of type RSA
13.  The key size must be between 2048 and 4096 bits.

2. Export the certificate in baseé4-encoded X.509 format and upload it fo the Arctera Webhooks site
during subscription creation.

3. Export the private key and install it on the Mergel server that will be used to capture data gathered
by the Webhooks Platform.

Enabling Billing for Microsoft Teams APIs in Microsoft Graph

Existing applications that used these metered APIs must now set up an active Azure billing subscription
by June 30th, 2023, to avoid service disruptions. All other applications, including new applications since
March Ist, 2023, are dlready subject to these requirements. (GCC tenants are currently exempt from
these requirements.)
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Applications without an active Azure subscription will get an error "HTTP 402 Payment required” when
accessing the metered APIs using model=A. Applications using Evaluation Mode will also get an error
"HTTP 402 Payment required” when the seeded capacity limit is exceeded.

To avoid service disruptions to your application(s), take the following actions if you have not done so yet:

1. Set up an Azure billing subscription for each application.

2. Setup apayment model (model=A) for each API request of a metered API.
3. If your app is using model=A, ensure that your users have the proper ES licenses and that DLP is

enabled.

Please note that even if you have previously provided a subscription ID in the Protected API form, for the
subscription to be properly configured, you still need to follow the instructions above fo finish the setup.

Working in the Globanet Portal

Contact Arctera Support to get access to the Globanet Portal. For more information on how to manage
Globanet Portal Applications and subscriptions, see Working in the Globanet Portal document listed in
the References.

Collector Configuration

After filling in the Name and Description on the Add Importer window and selecting the Source on
Configuration Wizard:

1. Enter the Client ID and Client Secret (See Working in the Globanet Portal), in the Application ID
and Application secret/key fields correspondingly and click NEXT.

CONFIGURATION WIZARD X

m MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials to your company's Microsoft Teams via Webhooks app so that
Merge1 con be configured to access your monitored users' account data.

If you do not have an app created for Microsoft Teams via Webhaoks, please lick for more information.

MICROSOFT TEAMS VIA WEBHOOKS APPLICATION CONFIGURATION

Application ID

Application secret/key
BACK NEXT

2. Enter the Subscription ID (See Working in the Globanet Portal), MS Azure Directory ID, and MS
Azure Application ID in the Authentication section.

3. Provide X.509 Certificate Thumbprint in case you activate the Local machine radio button as the
X.509 Certificate source.
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AUTHENTICATION

Globanet subscription 1D
M5 Azure directory ID
M5 Azure application ID

X509 Certificate Source  ® Local machine

Upload file (* pfx)

X509 Certificate thumbprint

4. In case you activate Upload file (*.pfx), click the Select button to upload the certificate and provide
X.509 Certificate password.

AUTHENTICATION

Globanet subscription ID
MS Azure directory 1D
MS Azure application [D

X509 Certificate Source Local machine

®  Upload file (*.pfx)

X.509 Certificate file SELECT

¥.509 Certificare password

The Certificate thumbprint field will be auto populated in case the collector was previously configured
by uploading a certificate.

Message Decryption Options

Microsoft Graph does not verify the certificate issuer and uses the public key for only encryption. To
receive the nofifications decrypted, enable one of the following options:

e Local machine (default) - the collector gets decryption certificates from the local machine.
e Upload files (*pfx)

For Upload certificates *(.pfx):
. Enable Upload certificates *(.pfx).

Click ADD CERTIFICATE.

Select the X.509 Certificate file.

M W N

Provide the X.509 Certificate password.
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MESSAGE DECRYPTION OPTIONS

Decryption Certificate Source Local machine

+ ADD CERTIFICATE

CERTIFICATE - X

® | Upload files (*.pfx)

Time Stamp Formatting

For more details on how to configure fimestamps, see Time Stamp Formatting.

Advanced Configuration Options

There are the following advanced options when configuring the collector with Merge:

The Subject Prefix feature will add a prefix before the message subject to facilitate the search
in the target.

The Merge message by thread if checked combines messages by threads rather than sending
them one by one.

Select the Message time zone by which the messages the drop-down menu.

When the Process incomplete days option is enabled, the messages of the days that have not
yet ended will be imported in a separate email as well. This option can be selected only if
Merge messages by thread is selected.

Options Do not download data modified before and Do not download data modified after
allow cutting off data outside the set date range. If the before date is set to 08/17/2024 and the
after date is set to 09/17/2024, only the data between these two dates will be downloaded.
Data outside that timeframe will be ignored.

ADVANCED CONFIGURATION OPTIONS

Attachments Configuration

For more details on how to configure attachments, see Attachments Configuration.
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This setting determines how imported messages are displayed in the target. There are the following

output message body options:

e HTML: Displays the message in HTML format.

o Light grid mode: Displays data in a two-toned layout, making it visually distinct and easier to

view while displaying limited metadata.

MESSAGE BODY

® HTML

Light grid mode

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully

processed and delivered to the target. Below is an example of an output message:

Rl Memage Help  Achet ) Tedme whal you wen to de
W-EM 9% almjshmwnmm 5 MarkUnread BB~ B B a‘p”"‘“‘k‘ "Q”‘"“' jlmm‘“.

|

Bl B1-100d-452 ol b3\ ST 26T e 7Bl ced-ech7-Aekt-bsd-eB35276 e tar
3 btz 8K

Sk ) 12 Tox

Gogsm " onmicrosoft.com
Message Event Time: September 23 8t 12:05 AM C57

This message i foe Lot case : ms_teams_export_api_oll_areas MessageTimeStampuTC : 9/28/2021 8:08:30 PM MiessageCategory : Chathassage MessigeGuid : 07eldas8.256a -4e0p.
502-e04fedafc7ss

Message Event Type: created
Message Server id: 1632859771369

Wotification Date Time: September 29 at 12:09 AM CST
Globanet Subscription Id: Ta3ecal- 9096-1356-834-3396bAdM5cEa
Globaret instance 1d; 47 2 150-183d20146928
GogSm
Message Event Time: sep

AM T
This mescage is for test case : ms_teams_export_api_chats_area MessageTimeStampuTC : $(28/2021 8:12:28 PM Messags y:c
8478-3a0190577f89

Messtge Event Type: ceeatod
Message Server id: 1532860009363

tlfleation Date Tine: September 29 at 12:13 AM CST
Glabanet subscription id: 7&f3ecal-9696-1356-834f-3396badfsc6a
Glabanet instance fd: 471610 362 4ed-150-183020143328

Supported Nofifications

The importer supports the following notification preferences:

Import job finished
Import job stopped
No data captured
Component deleted
Importer deleted

] 3cibA08 e 4306-ae71-00fc 12991087 joon "\ Ze2ichia-2034-4ba3-283 1-6241 Icac At dar
il — L e I e patumen s ek 15 1 3 B
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Failed to send webhook notification to target
Import job finished with fatal error

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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NTR-X

NTR-Xis a cloud-ready omnichannel compliance recording solution which allows for recording all your
regulated employee communications — fraditional, unified, mobile — and ensuring compliance with all
global regulations.

Activities Captured

Calls

Captured activities can contain:

Participants: From, To

Call start time (as a tfimestamp)

Call duration

Audio attachment files in MP3 formart

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

@.

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

Note

The source file group should contain an MP3 file and an XML file with the same GUID as a file
name.

When configuring the SFTP source, the Download subdirectory recursively option should be
enabled as the expected file group (an MP3 file and an XML file) is nested with the NTR-X
structure.

Ensure not to exceed the Windows limitation for file names when processing ZIP files as they
may not be processed due to the file name length of the file group.

Advanced Configuration Options

If Include original data as attachment is checked, then the XML file will be attached to the output

messdage.

ADVANCED CONFIGURATION OPTIOMNS

Include original data as attachment
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Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

Call between 1984@ntr-x.nice.app, 907740698695 @ntr-x.nice.app ~

James Bums

984: O B0TTA0658695 Sat 2024-01-20 12:32

1737ac4a- 141d-45~-mp3
86 KB

Parlicipants: 1984@ntr-x.nice.app, 907 740698695 @nlr-x.nice.app

Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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OneDrive for Business

OneDrive is a file-hosting service operated by Microsoft as part of its suite of online services. The
OneDrive collector 's features include Monitored Users management, i.e., it is possible to specify which
users accounts of Microsoft OneDrive should be captured.

OneDrive metadata is used to create Mergel email file. The metadata includes document creator
(author in the Mergel emaiil file), the file name (subject), Modified date (sent date), item id, name,
CreatedBy, CreatedDateTime, LastModifiedBy, LastModifiedDateTime, webUrl, size, parentReference,
folderld and any other tags listed in the message body are added fo the email file bodly.

Activities Captured

Uploaded files
Renamed files
'Delete’ event without the file
New created documents via browser with the file

32 33 34

*

Note

e Microsoft OneNote files (where users' notes, drawings, screen clippings, and audio
commentaries are gathered) are captured.

e [f there are multiple activities performed in the same file, only the most recent one will be
recorded.

Creating a Microsoft Entra ID Application

The Office 365 or Azure administrator in your organization must complete the steps detailed in the
sections below.

Registering an Application
. Signin to Azure Portal,

2. Select Microsoft Entra ID under Azure services.

*Delete events are not captured during the first run as the Microsoft API does not provide history data.
3Hard deleted items, i.e., items deleted from Recycle bin, are not captured.

3 Delete events are not recorded, and thus are not captured immediately after the deletion.
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B I RO
— T ’

.

Azure services

e > 1 — & (%) & -

Create 3 Microsoft éntra . Subscriprions. Al resounces Enterprice Storage. Lgers Resource APp Seranes MCTe Servio ot
tespurce o apphation; secounts groups
Resources

Récent  Fanorite

Hame Type st Viewred

In the left-hand navigation pane, click Manage > App registrations.

o EEEEeE I OO

(i ) Globanet | Overview X
+ add ~ @ manage tenarts [ What's new 2 priview features A7 ot teedbackt ~
o nd b problams = . -
# Diagnote a * problems () Mkrosoft Entrs has 3 simpler, integrated sxperience for managing 2l vour idensity and Access Management nesds. Try the new Microsoft Entra
~ Manage admin center] £
- Users Overview  Monitoring  Properties Recommendations  Setup guides
& Groups
A Gl ideriities Search your tenant
. Roles and administrators Bade Infomation
& Adminctrative units
Delegated agmin Mame Globanet Users 24
¥ partners
Tenant ID 28d112c0-2103-4e56-84ba-4ndeves1o4se [ Groups a2
B Enterprica applications.
) Ceviees ¥ 3 fting.com Applications 223
BL App regustrations Litense Mictosoft Entra 10 Free Devices "

(&} \dertity Govemance

Click New registration.

oo o BT O

App registrations & - e

& indponts K Troublesnoot () Refresh L Cownload B Preview features A7 Got feedback?

1@ Startng June $0th. 2020 we wil na longer 3 any rew features ¢ Azure Actwe Drectary Authentication Library (ADAL] and Azure Actree Directory Graph, W wil continus to prewide bechnical suppert and secunty o
updates but we will no longes provade frature updates. will e 8o be upgy Mcenialt Authe Litwrary (MSAL] and Graph. Leain mone
All applications  Owned applications  Deleted applications
B St ¥ Rame ar appl nt] I to i add fners
262 apphicstions found "
Display name Application {client] 10 Created on L Certificates & secrets

To register an application:
5.1.  Enter a Name for the application.

5.2. Click Register.
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BT

Register an application

6. An Application (client) ID and Directory (tenant) ID will be generated. Keep both for configuring
the collector in Mergel.

Granting Permissions

Adding Microsoft Graph API Permissions

To add Microsoft Graph APl permissions:

1. Inthe left-hand navigation pane, click Manage > API permissions.
2. Click Add a permission.

3. Inthe opened pane select the Microsoft Graph API.

[ et S T S S S S ——
. 3 A gl Request API permissions X

4. To add the necessary permission:
4. Click Application permissions.
42. Add the following permissions:
4.2.1. Directory: Directory.Read All
4.2.2 Files: Files.Read All
4.2.3. User: UserRead All

43. Click Add permissions.
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5 SampleApp | APl permissions

£ Search
B oveniew
& Quickstart

o integation assistant

X Diagnase and solve problems

v Manage
B Branding & properties
D nuthentication

Certficates & secrets
1! oken configuration
<+ API permissions
& tiposean 49
1 app roles
2 Owrers
& Roles and administratoss
0 ronifest

» Suppert + Troubleshooting

40 o o foveren by svening Corl SR Fe

) Relresh | &7 Got feedback?

A Granting tenant-ide consent may resoke e
i

1) The “Adrmin consent required” column shous
your organization orin organizations where t

Configured permissions

‘applicaticns are authorized to call A%1s when they
all the permissions the application needs, Learm 1

{ Add a parmission  Grant admin conset

API { Permissions name Type

Detegated

o view and manage eonsented permissions for it

Request API permissions X

call apis
* sharePoint
hitpsy/fmicrosoftsharepoint com Docs

Select permissions expand st

[ S ypng  pemsionta fer hese et

Permission Admin consent required

> sites

5 ()

o User

Adding SharePoint APl Permissions

To add SharePoint APl permissions:

1. In the left-hand navigation pane, click Manage > APl permissions.

2. Click Add a permission.

3. Inthe opened pane select the SharePoint API.
[ EEETm G s Soor ]

5 SampleApp | APl permissions &

3 Diagease and.
pTe—
B Sranding & proparties
D setharticeen

Canitcates & seowes

4. To add the necessary permission:

41. Click Application permissions.

42. Add the following permissions:

4.2.1. Sites:

4211 Sites.FullControl All

4212 Sites.Read All

Request APl permissions

More Microsoh APt

o B
Ty e Bach L Asiee Conman D8 g e Dot Catato

422 TermStore: TermStore.Read.All

4.2.3. User: User.Read All

43. Click Add permissions.
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Home > App fegistrations

Sarmpleten Request API permissions
5 SampleApp | APl permissions

<all apis

P Search O Refresh | /7 Got feedhack? Q ghambint
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B oveniew

& ol @ Shorcroint AP

A Granting tenart-wide consent may revoke pel
' integration assistant stiected Leam more What type of permissions does your application require?
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B imeriion Configured permissions
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cates & secrets Applications are suthorized to call AP when the) | siqmedein user.
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1! Token
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expand sl

& Expose an AP APY{ Panmissions naene Type [ start typing a permi
15 App roles v Micrcsaf Gragh {1} permission
& owners User st Deisgated 5 g
&, Rales and administrators
Termstore
0 ronifest o view and manage consented permissions for it >
» Support + Troubleshoating
o User

40 e o overes by eving Cerl SR Fr

Granting Admin Consent

1. Go back to API permissions.

Admin consent required

2. Click Grant admin consent for your company to grant the added permissions.

£ SeaIh FRROURTES SRS, and dOCE (S 1)

=

Home » App registrations

samplaipn

- SampleApp | APl permissions  #

semch O mefest 5 ot feedback?

R oviien A\ You sre edning permiss

i Cuackstart R ——
be uted. Leaen mate

ooy
reflect e vakoe in yor
¥ integration assistant

X, Disgnose sed sohe problems Canfigured permissions

“ uisagh
a1 The OGS The JpAICITGN Heeds. LEA Mare AD0LE FETIESIRS aNG Cansnt
B2 Branding & properties

D authensication = Add 3 parmissicr o Geant admin cansest fer Glabans e

Certificates & secrets AP/ Permissions name Tvoe Descriotion
] Toten comtgurabion

B AR parmistions.

G Expost a0 AP

B approles

Uploading a Certificate

To upload a certificate:

0 yonr appicasan. users wil have b consent even # they v aineady done 50 Breviously.

Admin consent reou._ Status.

1. In the left-hand navigation pane, go fo Manage > Certificates & secrets.

Select Certificates.

Click Upload certificate.

L SR

Click Add.

Appicalioes ane authofized to call APIS when they sre granted DEMIsScns by users/adming as pat of he consent peocess. The list of configuried permissions should induce

Select a certificate (public key) with one of the following file types: . cer, .pem, .crt.
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|

= Microsoft Azure D Semeh ressurces sernces, and does (4]

SampleApp | Certificates & secrets =

" integration syemtam

K Dlagrase and sove probiems

« Mansge

= prandrs & preperties

D sathenncation

1 Teken

lic

2

& Eapose an
B app roles

& Cwners

Cortifctes & socrets e
o

A7 ot feedoack?

Crestantials seaki serbsential ap
scheme). For a higher level of ass

F Upioas ceticate o

Thumbjrint Bescriplion

Ho certificates have bean adged for this appilication.

5 ta ety themuahses 12 sha sushent
ce, we recommend using 4 cerificate finstes

O Appication mgntation ceficates secrets anct frderated creclenbials can e fou

Cortficates (0) en socrets W) Federated cradentols ()

Certiticates can be used a6 SOCTets 30 prove the appication's identity when requ

Upload certificate ®

Uphoad 3 certificate (public bey) with on of the fellowing Fle types: cer, pem_ en*

(51

©

[ cannt

A certificate thumbprint will be generated. Keep the value for configuring the collector in Mergel.

For more information on how to create a certificate, see Creating a Certificate (Private and Public

Keys).

Collector Configuration

After filling in the Name and Description on the Add Importer window and selecting the source on

Configuration Wizard:

. Inthe new window. add the Directory ID and Application ID.

2. Provide X.509 Certificate Thumbprint in case you activate the Local machine radio button as the
X.509 Certificate source.

CONFIGURATION WIZARD

m MONITORED USERS FILTERS

TARGETS SETTINGS

Please provide the following credentiais to your company’s OneDrive for Business app so thot Merge?

can be configured to access your monitored users’ account data.

if you da not have an app created for OneDrive for Business, please dlick for mare information.

OMEDRIVE FOR BUSINESS APPLICATION CONFIGURATION

Directary ID

Application D

%500 Certificate Source ' ®' Local machine

Upload file (*.pfx)

X.509 Cerificate thumbprint

BACK NEXT

3. Incase you activate Upload file (*.pfx). click the Select button to upload the certificate and provide
X.509 Certificate password.
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CONFIGURATION WIZARD X

m MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials to your company’s OneDrive for Business app so that Mergel
can be configured to access your monitared users' account data.

if you do not have an app created for OneDrive for Business, please click for more information.

ONEDRIVE FOR BUSINESS APPLICATION CONFIGURATION

Application 1D

X509 Certificate Source Local machine

o Upload file (* pfx)

X.509 Certificate file SELECT

X.509 Cerrificate password

BACK NEXT

The Certificate thumbprint field will be auto populated in case the collector was previously
configured by uploading a certificate.

4. Click Next.

Attachments Configuration

e Include original data as attachment: If checked, the message original data is attached to the

output file.
e Ignore attachments: If checked, all the attachments are excluded from the message

enhancing the collector's performance. Each message will contain info and the link to the

excluded attachment.

ATTACHMENTS CONFIGURATION

Include original dats as attachment

lgnore attachments
Otherwise, additional configurations will open for setup. See Attachments Configuration.

Time Stamp Formatting

For more details on how to configure fimestamps, see Time Stamp Formatting.

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration

Options.
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Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

MS @ Michael Smith <Michael@example.com>
Quick Notes.one (UPLOAD MODIFIED)

RdkVpawd_UQLNURWIPED root- Notebooks Michael @ workquick

u Quick Naotes.one

132 KB

File size: 134330 bytes

Folder path: root//Notebooks/Michael @ Work File Url: https://exampleservices

my.sharepoint.com/personal/michael example com/ layouts/15/WopiFrame.aspx?sourcedoc=%7BE6I4FEAB-C2DC-40E8-B749-
5001BD8A4B94%7D&file=Quick%20Notes.one&action=default&wdorigin=sharepoint

File ID: 01L6DTP2VLE2KONXGCSBALOSKQAGEYUS4AU

Supported Notifications

The importer supports the following nofification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Pivot

Pivot is an instant messaging platform that allows collaboration with financial market participants over
its secure and fast network.

Activities Captured

e Participant entered:

o Date time

o Internal flag

o Corporate email ID
o Message:

o Date time

o Content
e Participant left:

o Date time

o Corporate email ID

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

Primary Address to Use

Choose the email address type you would like Mergel to prioritize when processing data from users
that have both the Pivot email address and the Corporate email address.

PRIMARY ADDRESS TO USE

Pivot email address

® Corporate email address

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

e  Monitored Users (N/A)
e FILTERS

e TARGETS

e |IMPORTER SETTINGS
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Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

C csmith@example.net <clark.smith@example.com

ParticipantEntered: Default example test-6a3174ef-d8ab-44a0-9413-0ec0c55d58f2 Chatroom Listener
DateTimeUTC: [2018-01-08 18:32:04)

InternalFlag:

CorporateEmaillD: chatroomlistener @pivot3.example.net
ParticipantEntered: csmith@example.net

DateTimeUTC: [2018-01-08 18:32:04]

InternalFlag;

CorporateEmaillD: clark.smith@example.com
ParticipantEntered: clark. smith@cmepivot.im
DateTimeUTC: [2018-01-08 18:32:04]

InternalFlag:

CorporateEmaillD: clark.smith@example.com

MessageBy: clark.smith@example.net
DateTimeUTC: [2018-01-08 18:32:04]
Message: testing 123

MessageBy: clark.smith@example.net

DateTimeUTC: [2018-01-08 18:42:46]
Message: testing room

Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Redtail Speak

Redftail is a CRM system that focuses on financial advisor/client relationships. The Speak feature is an
add-on model that allows advisors to communicate with their clients, team members, and the
company overall. Through its Speak platform, Redtail can send text messages to communicate with
the clients and recognizes the need for compliance.

Mergel collects Redtail Speak messages from the Redtail Speak SMTP server. For setting up an SMTP
server, contact Arctera Support.

Activities Captured

e One-on-one chats with team members
e  Public/private group conversations

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

e  Monitored Users (N/A)
e FILTERS

e TARGETS

e |IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

Database: 339909 - Owner: Jason Mills - Raom Name: Testd - Date: 2020-12-03 00:00:00 -0300 ~
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Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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RingCentral

RingCentral Team Messaging is a collaboration platform designed to streamline team
communications by providing centralized messaging and organization tools.

The Mergel RingCentral collector utilizes the RingCentral compliance API o retrieve messages and
meeting-based content, ensuring secure archiving and compliance management for enterprise
communication.

Activities Captured

Chats

Tasks

Notes

Events

SMS chats®
Attachments®*

Compliance Exports

Compliance Exports is a special capability specifically built for companies and regulated industries, such
as financial services, with compliance requirements for using electronic communication in the
workplace. This feature is also a fail-safe way of preserving business commmunications for legal
discovery or internal review.

https://developers.ringcentral.com/quide/team-messaging/manual/compliance-export-structure

When you download a compliance export, you will receive a .zip file that contains a number of files and
folders that contain all the data associated with your data export.

@‘ Note

Only the content and items within the archive's specified period are included in the
downloaded/compliance export file. Therefore, data outside that time range is not captured.

Creating a RingCentral Application

To create the application:

1. Signin to the RingCentral Developer Console.

2. You will be navigated to the apps console were all your apps are listed and can be managed. Click
Register App at the upper right corner of All applications.

* The outgoing SMS chats of internal users and incoming SMS chats of external users are captured.

% Attachment downloading is available only for files uploaded from a local computer. For third-party applications, such as
Dropbox, Google Drive, Box, the downloadUrl is not returned, and a message is constructed without an attachment.
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RINGCENTRALCOM  APP GALLERY v

RingCentral Developers APIs v  Solutions v  Pricing  Partners v Community ~  Support v

All applications of

Applicalion Name Cresled Created by Actio:

Note that if you see the Register App button, but it is disabled, then your account lacks the
permission required to create an app. Contact your account administrator to request this
permission.

Select REST APl App and click Next.

RingCentral Developers APIs ¥ Solutions ¥  Pricing  Partners ¥  Community ¥  Support v

CettingStarted Register App > Select app type
Reister an applicationion RingCertral to oin accass to the APl and o RingCentra build
Apps > i HEERrLY o
Orprisaion ] :
task Ly App Type
Ly
What type of app are you registering? *
~  RESTAPIApp
7 hisapptypets s €10 calling the RingCentral REST AP
Bot Add-in
This app type Is used when building 2 team messaging bot that exposes a conversational user interface

|

In the App Properties window:

41, Enter App Name.

4.2. Enter App Description.

43. Select No for Do you intend to promote this app in the RingCentral App Gallery?.

RINGEENTRZ APP GALLERY

RingCentral Developers APls v Solutions v Pricing  Partners™  Community ¥ Support ™

Gelling Startect Register App > RE!
®

sister an application on Ringt

Apps >

Organization
) App Properties (internal-use only)

AppName * © o
AppDescription * (3 e

Miimum 20 charscters. (0]

Primary Contact * (0

JohnColoe me) mergeonc@veritas com

tral llery? © @

ver No Idon't know

In the App Card section:
51 Enfer Display Name.
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5.2. Enter Summary.

5.3. Upload App Icon in PNG format.

Q- Tip
e Image must be a square.
e File format supported: jpg. png. svg or gif.
e Size:less than 2MB.
e Find aftached one here: R

App card preview
Enter a short summary of your app (max. 144
el
Appleon (0 e
[Display name]
Veritas
Vo g [Surmmary will appear here]

Choase:

In the Auth section:
6. Ensure 3-legged OAuth flow authorization code is enabled.
6.2. Select Server-side web app (most common).

6.3. Enter the URL of your local Mergel environment in the following format:
https://<mergel instance>/Configuration/OAuthCallback inthe OAuth Redirect
URI field.

Auth

For apps that must aulhenticate direct select the authenticat app will use.

@ 3legged OAuthflow authorlzation code 9
This comman QAuth flow requires users tolo@nto the application viathe RingCentral website,
and toexchange:an aurth token for an access key.

From what type of app will you be calllng the API? *

(@) Server side web app (mast common) e ) Client-side weh app, e.g. SPA. Javascript
() Android mobile 30p S mabile 3pp

) Windaus desktop app ) Mac desktop app

OAuth RedirectURI * (@ e

(® Add adciitional redireet UR

) IWTauth flow

This Ofuth flow s recomimended for
daemons, and other command-line t

tdonot heve & user interface (e.8. scripts, cronjobs,
tions that are accessed by way of an "AP] key”

Issue refresh tokens? *

Wisen thisis ensbled, RingCentralwill I sions to d their
original ifetime, without having to reauthenticate

In the Security section, select the following scopes from the Application Scopes drop-down list,
then click Create:

7]. Read Accounts
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7.2. Read Messages
7.3. Team Messaging

Security

ApplicationScopes @ o

| ]
[ A2psms i
[ Al (requires approwl)

[ Analytics

[0 catControl

[ Contacts

&

8. The API Server URL, Client ID, and Client Secret will be generated. Use these credentials to
configure the collector.

RINGCENTRALCOM AP GALLERY John v

RingCentral Developers APls ¥  Solutions %  Pricing  Partners ¥ Community Support v

Apps > SampleApp

‘ Dashboard £ Congratulations! Your app is in production new, which means thal users are now able Lo use your RingCentral integration.

Credentials

AP| Server URL

et Secret  Clickoser

Analytics - API Calls

Suration
2025/02/21 CO00.00 - 2025/02/27 11.5%:59 (UTC) @

Collector Configuration

To set up the collector:
1. Click Add Importer. specify Name and a Description(optional). and select the collector from the list.
The RingCentral Application Configuration window will open.

2. Inthe Application ID field enter Client ID copied previously, in Application secret/key, enter the
copied Client Secret, enter the API server URL in the RingCentral server URL field, and then click

Next.
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CONFIGURATION WIZARD X

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials to your company’s RingCentral app so that Merge1 can be
configured to access your monitored users' account data.

If you do not have an app created for RingCentral, please click for more information.

RINGCENTRAL APPLICATION CONFIGURATION

Application 1D
Application secret/key

RingCentral server URL

I have access token

BASK “

RingCentral Activities

There are the following types of activities which can be captured with the collector:
e Team messages

e SMS messages

RINGCENTRAL ACTIVITIES

¥ Team messages

¥ SMS messages

By enabling the Team messages or/and SMS messages checkboxes, the activities from teams or/and
SMS chats will be processed.

Time Stamp Formatting

For more details on how to configure fimestamps, see Time Stamp Formatting.

Advanced Configuration Options

There are following advanced options when configuring the collector with Mergel.

e The Subject Prefix feature will add a prefix before the message subject to facilitate the search
in the farget.
e The Merge message by thread if checked combines messages by threads rather than sending
them one by one.
e Select the Message time zone from the drop-down menu.
o  When Process incomplete days option is enabled, the messages of the days that have
not yet ended will be imported in a separate email as well. This option can be selected
only if Merge messages by thread is selected.
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e Options Do not download data modified before and Do not download data modified after
allow cutting off data outside the set date range. If the before date is set to 08/17/2024 and the
after date is set to 09/17/2024, only the data between these two dates will be downloaded.

Data outside that fimeframe will be ignored.
ADVANCED CONFIGURATION OPTIONS

Subject prefix

Merge messages by thread

«| Do not download data modified before: | 12/13/2024

Do not download data modified after:

Attachments Configuration

When the Ignore Attachments checkbox is enabled, all the attachments are excluded from the
message which will enhance the collector performance. Each message will contain only information
and the link of the excluded attachment.

For more details on how to configure attachments, see Attachments Configuration.

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

e MONITORED USERS

e FILTERS

e TARGETS

e |MPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

tebern i 8 preal place b bresi brrad and make Iriend, med (hal's st whal hagpens when scary witch Teriba nbes Sen and her poests for bra s 1h

har
Messoge D S0S2170284
Acthty Type: Taik

Chst Ty Team

Unable to dewndoad attechment: 2.doc - Batgs Ul mus devtest rivgse

o
o
a
a

Activity Dates

Cmateckiate fime [Mourtius Shandsrd Fisoe). hun 13, 3021 183737

268



Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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ServiceNow

ServiceNow is a customizable service management platform that facilitates requests for support items
such as hardware, software requests. The platform has ability for partners to develop solutions and
add to the ServiceNow app library.

Activities Captured

Live messages with comments and atfachments created in My Feed

Live messages with comments and attachments created in Company Feed

Live messages with comments and attachments created in Group feed (Public/Private)
Conversations with comments and attachments (one-on-one, group)

Deletes

Polls with choices and votes

Like counts

Links

Mentions

Emoijis

Note that when the group is deleted, the messages are not captured.

Activities not Captured

Record feed

Tasks with comments

Incidents with comments
Requests with comments
Requested items with comments
Problem with comments
Change request

Change task

Creating a ServiceNow Application

The administrator of your organization must perform the following steps:

1. Log in to ServiceNow instance and navigate to System OAuth > Application Registry.

Servicenaw s

Make your life easier, create a dashboard!

e s kmow you e crease 2 Tshhaamis aee |
hboare): el ty add. meree, and o

Crueate dashbound version
1

2. Click the Application Registry and the applications list will open. Click New.
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Servicenow: s
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= AllType

= client D = comments
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< Ofuthspplicaion Sdit Insercestar

What kind of OAuth applicati

Enter a name for the application.

Unlock the Redirect_URI field and enter the URL of your local Mergel environment with the
following format: https://mergel instance/Configuration/OAuthCallback and click the
Submit button.

servicenow

¢ = Awplication Registries
= penrerord

Dauth client asplicatian etails
+ Mame: A Lrique nerz.
- Clientin: <l
= Clignt Soc
Refrash Token Lifespar
= #ccess Tonen Lifespal
. cad

Mareinfs

% Hame

sk Clientil | TUBRRGARCA0LL LAl Tesd et leT

et Se

000002000

After executing the provided steps, you will find the application you have just created on the
Application Registry page. Click your application, and in the window that opens, you will find your
application details, including Client ID and Client Secret.
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7. Copy and save the Client ID and Secret to later provide them to Mergel as part of ServiceNow
configuration.

Collector Configuration

To set up the collector:

1. Click Add Importer, specify Name and a Description (optional), and select the collector from the
list. The ServiceNow Application Configuration window will open.

2. Add your ServiceNow Instance URL, the App Key copied previously in the Application ID field, and
in Application Secret/Key. enter copied Secret, and then click NEXT.

CONFIGURATION WIZARD X

m MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following crédentials to your company’s ServiceNow app so that Merge1 can be
configured to access your monitored users' account data

if you do not have an app created for ServiceNow; please dick for more information.

SERVICENOW APPLICATION CONFIGURATION

ServiceMNow instance URL
Application ID
Application secret/key

| have access token

BACK NEXT

Timestamp Formatting

In addition to the primary stamp, a second timestamp can be enabled with its time zone. From the
drop-down list, you can choose the time zone of the timestamp. The format of the timestamp in the
output message can also be specified from the six options in the Date time format drop-down list. You
should also select ServiceNow API Time zone which shows system default time zone on the ServiceNow
instance®.

3 This is a mandatory field.
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TIME STAMP FORMATTING

SERVICENOW API TIMEZONE

Note that if selected time zone is not matching with your ServiceNow instance default time zone there
might be some unwanted consequences.

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Attachment Configuration

For more details on how to configure attachments, see Attachments Configuration.

Message Body

This setting determines how imported messages are displayed in the target. There are the following
output message body options:

e HTML: Displays the message in HTML format.
e Light grid mode: Displays data in a two-toned layout, making it visually distinct and easier to
view while displaying limited metadata.

MESSAGE BODY
® HTML

Light grid mode

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:
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Public Live Message: 5ba5a3f0376031009a80a0ffbe41fiba
u ITIL User &« Reply & Replyall ~ Foward & o [@
To: O Development: O Saless OIT; O Pat Hoshaw; O System Administrater; O Finance; O Customer Support Mon 2024-12-30 22:34

ITIL User itil@example.com
Created Time: December 30 at 10:28 PM CST
Activity Time: December 30 at 10:34 PM CST

I recently had to change my single sign-on password and after that | am not able to login using the new password when | directly access the TIDE instance.

Group: 50eba9c1377221009a80a0ffbed 1100
Message Id: 5ba5a3f0376031009a80a0ffbed41f1ba
Message State: published

Message Like Count: 0

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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SharePoint

SharePoint is a web-based collaborative platform that integrates with Microsoft Office. Launched in
2001, SharePoint is primarily sold as a document management and storage system, but the product is
highly configurable, and the usage varies substantially among organizations.

SharePoint can refer to one or more SharePoint products or technologies, including:

SharePoint Online
SharePoint Server
SharePoint Foundation
SharePoint Designer 2013
OneDrive for Business sync

The Mergel SharePoint collector captures data from SharePoint Online.

Activities Captured

Newsfeed/Document library/ Picture liorary posts
Newsfeed /Document library/ Picture library comments
Custom lists items

Custom lists comments

Site page comments

>

Note

The SharePoint CSOM API provides two idenfical versions of the same data with different version
numbers, but only one version is kept for storage and visibility sack.

Creating a Microsoft Entra ID Application

The Office 365 or Azure administrator in your organization must complete the steps detailed in the
sections below.

Registering an Application
Signin to Azure Portal.

. Select Microsoft Entra ID under Azure services.
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B I RO
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.

Azure services

e > 1 — & (%) & -

Create 3 Microsoft éntra . Subscriprions. Al resounces Enterprice Storage. Lgers Resource APp Seranes MCTe Servio ot
tespurce o apphation; secounts groups
Resources

Récent  Fanorite

Hame Type st Viewred

In the left-hand navigation pane, click Manage > App registrations.

o EEEEeE I OO

(i ) Globanet | Overview X
+ add ~ @ manage tenarts [ What's new 2 priview features A7 ot teedbackt ~
o nd b problams = . -
# Diagnote a * problems () Mkrosoft Entrs has 3 simpler, integrated sxperience for managing 2l vour idensity and Access Management nesds. Try the new Microsoft Entra
~ Manage admin center] £
- Users Overview  Monitoring  Properties Recommendations  Setup guides
& Groups
A Gl ideriities Search your tenant
. Roles and administrators Bade Infomation
& Adminctrative units
Delegated agmin Mame Globanet Users 24
¥ partners
Tenant ID 28d112c0-2103-4e56-84ba-4ndeves1o4se [ Groups a2
B Enterprica applications.
) Ceviees ¥ 3 fting.com Applications 223
BL App regustrations Litense Mictosoft Entra 10 Free Devices "

(&} \dertity Govemance

Click New registration.

oo o BT O

App registrations & - e

& indponts K Troublesnoot () Refresh L Cownload B Preview features A7 Got feedback?

1@ Startng June $0th. 2020 we wil na longer 3 any rew features ¢ Azure Actwe Drectary Authentication Library (ADAL] and Azure Actree Directory Graph, W wil continus to prewide bechnical suppert and secunty o
updates but we will no longes provade frature updates. will e 8o be upgy Mcenialt Authe Litwrary (MSAL] and Graph. Leain mone
All applications  Owned applications  Deleted applications
B St ¥ Rame ar appl nt] I to i add fners
262 apphicstions found "
Display name Application {client] 10 Created on L Certificates & secrets

To register an application:
4. Enter a Name for the application.

4.2. Click Register.
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BT

Register an application

5. An Application (client) ID and Directory (tenant) ID will be generated. Keep both for configuring
the collector in Mergel.

Granting Permissions

Adding Microsoft Graph API Permissions

To add Microsoft Graph APl permissions:

1. Inthe left-hand navigation pane, click Manage > API permissions.
2. Click Add a permission.

3. Inthe opened pane select the Microsoft Graph API.

[ et S T S S S S ——
. 3 A gl Request API permissions X

4. To add the necessary permission:
4. Click Application permissions.
42. Add the following permissions:
4.2.1. Directory: Directory.Read All
4.2.2 Files: Files.Read All
4.2.3. User: UserRead All

43. Click Add permissions.
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5 SampleApp | APl permissions

£ Search
B oveniew
& Quickstart

o integation assistant

X Diagnase and solve problems

v Manage
B Branding & properties
D nuthentication

Certficates & secrets
1! oken configuration
<+ API permissions
& tiposean 49
1 app roles
2 Owrers
& Roles and administratoss
0 ronifest

» Suppert + Troubleshooting

40 o o foveren by svening Corl SR Fe

) Relresh | &7 Got feedback?

A Granting tenant-ide consent may resoke e
i

1) The “Adrmin consent required” column shous
your organization orin organizations where t

Configured permissions

‘applicaticns are authorized to call A%1s when they
all the permissions the application needs, Learm 1

{ Add a parmission  Grant admin conset

API { Permissions name Type

Detegated

o view and manage eonsented permissions for it

Request API permissions X

call apis
* sharePoint
hitpsy/fmicrosoftsharepoint com Docs

Select permissions expand st

[ S ypng  pemsionta fer hese et

Permission Admin consent required

> sites

5 ()

o User

Adding SharePoint APl Permissions

To add SharePoint APl permissions:

1. In the left-hand navigation pane, click Manage > APl permissions.

2. Click Add a permission.

3. Inthe opened pane select the SharePoint API.
[ EEETm G s Soor ]

5 SampleApp | APl permissions &

3 Diagease and.
pTe—
B Sranding & proparties
D setharticeen

Canitcates & seowes

4. To add the necessary permission:

41. Click Application permissions.

42. Add the following permissions:

42 Sites:

4211 Sites.FullControl All

4212 Sites.Read All

Request APl permissions

More Microsoh APt

o B
Ty e Bach L Asiee Conman D8 g e Dot Catato

422 TermStore: TermStore.Read.All

4.2.3. User: User.Read All

43. Click Add permissions.
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Home > App registrations > SampleApp Request API permissions ®
5 SampleApp | APl permissions

callaps N
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Granting Admin Consent
1. Go back to API permissions.

2. Click Grant admin consent for your company to grant the added permissions.

T r—

Home » App registrations 5 Sampledpg

- SampleApp | APl permissions  # ®

semch O mefest 5 ot feedback?
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] Toten comtgurabion

B AR parmistions.

G Expost a0 AP

B approles

Uploading a Certificate

To upload a certificate:

1. In the left-hand navigation pane, go fo Manage > Certificates & secrets.
Select Certificates.

Click Upload certificate.

Select a certificate (public key) with one of the following file types: . cer, .pem, .crt.

L SR

Click Add.
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A certificate thumbprint will be generated. Keep the value for configuring the collector in Mergel.

For more information on how to create a certificate, see Creating a Certificate (Private and Public

Collector Configuration

To set up the collector:
After you click Add Importer, and specify Name and a Description (optional).
In the new window opened, add Directory ID, and Application ID.

You can copy the Application ID from the Microsoft Entra ID > App Registrations > <your app name=

@
& e = X
- = " -
P A ARPLICARSN THR APRLCATION B
. [ Wel s / AP RIIT- BT DB

Provide X.509 Certificate Thumbprint in case you activate the Local machine radio button as the
X.509 Certificate Source.

SETTINGS

SHARFPOINT APPLICATION CONTIGLIRATION
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In case you activate Upload file (*.pfx). click the Select button to upload the certificate and provide
X.509 Certificate password.

“ MONITORED USERS FILTERS TARGETS SETTINGS
E Merge! can be

R “

The Certificate thumbprint field will be auto populated in case the collector was previously configured
by uploading a certificate.

SharePoint Activities

For SharePoint activities:

1.

Activate Monitor all sites in case all SharePoint sites should be monitored. In this case, the file
upload and download options will be inactive.

Activate Monitor certain sites in case only certain SharePoint sites/sub-sites should be monitored.
Upload the CSV file that includes:

e The site/sub-site URL which can be found by clicking the Copy button from the right-side
opened Page Details window.

e TRUE or FALSE options which will specify whether the sub-sites should or should not be
monitored accordingly. If not specified, the default value will be FALSE, i.e., sub-sites will not be
monitored.

In case you need to make changes in the CSV, download the already uploaded file, make the
necessary changes, and upload it again.

The following activities will be captured if selected®:

Microfeed

Site Page
Document Library
Picture Library
Custom List

The Ignore inactive files checkbox is enabled by default, and the Ignore files with no activity in
the last X days parameter is set to 31 days. As a result, only the files with their comments modified

38 |f the file names contain the “#” and “%"” symbols, they will not be downloaded.
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within the specified days will be captured.
If the checkbox is disabled, all files will be captured regardless of their activity.

SHAREPOINT ACTIVITIES

® Monitor all sites

Monitor certain sites

Download file DOWNLOAD

Microfeed
Site Page

v
v

| Document Library
| Picture Library
v

Custom List

| Ignore inactive files
21

Ignore files with no activity in the last days.

Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration

Options.

For Processing Mode, here are the following options:

The Single message per event captures each event (post, comment, reply) in one message.
The Single message per comment and its replies/sub-comments captures a message and all
replies and comments related to it in one output message.

The Single message per site captures all messages and their replies and comments in one
combined message.

PROCESSING MODE
& Single message per event
single message per comment and its replies/sub-comments

Single message per list item

If any event has been changed after a single Mergel run, when it is run the next time, the updated
version of the event will be imported. The processing modes apply both to the Newsfeed and to the

Site Page comments.

Attachments Configuration

Include original data as attachment: If checked, the message original data is attached to the
output file.

Ignore attachments: If checked, all the attachments are excluded from the message
enhancing the collector's performance. Each message will contain info and the link to the
excluded attachment.
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Otherwise, additional configurations will open for setup. See Attachments Configuration.

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully

processed and delivered to the target. Below is an example of an output message:

MS Marcus Smith <MSmith@example.com

Globanet Team Site-Marcus Smith replied...

'. L dkite50490.jpg

Marcus Smith - November 27 at 03:31 PM
reply to John's post
on 11/27 @ 3:30PM+4

Site: Globanet Team Site

Place: Newsfeed

Messageld: 45f3d97d-3ec5-4834-b761-419886dc 1fed
Attachment: redkite50498.jpg

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Skype for Business

Skype for Business is an instant messaging client used with Skype for Business Server or with Skype for
Business Online. Skype for Business is an enferprise software.

Mergel captures OCS/Lync/Skype for Business chats from SQL databases. Attachments are not
captured, so they should be disabled for the compliance.

The configuration page consists of three database configurations:

e Archive database, usually named LCSLogs, contains all the communications between the users.

e Persistent Chat database is MGC containing persistent chats.

e Compliance database is only used to capture participant entered, participant left, room
deleted events, it must be configured along with the Persistent Chat database, otherwise, the
information will not be captured.

To capture messages from persistent chat rooms, Enable Chat History option should be selected from
Persistent Chat category section.

Activities Captured

Messages between users

Persistent chats

Message deletes not allowed by the system
Message edits not allowed by the system

Collector Configuration

DB Configuration

Mergel retrieves data from Lync/Skype for Business directly from its database(s).

Select the Source System Type from the drop-down list. (Mergel supports Lync/Skype for Business
versions 2007 through 2013) Persistent Chat and Compliance databases are configurable for version
2013 only.

@' Note

Your Merge1 service account must have read access to your Skype for Business Compliance

Databases (the default database names for Skype for Business are: LCSlogs, mgc, mgccomp).
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CONFIGURATION WIZARD X

m MONITORED USERS FILTERS TARGETS SETTINGS

DB CONFIGURATION

Archive database CONFIGURE
Persistent chat database

Compliance database

Source system type Lync2007

In the Mergel Configuration for Skype for Business, we have three types of databases: Archive,
Persistent Chat, and Compliance, which are configured individually by providing database server
addresses and authentication credentials.

To change the configurations of individual database types, click Configure next to the Archive
Database.

All three types of databases are configured as follows:

. Select the SQL Server from the drop-down menu.

2. Choose the authentication method to connect to the server. If Windows Authentication is chosen
Mergel will connect to it using the Windows credentials of the account, it is set upon. If SQL Server
Authentication is chosen it can be connected to with the SQL Server credentials.

3. Select the database, where Skype files are stored, from the drop-down list after connecting to the
server.

4. Advanced Connection Parameters allow specifying the following:

e In the Connection timeout field, the time during which the query is not processed can be
specified to yield timeout.

e Inthe Load balance timeout field, the time during which the inactive connections should be
kept open in a connection pool can be specified. An inactive connection is a database session
that is not in use by an application.

e Min pool size is the minimum number of requests the application may process concurrently.

e Max pool size is the maximum number of requests the application may process concurrently.

e Network packet size is the fixed-size chunk of data that transfers requests and results
between clients and servers. This field specifies in what file-size chunks the file data should be
transferred.

e Asynchronous Processing. when enabled, allows various workflows to run at the same time.

e Encrypt should be checked, when SQL Server uses SSL encryption for all data sent between
the client and server if the server has a certificate installed.

e Enlist when enabled, checks whether the SQL Server connection pooler automatically enlists
the connection in the creation thread's current transaction context.

e Pooling, if enabled keeps the database connections active so that, when a connection is later
requested, one of the active ones is used in preference to have to create another one.

e Replication is a technique through which an instance of a database is exactly copied to,
transferred to, or integrated with another location. Database replication is done to provide a
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consistent copy of data across all the database nodes. It also removes any data redundancy,
merging of two databases into one and updating the secondary databases with outdated or
incomplete data.

Enable Always Encrypted (column encryption) enables SQL Always Encrypted on existing
Mergel databases.

SOL CONNECTION ADVANCED CONNECTION PARAMETERS

CONNECT USING Nerwerk packer sge & bytes

SRS _

Other Options

For other options:

The Subject Prefix is added to the subject line of imported emails. This is useful for organizing
imported data, i.e.. when multiple sources share a common target.

When Single Message per Conversation is selected, a single message is archived for each
conversation.

When Single Message per Conversation Contributor is selected, a single message is archived
for each conversation with one version of the conversation per participant. This allows for the
data to be searched for based on the participant's name. You can enable Bloomberg Vault
Format fo enable Bloomberg archive formatting.

If Single Message per IM is enabled, each IM in the conversation is imported as a separate
message.

If Single Message per User (Combine all conversations) is enabled, a separate archive is
created for each User and includes all conversation of that participant. The From field will
contain the user's email address, the To field will contain all the email addresses of those with
whom that user has chatted, and the Body will contain all the user's conversations.

Options Do not download data modified before and Do not download data modified after
allow cutting off data outside the set date range. If the before date is set to 08/17/2024 and the
after date is set to 09/17/2024, only the data between these two dates will be downloaded.
Data outside that tfimeframe will be ignored.

Enable Message Chunking if you want to break down the data segments into chunks
containing the specified number of messages.

If you want to exclude messages that were sent within the past X number of hours, you can
enable Archiving Delay Check.
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e For persistent chats use _ as user identifier option allows specifying the values from which
columns of the source DB should be assigned to the monitored users. The options are: prinUri,
prinEmail, prinADUserPrincipalName.

e Enabling Bloomberg Vault Format checkbox output message will be as shown.

OTHER OPTIONS -

Subject prefix

Single message per conversation

essage per conversation contributar

Single message per user (combine all conversations)

+ Do not download data modified before:

12/13/2024

Do not download data modified after:

Enable message chunking

IMs per chunk
5000

Enable archiving delay check

Delay{hours)
24

Add user SMTP address in Subject and Report

For persistent chats use ) _
prinADUserPrincipalNam: RV &s user identifier

Archiving Delay Check Warning

The Delayed Archive feature is meant to mitigate a problem caused by a perceived deficiency in
Skype for Business whereby messages may enter the Compliance database later than anticipated.
Mergel can be configured to not only address current (daily) messages but also re-examine messages
up to 72 hours in the past (look back period) to determine if there were late arriving messages and
process those as well. The bigger the look back period, the more processing Mergel will have to do. We
recommend choosing a minimal look back period only when necessary and to never exceed 72 hours.

Recommended Use Case

The Skype for Business database, where the messages are stored, is not updated synchronously with
the application. It takes some time for the messages to be synchronized into the Skype for Business
database. Therefore, we recommend running the Skype for Business collector only one time a day on a
non-working hour.

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

e MONITORED USERS
e FILTERS
e TARGETS

287



IMPORTER SETTINGS

Mergel | User Guide
IMPORTERS

Once the configurations are completed and the importer is executed, data will be successfully

processed and delivered to the target. Below is an example of an output message:

M msmith@gps.local

SkypeForBusiness Lync User#1 Chat 2014-06-25 @ 22:34:34.220#1 (Conversation)

1@gps.loca eyers-a@gps.local

msmith@gps.local [6/25/2014 10:34:34 PM]: Hi Albert.

From account: msmith file msmith@gps.local
Local username: Jackie Ervin Click or tap to follow link.
Corp Email: msmith@gps.local (file://msmith@gps.local/)

msmith @gps.local [6/25/2014 10:39:05 PM]:

| got your meeting invite.

From account: msmith

Local username: Michael Smith

Corp Email: msmith@gps.local

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Slack eDiscovery

The Slack eDiscovery collector allows retrieving data from Slack Enterprise account workspaces,
consolidate it into one archive or mail for eDiscovery. Enferprise Grid is a "network" of two or more Slack
workspace instances. Each Slack workspace has its team ID, its directory of memibers, its channels,
conversations, and files.

It is required to have Compliance SKU enabled for the Slack Enterprise Grid.

To set up the Slack eDiscovery collector, open the C: \Program Files\Arctera Inc\Mergel
7.0\UserSettings.config folder....*” and replace the last four lines with the following:

<add key="SiteUrl" value="https://localhost/" />

<add key="ResourcesUrl" value="https://localhost/" />

<add key="OAuthCallbackUrl" value="https://localhost/" />
</UserSettings>

In addition, you should contact Slack at exports@slack.com and ask to enable Discovery API for your
organization before finishing the collector setup.

You should use https://localhost to access the Mergel portal for passing the OAuth for
eDiscovery.

Note that after setting it up, you can change it back to your IP address.

Activities Captured

e Activities from all workspaces
o Direct messages
e Canvases® *
o Canvas activities*?
o Canvas comments
o Canvas content®®
e  Multi-participant direct messages
e Channel conversations/messages
e Attachments (the attachment itself is included in the message generated by Mergel as an
attachment)
e Attachments shared using third-party infegrations such as OneDrive (only the link is included in
the body of the message generated by Mergel)
Emojis (as texts)
GlFs
Deletes (including the deleted message and the event itself)*

Edits (including the message before and after it is edited)

¥ For Merge1l version 6.0, the path willbe C: \Program Files\Globanet Consulting Services\Mergel
6.0\UserSettings.config.

0 Canvas download activities of the admin account are not captured.

41 Reauthentication is required for capturing canvases.

42 Deleted canvases and canvas items are not captured.

“ The latest edit in the canvas content is captured in case of multiple edits.

“ Deleted messages of external users are not captured.
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Guest conversations

Message reactions*

Shared channel events (channels shared with external organizations*)
Channel join event

Set channel purpose event

Files delete event

Emails sent from supported email services

Note that capturing the edit and delete activities depend on the retention policy of your Slack
Enterprise account. You can set message retention o "Keep all messages and keep edit and deletion
logs" from https://my.slack.com/admin/settings#data_retention. This will work for public channels. If
you need to capture all edit and deletion logs for private channels and direct messages as well, please
check the Retention Policy of your Slack Enterprise account.

Collector Configuration

To set up the Slack eDiscovery collector:

1.

Log into your Slack Enterprise workspace using the organization URL. You should stay logged info
your account when adding a Mergel collector.

Sign in to your workspace

Enter your workspace's Slack URL

kspace slack.com

Don't know your workspace URL? Find your

workspace

Click Manage Organization on the upper right corner.

gslack B w Manags Organization J

Workspaces at Globanet

Your Workspaces

Enter the necessary workspace.

Confirm that the account used for configuring Mergel has the necessary permissions, i.e., is either
an Org. Owner or a Primary Org. Owner.

45 Reactions for deleted messages are not captured.

“ Including the external users’ names.
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11 Members =

Leave the window open.
Go to Mergel collector and click Add Importer.
Add a Name to the importer and a Description and select the collector from the collectors list.

After receiving a confirmation from us, confact exports@slack.com and ask to enable Discovery AP

for your organization.

Add your Slack eDiscovery Organization URL in the Organization Domain field. If the organization
domain has enterprise subdomain in it, it should be omitted from the field. For example, the domain
arctera.enterprise.slack.com should be filled in as arctera.slack.com.

Click NEXT, to initialize the connection after the Discovery API is enabled. Discovery API allows
using approved third-party apps (in this case Mergel) to export, archive, or meet other security and
compliance obligations for any organization content.

CONFIGURATION WIZARD X

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials to your company’s Slack eDiscovery app so that Merge? can be
configured to access your monitored users’ account data.

SLACK EDISCOVERY APPLICATION CONFIGURATION

Crganization domain domain slack.com

| have access token

BACK NEXT

Authorize the connection between Slack eDiscovery and Mergel.
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5= slack

D

Allow the "Arctera Mergel" app to access Slack

@ App is approved by Slack

Apps are reviewed for quality before they are listed in the Slack Marketplace. Learn more about app reviews.

‘Workspace

: l Globanet Sandbox v

Review app permissions Manage permissions

Information "Arctera Merge1" can view

& Content and info about you »

Actions "Arctera Merge1" can take

‘% Administer Slack for your organization >

Slack will share your granted permissions with Arctera Mergel. View Slack's privacy policy. By agreeing to allow
Slack to share your granted permissions, you are also agreeing to Arctera Merge1's privacy agreement and terms

of service. Please review Arctera Merge1's terms before installing.
ancel m

12. Click Next.

Channels Filtering

This section allows filtering inactive channels for the specified period. When the Ignore Inactive Channels
checkbox is enabled, any channels that have not had any activity within the user-specified time frame
of 2-7 days before the collector run will be disregarded.

CHANMELS FILTERING

Ignore inactive channels

Ignore channels with no activity in the last days.

To configure the filtering:

1. Click Ignore inactive channels. A confirmation pop-up opens.

2. Click Yes, to enable the checkbox for retrieving channels with recent activities. Or click No to cancel
the channel filtering.

3. Select the number of days from the drop-down list. The maximum value is 7.
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Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Advanced Configuration Options

There are the following advanced options when configuring the collector with Mergel:

e Import Archived Channel — when this option is selected, Mergel imports the data from archive
channels in Slack.

e The Subject Prefix is added to the subject line of imported emails. For example, if entered
subject prefix is "Slack”. This is useful for organizing imported data, i.e., when multiple sources
share a common target.

e Do not download data modified before and Do not download data modified after — these
options allow cutting off data outside the set date range. If the before date is set to 08/17/2024
and the after date is set to 09/17/2024, only the data between these two dates will be
downloaded. Data outside that timeframe will be ignored.

ADVANCED CONFIGURATION OPTIONS

«| Import Archived Channel

Attachments Configuration

e Include original data as attachment: If checked, the message original data is attached to the

output file.

e Ignore attachments: If checked, all the attachments are excluded from the message
enhancing the collector's performance. Each message will contain info and the link to the
excluded attachment.

ATTACHMENTS CONFIGURATION

rclude origingl dats sz smschment

gnore attachments

Otherwise, additional configurations will open for setup. See Attachments Configuration

Threading and Formatting

e The Merge Message by Thread if checked combines messages by threads rather than
sending them one by one.
o Select the time zone by which the messages from the drop-down menu.
o The message time zone by which the messages are split, can be selected from the

drop-down menu. When Process Incomplete Days option is enabled, the messages of
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the days that have not yet ended will be imported in a separate email as well. This
option can be selected only if Merge Messages by Thread is selected.

THREADING AND FORMATTING

Merge messages by thread

Message Body

This setting determines how imported messages are displayed in the target. There are the following
output message body options:

MESSAGE BODY

e HTML: Displays the message in HTML format.

e Light grid mode: Displays data in a two-toned layout, making it visually distinct and easier to
view while displaying limited metadata.

e Grid mode: Displays output message content in a compact grid format for structured and
efficient viewing. The information is structured into the following columns:

o Date

User info

Text

Action

Attachment

Reaction

Message ID

Reply to ID

e Pure body: Displays the oufput message as plain text, without formatting or additional details.

O O O 0O 0O 0 o

Note that Light grid mode becomes active if the Merge messages by thread is activated and
Pure body is activated in case Merge messages by thread is disabled.

In Grid mode, the color scheme can be adjusted through the Select Style pop-up menu:
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SELECT GRID MODE STYLE X
Title:

o0 . —— | —
Title background:

. . e #zsscasﬂ

Content:

(Y X @i ] —— | —

Content background:

—

Lines:

. #arezes [l

T “

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

@kelly Direct Messages-DIRECT MESSAGES 2025-03-31.21:43:33

kelly )
To: O kelly Tue 2025-04-01 01:43

K

leiimage kelly kelly@globanetlabs.com

PostTime: April 1at 01:43 AM CST

Text: This message is for test case : slack_eDiscovery_strike_to_same_user_direct_message
MessageTimeStampUTC : 4/1/2025 1:43:33 AM

MessageCategory : DirectMessage

MessageGuid : 2c018678-319b-4f07-3e29-52acfde15a74

~This is Strike message!!!~

Messageld: 1743457413.564149

MessageType: message

ChannelName: DIRECT MESSAGES

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error
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Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Symphony
Symphony provides secure enterprise collaboration. Users can communicate with infernal and external
teams, securely share documents and content, conduct meetings with conferencing and

screen-sharing, leverage open APls in the growing app ecosystem to streamline and automate
workflows.

The Symphony collector works with XML format only. Make sure that the files are in the correct format.
There are following mappings of XML tags to emails:

e <jnitiator= = From
e <sentTo==To
e <readBy==CC

Note that the Symphony collector can process only zipped XML files.

Activities Captured

e Records
Captured activities can contain:

Post date

From

Message content
Reaction

Record type
Message ID
Attachment
Downloaded by
Event action
Read by

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

Attachment Validation

Mergel enables you to develop customized notes for attachment validation.

e If you select Replace all the attachments with the following note and input your custom note,
all the attachments o the messages will not be processed and in their place under the Reports,
you will see only the custom message that you have entered.
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e |f you select Replace missing attachments with the following note and input your custom note,
all the missing attachments of the messages will not be processed, and you will see only the
custom message that you have entered.

e The default setting is Fail Messages with missing attachments, so the messages that do not
have attachments are failed and can be viewed under the Reports.

ATTACHMENT VALIDATION

Replace all attachments with the following note:
This message contained the following attachments wi
Replace missing attachments with the following note:
This message contained the following attachments th

® Fail messages with missing attachments. (default)

Advanced Configuration Options

e Merge messages by thread: If checked, messages with identical thread IDs are grouped into
individual emails (as opposed to receiving a separate email per message). It is possible to
select additional fields (DownloadedBy and ReadBy) to be added to the merged message.

e Use the timestamp of the first record as message timestamp: If checked, it uses the
timestamp of the first Symphony message as a message timestamp, instead of one of the last
messages. This option becomes active, only when Merge messages by thread is selected.

e Process messages with "IsArchived” tag: If checked, messages that have the IsArchived tag
are processed as well.

e Ignore readby messages: If checked, messages with the ReadBy field in them will be ignored.

ADVANCED CONFIGURATION OPTIONS

Merge messages by thread

Process messages with "IsArchived" tag

Ignore readby messages

Message Body

This setting determines how imported messages are displayed in the target. There are the following
output message body options:
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MESSAGE BODY

® HTML
| Select Style

Pure body

HTML: If selected, the oufput message will be displayed in HTML format. The following
additional checkboxes will appear for configuration, allowing the output message to include the
following information:

o Downloaded by

o Read by
Grid mode: Allows viewing output message content in a compact grid format. This option
becomes active, only when Merge messages by thread is selected. The following additional
checkboxes will appear for configuration, allowing the output message to include the following

information:
o Downloaded by
o Read by

o Attachment
o Event action
Pure body: Displays the output message as plain text, without formatting or additional details.

Q- Tip
In Grid mode, the color scheme can be adjusted through the Select Style pop-up menu:
SELECT GRID MODE STYLE X
o0 M — | —
. . .#258ta5- I

Content:

o000 @il #—mm— @ —
—_—

Content background:

sencac

. satezes [l

Splitting Messages

The Splitting Messages option allows splitting large files. In the field, the size of a split part of the
message can be specified so that each part does not exceed the set size. For example, if the Max Size
for each part of split message is set fo 25MB, and the original message is 65 MB, it will be split into 3
messages, each not exceeding 25MB.
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SPLITTING MESSAGES

Split messages
0 (MB) Max size for each part of splitted message

Split size must be an integer

In case you have a limitation of 25 MB on your server, you must split your message max fo 17MB as the
server also must have space for some encryption and decryption tasks that are being carried out by
Mergel.

Include Record Type

In this section, the types of records that should be processed from Symphony can be specified. At least
one type should be selected. The following types of records from Symphony can be chosen:

Social message
Event

Email notification
Reaction

INCLUDE RECORD TYPES
Social message
Event
Email notification

Reaction

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:
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Thread [ixzXGyFBYLIRCQXdMUtBH///pmmlSFLdA==] Room [GoGs]

g Smevanigicbanet.com

gimayanBglobanetesm () sdeg panEghobanet com

sdeguirmendpan@globanetcom: O gsmoyan@globanet.com

MESSAGECONT
POSTDATE ‘m

ENT
10/9/2018 gsmoyan@iglo  gsmoyané SOCIALMESSA  SXIVsDKZASh]I
3:20:56 PM bamet.com banet.com, GE rFsCmgSH

sdeguirmend;i mimbyPvbO==
ani@globanet.c a7

om read

message

SEIVsDEZATh]H

FsCmasiHp

mmiyPvh==:

Hedle

Supported Nofifications

The importer supports the following nofification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.

RECORDTYPE ‘m | ATTACHMENT ‘m READEY

Mergel | User Guide
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Text-Delimited

Mergel Text- Delimited is designed to allow rapidly developing text-delimited file processing. The

collector aims to map the text-delimited fields to the required format. The mapping is done based on
the uploaded XML template. It varies from source to source and must be written separately. For more
details on the mapping corresponding fo the source you are going to use it for, contact our support at

Arctera Support.

Activities Captured

Messages

Captured activities can contain:

Message subject

Message headers

Participants: From, To, CC, and BCC
Activity datetime

Message body

Attachments

Note

To process the attachments, add the full path to each attachment in the CSV document. We
recommend creating attachments with a folder structure to prevent files with similar names
from clashing to avoid files with similar names shared on different days and in different
conversations.

The CSV/TXT and the ZIP files should have the same name to process the files properly.

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

Text-Based Collector Options

Upload an XML template. The XML file should include details about the file, such as headers,
number of columns, delimiter type, and text qualifier. The next section of the XML file should
define column names, data type, and whether columns are optional. Finally, it should map the
columns to expected data fields like From/Sender, To, Subject/Title, Date/ActivityDateTime,
and Body/Content.
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e If you want to manually set up the Source time zone, select the relevant one from the
drop-down list. By default, Mergel sets the Source time zone as UTC.

The Source time zone setting will attempt to retrieve the time zone from the data itself
automatically.

TEXT BASED COLLECTOR OPTIONS

Choose XML Template V2 file * UPLOAD

T Tl DOWNLOAD

Source time zone

urtc

Message Body

This setting determines how imported messages are displayed in the target. There are the following
output message body options:

e Plain: Displays the message in a simple text format.
e Light grid mode: Displays data in a two-toned layout, making it visually distinct and easier to
view while displaying limited metadata.

MESSAGE BODY
® Plain

Light grid mode

Advanced Configuration Options

Ignore parsing error: When checked, the importer continues running when corrupted/unexpected lines
occur or when aftachments are missing, logging a warning in the logs. Otherwise, it stops running and
an exception is thrown.

Extract after download: When enabled, the collector automatically unpacks ZIP archives that are not
part of a paired file group (TXT+ZIP or CSV+ZIP). If the option is disabled, Mergel will automatically
quarantine the files.

ADVANCED CONFIGURATION OPTIONS
| |gnore parsing errors

# Extract after download

XML Template Configuration Guideline

To configure the XML template sample:
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1. Configure the information about the file itself: if the file contains headers, number of columns,
delimiter type, text quadlifier, and attachment method *'.

<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<version>TD 3.0</version>
<options>
<containsHeader>Yes</containsHeader>
<maxCols>6</maxCols>
<delimiter>", "</delimiter>
<text qualifier>"</text qualifier>
<attachmentMethod>Archive</attachmentMethod>
<content_type>Html</content_ type>
</options>

2. Assign column names, identify data type, and indicate if columns are optional.

<columns>
<column>
<order>1</order>
<name>Date</name>
<datatype>DateTime</datatype>
<datatype options>
<format>XX/DD/YYYY HH:MM</format>
</datatype options>
</column>
<column>
<order>2</order>
<name>From Email</name>
<datatype>String</datatype>
</column>
<column>
<order>3</order>
<name>To Email</name>
<datatype>String</datatype>
</column>
<column>
<order>4</order>
<name>Subject</name>
<datatype>String</datatype>
</column>
<column>
<order>5</order>
<name>Body</name>
<datatype>String</datatype>
</column>
<column>
<order>6</order>
<name>FILE NAME</name>

# Note that if you want attachments to be processed properly, they should be in the same zipped folder and have the
attachments.zip format.
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<datatype>StringlList</datatype>
<datatype options>
<delimiter>";"</delimiter>
<append>""<append>
</datatype options>
</column>
</columns>

3. The lost part of the XML file maps the columns to the expected data fields: Sender, Participants,
Title, ActivityDateTime, Body and Threading *:

<mappings>
<mapping can be empty = "Yes">
<property>Sender</property>
<items>
<item>From Email</item>
</items>
</mapping>
<mapping can be empty = "Yes">
<property>Participants</property>
<items>
<item Role="To">To Email</item>
</items>
</mapping>
<mapping can be empty = "Yes">
<property>Title</property>
<items>
<item>Subject</item>
</items>
</mapping>
<mapping can be empty = "Yes">
<property>Content</property>
<items>
<item>Body</item>
</items>
</mapping>
<mapping can be empty = "Yes">
<property>ActivityDateTime</property>
<items>
<item>Date</item>
</items>
</mapping>
<mapping can be empty = "Yes">
<property>Attachments</property>
<items>
<item>FILE NAME</item>
</items>
</mapping>
<mapping can be empty = "Yes">

“* Only if threading is required.
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<property>X-KVS-MessageType</property>

<items>
<string>"Telemessage"</string>
</items>
</mapping>
</mappings>
<threading disabled = "No">

<case_sensitive>No</case_sensitive>
<date_sort_direction>Ascending</date_ sort_direction>

<items>
<item>From Email</item>
<item>To Email</item>
</items>
</threading>
</configuration>

Example of a source TXT file:

HOST MEMBER;HOST USER;GUEST MEMBER;GUEST USER;START TIME;END TIME;TEXT SOURCE;TEXT
$2021-81-25 B9:39:83;2021-01-25 09:39:46;Host;

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

0f9b85aa-5a2d-4eBc-ad59-ed23795964¢9

B test saetestaise | [ Wordatf | | [ ea2S0et...cpdf
@) gilshapira@telemessage.com
To: © paul.miller@telemessage.com

@ testsampletest sampletestxdsx . Wordf
ks oK

te (1 MB) B Save All Attachmente

“"User 1 sends a Document (pdf.word, excel data ) to User 2, *

[, ©8250e1cd0403695a0cd4b2219.
1MB

Mergel | User Guide
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Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.

Mergel | User Guide
IMPORTERS
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UBS

UBS provides financial advice and solutions to private, institutional, and corporate clients worldwide.

Activities Captured

o Messages
Captured activities can contain:

Datetime

First name

Last name

Company name

Says

Content

Participant's full name
Email

User ID

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

e File Source

e Execute Script Against Source Files
e PGP Decryption

e Folders

e After Successful Importing

e Misc Settings

UBS Options

Mergel enables you to validate the UBS attachments. You can either group all messages based on
participants or you can group messages by date.

UBS OPTIONS

Group messages by participants
Grouping interval:| 0 hours

You can also set grouping intervals. The time is calculated in hours.
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Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

UBS Chat Conversation from Sexton, James(Example Company)

sJ Sexton, James(Example Company) e & 2 J E

To: © Michael, Braden(Example) Mon 2011-06-13 18:06

(6/13/2011 1:06:40 PM UTC) Sexton, James(Example Company) says: Hello World

Participant: Sexton, James(Example Company)
Participant: Michael, Braden(Example) (bradenmi)

Supported Notfifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Verba

Verba is a call recording and communications compliance solution, typically used for recording,
monitoring, and analyzing voice, video, and messaging interactions in corporate or regulated
environments.

The Mergel Verba collector acquires and processes files exported from Verba. It supports ingestion of
paired files which include a CSV file and its corresponding media file.

Activities Captured

e Cadlls
Captured activities can contain:

Verba call ID
Platform call ID
Call start date time
Call end date time
Call duration
Storage target
Attachments

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

Advanced Configuration Options

e Include original data as attachment: If enabled, the CSV file will be attached to the output
message.

e Enter a valid domain (e.g. example.com): If specified, and a user lacks an email address,
Mergel will generate one by using the domain and the user's phone number, ensuring a valid
email format for processing.

ADVANCED CONFIGURATION OPTIONS

Include original data as attachment

Enter a valid domain (e.g. example.com)
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Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

e  Monitored Users (N/A)

e FILTERS

e TARGETS

e IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

voice cchb298f-c77c-49b4-afs 1349853c99 ”~
B cchb298. BOSE).cov ccbb298.. B0SELmp3
y  Ma, Chenfei =y Reply ¥ Replyal
To: O Mitchell, Kate; O Ma, Chenfei Mon 2025-06-00 18:03

i-c77c-49h4-af5e-a%d3

g ccbb298f-c77c-49bd-af5e-a0d3.
& Save All Attachments

Vierba call Id: ccbb298f-c77c-49b4-af5e-a9d349853¢99
Platform call 1d: 1¢85107 h-4924-a867-78{33960c1a6
Start date: 2025.06.02 1£ 057

End date: 2025.06.02 18:12:34.147

Duration: 00:08:56

Storage target: Azure BLOB - azlsasmssdvent

Supported Notfifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Verint

Verint recording is a full-time compliance recording solution that can be deployed on-premises or in
hybrid cloud environments. It lets you capture, ingest, aggregate, and manage interaction data across
all voice and digital channels.

The Mergel Verint collector is a file-based collector to parse Avaya and Cisco call XML formatted
interaction file sources.

Activities Captured

e Recorded calls
Captured activities can contain:

Call start time (as a timestamp)

Call duration

Audio attachment files in WAV format
Subject

Participants

Message body

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

Advanced Configuration Options

If Include original data as attachment is enabled, the XML file will be attached to the output message.

ADVANCED CONFIGURATION OPTIONS

Include original data as attachment

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS
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Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

Call between +447947330895 and 75831115 ~
2 A 05-16-2..758.wav
75831115 R J [
To: O +447947330895; O 75831115 Fri 2024-05-17 01:58

A 05-16-2024_22-58-15_sid_4300... .,
14 KB

Direction: 2

Duration: 00:00:18

Participants: +447947330895, 75831115
Agent: Robshaw,Martin

Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Viva Engage (Yammer)

Viva Engage (formerly Yammer) is an enterprise collaboration platform within Microsoft 365, designed
to spark meaningful conversations, enhance teamwork, and streamline project management. It fosters
an engaging work environment, ensuring effective communication and knowledge-sharing across

organizations.

The Mergel Viva Engage (Yammer) collector securely captures and delivers data for seamless
archiving, regulatory compliance, and structured communication management, helping organizations

maintain transparency while preserving valuable insights.

Activities Captured

Posts in public and private groups

Comments and replies to posts in public and private groups
Private messages®

Attachments (including SharePoint files)

Edit activities of posts/comments/replies/private messages
Polls>® >

Praises (the text of the praise and the replies)
Announcements (the text of the announcement and replies)

Deleted private messages, posts, and comments (including aftachments)*

Notes

Attachments are not captured in the following cases:
o If the shared file has restrictions such as an expired link, password protection, or
access limitations.
o If the file was shared and then deleted.
o If afile's link was shared but the site where the file is located has undergone
changes.
If a message is GDPR hard deleted, any attachments it contained cannot be retrieved due to
the source limitations.
A dummy SMTP address is generated for a deleted message missing the deleted by id
field.
Both GDPR hard-deleted and soft-deleted messages are captured as deleted.
Legal Hold should be enabled so the attachments are not deleted from the SharePoint site.
For more details on enabling Legal Hold, see Enable In-Place Hold.
When sharing an already existing file from SharePoint, the attachment is not captured—only
the URL of that attachment is retrieved.
The created message does not say it was deleted from Viva Engage. To capture the deletes,
the data retention setting needs to be set to Delete. Instructions can be found here.

* Unless the conversation has been started by an external user.

%0 Votes are not captured.

' The poll options for deleted polls are displayed on the same line.

52 The delete event of the message/post will be captured in case there is a create/edit activity before the Mergel run.
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Events from former members are not captured due to limited permissions associated with
admin-generated tokens.

For files larger than 2 GB, a link to the attachment will be created and included in the body of
the output message, along with a log warning noting the file exceeds 2 GB.

When running two or more collectors simultaneously, a separate Import folder path should
be provisioned on the Source Configuration tab for each collector.

Enabling the Merge messages by thread feature may impact the performance of the
collector processing.

If a message is created with an attachment and later edited to remove only the attachment,
the deletion event will not be captured due to source limitations.

Microsoft APls do not support SharePoint link-sharing activities, including file protection
features (passwords, expiration dates, download restrictions, and specific permissions) or
cases where the file is deleted or the site becomes inaccessible during the Mergel run
process.

Creating a Microsoft Entra ID Application

The Office 365 or Azure administrator in your organization must complete the steps detailed in the
sections below.

Registering an Application

1

2.

Sign in to Azure Portal.

Select Microsoft Entra ID under Azure services.

= Microsaft Azure £ Gearch resources, services, and dogs (G4 /) I D Copllot M

Azure services

e > = i = ah (%) & -

Create 3 Microsof Entra | Subscriptions Al resources Enterprice sorage gers Rosource agp Services
» D

appization; seeounts growps
Resources \

Récent  Fanorite

AuE

Hame Type st Viewred

In the left-hand navigation pane, click Manage > App registrations.

315


https://portal.azure.com/

m,ﬂ Search resouces, senices, ind 605 (6+1)

Mergel | User Guide
IMPORTERS

- RN

Home
(i ) Globanet | Overview X
+ add ~ @ manage tenarts [ What's new 2 priview features A7 ot teedbackt ~
- -

K Diagnose and soba probiems (D Mikrosoft Entra has » simgler, iregrated experisnce for managing all vour identity and Access Management needs. Try the new bicrosolt Gritra
~ Manage admin center £

- Users Overview  Monitoring  Properties Recommendations  Setup guides

& Groups

W External identities
d. Roles and administrators Zo "
o Basic information

& Adminctrative units

Sieatch your tensnt

Globanet
204112¢0-2103 4e56-84ba-4ndetes1gase [

Iting.com

» Delegated admin Neame
partners
Tenant ID
B Enterprica applications.
& pevioes ¥

B app regutrations e License

(&} \dertity Govemance

6. Click New registration.

Micrasoft Entra 1D Frie

Microsoft Azure £ Search resources, senvices. and cocs (G+/]

O

Hame

App registrations & -

@ indpoints X Troubleshoot () Refresh L Downlosd [5) Previewfestures 57 Gotfesdback?

i Startng June 30n, 2020 we will no longer add any ew Seatures o Azure Actwe Directory Authentication
Macssaal

Liivrary {ADAL) and Azure Actrve Directony Gn
it s Library (WISAL] and.

upestes but vt will o lemiges provade frature updates.

All applications  Owmed applications

£ Stant typing 3 name o applicat

262 applications found

Display name T

7. To register an application:

will rted b be upg

Dedeted applications

sent] 10 to filter these

o add finers

Applcation fclient) 10

7. Enter a Name for the application.

7.2. Select Web under Redirect URI (optional).

aph. Ve wil continug b0 provide bechnical Suppart and security
Graph Leain mane

Created on T Certificates & secrets

7.3. Add the URL of your local Mergel environment in the following format:
https://<mergel instance>/Configuration/OAuthCallback.

7.4. Click Register.

BT

Register an application

* Hame

The uter-tacng ciuply nams for this applecation (This cen be changed Litw)

Supponed account types
Whe can e this sppication or soo thes APTT

et ceky + Sirnghe beret)

(D) acooures in sy exganizational diectony (Any Mitresoh Do i theant - Muliterust)

(D) accouess im any ceganzational deectin (Amy McrosoN Entra (D theant - MuBItenss) ind personal Mcrosel scomunts g Stpe
]

{0 Persort Muroish secounts el

Redirect URI (optional)

Vol rutum the B L83 sty

P -
changed Labe, but 3 vaue & requited or most BUThenScaton SCEnano.

(™ v | o3 Mtpyeasmein.comymuth

u. 5 optonal sed & ce be

Regiter an app youTe woriing on here. inbegrate gallery apps and Other apps from outside yeur aganeaton ry adding bom Enterprise ipphcanon.

oo o0 s L
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8. An Application (client) ID and Directory (tenant) ID will be generated. Keep both for configuring

the collector in Mergel.

Granting Permissions

Adding Yammer API Permissions

To add Yammer API permissions:

1. Inthe left-hand navigation pane, click Manage > API permissions.

2. Click Add a permission.

3. Inthe opened pane, select the Yammer API.

T

some 3 App registrasions 3 Sar

l O Copilot

- SampleApp | APl permissions  #

* Search
B o
A Quickstart
A integration assstank
# Diagnuse and salve goklems
o Manage
B meanding b properties
3 Authentication
Centificates & secrets
1 Toiken contaguation
AR peimission:
S fxpone an A

B app roles

) Artesh | A7 Got feecta

ik draming tenart-wide cansen
behalf aren't afectest Lagen s

Configured permissions

Applistions as sushonzed ta eall
all the permissions the sppscation

t add a permissicn ar
AR Permissions nasme
o Wizt Gragh [1)

User Fead

Regquest APl permissions

Q SharPoint

Irteract temstely with SharePaint dats

More Microsoft AFls

ER pnure
By Aaure Bt

Sehethie large-scale poralicl and HIT
aestications m the cloud

- pamR—

AL Pewrr Cosmas DR

Fit oS0 databans with cpen A7t

e any seale

W Asure Data Exloer Cuith
“ 4 Multifactor Aulhenticatios)

wi—

Aetess ressrtes i the Yammer wety
interiace: [e.g. messages, users, groups
)

‘H Asure Data Catalog

Proge
ressurces 12 reg
search clata ames

B Aruee 03ta e

Aocase b starage and campute for big
deta analbylic seenaricrh

4. To add the necessary permission:
4]. Click Delegated permissions.

42. Add the following permission: Other permissions: user_impersonation.

43. Click Add permissions.

|

Howma’>:Agpteqrations ). SHNpleter. Request API permissions x
5 SampleApp | APl permissions =
caiaps A
P Search O Refresh | /7 Got feedhack? * ghambint
hitps:/fmicrosoftsharepointcom Docs
B oveniew
N ) SharePoint AP ore oot via the Microsot: Graph APL Veus iy wonk o comier waing Micrcsaft Craph st

A Granting tenant-wida conssnt may resok e
o whegeaion meac stected Leaen o What type of permissions 60es yeur application require?

A Disgnase and solve problems Belegated permissions
Vour applicstion needs 1o access the APl s the

. Manage signed-in user,

10 The “Adrin consent required column shaus
your organization orin organizations where t
B Branding & properties

B astentizhion Configured permissions

Select permissions expand i

Certificates & secrets Applications are suthorized to call AP when the) | siqnedin user.

all the permissions the applcation needs. Leam 1

11! Token configuration

- API permissions + Add s permission " Grant adimin conset

& Expose an AP APY{ Panmissions naene Type [ start typing a permission ta fiter these resuits

1 app roles Permission Admin consent required
5 Owners Delegated 5 gieg
&, Rales and administratoss
Termstore
0 ronifest o view and manage consented permissions for it > e
» Support + Troubleshoating
7 User
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Adding SharePoint APl Permissions
To add SharePoint APl permissions:
1. Inthe left-hand navigation pane, click Manage > API permissions.
2. Click Add a permission.

3. Inthe opened pane select the SharePoint API.

T R

Request APl permissions

5 SampleApp | APl permissions &

S gcitet

W e

 Cuagnse and sobve problems

- Marage

B sranding & properties

D setrarticamen

Canitcates & seowes

More Microsoh APt

BB Arare atcn [ A R [ e Duta oy

4. To add the necessary permission:
4. Click Application permissions.
4.2. Add the following permission: Sites: Sites.Read All.
43. Click Add permissions.

Home Request APl permissions ®

App fegistrations > SampleApp

5 SampleApp | APl permissions =

Call apis

5 search ) Refresh | A7 Got fesdback? » parmFoing
e hitps:/imicrosoftsharepaintcom Docs o
B oveniew
ShareFoint AFi s ausiie s e Nicrosof Graph &FL Yeu sy want 5 comsiser using Microsat Craph nstenc
& quickstart L " ¥ % ¥
A Granting tenant-wide consent may resoke e § -
P, e What type of permissions does yeur application raquire?
X Disanase and scve problems Delegated permissions
o spplicrion needs to cess the 471 25 the
v Manage The “Admin consentreqired cslumnshass  sned e,
your crganization or in organizstions where t
B randing & propertis:
D Authentication Configured permissions Application permissions °
Certificates & secrets ‘Applications are sulhorized to call AP when they | signed- ieee. )
e parritsons the app eds. Lsarn 1

Il “oken configuration i

i e | AGd s pesmission < Grant admin conset  Select permissions p—

@ Expose an A AP/ Permissions name Type [ start typing  permission to fiter these resuits

B app ks Permission Admin consent required

& Owners Delegated > sites

& Roles and adminstrators

Termstors

0 ronifest To wiew and manage consented permissians for ir > e

> Suppert + Troubleshooting
~ User

44 o o veren by soming oL et

Granting Admin Consent
1. Go back to APl permissions.

2. Click Grant admin consent for your company to grant the added permissions.
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Home » App registrations > Sampledpg

- SampleApp | APl permissions  #

Semct O et cot feedtbackr

i .
R oviien A\ You are eding permissiants) 1o yaur apmicancn. users wil have b cansent even ¢ theyve aiready dune 3 Srevivuy,

i Cuackstart -

refiect e valat i yous seganitation. of i rgsitasons whese this app wil be used et moe

¥ integration assistant

X Disgnose nd solve problems Configured permissions
¥ Manage Applications ane authotized to call ¥t when 3 by users/adming s part of the consent peocess. The ist of configured permissions should include
all The Permissions e JPPICITON NEeds. Leam ma ang cansent
I Branding & properties
D suthensication i Addt 3 parmissicn ~ Geant admin conseet for Glabanst e
Certificates & secrets APl £ Permissions name Tvoe Desriotion Addmin consent reou._. Status

] Token contiguration
- AP permissians
& Expost an AP

B approles

Adding a Client Secret

To add a new client secret:
1. In the left-hand navigation pane, go fo Manage > Certificates & secrets.
Go to Client secrets.

Click New client secret.

o © N

Enter a Description.
10. Specify a Duration.
1. Click Add.

Microsoft Azure 1 Search respurces. senaces, and dods §5+/)

App registrabons

S Add a client secret
SampleApp | Certificates & secrets =

Deserpticn
B ot teptiack? _
Eipires
B Crvenen
PrRrT— Condertialy prakle ccs
schemel. For & hugh

 integrate
H Disgnose and &

Mansg € Appicateon segrinateon cendcaten, setrets and frderated credentis can be o

I Branding & propenties

Cartificates (1) Clisnt secrets (] ratid cracertints (0]
D hutbenbicstion
Contificutes & brcints J oot anng than he applicaton uses o prove 2 identy whee recuestiog 41
1l Toknn cont
= ST + Niew client sacret
4 4P| peemintions
Description Expires vakse

G frpome an A5

= Mo chiént secrets have been created for this application

Bl app roes

Boe . [ - =

Keep the new client secret value for configuring the collector in Mergel.

Uploading a Certificate

To upload a certificate:

1. Inthe left-hand navigation pane, go to Manage > Certificates & secrets.
Select Certificates.

Click Upload certificate.

o A~ v N

Click Add.

I RN

Select a certificate (public key) with one of the following file types: . cer, .pem, .crt.
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Microsoft Azure B Sewch resources, sernces, snd docs (G4} l 0 copilot

e R pohmiin, AP Upload certificate *
SampleApp | Certificates & secrets =

Upload  certificate ipublic kiy) with cre of the following fle types: cer, pem, crt *

D) Applcition regniation ceReabs Mintts ek feckeritid cridentinls can b fox

Certificates () e\{ secrets 0} Federated credentials (0

Certfcates can e used a5 Secrets 0 prave the applcibion's identity when requ

F Upioas ceticate o

Thumbjrint Bescriplion

N certificates have been added foe this appicaticn e

[ cannt

A certificate thumbprint will be generated. Keep the value for configuring the collector in Mergel.

For more information on how to create a certificate, see Creating a Certificate (Private and Public
Keys).

Configuring the Collector in Mergel

Adding the Importer

For details on adding the importer, see Adding a New Importer.

Source Configuration

For configuring the Viva Engage (Yammer) application:

1. Add the previously saved Directory (tenant) ID and Application (client) ID in the Directory ID and
Application ID fields, respectively.

2. Add the previously saved client secret value in the Application secret/key field.

@ Important

1. To successfully authenticate with Mergel, the user must have a Global Administrator Role
in the Azure Portal.

4. To use Mergel, the user must meet the following requirements:
41. Yammer Administrator Role assigned in the Azure Portal.
42. Verified Administrator in the Yammer Admin Portal.

Note: These permissions must remain active and must not be removed while Merge1 is in use.

Revoking or restricting access may result in importer run failure.

3. Click Next.
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CONFIGURATION WIZARD

m MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials to your company's Viva Engage (Yammer) app so that Merge1
can be configured to access your monitored users’ account data.

If you do not have an app created for Viva Engage (Yammer), please click for more information.

VIVA ENGAGE (YAMMER) APPLICATION CONFIGURATION

Directory ID

Application 1D

Application secret/key

BACK NEXT

A pop-up window will appear (make sure that pop-ups are enabled in your browser). To allow the
app fo access the specified resources for all users in the organization:

4], Select the Consent on behalf of your organization checkbox.

42. Click Accept.

B® Microsoft

Permissions requested

VivaEngageApp
App info

This application is not published by Microsoft.

This app would like to:
v Read and write to the Yammer platform

v Maintain access to data you have given it access to

Consent on behalf of your organization

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Viva Engage (Yammer) Configuration

Specify an Import folder in the host machine for storing temporary files. Mergel needs an import folder
to download, store and process data from Yammer. This is because Yammer's APIs are limited in their
abilities to send and receive data. The import folder used for Yammer configuration must be empty for
the importer to function correctly.
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VIVA ENGAGE (YAMMER) CONFIGURATION

Import folder

Process files stored in SharePoint

Azure Application Configuration

To capture SharePoint files:
. Enable the Process files stored in SharePoint checkbox.

2. Add the previously saved Application (client) ID and Directory (tenant) ID values in the Application
(Client) ID and Directory (Tenant) ID fields, respectively.

# Process files stored in SharePoint o

AZURE APPLICATION CONFIGURATION

Directory (Tenant) ID
Application (Client) ID

X.509 Certificate Source ¢ Local machine

Upload file (*.pfx)

X.509 Certificate thumbprint

3. For X509 Certificate configuration:

e Provide X.509 Certificate thumbprint in case you activate the Local machine radio button as
the X.509 Certificate source.

The Certificate thumbprint field will be auto populated in case the collector was previously
configured by uploading a certificate.

X.509 Certificate Source ®  Local machine

Upload file (*.pfx)

X.509 Certificate thumbprint

e Incase you activate Upload file (*.pfx). click the Select button to upload the certificate provide
Password.

X.509 Certificate Source Local machine

®  Upload file (*.pfx)

X.509 Certificate file SELECT

X.509 Certificate password
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Threading and Formatting

e Merge messages by thread: If checked combines messages by thread rather than sending
them one by one.
o Message time zone: The messages will be split by day with the specified time zone
from the drop-down list.
o Process incomplete days: If checked, the messages of the days that have not ended
yet will be imported in a separate email.

@’ Note

Message time zone can be specified and/or the Process incomplete days
checkbox can be enabled ONLY IF Merge messages by thread is checked.

THREADING AND FORMATTING

Merge messages by thread

Message Body

This setting determines how imported messages are displayed in the target. There are the following
output message body options:

e  Plain: Displays the message in a simple fext format.

e HTML: Displays the message in HTML format.

e Light grid mode: Displays data in a two-toned layout, making it visually distinct and easier to
view while displaying limited metadata.

e Pure body: Displays the output message as plain text, without formatting or additional details.

MESSAGE BODY

@’ Notes

e The Light grid mode becomes active ONLY if Merge messages by thread is checked.
e The Pure body option is active when Merge messages by thread is unchecked.
e Formatted messages are captured as plain fext.
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Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Content Capturing

In the Content capturing section, you can enable the corresponding option to capture all content or
only private content.

CONTENT CAPTURING

®  (Capture all content

Capture private content

Attachments Validation

Mergel enables you to develop customized notes for attachment validation.

e Replace missing attachments with the following note: Displays only the custom message
entered, without processing missing attachments.

e Fail messages with missing data set: Marks messages without attachments as failed, making
them viewable in the REPORTS section.

ATTACHMENTS VALIDATION

® Replace missing attachments with the following note:
This message contained the following attachments that act

Fail messages with missing data set

Attachments Configuration

e Include original data as attachment: If checked, the message original data is attached to the
output file.

e Ignore attachments: If checked, all the attachments are excluded from the message
enhancing the collector's performance. Each message will contain info and the link to the
excluded attachment.
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ATTACHMENTS CONFIGURATION

Include original dats sz sttachment

lgnore attachments

Otherwise, additional configurations will open for setup. See Attachments Configuration.

Splitting Messages

The Splitting Messages option allows splitting large files. In the field, the size of a split part of the
message can be specified so that each part does not exceed the set size. For example, if the max size
for each part of the split message is set o 25 MB, and the original message is 65 MB, it will be split into
3 messages, each not exceeding 25 MB.

SPLITTING MESSAGES

Split messages
0 (MB) Max size for each part of splitted message

Split size must be an integer

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

MS @ Michael Smith <msmith@example.com=>
Thread Id: 1160867420 | | got your message. Thank...
group.png ; avatar.png
I 286 bytes ' 2B

Group Name: MaryTest

From: Michael Smith

Sent Date: 10/1/2018 6:57:56 PM

Message: | got your message. Thank you. Everything OK?

Supported Notifications

The importer supports the following notification preferences:

e Import job finished
e Import job stopped
e No data captured
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Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Web Page Capture

The Mergel Web Page Capture collector captures the web pages. It captures a specific web page and
the links on the page at a configurable through the collector Ul level by the provided URL, retrieves its
appearance and imports it in PDF, PNG, and custom formats, that can be specified in a JSON file.

Activities Captured

e Web page in PDF
e Web page in PNG
e Web page in custom formats

Heavy pages with a depth of capture greater than 1 may not be captured fully, as all the pages may
not be loaded completely by the time of the capture.

Collector Configuration

To configure URLs:

1. Click Add Configuration Group.

2. Enter the Group Name for the output files of the captured URL.

3. Select the Output Format. It can be a PDF, PNG, or custom format file. For the custom format,
please contact our support at Arctera Support.

4. Enter the website URL from which the capture should start.

5. Choose the capture mode: Full Domain or One Page. One Page captures only the entered URL. Full
Domain captures the mentioned URL and the pages that open from it with the same domain on
the mentioned depth.

6. The depthis the level of the pages on the site map that should be captured. It includes the main
website URL given in the configuration and the site pages below it on the site map. For Example, if
the depthis 1, the Web Capture collector captures the filled in website URL and all the pages that
open from that URL and have the same URL in their URLs.

URLS CONFIGURATION

+ADD CONFIGURATION GROUP

URLS GROUP - - X
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Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Message Construction

As the messages generated by the Web Page Capture collector do not have senders or recipients, from
and to email addresses need to be entered manually for the output email files fo be generated. It is
recommended to use existing email address in the From Email Address field, to avoid it being sent to
the SPAM folder if the target of the collector is a mailbox.

MESSAGE CONSTRUCTION

Advanced Configuration Options

The Subject Prefix feature will add a prefix before the message subject to facilitate the search in the
target.

ADVANCED CONFIGURATION OPTIONS

Subject Prefix

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

030304 - Donald Trump - Wikipedia

o hex@mig2 loca
Page pd!

Send as Adobe Document Cloud link Y3 Ng &

hex@mig2.local hex@mig2.local
Capture Date: 09/12/2019 11:22:43.439 CST
Capture Date: 09/12/2019 05:22:43.439 MST
Title: Donald Trump - Wikipedia

https:/fen.wikipedia.org/wiki/Donald Trump
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Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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WhatsApp

WhatsApp is a communication app developed by Meta Platforms. It enables users to send messages,

voice notes, photos, videos, documents, and more to other devices via the internet.
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The Mergel WhatsApp collector allows organizations to seamlessly infegrate WhatsApp data into their
comprehensive communication management systems.

Following the successful onboarding of your devices on Sausalito Labs, please proceed with configuring
your importer.

Activities Captured

Text messages

Edited messages®*

Emoijis

Message replies

Deleted messages for everyone®*
Mentions

Documents (MS Word, MS Excel, PDF, PPT)
Images

Videos

GlIFs

Links

Music

Apps from Store (App links)
Drawing

Al lmagine

Stickers®®

Audio messages

Reactions to messages
Messages with images

Messages with videos

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

3 Only the last version of edited messages is captured.

54 Only the events are captured; the content of the message is not captured.

55 Unknown sticker types are not captured.
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Advanced Configuration Options

If Include original data as attachment is checked, then the JSON file will be attached to the output
message.

ADVANCED CONFIGURATION OPTIONS

nclude original data as attachment

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

This is a Subject ~

originaljson ipObGVh..0jpg

@) s & Reply € Replyal ~ Forward

To: O globanetiphone13pro@gmail com

AN

originaljson
557 Dytes
2attachments (43KB) B Save All Attachments

User 14 send message to User 13 by attaching camera photo
9f79f1e9-4669-41e0-a494-254357e442de

\ Reply > Forward

Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error
Import job finished with transient error
Import job successfully completed
Importer metric anomaly detected
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e Importer metric deviation detected
e Importer performance metric anomaly detected
e Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Workplace from Facebook

Workplace is an enterprise connectivity platform developed by Facebook, Inc., featuring tools like
groups, instant messaging, and News Feed. Workplace allows third parties to fetch data from its APIs for
Compliance and eDiscovery purposes, which is achieved by using Custom Integrations.

Custom Integrations are not available in the free Workplace plans, customers who need to meet

Compliance and eDiscovery must have a Premium plan.

Activities Captured

e Chats:
(@]

O
O
O

e Posts:

o 0O o 0O o 0o o 0O o O o o o o

One-on-one chats

Group chats

Attachments in chats

Deleted messages and aftachments in chats (if only one chat participant has deleted
the message)*®

Add" events in group chats

Group posts (except mulfi-company groups, and main posts of buy & sell groups)
Attachments®’

Polls (without attachments)

GlFs

Emojis

GIF posts (MP4 format only)

Likes & reactions to posts

Comments and replies®®

Photos

Posts in MD format (without formatting)
"Create” events (only images)

Create doc posts in TXT format (without image)
Live videos

Latest versions of posts (except attachments)

Activities Not Captured

e Chats:
(@]
(@]

o

Polls
Reply to
Reactions

e Group posts:

o

o

o

Timeline activities
Deleted group posts
Tagging coworkers

*8If there is only one participant in the group chat, the deleted message/attachment is not captured.

" Workplace side internal server error occurs in case of having 80+ attachments.

*8 Specify the number of previous days (maximum 31) prior to the current run for Merge1 to scan for edits and new comments on a post.
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Check-ins
Feeling/Activity
Comments deleted
Created events
Hidden chats
Posts created on someone's timeline

O O O O O O O

Previous versions of posts

Custom Integration Creation in Workplace from
Facebook

Workplace from Facebook allows third parties to fetch data from its APIs for Compliance and
eDiscovery purposes - this is achieved by using Custom Integrations.

Custom Integrations are not available in free Workplace plans, so customers who need to meet
Compliance and eDiscovery must have a Premium plan.

To create a custom integration:

1. Login fo the workplace using a System Administrator account.

2. Navigate to https://my.workplace.com/work/admin/apps/.
3. Signinif prompted to.
4. Click Create Custom Integration.
& Integrations
® o Gemng Stared Allimegrations  Panmiak ons & Data
il Reworing
Added 1o Warkplsca
At = P :.uu.unn.: --------------
e B oous
“-n
. s o Pio Inegranoes imaiied vev
1. Roporied Conient
i Iriegretion
5 senros Custom tegrations
O same
B ooty ﬁ o . ﬁ e .
1) catery Cneck
L B Faymenss ﬁ rishebisig ﬂ o thet | B
Q | e

5. Enfer a name for the Integration and click Create.

Create Custom Integration

Name

Sample

Description

Use of the AP is subject to the terms of the Workplace Platform Policy

Cancel [E={F103
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6. Copy App ID and App Secret. Click Create Access Token and copy the generated token.

Integration Details

Yiou can update dets oy
Name

." Morge! Sample
Description

..

Enabled @

| ‘==

Discoverable O

Secret O &) v
| Shaw |

Access Token O

Create Access Token

If Discoverable is set to Yes, change it to No. This is not required but it is best practice to make sure

the users are not aware of existence of the application.

Integration Details
You can update deto 1t Mhis infegratios

Read group content
Read user timeline

Read all messages

Read user email

Read group membership
Message any member

AppID O Enabied &
©
Discoverable O
App Secret O i
L
Show
Access Token O

Create Access Token

Under Integration Permissions, enable the following permissions:

o Allow this integration to work in group chats.

Integration Permissions

Choose the permiss: our integration will need access to
~ Read group content
See conlent in groups, inc

v Read user timeline
See posts made by group members on a user's imeling

Manage group content
Post and comment in groups

Manage accounts
Add and remove people from this Workplace community

+ Read all messages
Read security logs
See security events such as 1o
Create link previews
Read org chart
Check a group I

Manage work profiles
Update any 0

group memiber's profiie detalls. inciuding changing their manages

Automatically remove unused permissions

To help keep your Workplace secure we review & remove

mber's profile 1o see who they report to and anyone wha reports to them

~ Read user amail
See any group mermb

+ Read group membership
See fist of members in a group and list of groups for 8 user

Mention Bot

When mentioned in & post

Manage groups

nember
i in g i

Delote chat messages

Delele messages from Work

Logout

Log members out of all active sessions

Read work profile

See any group member's compiete profile, including phone number, department ar

scatior

Manage badges

Award badges o people in your Workplace communily

Provision user accounts:

Add and remove peopie from Workpiace. and delete any unused accounts

ongoing basis. Disable this i you don't want to automatically remove permissions for this integration

nore

onan
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9. To make sure the permissions remain available for Mergel, disable Automatically remove unused
permissions. This is not required; you can leave it on for better security, but you might need to come
back to this page and re-add the permissions.

Note that Facebook allows you to scope the App's permissions to specific groups.

This is recommended if you only need to monitor users of certain groups.

Automatically remove unused permissions

To help keep your Workplace community secure we automatically review & remove permissions on an
ongoing basis. Disable this if you don't want to automatically remove permissions fer this integration.
Learn more

off @

10. Enable Require App Secret Proof and allow list the public IP addresses of your Mergel server(s),
gateways and/or proxy server(s).

Security Settings
Additional settings that relate to security of the integration

Require App Secret Proof Server IP Allow List
@) Rodie app sceret proof and app sccet ime for all APl cals. s recommended o This enforces that all AP calls must come from one of the allow isted i addressos. It s
“ @nable this. highly encouraged to configure this for sensitive apps.

Collector Configuration

To configure the collector:

1. Enter the App ID copied in the Step 6 of the previous section in the Application ID field, the App
Secret in the Application Secret/Key field, and the Access Token in the Access Token field.

CONFIGURATION WIZARD X

m MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentiais to your company’s Workplace from Facebook app so that
Merge1 can be configured to access your monitored users' occount data.

If you do not have an app created for Workplace from Facebook, please dlick for more information.

'WORKPLACE FROM FACEBOOK APPLICATION CONFIGURATION

Application I1D

Application secret/key

2. Click Next.

Workplace Activities

There are the following types of activities which can be captured with the collector:

e Chat
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e Post

WORKPLACE ACTIVITIES

« FPost

Enabling the Chat or/and Post checkboxes will process the activities from Chats or/and Posts.

To set up Monitored Groups:
1. Enable All groups, to capture content from all groups.

2. Enable All groups except and upload the list of monitored users in a CSV format to capture content
from all users except the uploaded ones in the file.

3. Enable Certain groups and upload the list of monitored users in a CSV format to capture content
from the users in the uploaded file.

MONITORED GROUPS
All groups
All groups except

®  (Cermin groups

File * UPLOAD

Download file DOWNLOAD

Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Attachments Configuration

For more details on how to configure attachments, see Attachments Configuration.

Advanced Configuration Options

e  For more details on how to configure advanced configuration options, see Advanced

Configuration Options.
e  Specify the number of the previous days (0-31) prior to the current run so that Mergel can scan

for edits and new comments on a post.

ADVANCED CONFIGURATION OPTIONS

Subject prefix
#| Do not download data modified before:  12/15/2024
Do not download data madified after:

Posts history check(days) | 0

Specify the number of previous days (maximum 31) prior
to the current run for Merge1 to scan for edits and new comments of a post.
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Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS
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Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

Conversation:t_2291286460950612
e john Doe <John2@domain.com>

John Doe
Created Date Time: May 16 at 12:36 PM CST
John created the group.

John Dos
Created Date Tima: May 16 at 12:36 PM CST
John changed the group photo.

John Doe

Created Date Time: May 16 at 12:48 PM CST

Hil Let's use Workplace chat 10 get work dene, have quick discussions or keep in touch on the go.

Jane
Crested Date Time: May 16 at 1248 PM CST
Jane joined the group

Jane
Created Date Time: May 16 at 12:49 PM CST
M - Per vl

line newss_chaekins ot Windkniaca

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.

‘Sersd a5 Adobe Document Cloud ik
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X (Twitter)

X, formerly referred to as Twitter, is a social media website based in the United States. It is an online
news and social networking site where people communicate in short messages called tweets.

@‘ Note

X (Twitter) business/professional accounts are not supported.

Activities Captured

GlIFs captured as links

Attachments captured as links

Replies

Reposts

Quoted posts

Emojis

Timeline posts

Poll post note (poll options are not captured)

Note that follows, direct messages, and deleted posts are not captured.

Creating an X (Twitter) Application

To create an X (Twitter) app:

1. Loginto https://developer.x.com/en.

2. Click Create New App.

3. Complete the form by:
31 Providing a name for the application, i.e.” Mergel X (Twitter) App".
32. Entering the URL of your organization's website.

33. Entering the URL of your local Mergel environment with the following format:
https://mergel instance/Configuration/OAuthCallback.

34. Agreeing to the terms of service.
4. Click Create.
5. Open the Keys and Tokens tab, to view the OAuth 2.0 Client ID and Client Secret.

Collector Configuration

To create the X (Twitter) importer, fill in the following information in the Configuration Wizard of the
Source tab:

1. Provide your X (Twitter) Application ID.
2. Enter the Application Secret/Key.

3. Click Next.
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CONFIGURATION WIZARD X

m MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials to your company's X (Twitter) app so that Merge | can be
configured to access your monitored users' account data.

If you do not have an app created for X (Twitter), please click for more information.

X (TWITTER) APPLICATION CONFIGURATION

Application ID

Application secret/key

EAEK “

Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Monitored Users

Here the user can add, edit, and delete the listed monitored users or browse among them by searching
the users.

CONFIGURATION WIZARD

nnnnn

© TN T P - |
‘

The following activities can be performed:
. When + (Add Monitored User Manually) is chosen, the Add Monitored User pop-up opens to fill the

following fields:

1. Corp email address. The email address of the user to be monitored. It is used for the output
message construction. This field is a required field.

12. Display name. The display name of the user to be monitored. It is used to print the monitored
user's display name in the output message. This field is not a required field. If the field is not
filed when adding a monitored user, the X name is captured as the display name.
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1.3.  Screen name. The username of the user to be monitored. It is used to find the monitored user
in X. This field is a required field.

@‘ Note

The user's posts are captured by the screen name, not by the email address.

ADD MONITORED USER X

Corp email sddress

Display name

Screen name

° ADD ANOTHER MONITORED USER

2. Click Upload CSV for uploading the Monitored users' list as a CSV.

3. Click Delete selected for deleting the below selected list of monitored users.

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

e FILTERS
e TARGETS
e |MPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

This a tweet with eadec®13-6905-4345-b3d5-268de670...

. MergeoneVeritas 4
This a tweet with eadecd13-6505-4345-03d5-268de6T0aka
ActvityDateTime: Febeuary 20 a1 0942 AM CST

Supported Notifications

The importer supports the following notification preferences:

e Import job finished
e Import job stopped
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No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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XIP

Greenwich Associates is the leading global provider of market intelligence and advisory services to the
financial services industry. They specialize in providing fact-based insights and practical
recommendations to improve business results.

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

XIP Collector Options

If you want to manually set up the Source time zone, select the relevant one from the drop-down list.

XIP COLLECTOR OPTIONS

Source time zone

Provide the Source time zone information. Mergel assumes that the messages in the source file are of
the set fime zone, and based on that data, the dates in the messages are processed to the UTC time
zone. By default, Mergel sets the Source time zone as UTC.

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:
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R raj.nagi@ozcap.com
YJ 2016-10-05

[2016-10-05 16:34:17): rnagi@yjenergy.com raj.nagi@ozcap.com joined conversation.

[2016-10-05 16:34:17]: sshah9@yjenergy.com syed.shah@ozcap.com joined conversation.

[2016-10-05 16:34:17): magi@vjenergy.com : whats up Syed

[2016-10-05 16:34:26]: sshah9 @yjenergy.com : test message

[2016-10-05 16:34:35): sshah3@yjenergy.com : test 12:34 with RAJ
[2016-10-05 16:34:50): rnagi@yjenergy.com : received test

[2016-10-05 16:34:53]: sshah3 @yjenergy.com : why you are not replying :(

[2016-10-05 16:34:53]): rnagi@yjenergy.com left conversation.
[2016-10-05 16:34:53): sshahd@yjenergy.com left conversation.

Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.

Mergel | User Guide
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XSLT/XML

Mergel XSLT/XML collector allows our customers to rapidly transform an XML file using XSLT to a
predefined format. Once the XML is transformed, Mergel can process it by generating the required
mapping "From""To," "Subject," "Date," and "body" fields to appropriate elements of the XML file. The
mapping varies from source to source and must be written separately. Contact Artcera Support to get
the template and the signature file corresponding to the source you are going to use it for.

Activities Captured

e Messages
Captured activities can contain:

Message subject

Message headers

Participants: From, To, CC, and BCC
Activity datetime

Message body

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

e File Source

Execute Script Against Source Files
PGP Decryption

Folders

After Successful Importing

Misc Settings

XSLT/XML Collector Options

To configure the section:

1. Upload the signed XSLT template.®

2. Upload the Signature file.

XSLT COLLECTOR OPTIONS

Choose X5LT V2 file * UPLOAD

DOWNLOAD

Choose Signature file * UPLOAD

B
8

9 Templates must be reviewed and cryptographically signed by Arctera LLC.
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Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully

processed and delivered to the target. Below is an example of an output message:

TommySou - Tony Zhu@ MR P Morgan-UAT

Y Ll ienteome O Tony Zh @ MR JP Mongan-UAT

Conversation Type: Chat
Conversation Start Dat
Conversation End Date: 20

r . . 1
|Let me know if u need others t also generate content|

T
|
|
|

DIMONgan.com II

I

L

T
hat jpmorganclient.comSure! Thank you Tony!

Supported Notfifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Yieldbroker

Yieldbroker is the leading Tier 1 licensed electronic trading platform for Australian and New Zealand
debt securities and derivatives. It is a dynamic collector that brings Banks, Portfolio Managers,
Treasuries, and Risk Managers together in a trusted trading environment with unrivaled liquidity and
coverage of the AUD and NZD debt capital markets. Mergel Yieldbroker collector processes data from
Yieldbroker messages.

Activities Captured

o Messages
Captured activities can contain:

Participant names and email addresses in the To, From, CC, and BCC fields
Messages in the body of the output message

Sender and Recipient company names in the body along with messages
Thread ID in the message subject

Collector Configuration

For information on how to configure the following sections of the Source tab, see:

e File Source

e Execute Script Against Source Files
e PGP Decryption

e Folders

e After Successful Importing

e Misc Settings

Advanced Configuration Options

The Merge messages by thread option combines all messages from a thread into a single message.

ADVANCED CONFIGURATION OPTION

Merge messages by thread

Message Body

This setting determines how imported messages are displayed in the target. There are the following
output message body options:

e  Plain: Displays the message in a simple text format.
e Light grid mode: Displays data in a two-toned layout, making it visually distinct and easier to
view while displaying limited metadata.
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MESSAGE BODY
®  Plain

Light grid mode

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

Swaps - Thread ID: 7584

u Usert 4 Reply & Replyall > Foward & J

To: O User2@yieldbroker.com Fri 2020-11-13 05:09

Sender Company: BIGFUN

Receiver Company: CITI

Message: User 1 sends location coordinates to User 2 3fc2e636-0e13-4857-bd4a-bace61baeOb1
https://www.google.com/maps/uv?
pb="1s0x406aa2cbf9b30759%3A0x64ece0adc1151b7f13m1!7e1154shttps%3A%2F%2FIh5.googleusercontent.com%2Fp%
2FAF1QipMzASxxua3AoA409epvBFgzonKG2Pmm7VFI6prp%3Dw6e00-h400-k-no!Sseraz%20business%20center%20-
%20Google%20Search!15sCglgAQ&imagekey=!1e10!12sAF1QipMzASxxua9A0A409epvBFgzonKG2Pmm7VFI6prp&thl=en
&sa=X&ved=2ahUKEwinwtPo353tAhWSmIskHbteDdUQoiowCnoECBIQAW

Supported Notifications

The importer supports the following notification preferences:

Quarantine file

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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YouTube

YouTube is an online video-sharing and social media platform owned by Google. It acts as a social
network by allowing users with a Google account to watch and upload their videos, comment on
videos, rate and respond to comments, like or dislike videos, etc.

Activities Captured

Comments/replies of channel discussions
Comments/replies of videos on channel playlists
Comments/replies of uploaded videos

Edits of comments/replies (only the latest version)
Likes count

Video view counts

Note that the deleted comments and replies are not captured due o the YouTube API limitations.

Creating a YouTube Application

To create a YouTube application, the user should create a new project, create credentials, and manage
domain-wide authority delegations.

Creating a New Project

To create a new project:

1. Signin to Google Cloud Platform.

Google Cloud Platform - Suarch products and tesoucss

Get Started with
loud Plal

e @ > Qi

Top Products

&

Compute Engine

P o o+ 3
g
g

o
£
H

me e 3
T
i

2. Click Select a project, then NEW PROJECT.
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Select a project

(al

RECENT STARRED Au

Name

B Mo organization

Enter a name for the project and click CREATE.

New Project

a Yo have 3 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS
Project name *
YouTube 1]

Frogect 1D youtube-322707. it cannat be changed later.  EDIT

Location *
B No organization BROWSE

Patent organization or fokder

&3

Once the project is created, click SELECT PROJECT from the Notifications and you are navigated
to the Project page.

Marketplace
Biling

APis b Senvices
Support

1AM & Admin
Gening started
Complance

Sacurity

L Armthos

Compute Engine

Kubermetes Engine

Get Started with
Google Cloud Platform

TRY FOR FREE

@ = g »

Campute Engne Cloud Storage Cloud SQL Cloud Run

Engage Handy Links.

Hog Dwnissd GCA Motile App
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Aom , | DASNBOMD  ACTRMTY  RECONSAMOATONS # i
D Recers

2 Projectinfa. ] w1 APis 1 @ Google Cloud Platform status 1
W Mutmpid b st [——— [r—
B ping

3 a b ks s s
W1 APk Services
gt
F*  mppon ¥ ! - 1
O 1AM B Admn
W Cming ed
f Complance
W Sevy d @ Resourees L S fom abin e
Arttos »

= Trace |
B compue Engine o e
L s e —— o
& \hiware Encice & sam o 1 ant 1 B e

- r DRTHDOART: AcThaTy FECCHMNDATIONS # v
B Rooert ¥
2o Project nfo H WL APty i @ Google Cloud Platform status
W Marirtpiae g e [ ——— e el
E Bang
5 3 3t rasmca
W AP & Seevices e
Support ¥ A

Cattrg shatied

GCamplane
W ety ¥ F SR Vom0 bt b

Amres

5 tameatmng
= Trace ]

B comgue Engine " o e e b o g W1 Erros Reporting ]
B Kutwrwies Engiow " L o

= et T

Click ENABLE APIS AND SERVICES.

Google Cloud Platform & Youlube ~

- ENADLE AP AND SERVICES

APL APls & Services APIs & Services

Thou Shes 1Zhows ldsy 26ws fdws Tdeys 1dgws Sidas

Traffic 3 Errors £ 3
a a

Median latency *
A

In the Search for APIs & Services search box, type YouTube Data API v3.

= Google Cloud Platform 3e YouTube + Q  Search products and resou
<« APl Library
= .
Welcome to the API Library -~
The API Library has documentation, links, and a smart search experience.
[ ] Q,  Search for APIs & Services

Click YouTube Data API v3.
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loud Platform g YouTu

4 Search @, YouTube Data APIv3|

1 result

‘YouTube Data API v3
o o

The YouTuse Data AP1 v3 is an AP that provides acoess to YouTube data, such a5 videos, playll

9. Once you are on the Gmail APl page, click ENABLE.

= Google Cloud Platform

n YouTube Data APl v3
Google

The YouTube Data A1 v3 is a0 API that provides access 16 YouTube data,
such as videos, playlists,..

TRY THIS AP (2

Creating Credentials

To create the credentials:

. Select APIs & Services > Credentials from the left navigation menu.

Compute Engine

Kubemetes Engine

s Engine

senvERESS.

2. Click CREATE CREDENTIALS and select OAuth client ID.

API APis & Services Credentials +murmiznunm:&n[m[
AP ey

L CIGR CRURRIGIS 1936 i oy s sl APy 12 chask s and s
Loy QAuth chient ID

AP Keys Raqunas nar ccnPan ot a5 ot h s aan
o [-nrm-.

[ ‘Service ccount Restrctons ey
— o e 75 0 et 10 ke

& Domainverihcation Help me choose
OAUL 2.0 CHNL L nen afw sunsions n ks o docid wbich g f o ‘otne
0 Pageusaoe oqmemants

O Mene Creatim deie T Chomin
O Wesekns Jun 30,2021 Web wsliceton 620790832384 ok, . B /71e
Service Accounts. L]
O -t
D0 roulubogmt sty asier 209212 ko gsriceac counl com oututegn PR

3. From the Application type drop-down menu, select Web application.
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= Google Cloud Platform 2+ YouTube ~

APT APIs & Services € Create OAuth client ID

@ Dosmnows ity 3 vnlo 559 9 Googhe's ORuIE sorvers. I your 309 rume o
eec s o9 chko 11 Sew Seting up QAush 2.0 for rors

B by

]

4. Enter the name for the application.

Google Cloud Platform 3= YouTube +

Q  Search product

API APIs & Services 4 Create OAuth client ID
b (Demboor AcHent Dis used to identify a single app Lo Google's CAuth sarvers. If your 2 runs on
muliple platfotms, each will need its own client ID. 5ee Sty up OAuth 2.0 for more
i ey nformaticn
o Credenals Application type *

Web appiization

OAuth consent screen

Domain weifcation Hom
weh clien 2

Page

P

‘The domains of the URls you add below will be automatically added 1o

your DAUth consent ecreen as authurized domains,

Authorized JavaScript origins @

+ ADDURI

Authorized redirect URIs @

For uss WTh raqusets from & wet serves

In the Authorized redirect URIs section, click ADD URI and add the URL of your local Mergel
environment in the following format:

https://<mergel instance>/Configuration/OAuthCallback and click CREATE, which
you can find in the 10™ point of the Click information.

Authorized redirect URIs @

For use with requests from a web server

URIs *

https:#/www.example.com

=+ ADD URI

CREATE CANCEL

6. Copy and save the Client ID and Client ID from the created OAuth client pop-up window.

353



OAuth client created

The client ID and secret can always be accessed from Credentials in APIs &

Services
OAuth access is restricted to users within your organization
unless the OAuth consent screen is published and verified
Your Client ID

u}

Your Client Secret

]

¥ DOWNLOAD JSON

Managing Domain-Wide Authority Delegation

. Signin to Google Admin Console.

2. On the left side menu, click Security = API controls.
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o Organizational units

@ Home g Meleametoyourncn pages You'l find easier navigation theoughout the Ad le using the updated Enable advanced mobile management
i lefthanel navigation bar with its exgandable and eollapaible displag Leam more
B8 pashboard Protect Gs VWorkspace data with strong
device confrols
» & Directory
LEARN MORE sKiP
» Devices & Users ~ @ Domains -~
. Taols.
add a user Manage domains
~ [E] Googie Workspace Status Dashboard
Dalete a user Add a domain
Settings & pataexport
Update a user's name or email Change your primary domain
Alert center €2 Trensfer tool for unmanaged users
Create an altemate email address (email alias)
AP controls e
o e v
Data protection ®
Security rules rouns
B eilling ~ = v N % Gethelp from 2 pariner
+ il Reporiing Creale graups for mailing lists and applying policies
® ogie Workspace Referral
» ! Program
B siling Manage subscriptions
» @ account Devices
P o
ayment accounts Manage devices and secure Your arganization’s data
@ Rues Getmore services

3. Scroll down to Domain wide delegation section and click MANAGE DOMAIN WIDE DELEGATION.

Google Admin

» & Directory Security + AP Controls
Devices

Apps
AP| controls

Security

(] lock all third party P ace
Settings i

Alert center

AP! controls @ Trustintemal, domain-owned apps:

b will be exempt from

Data protection

Security ules
» il Reperting trugted on your App access contro list,
» B siling
» @ aceoum

@ ruies

Domain wide delegation

ApDs you trust on the Boogle Warksgace Marketplace, Android, of 105 whitelist are atomatically

data and end user
Leamn more

Auth scopes that are

Devslopers can ragister thelr web appleations and ather API cianits with Gaog 1o da

tain

You can autherize these reqistered clients to aceess your user data witheut your users having 1o individ
pasa n m

MANAGE DOMAIN WIDE DELEGATION

D Send feedback

ually give cansent or their
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4. Click Add new.

= Google Admin
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@ Home
B8 Dashboard
» & Direclory
» [0 Devices
# apps
- @ seuny
Settings
Alet center
AP controls
Data protection
‘Security rues
» il Reporting
» B wiling
y @ Account
@ Rules

5] send fredhack

©  Developers can register theirweb appiications and other AP clients with Goog| sccessto data i Gmail i coTIT

Damainwide Delegation

G

APt et Dound dartinte

access yol your users having their pa

+ Addafler

o clent D Seapes
et 800N

et 1031

YTGNTest

TCNTast

mergel 1155613211499119056.

Merge test August

Projert UG

Merge test August

cesst +2More

3 Mare

FA0163797205-3c500u. fativdive | Javthidocs +1 Mere

115563 25300

5. Enfer the above saved Client ID in the Client ID field, add the following scopes in the OAuth scopes

fields:

6. Click AUTHORIZE.

@’ Note

https://www.googleapis.com/auth/youtube
https://www.googleapis.com/auth/youtube.force-ssl
https://www.googleapis.com/auth/youtube.readonly
https://www.googleapis.com/auth/youtubepartner

Add a new client ID

Client IC

628790532364-ucdolru3qctfrea5shud7tk2sq6nua0f.apps.¢

[[] overwrite existing client ID @

A pes (comma-delimite X
https://www.googleapis.com/auth/youtube
https://www.googleapis.com/auth/youtube.force-ss

A copes (comma-delimite: X
https://www.googleapis.com/auth/youtube.readonl

https://www.googleapis.com/auth/youtubepartner

CANCEL  AUTHORIZE

By using this importer, you are agreeing to the YouTube terms:

https:.//www.youtube.com/t/terms, https.//policies.google.com/privacy.
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Collector Configuration

To set up the collector:

1. Click Add Importer. specify Name and a Description(optional). and select the collector from the list.
The YouTube Application Configuration window will open.

2. Inthe Application ID field, enter Client ID copied previously, in Application secret/key, enter the
copied Client Secret and click Next.

CONFIGURATION WIZARD X

m MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials to your company's YouTube app so that Merge can be
configured to access your monitored users' account data,

Ifyou do not have an app created for YouTube, please click for more information.

'YOUTUBE APPLICATION CONFIGURATION

Application D

Application secret/key

| have access token

BACK NEXT

3. Select the account the content of which you want to capture and click Allow.

Time Stamp Formatting

For more details on how to configure fimestamps, see Time Stamp Formatting.

Threading

For Threading:

If the No threading radio button is activated, only a single message is generated for a
comment or reply.

If One parent comment with replies is activated, then a threaded message is generated for
comments and replies.

o The Message time zone by which the messages are split based on the selected time
zone from the drop-down menu. When Process Incomplete Days option is enabled, the
messages of the days that have not yet ended will be imported in a separate email as
well. This option can be selected only if One parent comment with replies is activated.

THREADING

No threading

rent comment with replies

Process incomplete days
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Message Body

This setting determines how imported messages are displayed in the target. There are the following
output message body options:

e HTML: Displays the message in HTML format.
e Light grid mode: Displays data in a two-toned layout, making it visually distinct and easier to
view while displaying limited metadata.

MESSAGE BODY
® HTML

Light grid mode

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

Monitored Users (N/A)
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

Video: Ernest Ogannesyan - Million Varder

loyan-b2m < UCL{IGMD_LpceXaqMFSp-swyoutube.com>

To: © Emest Ogannesyan

Supported Notifications

The importer supports the following notification preferences:

e Import job finished
e Import job stopped
e No data captured
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Component deleted

Importer deleted

Failed to send webhook notification to target
Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Zoom Chat

Zoom Team Chat is a tool within Zoom's cloud-based collaboration suite, designed to support
messaging, file sharing, and multimedia exchange. It helps tfeams stay connected through text, audio,
and video messages, along with shared content like files, screenshots, and emojis, contributing to
smoother everyday interactions and workflow coordination.

The Mergel Zoom Chat collector enables secure data capture and delivery for archiving, compliance,
and communication management. It helps organizations maintain visibility across internal conversations
while preserving important information.

@‘ Note

To use the collector, the Zoom account must be on a Business, Business Plus, or Enterprise plan;
Pro plan access is not supported.

Activities Captured

e One-on-one chat messages

o Create
o Edit
o Delete
e  Group chat messages
o Create
o Edit
o Delete
e Channel messages
o Create
o Edit
o Delete

e Membership activities (joined/left)
Captured activities can contain:

Links®°

Emojis

GIFs®

Attachments
Forwarded messages
Voice messages
Video messages
Code snippets
Hosted GIFs
Message reactions

0 Both inserted and regular links are captured.
' The link of the GIFs.
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@’ Notes

Text formatting (rich text) is captured as plain text.

Due to current API limitations, the following constraints apply:

Chats only from the last 6 months can be captured.

Deleted forwarded messages are not captured.

If @ message has multiple versions (such as edits or deletions), all reactions are captured
alongside the message's most recent version.

Reactions on previously captured messages are not retrieved unless the message's modified
date has been updated.

Creating a Zoom App

To create a Zoom app:

1. Signin to the Zoom App Marketplace.

2. Select Develop = Build App.

Z0Om App Marketplace a . Bevelop, o Manage
N Build App
oo . Documentaion
] Discover apps
s ] Po—

Explore 2,920 apps in Zoom App Marketplace.

Community Forum

Broadeasting & Streaming
Business System Integrator

CRM

Carrier Provider Exchange App of the
1 .
Cotsparation Month
& | Cot your auclenca angagod with
@ Wore Nl Apowerss symamic wsuals from
Straamaive
Featured
New

Essential Apps

App of the Month
AlApps Essential Apps Show All
Access premium features with Zoom One

Microsoft Integrations

Customer Experience

iacthe room nros-tima
@ More v

3. Select General App and click Create.

What kind of app are you creating

O General App

() Server to Server OAuth App

Build an app that provides server-to-sarver interaction with Zoom

asad notifications for Zoom

Y- I

|

4. A Client ID and Client secret will be generated. Use these credentials to configure the collector.
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ZOOM App Marketplace

i, General app 446 & Development Production

Select how the app is managed
Fhis may of R o R BETE

y affect Features, Sco lons 10 add the aps
App Credentials  Development

Slient ID EoDK_DCHSTqh{BX.

Build your app

Basic Information

Features
Access .
App Credentials Development
Surface
Embed Client 1D
Scapes
Client Secret

Add your app
Regenerate < Show
Local Test Not ready

Continue =

and click Save.

Zoom App Marketplace

Production

Qemmawdlﬁ & Developmant

Appp Credderiials  Durvwlognent Basic Information

Loam Mom

Build your app SBelect how the app is managed

Basic Information

Fealares O Adwin-maraged

L=y

Sarfacn
Embed
Scopes,

A your ape

patlon App Credentials  Devcpment
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Develop ~ Manage e

Local Test Preview

® App created
reated an Feb 26

@
(2

On the Basic Information page, under Select how the app is managed, choose Admin-managed

onen v | v @

Scroll down to the OAuth Information and add the URL of your local Mergel environment in the

following format: https://<mergel instance>/Configuration/OAuthCallback tothe
OAuth Redirect URL. Ensure that OAuth Allow lists field is filled with the same URL as well.

ZOOM App Marketplace

Froduction

>
Ganeral app 446 ¢ Development

OAuth Information Dev

App Creasenias | Devescpment
A fserect LR
U0k DOHE TaEx R :

Bl your apg

Features

Usa Sirsien Maria for Resienet URLS

J— ‘Subdomain Check
Tutace
Embay
Scopus. harth Afow Lists
Ad yeor sop

Laal Tewt e sy + hudel Aliow List

7. Go to Scopes and click Add Scopes.

I T

Lol Tt

» apo cresssa

®© 0
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: General app 440 <

App Cracentisls

Add Scopes

i your app

Dinsis Infaemmion

Accoss

Surtace

Embed

Devalapmant
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Duvelips ~ (R s |

Production Loeal Tewt

& App oreated

| anaseapas 0

8. Add the following scopes to the application and click Done:

team_chat:read:list_members:admin
team_chat:read:message_emoji:admin
team_chat:read:user_message:admin
user:read:user:admin
user:read:list_users:admin
report:read:chat_session:admin
report:read:list_chat_sessions:admin

team_chat:read:list_channel_activity _logs:admin
team_chat:read:list_user_channels:admin

ZoOm App Marketplace shed app Develop Manage B
Add Scopes X
P s
fye DM A 4% h Local Test ©  Preview
Admin-managed app * T | scop ontact
App Credentials ~ Development ated
i Feb 26, 2025, by Ji
Client|D  E0OK.DCHSTGNfBX..  Product Enable Chatbot within Zoom Team Chat Channel >
e AoomEn Enable Chatbot within Zoom Team Chat Client >
Manage account's chat event info >
Recarding
Build your app : Manage Chat History Legal Hold Info
£ Billing
Basic Information . Manage Chat Message Info
L o Migrate chat history from another vendor >
Access
Zoom Clips View all users' team chat channels >
Surface
Gontasts View all users' team chat messages
Embed
_ Contact canter WView and manage all users' team chat channels
4 Scroll for more
Add your app
Local Tos osecces ([N
& Back Continue -

Collector Configuration

To configure the collector:

1. Enter the saved Client ID in the Application ID field and the Client Secret in the Application

secret/key field. Then, click NEXT to confinue.
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CONFHGURATION WIZARD

m MONITORED USERS FILTERS TARGETS SETTINGS

Pleaze provide the following credentiols fo your company’s Zoom Char app so thor Merge T con be
configured fo oceets your monitored users’ aceount dota,

If you do not have an opp created for Zoom Chot, please cifck for move nformation.

ZOOM CHAT APPLICATION CONFIGURATION

Application 1D

Application secret/key

Back “

2. A pop-up window will open (ensure that the pop-ups are not disabled in the browser window).
Click Allow to let the app access the specified resources for all users in the organization.

Zoom swiehacessnt ()

Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Threading Options
Enable one of the following options:

e No threading - If selected, only a single message will be generated for a message in the
chat/channel.

e Message with replies - If selected, chat/channel messages with all their replies will be
generated.

e Per conversation - If selected, chat/channel messages per conversation will be generated.
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THREADING OPTIONS

Attachments Configuration

For more details on how to configure attachments, see Attachments Configuration.

Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

Channet “Public_Charnel_HV1' (id - ‘2f99dB5&Tedd4BI4888a342182chd0e’) | Session
3 S32202cTe -

TG
o Chames Bon: (O Hagop Exferar: 0 Tom Smin

T Smaith tamithiDglebanst sam

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Zoom is the leader in modern enterprise video communications, with an easy, reliable cloud platform

for video and audio conferencing, chat, and webinars.

@‘ Note

To use the collector, the Zoom account must be on a Business, Business Plus, or Enterprise plan;

Pro plan access is not supported.

Activities Captured

e Meeting metadata
e  Meeting recording files:
o Audio and video
o Audio
o Audio transcripts
e Meeting chats
o Messages
o Replies
o Emojis

@’ Note

e  Only meetings from the last 6 months can be captured. Selecting a longer cut-off date in the

Mergel GUI has been disabled.
e Zoom does not support IP addresses as call-back URLs.

To capture the content, the meetings should be recorded. This applies to chats during
meetings too. To enable automatic recording, go to My Settings - Zoom > General >

Automatic recording.

PERSONAL

Profile

Meetings Automatic recording

Rect
Webinars

Record to computer
Events & Sessions
© Record In the cloud
Phone
Host can pause/stop the auto recording in the cloud (7)
Personal Contacts

Personal Devices
Viewers can see the transcript

Whiteboards

Docs
Tasks (D
Surveys

Workflows (D

Viewers can see the chat

e |f amessage was sent privately to one of the meeting participants, it is not added to the
recording file, as the Zoom API does not provide that option. We recommend disabling the
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meeting chat direct messages from Account Settings - Zoom > In Meeting (Basic) >
Meeting chat - Direct messages to be SEC-compliant.

zoom Products Solutions Resources Plans & Pricing Schedule  Join  Host~  Web App

PERSOMAL

Profile

Maeings. Meating chat - Direct messages » @
Webinars A moet 1 151

Events & Sessions

Phone Meating chat - Auto-save D 3:.'_'.‘-'

Personal Contacts

Personal Devices

Whiteboards Allow hyperlinks In Mesting and Webinar Chat O @
; ; Eimc

Docs

Tasks (D
Surveys Send files via meeting chat e NO)
workdlows (D fas1s a articipants can send file: sugh he in-mee chal ‘ ,

e Attfachments sent during a meeting are not captured. To prevent data loss, the option to
send files via meeting chat should be disabled from Account Settings - Zoom > In Meeting
(Basic) = Send files via meeting chat.

Z00MM FProducts  Solutions  Resources  Plans & Pricing Schedule Join  Host~  Web App ~
10 8 local ik
PERSONAL
Profile
Allow hyperlinks in Meeting and Webinar Chat O &
Meetings 2
Webinars

Events & Sessions

Send files via meeting chat o 'E:'
Phone

Hos1s and participants can send files through the in-meeting chat
Pessonal Contacts
Personal Devices Sound naotification when someone joins or leaves ( . |’£|
Whiteboards
e number of p. B tor dial-in D "‘é\"
Tasks (ED
. S— oy ® XO

e In addition, the following features should be disabled for the hosts:
o General > Host can pause/stop the auto recording in the cloud
o General = The host can delete cloud recordings
o Notification > Delete cloud recordings and transcripts after a specified number of
days

Creating a Zoom App
To create a Zoom app:
1. Signin to the:

e Zoom App Marketplace if using Zoom Commercial.
e Zoom Gov App Marketplace if using Zoom for Government.

2. Select Develop > Build App.
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ZOOMm App Marketplace

Categories

Discover apps

Analylics E "
Explore 2,9

Broadcasting & Streaming

Business System Integrator

CRM
Garrier Provider Exchange App of the
.
Collaboration Month
e Gt your aucience engaged wim
@ More b = Al-powersd aynamic isuals from
Swwamilive
Featured
New
Essantial Apps
App of the Month
Al Apps Essential Apps
A " m features with Zoom One Pro, Business, af Business Plus.
Microsoft Integrations oL e feanes With. Zoom Ono. Pro; Ble
Customer Experience
@ More v [ |

3. Select General App and click Create.

What kind of app are you creating

O General App

() Server to Server OAuth App

Build
APis,

) Webhook Only App

Build an app that can recelve event-based notifications for Zoom

ac events.

CY -
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Develop ~ o Manage

Build App

Documentation

Developer Blag

Community Forum

Show All

4. A Client ID and Client secret will be generated. Use these credentials to configure the collector.

ZOOM App Marketplace a

i Gen:raliDpJMe 24 Development
User-managed app

Production

Select how the app is managed
is may affect Features, Scopes, and permission

add the apy

App Credentials ~ Development

Slient ID EoDk DCHSTqhfBX... ) Admin-managed

Client Secrel sassnsnesns

O User-managed

Build your app

Basic Information

Features

Access 7
App Credentials Deveiopment
Surface

Embed Client ID

2

Scopes Bcopy
Add your app Client Secret
Regenerate

> Show

® Cor
Local Test Not ready &

Continue

Develop v

wonsse ()

Local Test -

* App created

@
2]

5. On the Basic Information page, under Select how the app is managed, choose Admin-managed

and click Save.
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General app 446

Bl your app
I
Fealares
L=y
Sarface
Embed
Loopes

A your ape

Local Test

Develapment Produation

Basic Information

Belect how the app is managed

O Adwin-maraged

Usar-managed

App Credentials  Dewepment
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Deveicp ~

Manage e

Local Test -

6. Scroll down fo the OAuth Information and add the URL of your local Mergel environment in the
following format: https://<mergel instance>/Configuration/OAuthCallback tothe
OAuth Redirect URL. Ensure that OAuth Allow lists field is filled with the same URL as well.

ZOOM App Marketplace

General app 448 &

ADp oINS Dpment

B0 DEHETH

Budiel your app
Features
Access
Sutace
Embad
Scopes.
ad yeur sop

Leenl Tem

Development Froduction

OAuth Information  Devscumen

o acireet UL

Usa Sirsien Maria for Resienet URLS

Subdomain Chack

it Aow Lists

+ Audel Allow List

7. Go to Scopes and click Add Scopes.

ZOOM App Marketplace

General app 440 <
. a

App Crecentisls  Davelopment

i your app

Dinsis Infaemmion

Access
Surtace

Embed

Add your app

Loeal Tast

8. Add the following scopes to the application and click Done:

user:read:user:admin
user:read:list_users:admin

Developmant Production

Add Scopes

| ana Senpes

dashboard:read:list_meetings:admin
dashboard:read:list_meeting_participants:admin

R |

Liad Tt +
prep—
T |
Local Tes

& App created
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e cloud_recording:read:list_recording_files:admin
e cloud_recording:read:list_recording_files:master

ZOOM App Marketplace

Develop v Manage 9

. General app 446 &

Add Scopes X

Local Test + Preview

S50 ckain-mansged 300> & available bas . Fo | scopes, contact
Learn more about Zox
App Credentials  Developmant
Client ID EoOk DCHSTGNBX...  Product Enable Chatbot within Zoem Team Chat Channel
Gl Sect’czzzsessre Acsou Enable Chatbot within Zoom Team Chat Client »
Manage account's chat event info »
Recording
Build your app i Manage Chat History Legal Hold Info >
Billing
Basic Information " Manage Chat Message info
Feat
i —— Migrate chat history from another vendor >
Access
Zeom Clips View all users’ team chat channels >
Surfaca
Contacts WView all users' team chat messages
Embed
_ antactcentar View and manage sl users' team chat channels
‘Scopes
% L Scroll for more
Add your app
ool Tst osoccn: ()
¢ Back Cantinue -

Collector Configuration

To configure the collector:

. Select Zoom Commercial or Zoom for Government and use the respective credentials of the
application.

2. Enter the saved Client ID in the Application ID field and the Client Secret in the Application
secret/key field. Then, click NEXT to continue.

CONFIGURATION WIZARD X

m MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials to your company’s Zoom Meetings app so that Merge! can be
configured to access your monitored users’ account data.

If you do not have an app created for Zoom Meetings, please dlick for more information.

ZOOM MEETINGS APPLICATION CONFIGURATION

Zoom Commercial
Application ID

Application secret/key

I have access token
BACK NEXT

3. A pop-up window will open (ensure that the pop-ups are not disabled in the browser window).
Click Allow to let the app access the specified resources for all users in the organization.
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Zo0om Switch account

General app 958 would like
permission to:

¢ View users
Vigw meling palicipants’ metries
View mestings metrics

Returns all of a meeting's recondings.

Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Meeting File Download Options

This section includes:

e When Do not download files greater than X megabyte(s) is selected, the files, that are bigger
than the filled-in number of megabytes, are not downloaded.

e Include Chat File specifies whether the chat file is added to the body of the imported message
or attached as a separate file.

e Include Transcript File specifies whether the transcript file is added to the body of the
imported message or attached as a separate file.

e Meeting Recordings specifies whether the imported message includes video with audio or only
audio.

MEETING FILE DOWNLOAD OPTIONS
Do not download files greater than megatyte(s),

INCLUDE CHAT FILE

¥ In

INCLUDE TRANSCRIPT FILE

¥ In

MEETING RECORDINGS

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.
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Next Steps
After setting up the collector, follow the links below to continue with the configuration of:

e MONITORED USERS

e FILTERS

e TARGETS

e IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

Tom Smith's Zoom Meeting with james:/GWXoA3YSI+9a3HgmIWIYA==

Has Recanding: Yo
Dewntead Url Of active_speaker: i
Downtoad Url Of oudla_onl
Download Url Of timeline:
Downlaad Url Of chet_file:
Meeting Chat:

Tom Smith:
201 141 James Band

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.
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Zoom Meetings Chats
Zoom is the leader in modern enterprise video communications, with an easy, reliable cloud platform
for video and audio conferencing, chat, and webinars.

Zoom's Meeting and Webinar Archiving solution allows account administrators fo set up an automated
mechanism to collect and archive meeting data fo a third-party platform of their choice, satisfying
FINRA and/or other compliance requirements. Only account administrators can manage what datais
archived and what is displayed in the disclaimer and enable archiving for specific groups as well.
Mergel uses this API to retrieve archived meetings or webinar chats.

Note that the Meeting Archiving feature is enabled for your account by Zoom Support.

@‘ Note

To use the collector, the Zoom account must be on a Business, Business Plus, or Enterprise plan;

Pro plan access is not supported.

Activities Captured

e  Webinar/Meeting metadata
e Webinar/Meeting chats
e Pollsin chats

@’ Note

e  The maximum number of days of archiving is up to 60 days. The numiber of days can be
specified from Account Settings - Zoom > In Meeting (Advanced) > Set the retention for
archiving content.

zool N Products Solutions Resources Plans & Pricing Schedule  Join  Host~  WebApp v

Include sender's email address (or a unique ID if the user has not
signed in)

PERSONAL

Profile Captions

[ Audio transcript (json) (7

Mestings

Set the retention for archiving content
Webinars

| 60 ~ day(s)

Events & Sessions <
26 s or webinars cannot be archived:

Phone 7 & can stay in the meeting and will recelve a notification (3

Personal Contacts 28 n join or stay in the meeting ()

29 jon when video or audio archiving starts
Personal Devices 2

ants ) Guestonly (O Customize Notification
Whiteboards a8

mpt when video or audlo archiving starts
60

Nerrurpemen@Nts ) Guestonly (3 No one

Docs

Tasks QED Show archiving Icon in the participant list

Surveys ) All participants  © Guestonly (3 o
Worktlows (ED

e Aftachments sent during a meeting are not captured. To prevent data loss, the option to
send files via meeting chat should be disabled from Account Settings - Zoom = In Meeting
(Basic) = Send files via meeting chat.
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Automatically sa ges to a local file on the host's
PERSONAL computer whe g ends
Profile
Allow hyperlinks in Meeting and Webinar Chat [ ONO]
Meetings
Allow users to send and cfick on hyperlinks in Meeting and Webinar
Webinars

Evenis & Sessions

Send files via meeting chat O @

Hosts and participants

Phone

send files through the in-meeting chat

Personal Contacts

Personal Devices Sound notification when someone joins or leaves a @
Whiteboards.
e number of for dial-in [ ONO]
Tasks

prdown survey at the end of sach m

Surveys Display end-of-meeting experience feedback survey O @ o

g, 1t
dditional

Workflows 1d with thumbs down, they can prov

Creating a Zoom App

To create a Zoom app:

. Signin to the Zoom App Marketplace.

2. Select Develop = Build App.

Zoom App Marketplace Q Searcha publishedapp | Dovelop « o Manage
- Build App
Categories 2 Documantation
e Discover apps
Arayics Devetoper Biog

Explore

Community Forum

Broadcasting & Streaming

Business Systam Integrator

CRM
Carrier Provider Exchange X App of the
Collaperation Month
5 Gat your sudience engagad with
@ More Al-powered gynamic visuals from
Sreamaee.
Featured
New
Essential Apps
App of the Month
Al Apps Essential Apps Show All

mium features with
Microsoft Integrations LRI E i

Customer Experience

@ More v

3. Select General App and click Create.

What kind of app are you creating

O General App
B

() Server to Server OAuth App

8 that provides server-lo-server interactio

APls,

| Webhook Only App

Buil that can receive event-basad notifications for Zoom

CY - I

4. A Client ID and Client secret will be generated. Use these credentials to configure the collector.
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ZOOM App Marketplace Q P Develop v Manage e

Generl sppdds £ Development Production LocalTest©  Preview
User-managed app

Select how the app is managed
is may affect Features, Scopes, and permissions (o add the apy
App Credentials  Development ® App created

SlentID  E0OK DCHSTQNIEX..

Client Socret sanensenes

© User-managed
Incivicua us

Build your app

Basic Information

Features

A
e App Credentials Deveiopment

Surface
Client ID

=

Client Secret

Add your app
Regenerate  ~«Show ) Copy
Local Test Not ready

Continue

5. On the Basic Information page, under Select how the app is managed, choose Admin-managed
and click Save.

ZOOM App Marketplace a Deveicp - w63

Ganerel app 440 Develapmant Production Local Test -

App Credersials  Brvslogment Basic Information » Agpcrasted

Build your app SBelect how the app is managed

Fealares O Adwin-maraged

[reeem—

A your ape

patlon App Credentials  Devcpment

6. Scroll down to the OAuth Information and add the URL of your local Mergel environment in the
following format: https://<mergel instance>/Configuration/OAuthCallback tothe
OAuth Redirect URL. Ensure that OAuth Allow lists field is filled with the same URL as well.

ZOOM App Marketplace [a—— [ s |

aag &
Beneral app 448 Bevelopment Production Local Tant -

OAuth Information Dev

ADp oINS Dpment » agcrassa
o acireet UL m

Bl your apg Usa Striet Moda for Reciress URLS
Featuns
J— ‘Subdomain Check
Suntacy
Embd
Scopus. harth Afow Lists
Leeal Tewt et vy + Add Alow List

©

7. Go to Scopes and click Add Scopes.
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General app 440 <
. a

Devalopmant Production Local Test

App Cracentisls

Add SCOPes & App crepted

i your app

Tnsie Imnfeemaion | ana senpss e

Access

Surtace

Embed

8. Add the following scopes to the application and click Done:

user:read:user:admin
user:read:list_users:admin
archiving:read:list_archived_files:admin
archiving:read:list_archived_files:master
meeting:read:list_past_participants:admin
meeting:read:list_poll_results:admin

Z0Om App Marketplace

General app 446 & Add Scopes x

- g Y Local Test ~  Preview
Admin-managed app » qes. For additional scopes, contact
imin. Leam more about
App Credentials  Development ated
1 Feb
EoOk BCHSTGhBX...  Product Enable Chatbot within Zoom Team Chat Channel >
coret anaseneen Aceount &

Enable Chatbot within Zoom Team Chat Cllent

Manage account’s chat event info B
Recording
Build your app - Manage Chat History Legal Hold Info
g
Basic Infermation - Manage Chat Message Info
F
oatkee S Migrate chat history from anather vendor
Access
Zoom Clips View all users' team chat channels
Surface
contacts Viewall users' team chat messages
Embed
et &l View and manage all users' team chat channels
Seopes Scroll for more
Add your app
0 Selecter m
Local Test oot se 0 Selected
& Back Continue

Collector Configuration

To configure the collector:

=]
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1. Enter the saved Client ID in the Application ID field and the Client Secret in the Application

secret/key field. Then, click NEXT to confinue.
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CONFIGURATION WIZARD X

m MONITORED USERS FILTERS TARGETS SETTINGS

Plecse provide the following credentials to your company's Zoom Meetings Chats app so that Merge{ ean
be configured to access your monitared users' account dota.

Ifyou do not have an app created for Zoom Meetings Chats, please dlick for more information.

ZOOM MEETINGS CHATS APPLICATION CONFIGURATION

Application 1D

Application secret/key

I have access taken

sack “

2. A pop-up window will open (ensure that the pop-ups are not disabled in the browser window).
Click Allow to let the app access the specified resources for all users in the organization.

ZOOm Switch account

General app 300 would like
permission to:

«/ View users
+/ View a past meeting's participants
«/ View a past meeting's polls

./ Get an account's archived meeting or webinar files.

By clicking Allow, you give permission to this app to use your information in
accordance.You can remove this app at any time in My apps.

Timestamp Formatting

For more details on how to configure fimestamps, see Time Stamp Formatting.

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS
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Once the configurations are completed and the importer is executed, data will be successfully
processed and delivered to the target. Below is an example of an output message:

Supported Notifications

The importer supports the following notification preferences:

Tom Smith's new meeting:JEYufBsOQbymkVoCRXaQYg==

Tg TomSmith

Tor O Tom Smith; O James Bond

Tom Smith tsmith@globanet.com

Meeting Start Time: March 6 at 04:53 PM CST
Meeting Start Time: March 6 at 12:53 PM UTC
Meeting End Time: March & at 04:57 PM CST
Meeting End Time: March 6 at 12:57 PM UTC
Meeting Id: JEVufBsO0bymkVoCRXaCYg==
Topic: Tom Smith's new meeting

Duration: 2 minute(s)

Meeting Type: internal

Type: Scheduled meeting

> Forward » Yy 69

Meeting Chat:
9e:e1:01 Tom smith(1677824@,tsmith@globanet.com):
80:01:84 Tom Smith (16778248, tsmith@globanet.com):
80:81:54 Tom Smith(16778248, tsmith@globanet.com) to James Bond(1679360@, jbond@globanetlabs.com): hi james. messaging directly

from a group meeting chat, during the call

Import job finished
Import job stopped
No data captured
Component deleted
Importer deleted

For more information refer to Notification Preferences.

Failed to send webhook notification to target
Import job finished with fatal error

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected
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Zoom Meetings via Archiving API

Zoom is the leader in modern enterprise video communications, with an easy, reliable cloud platform
for video and audio conferencing, chat, and webinars.

Zoom's Meeting and Webinar Archiving solution allows account administrators to set up an automated
mechanism to collect and archive meeting data fo a third-party platform of their choice, satisfying
FINRA and/or other compliance requirements. Only account administrators can manage what data is
archived and what is displayed in the disclaimer and enable archiving for specific groups as well.
Mergel uses this API to retrieve archived meeting or webinar files of an account.

Note that the Meeting Archiving feature is enabled for your account by Zoom Support.

@’ Note

To use the collector, the Zoom account must be on a Business, Business Plus, or Enterprise plan;

Pro plan access is not supported.

Activities Captured

Webinar/Meeting metadata
Webinar/Meeting recording files:
o Audio and video
o Audio
o Closed captions (only if the option is enabled by the user from the Zoom Settings)
e Webinar/Meeting chats
e Pollsin chats
e Recording files as attachments®

@‘ Note

e  The maximum number of days of archiving is up to 60 days. The number of days can be
specified from Account Settings - Zoom > In Meeting (Advanced) > Set the retention for
archiving content.

%2 A token should be added to download files with the download URLs.
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Zo0om

PERSONAL

Profile

Meetings
Webinars

Events & Sessions
Phone

Personal Contacts
Personal Devices
Whiteboards

Docs

Tasks (ED
Surveys

Workllows (ED

Products

Solutions Resources Plans & Pricing Schedule Join  Hostw
Include sender's email address (or a unique ID if the user has not
signed in)
Captions

[ Audio transcript (json) 7

Set the retenti

| 60 ~

26
27
28
29
30
a5

60

N g
Show archivin

() Al particip

ian for archiving content /

dayl(s)
Is or webinars cannot be archived:
& can siay in the meeting and will receive a notification (3
njoin or stay in the meeting (3
ion when video or audio archiving starts
ants ) Guestonly (@) Customize Notlfication
mpt when video or audio archiving starts
ants ) Guestonly (D No one
g icon In the participant list

ants O Guestonly ()
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Web App v

e

e Attachments sent during a meeting are not captured. To prevent data loss, the option to
send files via meeting chat should be disabled from Account Settings - Zoom > In Meeting
(Basic) > Send files via meeting chat.

PERSONAL

Profile

Meetings
Webinars

Events & Sessions
Phone

Personal Contacts
Personal Devices
Whiteboards

Docs

Tasks
Surveys

Workilows

Automatically save chat

computer when

Allow hyperlinks in Meeting and Webinar Chat C @

Allow users to send and click on hyperlinks in Meeting and Webinar

Send files via meeting chat D @

Hosts and parti

cipants can send files through the In-meeting chat

Sound notification when someone joins or leaves dd» @

ber of participants for dial-in partici O @

numi

Display end-of-meeting experience feedback survey @ NO]

p/dowm survey at the end
pond with thumbs down,

e |n addition, the following features should be disabled for the hosts:
o General = Host can pause/stop the auto recording in the cloud
o General > The host can delete cloud recordings
o Notification > Delete cloud recordings and transcripts after a specified number of

days

Creating a Zoom App

To create a Zoom app:

1. Signin to the Zoom App Marketplace.

2. Select Develop > Build App.
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ZOOMm App Marketplace

Categories

Discover apps

Analylics E "
Explore 2,9

Broadcasting & Streaming

Business System Integrator

CRM
Garrier Provider Exchange App of the
.
Collaboration Month
e Gt your aucience engaged wim
@ More b = Al-powersd aynamic isuals from
Swwamilive
Featured
New
Essantial Apps
App of the Month
Al Apps Essential Apps
A m features with Zoom One Pro, Business, of Business Plus.
Microsoft Integrations oL e feanes With. Zoom Ono. Pro; Ble
Customer Experience
@ More v [ |

3. Select General App and click Create.

What kind of app are you creating

O General App

() Server to Server OAuth App

Build an app that provides server-to-server interaction with Zoom

APis,

| Webhook Only App

at can receive event-based notifications for Zoam

CY - I
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Develop ~ o Manage

Build App

Documentation

Developer Blag

Community Forum

Show Al

4. A Client ID and Client secret will be generated. Use these credentials to configure the collector.

ZOOMm App Marketplace

General app 446 2
- ged app

User

Development Production

Select how the app is managed
is may affect Features, Scopes, and permissic
App Credentials ~ Development '

lient 1D E0OK_DCHSTGhfBX... ) Admin-managed

© User-managea

his app. The app only has

Build your app

Basic Information

Features
Access ,
App Credentials Deveiopment
Surface
Embed Client 1D
c
Scopes © Copy
Ciient Secret

Add your app

Regenerate  ~Show ) Coj
Local Test Not reacy 2 ey

Continue

Deveiop + Manage

Local Test Praview

* App created

@
(2

5. On the Basic Information page, under Select how the app is managed, choose Admin-managed

and click Save.
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ZO0M App Marketplace a Deveicp + Managi Q

Ganarsl app 446

A Development Proouation Lueal Test

Basic Information

Select how the app is managed

| @ somin-meragea

[Irres—

App Credentials Demepment

Scroll down to the OAuth Information and add the URL of your local Mergel environment in the
following format: https://<mergel instance>/Configuration/OAuthCallback tothe
OAuth Redirect URL. Ensure that OAuth Allow lists field is filled with the same URL as well.

ZOOM App Marketplace Covelop > Manage ()

a4 2
General spp 549 ¢ Development Production Local Tant -

DAuth Information Desopmen

oA aeret LR

Use Sitrict Mad for Recirecs U3

ey Subgomain Chack
Sutace u
Embd

Scopes Cuth Aow Lists

teenl Teat + Add Alow List

©

Go to Scopes and click Add Scopes.

ZOOM App Markatplace Dovelcp Maragn Q

3 Genoral apn 440 <

Dovelopmant Production Local Tew

App Cracentialy Do

Add Scopes ® App crested

Badin your app pabk v
[— e e

Suface

Embed

Adid your app

Loeal Tast

Add the following scopes to the application and click Done:

meeting:read:list_past_participants:admin
meeting:read:list_poll_results:admin
archiving:read:archive_files:admin
archiving:read:list_archived_files:admin
user:read:user:admin
user:read:list_users:admin
webinar:read:list_past_polls:admin
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e webinar:rread:list_past_participants:admin

ZOOM App Marketplace shed apo Develop » Manage
Add Scopes X
Jasl | Cenealain 408 ¢ Local Test | Praview
=% Admin-managed spp Th ope: leg act
App Credentials  Development : ated
R o

ClientlD  E0OK.DCHSTG8X..  Product Enable Chatbot within Zoom Team Chat Channel

Client Secret susssassss Account

Enable Chatbot within Zoom Team Chat Cilent ;
Manage account's cnat event info B
Recording
Build your app : Manage Chat History Legal Hold Infa
Billing
b e B - Manage Chat Message Info
Featt
seturEs —— Migrate chat history from anather vendor
Access
Zoom Glips View all users’ team chat channels
Surface
Contasts Wiew all users’ team chat messages >
Embed
Contact Centt View and manage all users’ team chat channels »
el ) L Scroll for more
Add your app
Selectex
LocaTost el > |
& Back Continue -

Collector Configuration

To configure the collector:

1. Enter the saved Client ID in the Application ID field and the Client Secret in the Application
secret/key field. Then, click NEXT to continue.

MONITORED USIRS FILTERS TARGETS SITTINGS

Piease provide the folowing credentialt 1o your compony’s Zoom Meatings v Archiving APY aop 5o that
Merge! £an Be cenfigured ta Sccem peor menitared urers’ aeesunt don

fyou do not Foom Mee please click for more information.

ZOOM MEETINGS VIA ARCHIVING API APPLICATION CONFIGURATION

Applicat

e “

2. A pop-up window will open (ensure that the pop-ups are not disabled in the browser window).
Click Allow to let the app access the specified resources for all users in the organization.

Zoom

General app 190 would like
permission to:

View users

iaw a past maeting's participants
iaw an archiving recording

Wiew a past webinar's palls

iew & past webinar's participants
Viaw @ past meeting's polls

Gat an account's archived meating or webinar filas.
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Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Meeting File Download Options

This section includes:

When Do not download files greater than X megabyte(s) is selected, the files, that are bigger
than the filled-in number of megabytes, are not downloaded.
o Inthe Custom message field, a text for those excluded files can be specified. For
example: "Files {0} are not imported, because they are greater than {1) megabytes”.
{0} is used to add the name of the file and {1} is used to add the number of megabytes
specified above.
The Include Chat File option specifies whether the chat file is added to the body of the
imported message or attached to the message as a separate file.
The Include Closed Captions File option specifies whether the closed captions file is added to
the body of the imported message or attached to the message as a separate file.
The Meeting Recordings option specifies whether the imported message includes video with
audio or only audio.

MEETING FILE DOWNLOAD OPTIONS
Do not download files greater than megabyte(s).

Custom message  This message will be added to the email body.

INCLUDE CHAT FILE
| Inthe body
As attachment
INCLUDE CLOSED CAPTIONS FILE
¥| Inthe body
As attachment
MEETING RECORDINGS
| Video with audio

Audio only

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS
TARGETS
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Once the configurations are completed and the importer is executed, data will be successfully

processed and delivered to the target. Below is an example of an output message:

Tom Smith's Zoom Meeting:R79nTBOCRIEQETKPGA -

Downtoad Ul Of shared_screen_with.
Mesting Chot:

o0:60: 3

B-6e-40
ooy

oB:01:03 o
Bo61:21 Replying ta “then 1'11

ok
omelizz Yames ors

Replying to “then 111 start the ..."

ok

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.

PAH QU FIPRPakGIXETI-X0
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Zoom Phone

Zoom Phone is a cloud-based telephony solution integrated into the Zoom collaboration ecosystem,
offering enterprise-grade voice communication through VolP. It supports features such as call routing,
voicemail, call recording, SMS, and integrations with contact centers and CRM platforms.

The Mergel Zoom Phone collector focuses on capturing SMS messages, enabling secure ingestion of
text communications for archiving, compliance, and oversight.

@‘ Note

To use the collector, the Zoom account must be on a Business, Business Plus, or Enterprise plan;

Pro plan access is not supported.

Activities Captured®

e One-on-one SMS/MMS messages
e Group SMS/MMS messages

Captured activities can contain:

e Emojis
e GlFs
e Attachments

@‘ Note

It is possible to capture data from the past six months, which is the maximum timeframe available

through the API.

Creating a Zoom App
To create a Zoom app:

1. Signin to the Zoom App Marketplace.
2. Select Develop = Build App.

% As long as Zoom Phone's SMS/MMS features remain enabled on the user's side, activities will be captured.
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Z0OmM App Marketplace Q Searchapublishedapp | Develop + o Manage
a Build App
i Documentation
Categories A
Discover apps
Analytics Developer Blog
Explo hps in Zoom App Marketplace d i
e ;
Broadcasting & Streaming ANTRI ALY oo

Business System Integrator

cam
Garrier Provider Exchange App of the
.
Collaboration Month " Al
5 ot your sustence engeqed i Eos
® wore L h e 4]
i 2
&
Featured —

- n'
[e:an o] . |
New

Essential Apps
App of the Month

M Apps Essential Apps Show Al

premium features witt

Microsoft Integrations

Customer Experience

@ More v [ |

3. Select General App and click Create.

What kind of app are you creating

O General App

() Server to Server OAuth App

Build an app that provides server-to-server interaction with Zoom
APIs

() Webhook Only App

CY -

4. A Client ID and Client secret will be generated. Use these credentials to configure the collector.

ZOOM App Marketplace Deveiop Manage e

General app 446 &

User-managed app

L5 Development Production Local Test ~ Preview
Select how the app is managed
App Credentials  Dewvelopment * App created

ClientID E0OK_DCHSTqhfBX..

Build your app

Basic Information

Features

Access

App Credentials Deveiopment

Surface

ot Client ID

B

Add your app Client Secret

Regenerate  ~Show [ Copy
Local Test Mot reacy

Continue

5. On the Basic Information page, under Select how the app is managed, choose Admin-managed
and click Save.
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ZOOM App Markeiplace

Ganarsl app 446

A Development

Basic Information

Select how the app is managed
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ooes v | e @

Proouation Loeal Test -~

Feataes O samin-miraged

[Irres—

App Credentials Demepment

Scroll down to the OAuth Information and add the URL of your local Mergel environment in the
following format: https://<mergel instance>/Configuration/OAuthCallback tothe
OAuth Redirect URL. Ensure that OAuth Allow lists field is filled with the same URL as well.

ZOOM App Markatplace

»
Goneral app 446 ¢ Development

QAuth Information  Sewsopment

ADp CTOORITINS | vCmenT

AR et LR
[ o

i your apps Uisa Srviet Made for Redireet LS

Featsos
e Subdomain Chack

Sutace
Embad
Scopes. St Adow Livts
A yoor Bon

Lozal Tem + Add Allow List

Go to Scopes and click Add Scopes.

ZOOM App Markatplace

Genoral app 440 <
. ¥

Devalapmant

App Crecentisls  Da

Add Scopes

Budit your app

Dinge mfeemation

Frene
Sutace

Embed

Adid your app

Local Test

Cwalop + Manawe ()

Froduction Loead Tews

©

L - ]

Production Local Test

® app crested

I s seapas e

Add the following scopes to the application and click Done:

phone:read:user:admin
phone:read:list _users:admin
phone:read:sms_message:admin
phone:read:sms_session:admin
phone:read:list_sms_sessions:admin
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arketplace Q. Search a published ap evelop - Manage
ZOOM App Marketpl Q S ished Devels g s
Add Scopes x
. enel &
B epLCamaial app 416 ] Local Test v Preview
= Admin-managed app ? T on 5. For 0 ontact
App Credentials ~ Development ated
30 Feb 26, 2025, by J
ClientlD  EoOk DCHSTGhfBX..  Product Enable Chatbot within Zoom Team Chat Channel >
EE e e Astemt Enable Chatbot within Zoom Team Chat Client >
Manage account's chat avent info >
Recording
Build your app . Manage Chat History Legal Hold Info >
Biliing
Basie information - Manage Chat Message Infa
Fe
Ecties S Migrate chat history fram anather vendor
Access
Zoom Clips View all users’ team chat channels >
Surface
Contacts View sll users' team chat messages
Embed
Cantact canter View and manage all users’ team chat channels >
stz ) L 5eroll for more
Add your app
LocaiTast oseicces (D)
« Back Continue -

Collector Configuration

To configure the collector:

1. Enfer the saved Client ID in the Application ID field and the Client Secret in the Application
secret/key field. Then, click NEXT to continue.

CONFIGURATION WIZARD *

m MONITORED USERS FILTERS TARGETS SETTINGS

Please provide the following credentials fo your company’s Zoom Phone app so thot Merge!? can be
configured fo GOCESs your manitored LSers’ account data.

1 you doo nat hove an app created for Zoom Phane, please click for more infoarmation.

ZOOM PHONE APPLICATION CONFIGURATION

Application 1D

Application secret/key

R “

2. A pop-up window will open (ensure that the pop-ups are not disabled in the browser window).
Click Allow to let the app access the specified resources for all users in the organization.

Zoom —— -

[BETAJ

General app 797 would like
permission to:

View @ user

View phors users

View 8 SMS mazsage

View a phone user's SHES sessions
“ Pectne
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Time Stamp Formatting

For more details on how to configure timestamps, see Time Stamp Formatting.

Advanced Configuration Options

For more details on how to configure advanced configuration options, see Advanced Configuration
Options.

Threading and Formatting

You can control how messages are grouped in the oufput message using the following options:

e No threading: If selected, only a single SMS/MMS message will be generated for a message in
the group.
e Per conversation: If selected, group SMS/MMS messages per conversation will be generated.

THREADING AND FORMATTING

®  No threading

Per conversation

Message Body

Choose how imported messages should be displayed in the target. The available output message body
formats are:

e HTML: Displays the message in HTML format.
e Pure body: Displays the output message as plain text, without formatting or additional details.

MESSAGE BODY
o HTML

Pure body

@‘ Note

The Pure body mode is active ONLY if the No threading mode is checked.

Attachments Configuration

e Include original data as attachment: If checked, the message original data is attached to the
output file.

e Ignore attachments: If checked, all the attachments are excluded from the message
enhancing the collector performance. Each message will contain info and the link to the
excluded attachment.
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Otherwise, additional configurations will open for setup. See Attachments Configuration.

Next Steps

After setting up the collector, follow the links below to continue with the configuration of:

MONITORED USERS
FILTERS

TARGETS

IMPORTER SETTINGS

Once the configurations are completed and the importer is executed, data will be successfully

processed and delivered to the target. Below is an example of an output message:

John Smith (13053206379)
admin@globanetlabs.onmicrosoft.com

To gLOBANET GLOBANET (12098915556} <gaglobanet@gaglobanet.onmicrosoftcom> @,

John Smith (13053206379) <admin@globanetlabs.onmicrosoft.com> @

Session: 01a0b8685db0d75ab0d699296a242fdd
Date Fri, 22 Aug 2025 12:58:48 +00:00

John Smith (13053206379) admin@globanetlabs.onmicrosoft.com

internal chat
MessageTime: August 22 at 04:58 PM CST
Direction: Outgoing

Supported Notifications

The importer supports the following notification preferences:

Import job finished

Import job stopped

No data captured

Component deleted

Importer deleted

Failed to send webhook notification to target
Import job finished with fatal error

Import job finished with transient error

Import job successfully completed

Importer metric anomaly detected

Importer metric deviation detected

Importer performance metric anomaly detected
Importer performance metric deviation detected

For more information refer to Notification Preferences.

Mare v

8/22/2025, 4:58 PM
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Monitored Users

Monitored users are individuals whose data is collected by Mergel.

There are the following user sources from where monitored users can be added to the collector.

All (based on native API)
Active Directory

CSV File

Manually maintain the list
Microsoft Entra ID

After configuring a user source, the monitored users will be added to the list either when clicking SYNC
or once the importer setup is completed and run.

All (Based on Native API)

The All (based on native API) option dynamically imports the collector's users via its API during each
subsequent session. It works for sources connected to Mergel by the API, such as Slack eDiscovery,
Zoom Meetings, Microsoft Teams, etc.

CONFIGURATION WIZARD e

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

ACCOUNT FILTER

USER SOURCE CONFIGURATION

FILTER TYPE CONFIGURATION

#! Incude

CORP EMAIL ADDRESS DISPLAY NAME MONITOR MICROSOFT TEAMS VIA

S “

Enable Include and either provide a path to a CSV file or upload the CSV file directly to add
users to the Monitored Users list who have not been retrieved via API.

Enable Exclude and either specify the path of a CSV file or upload a CSV file containing their
information to avoid monitoring specific users.

FILTER TYPE CONFIGURATION

#  Include
CSV Source Type '® Upload CSV File

Provide CSV File Path

CSV File SELECT
v| Exclude
€SV Source Type Upload CSV File

®  Provide CSV File Path

CSV File Path
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Active Directory

Active Directory (AD) is a directory service that Microsoft developed for the Windows domain
networks. Active Directory allows retrieving a user list during each subsequent session dynamically via

LDAP.

Once you select the Active Directory option, click Active Directory Configuration to set it up.

Server Name: Enter the name of the LDAP server in the Server Name field.
Base Domain: Specify the section of the directory where the search should begin in the Base
Domain field (e.g.. ou=finance, dc=example, dc=com).
Port: Define the port of the LDAP server in the Port field.
Username: Provide the username of the LDAP account in the Username field.
Password: Enter the password corresponding to the LDAP account in the Password field to
enable signing in.
Use Default Mailbox: Mark the checkbox to activate or deactivate the Custom Attribute field.
Custom Attribute: Use this field to extend the search of an asset.
Search Scope: Define the scope of the search starting from the Base Domain. Select one of the
following options from the drop-down menu:

o Base: Considers only the specified Base Domain for the search.

o Onelevel: Considers only the immediate children of the specified Base Domain.

o Subtree: Considers the specified Base Domain and all its subordinate entries.
Search Filter: Add filters in the Search Filter field to restrict the users or groups permitted to
access the application.

ACCOUNT FILTER

USER SOURCE CONFIGURATION

ACTIVE DIRECTORY CONFIGURATION =

Users who do not have the selected attribute or a Display Name will not be returned by the LDAP query.

Include is used for providing a path to a CSV file or uploading a CSV file with a list of users that
have not been retrieved via API should be included in the Monitored Users.

Exclude is used for providing a path CSV file or uploading a CSV file with the users that should
not be monitored as opposed to Include.
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FILTER TYPE CONFIGURATION

# | Include ‘ o
CSV Source Type ' ®  Upload CSV File
Provide CSV File Path
CSV File SELECT
¥ Exclude

CSV Source Type Upload CSV File

®  Provide CSV File Path

CSV File Path

CSV File

The CSV file option allows adding our own CSV file based on which the monitored users will be added.

The CSYV file should include two columns: email address of the user and display name of the user, both
required. The rest of the columns will be ignored. If the display name is not available, it can be filled
instead with the email address.

CONFIGURATION WIZARD X

SOURCE MONITORED USERS FILTERS TARGETS. SETTINGS

ACCOUNT FILTER

USER SOURCE CONFIGURATION

€SV File Path
FILTER TYPE CONFIGURATION
Include
Preview and eanfirm monitared user entries.
o Mo items to display

e Include is used for providing a path to a CSV file or uploading a CSV file with a list of users that
have not been retrieved via API should be included in the Monitored Users.

e Exclude is used for providing a path CSV file or uploading a CSV file with the users that should
not be monitored as opposed to Include.
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FILTER TYPE CONFIGURATION

#| Include ) )
CSVSource Type ®  Upload CSY File
Provide CSV File Path
# Exclude

CSV Source Type Upload CSV File

*  Provide CSV File Path

CSV File Path

Manually Maintain the List
This option allows manually adding and managing users.

DONFIGURATION WIZARD X

sousce ureas ascers sermns

ACCOUNT EILTER

USER SOURCE CONFIGURATION

|
Preview and confirm monitored user entries.
0 IEXTH X BT Q swaree
CORP EMAIL ADDRESS DISPLAY NAME MONITOR MICROSOFT TEAMS VIA
o v
o v
o v

After selecting Manually maintain the list from User Source Configuration, the below list of monitored
users will become active, where you can make the following changes.

1. Add Monitored User opens a window where you can add details of a user to be monitored.
Upload CSV allows uploading a Monitored users' list as a CSV.
Update MU list allows updating the already selected list of monitored users.
Delete Selected removes selected users from the monitored list.

Sync allows synchronizing with the current data.

2

3

4

5

6. Search in the list of existing users.
7. Select the user and click Delete Selected. This will remove selected Monitored Users' list.
8. Edit the information about an existing user.

9. Monitor. If checked, monitors the user, if not, the user is not monitored.

To add a monitored user, click Add Monitored User and fill in the necessary information. The same
information can later be edited by clicking Edit Monitored User as described in point 8.
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ADD MONITORED USER X

Corp email address

Display name

Microsoft Teams via Export APl email/ID

Monitor this user

° ADD ANOTHER MONITORED USER

Microsoft Entra ID

The Microsoft Entra ID option dynamically imports users from the Microsoft Azure Directory during
each subsequent session. By expanding Configure Microsoft Entra ID, the Microsoft Entra ID
Configuration screen opens.

ACCOUNT FILTER

USER SOURCE CONFIGURATION

Microsoft Entra 1D

MICROSOFT ENTRA ID CONFIGURATION

SAVE

Corp Email Address is a required field for the corporate email address of the user.
Display Name is the name that will be displayed in the Monitored Users list.
Collector Email/ID is for the email or id of the user's Collector account.

Monitor this user option if checked monitors the user and vice versa.

ource ® Local machine

To configure the section:

1.

Uplead file (*.pfx)

Specify Directory ID and Application ID. For more details on how to create an app in Microsoft
Azure and grant permissions, see Creating a Microsoft Entra ID Application.

Provide X.509 Certificate Thumbprint in case you activate the Local machine radio button as the
X.509 Certificate source.

In case you activate Upload file (*.pfx). click the Select button to upload the certificate and provide
X.509 Certificate password.
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X.509 Certificate Source Local machine

® ' Upload file (*.pfx)

X.509 Certificate file SELECT

X.509 Certificate password

The Certificate thumbprint field will be auto populated in case the collector was previously configured

by uploading a certificate.

Select User Mapping Property from the drop-down list. Note that User Principal Name always
exists.

Enable Get all users checkbox to get all users from the source.

Enter Group name in case the Get all users checkbox is disabled.

Creating a Microsoft Entra ID Application

The Office 365 or Azure administrator in your organization must complete the steps detailed in the
sections below.

Registering an Application

1

2.

Signin to Azure Portal.

Select Microsoft Entra ID under Azure services.

= Micresoft Azure A Search resources. services, and dass (G4 ) l 0 Copllot M

Azure services

5 > = i = a (%) @ -

Mode senvies

Creste 3 MicrotoftEnsra  Subseriptions Al resaurces Entarprie. Storage ugers Rasoisce Agp sendzes

sppheations accounts groups
Resources \

Recent  Favorite

In the left-hand navigation pane, click Manage > App registrations.

7 Seoch resourcs, e, 3 0ocs 16°7) | XD

Home
i Globanet | Overview X
+ add ~ @ ranage teants [ What's new [ preview features £ cat feedback? ~
¥ Diagnase and cobw problems - - = = r =
i) Microsoft Entra has 3 simpler, integrated experience for managing all vipur identity and Access Management needs. Try the new Microsoft Entra
~ Mamage admin center! L5
A Users Orverview A Properti R Setup guides

& Groups

Wt External identities seatch your tenant

A Roles and administrators

Basic information

A Admi

Delegated admin Mame Globanet Users

¥ Canners
Tenant ID 28df1260-2103 4256-B4ba-4b3ees1gase [ Groups
B Erterprite applicationt
Bevices Primary domain glabantconsulting com Applications
B App regutrations License Micreroft Entra (D Free Devices
&) dertity Govemance
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4. Click New registration.

= oo e [P | X

Hame

App registrations &

+ tewregistration |5 ndponts X Troublesncot () Refresh 4 Cownlosd 5 Preview features B Got feadback?

ation Library (S0AL) and Azure Actrve Directory Gragh. We wil continue b prowide technical suppert and secunty
cronall Authestication Libirary (MSAL) and Macrenalt Graph. Lesin more

i Startng June 30n, 2020 we will no longer add any new Seatures b Azure Artwe Drectary &
upestes but vt will s lowiges provede frature updates. Appheatan will rted b be upgiad

All applications  Owned applications  Deleted applications

Stant typing a display nams or application (dsent] 10 to filter these r i add finers

*

262 applications found

Display name T Application {client] 10 Created on L Certificates & secrets

5. Toregister an application:
5.1 Enter a Name for the application.

5.2. Click Register.
[ BRI

Register an application

* Mame

uiar-tacng chipiny rame for s applecation (1hs cen be changed Latw)

Supponed account types

Can e thin sppbest

£ cambe

Pegaer an app Yo Te working on here. integrate gallery apps and Dther apps rom outsde your DIQINCISON by adding bom Enteprise Ipphcen

6. An Application (client) ID and Directory (tenant) ID will be generated. Keep both for configuring
the option in Mergel.

Granting Permissions

Adding Microsoft Graph APl Permissions

To add Microsoft Graph APl permissions:

1. In the left-hand navigation pane, click Manage > APl permissions.
2. Click Add a permission.

3. Inthe opened pane select the Microsoft Graph API.
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—

= SampleApp | AP| permissions <

(0 metesh 5 Got eedbacky

B Ownvies
S et

b et beat ek comierd ey revets £
A etagaten nimer sfincied Lasmmarn
3 Tagrose and sobve probiems

18 Toe o cormers g ok s
Jour aopenarin ¢ i it wheri

-
B2 srancing B propernes
D sacsiomen Configured permissians

Certricates & secrety.

4 are suthercied
# the permascns the app

R p—
AP permissions + Add a permasion

& Cepne an a2 AR | Permissions mame

B e ke o Mt Gragh T

4. To add the necessary permission:
41. Click Application permissions.

42 Add the following permissions:
421 GroupMember.Read All
422 UserRead All

43. Click Add permissions.

Request API permissions *

Select an AP

Microvolt APl My APt

APy coganization uset

Commonly used Micrasoft APt

Micrasoft Gragh

ok achvareage of the Semancioos amount of uts in Ofice 345, Interprise Moblty -
Sacurity, s Windows 10 Atten Microush Entra 1), Erncel intune, Duoch Fuzhange,
CmeDrive. Onehicte. SharePoont, Plannes, and mire tringh § igle edpeest

Arure Commumication
i
Btk ezt Eerer

Tt dame petie CPuAS patformn uied
Sy Macresich Tagema

v O

I O Copilot

Home » App registeations > SampleApp
2 SampleApp | APl permissions =

F Search ) Refresh | /7 Got fesdback?
B oveniew

& Quickstart

A Granting tenartovide consant may revoke pet

# integration assistant sfected. Lewm mors

K Diagnase and solve problems

v Manage @ The "Admin consent requied column shaws.
your organization orin organizations where

B Branding & proprties

B Jtentialies. Configured permissions

Certificates & secrets ‘Aapplications are authorized to call APis when the

i allthe permissions the application needs, Learn 11
I Token configuration

- API permissions + Add 3 permission " Grant admin conset

@ Expose an 48 AP/ Permissions name Type
H5 App roles N Microsaft Gragh (1)
& Owners Uses Read Delegated

&, Roles and administrators

0 noniest o g i pr

» Suppert + Troubleshooting

Granting Admin Consent

1. Go back to API permissions.

Request APl permissions X

<Al APis a

SharePaint
hitps/fmicrosoftsharepoint com Docs

@ Shareroint AP 1 APL Yous may wod i

What type of permissions does yeur application raquire?
Delegated permissions

Your 3pplication needs 15 access the APl a5 the
signed-in user,

Application permissions.

expand sl

Select permissions

[ Sannoig s pemiason s W e e

Permission Admin consent required

> sites

> Termstore

0 User

2. Click Grant admin consent for your company to grant the added permissions.
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e T I RO

Home » App reqistrations > SampleApp

- SampleApp | APl permissions  # %
sesct O meestr 5 ot feedback?

B ovenew £

dl You are eding permisscnis) 10 your appicasan, users wil Fave b3 cansent even £ they ve aineady done 52 Ereviausly,

i Cuackstart e
refieet the vak

s whese this ap il be ued Leaen more o
¥ integration assistant
X Disgnose nd solve problems Configured permissions
¥ Manage Applications are suthotized to call APts when they sre granted pemmissions by usen adming a3 part of the comsent peocess. The ist of configured permissions should incluce
all The OO Te JPPICITON NEEGS. Leam more AD0T pemmiss
I Branding & properties
D authersication = Add 3 permiszien ~ Geant admin cansent for Glaobanet e

Certificates & secrets APl £ Permissions name Tvoe Desriotion Addmin consent reou._. Status

] Toten comtgurabion

B AP parmissions.

G Expast an AP

Uploading a Certificate

To upload a certificate:

1. Inthe left-hand navigation pane, go to Manage > Certificates & secrets.
Select Certificates.

Click Upload certificate.

Select a certificate (public key) with one of the following file types: . cer, .pem, .crt.

g A~ L N

Click Add.
D rad e a5 L=

Heme 3 App Upload certificate =

SsampleApp | Certificates & secrets =

Uplnad a cerificate (public key) with om of the following fle types: cer, pem et *

Soarch B ot tendoncis e B

B oveniew

& cuidetin Credentials nabie coridentisl applications 1o identity themsehves 10 the uthent
scheme). Far  highr level f assurarce, we recommend using 4 certifate finstel
& integrasian sswstan

# Dlagrase and sove probiems

0 sppicntion g Fieates seertts aeed frienatrat

-
= prandng b properlien
Cortficates (0) eu secrets Q) Federated credensials ()

D surenncation

p e Cortificales can he used & SeCTTts 10 Frave the apeication's Kdentity when requ
I Teken consgurstion
v ” T Upioad certificate
AR Thumbprint Besecriplion
= o certiicates. have bean sdged for this appication.
B app robes

& Ownens N = [ ]

A certificate thumbprint will be generated. Keep the value for configuring the collector in Mergel.

For more information on how to create a certificate, see Creating a Certificate (Private and Public
Keys).

Skip Monitored Users

Some of the collectors do not have users, therefore instead of seeing the user configuration options
under the Monitored Users fab, you will see the following screen:
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TARGETS SETTINGS

i “

Here is the list of collectors for which Monitored Users is not applicable:

Amazon S3

Audio Video
Bloomberg
BlackBerry
CellTrust

DB

Dubber SMS
Dubber Recordings
EML

FX Connect

FX Connect (File-Based)
Google Messages
lceChat

iMessage

JSON

LSEG (Refinitiv)

Microsoft Teams for Audio and Video
NTR-X

Pivot

Redtail Speak
Symphony
Text-Delimited
UBS

Verba

Verint

Web Page Capture
WhatsApp

XIP

XSLT/XML
Yieldoroker
YouTube
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Filters

Filters are used to filter or separate data according to content. They can be configured to match
specific email addresses, XML tags with specific values, or other information using LDAP queries.

To configure the filters:

1. Click Add Filter.

e e e
CONFIGURATION WIZARD X
SOURCE MONITORED USERS m TARGETS SETTINGS
Configure any needed data filters here.

° ADD FILTER

BRSE “

2. Enter aFilter Name and select Filter Type. Mergel has the following filter types:

Active Directory Filter
Keyword Filter

Mail Filter

XML Filter

Message Size Filter
Time Stamp Filter
Participants Count Filter.

CONFIGURATION WIZARD X

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

NEW FILTER

Filter name *

HIELhReL

sack “

Active Directory Filter

@’ Note

The installation of the following filter requires proficiency in LDAP.

The Active Directory filter matches segments that contain values specified with an LDAP expression.
Values are retrieved each time the importer is run.
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CONFIGURATION WIZARD X

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

Active directory fifter configuration

Filter name * Al Filter type Active direcrory filter

FILTER RULES

| Replace user address with LDAP atribute

CACHING PROPERTIES

sack

Search Base sets the starting point for the search in the directory tree. For example, you might
need to query the entire directory, in which case the search base must specify the root of the
directory service. Or you might need to query a specific organizational unit (OU) in the directory. For
example: ou=finance, dc=example, dc=com.

Search Scope sets the scope of the search starting from the search base:

e All - dll levels inside Active Directory are searched.
e Sub Level - only levels under selected Search Base are searched.
e This Level - only searches the specified by the Search Base level.

Search Filter defines search criteria and provides more efficient and effective searches. A filter
specifies the conditions that must be met for a record to be included in the record set (or collection)
that results from a query.
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When User Address Search Pattern is enabled, the placeholder in the Search Filter field is replaced
with each address that is returned by the Regular Expression (5). The default expression retrieves
values from all objects returned by the Regular Expression and classified as a User. For example,
the following line if input in Regular Expression field, will return all users with the relevant domain:

Z" _a-z{|}~]*@Ib | Bloomberg.netS"[-I#$%&*+/0-9="A-Z" _a-z{}~1(\.2[-1#S%&"*+/0-9="A-

In the Regular Expression field, the default expression is input for retrieving values when User
Address Search Pattern is enabled (see pt. 4).

If Replace User Address with LDAP Attribute is checked and Replacement Attribute is added
below, it replaces each user's address with their respective AD attributes as specified.

Write the Mail address in this field, that is activated when Replace User Address with LDAP
Attribute is checked (see pt. 6).

In the LDAP Server field, fill in the name of the LDAP Server.

In the Port field, define the Port of the LDAP Server.

In the User Name field, add the username of the LDAP account.

In the Password field, fill in the corresponding password to the LDAP account for signing in.

Check Enable Caching option if you want to enable saving the query result for future imports. This
will allow skipping searching in the AD during the next Import and will automatically fetch the
cached results.

In the Cached Query Count field, specify the number of queries that should be cached.

In the Cache Update Interval field, specify the time after which the cached queries should be
updated.

Users who do not have the selected attribute or a Display Name will not be returned by the LDAP query.

Keyword Filter

Keyword filter allows you to retrieve and refine the data by mentioned keywords and collect it in the
specified target.

CONFIGURATION WIZARD X

SOURCE MONITORED USERS m TARGETS SETTINGS
onfiguration

| From v To

v vl Bcc
v/ Body v/ Subj
v| Custom Header

sack “
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1. In the Keywords (Comma separated) field, the keywords, by which the data will be filtered, should
be added. The keywords need to be separated by commas for the filtering to work. Keywords are
searched for in the body of the message, as well as in its subject.

2. If Case Sensitive option is checked, only the words with the same case sensitivity as the input
keyword will be filtered. E.g., if you input Direct, it will filter only messages with Direct in their
subjects and/or bodies, the results with direct or DIRECT will not e filtered.

3. Filter can e done being based on the following field(s):

From

CC

Body

To

BCC

Subject
Custom Header

Mail Filter

Using Mail Filter, you can send the imported data to different targets based on the email addresses in
the TO, FROM, CC, and BCC fields of the imported messages, depending on the fields you specify in the
filtter settings. The muail filtering in Mergel can be static and dynamic.

Static Filter allows uploading a CSV file with email addresses that will be used for filtering. Click Add
from CSV to browse for the necessary list for filtering. The CSV file should include only email addresses
that should be used for filtering.

CONFIGURATION WIZARD X

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

Mail filter configuration

Filter name *  MF Filter type | Mail filcer

FILTER TYPE

. Dynamic
ADD FROM C5V REMOVE ALL
FILTER BASED ON THE FOLLOWING FIELD(S)
| From ¥ To
| C ¢ BCC

Bk

Dynamic Filter is used to specify email addresses dynamically from an LDAP server, from a CSV file, or
Microsoft Entra ID. This means, that if any changes are applied to the user list in the server or in the CSV
file, the filter settings are refreshed, and values are retrieved newly each time the Importer is run.

Here are the steps for setting up LDAP Server to set up Dynamic Filter:

. Inthe Server Name field, fill in the name of the LDAP Server.

2. Enter the Base Domain.
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In the Port field, define the Port of the LDAP Server.

In the User Name field, add the username of the LDAP account.
In the Password field, fill in the corresponding password to the LDAP account for signing in.
Mark the Use Default Mailbox checkbox to activate/deactivate the Custom Attribute field.

Use the Custom Attribute field to extend the search of an asset.

© N o u >

Search Scope defines the scope of the search starting from the Base Domain.

e Base - only the specified Base Domain should be considered for search.

e Onelevel - only the immediate children of the specified Base Domain should be considered.

e Subtree - the specified entry as Base Domain, as well as all its subordinates should be
considered.

9. In Search Filter field, add filters that can be used to restrict the number of users or groups that are
permitted fo access an application.

10. Click Export to CSV to export results of total count after CSV file LDAP query successful execution.

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS
iter configurotion

Fikername®  MF Fitertype  Mail filter

FILTER TYPE

LDAP PROPERTIES

TEST SEARCH RESULT

FILTER BASED ON THE FOLLOWING FIELD(S)
| From v To

v C v &

i “

For using a CSV file as a dynamic filter, add the path to the CSV file in the field. If something is updated
in the CSV file, it will be applied the next time the Importer is run.
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SOURCE MONITORED USERS “ TARGETS SETTINGS

FILTER T¥PE

FILTER BASFD ON THT FOLLOWING FIFLD(S)
- - T

o C o B

RACK MEXT

To configure the Microsoft Entra ID section:

1. Specify Directory ID and Application ID. For more details on how to create an app in Microsoft
Azure and grant permissions, see Creating a Microsoft Entra ID Application.

CONFIGURATION WIZARD b

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

Mail filter configuration

Filtername* = MF Fitertype | Mail filter
FILTER TYPE
Static & Dynamic
Active directory CSv  '® Microsof: EntralD

MICROSOFT ENTRA ID PROPERTIES

TEST SEARCH RESULT

FILTER BASED ON THE FOLLOWING FIELD{S)

HEEK “

2. Provide X.509 Certificate Thumbprint in case you activate the Local machine radio button as the
X.509 Certificate source.
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3. Incase you activate Upload file (*.pfx). click the Select button to upload the certificate and provide
X.509 Certificate Password.

MICROSOFT ENTRA ID PROPERTIES

Directory ID
Application ID

X.500 Certificate Source Local machine

* Upload file (*.pfx)

X509 Certificare file SELECT

X.508 Certificate password

User Mapping Property  UserPrincipallome

Getallusers |¥

TEST SEARCH RESULT

4. Select User Mapping Property form the drop-down list. Note that User Principal Name always
exists.

Enable Get all users checkbox to get all users from the source.

Enter Group name in case the Get all users checkbox is disabled.

Click Test.

© N o ou

Click Export to CSV to see the Test Search Results.

Creating a Microsoft Entra ID Application

The Office 365 or Azure administrator in your organization must complete the steps detailed in the
sections below.

Registering an Application
1. Signin to Azure Portal.

2. Select Microsoft Entra ID under Azure services.

= Microzaft Azure 5 Search resources, services, and docs (G4 )

Azure services

amm |-+ 1] o ﬂ #
4 auE LS — L 4] @
+ > == L) — 4k —2
Croate 3 Microsoft Entra . Subscriptions Al resaunces EnCerprice Sorage Ugerg Resource Agp Services Mot Sendces
" D appication; sceounts groups

Resources \

Rocent  Faworite

Bame s Laal Viewwod

3. Inthe left-hand navigation pane, click Manage > App registrations.
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- RN

(i ) Globanet | Overview X
+ add ~ G Manage tenants  [73 What's new 2 priview features A7 ot teedbackt ~
o nd b problams = . -
# Diagnote a * problems () Mkrosoft Entrs has 3 simpler, integrated sxperience for managing 2l vour idensity and Access Management nesds. Try the new Microsoft Entra
~ Manage admin center] £
- Users Overview  Monitoring  Properties Recommendations  Setup guides
& Groups
A Gl ideriities Search your tenant
. Roles and administrators Bade Infomation
& Adminctrative units
Delegated agmin Mame Globanet Users 24
¥ partners
Tenant ID 28d112c0-2103-4e56-84ba-4ndeves1o4se [ Groups a2
B Enterprica applications.
) Ceviees ¥ 3 fting.com Applications 223
BL App regustrations Litense Mictosoft Entra 10 Free Devices "

(&} \dertity Govemance

4. Click New registration.

oo o BT O

App registrations & - e

& indponts K Troublesnoot () Refresh L Cownload B Preview features A7 Got feedback?

1 Startng June 3onh. 2020 we wil no.longer add any rew Matures to Azure Actwe Directony Authensication Liswary {SDAL] snd Azure Active Dinectory Graph. We wil continue to provide technical support and secunty. e
updates but we will no longes provade frature updates. will e 8o be upgy Mcenialt Authe Litwrary (MSAL] and Graph. Leain mone
All applications  Owned applications  Deleted applications
£ sant ay riame o applicat nt] [0 to fil H add fners
262 apphicstions found "
Display name Application {client] 10 Created on L Certificates & secrets

5. To register an application:
5.1.  Enter a Name for the application.

5.2. Click Register.
BT =

Register an application
* Name

The uuer-tacing ciupisy name for this application (this can be changed L)

Supponed account types

Whe can e this sppication or soo thes APTT

@ acioumes i thi ctaret orly - Segie traet

D et - Mutenet

D) Accounts in sy orgarieatonal desctory (Any Microsoh {

() Accounts in any oeganzational diesciory (Amy Mrosol Erara i tesant - Mulitenaes ind perscnal Mcrosoh accounts fo.g. Stype

he)
{0 Persort Muroish secounts el
Redirect URI [optionsl)

w P spema i
changed Laber. but 3 vaiue & requited for

sty ... 5 optonal sed & ce be
authenticanon scenance

(™ v | o3 Mtpyeasmein.comymuth

Regiter an app ouTe woriing on here. istegrate gallery apps and other apps from cutsde yeur egancaton bry adding biom £t

[p———

6. An Application (client) ID and Directory (tenant) ID will be generated. Keep both for configuring
the filter in Mergel.
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Adding Microsoft Graph API Permissions

To add Microsoft Graph API permissions:

1. In the left-hand navigation pane, click Manage > APl permissions.

2. Click Add a permission.
3

In the opened pane select the Microsoft Graph API.

= SampleApp | AP| permissions <

£) heben v B ea

¥ Tagnose and soive problems

- 1 T b ot e

[u e ——

B2 grandeng & propernes

D sacsiomen Configured permissiors

cates & secrets

B!tk cerbouranen

4. To add the necessary permission:
41 Click Application permissions.

4.2. Add the following permissions:
4.2.1. GroupMember.Read All
422 UserRead All

43. Click Add permissions.

L - oo s Y _r— |
Request API permissions *
Select an APY -
Microvolt APl APH my coganization uset Wiy AP
Commonty used Microsoft APt
Micrasatt Gragh
[r—— e
Sacurity, and Windows 10 Acoens Moo
Omclrre. Onehicte. StarePont. Manne. and more thriugh # wogie edocet.

|

Home > App registrations  SampleApp

2 SampleApp | API permissions =

P search @ Retresh | & Got feechack?

B ovenview
& Quickstart

A Granting tensrt-vide conserit may revoke per
#' Integration sssistant afected. Leam more

X Disgnase and solve problems

v Manage 1) The Ao cotant i ki shioog
your rganizaten, o in srganizstions wharet

B 8randing & properties

B dateniicaion Configured permissions

apphcations are

all the permissions

Certificates & secrets ized to call APIs when the

2 application needs, Learn 1

1! “eken configuration

- APl permissions + Add 2 pesmission  Grant admin conset

& Expose an AP AP1/ Permissions name Type
¥R App roles 7 Microsatt Gragh (1)
& Owners User Read Delegated

&, Roles and administratars

W oniest SO S S R

> Suppert + Troubleshooting

A4 e everien by poning CirL SR Fr ot

Granting Admin Consent

1. Go back to APl permissions.

Request API permissions kS

<an ams
Q SharePoint
https:/smicrosoft sharepoit com Docs.

@ SharcRoint AP ore v viathe Microsof: Graph APL Von may want ol comiderusing Mirosoft Graph inctes
What type of permissions does your application require?

Delegated permissions.
=

Application permissions.

signed-in user.

Select permissions expand sl

[ Star g 2 perision 10 e these rest]

Permission Admin consent required

> sites
> Termstore

N User

2. Click Grant admin consent for your company to grant the added permissions.
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T o o foor |

Home » App registrations > Sampledpn
- SampleApp | APl permissions  # %
semct O mefrestr 5 ot feedback?
; .
R cverview Ak You are edting permissanls) fa your appicasan, sers wil ave b cansent even & they've sready dant 53 Sreviously.
i Cuackstart e e e it o et e o i Sl e
refect thi vk in orrs whese this app wil be used. Leacn mome &
¥ integration assistant
X Disghose sed sahe problems Confiqured permissions
¥ Manage Apphcations are suthotited to call APts when they sre granted pemissions by usen/admins &3 part of the consent process. The list of configured permissions should include
e PEMIGE T1F JpPICITNGN MRS, LEAM More About pemESions and consent
B randing & propeties
2 Vi + Add 3 parmssien  ~ Geant admin consent for Glabanet
Authentication
Certificates & secrets AP Permissions name Tvoe Descriotion Admin consent recu_. Status
] Token comtiguraticn
= AP prmisians
& Expose an A7
B approles

Uploading a Certificate

To upload a certificate:

1. In the left-hand navigation pane, go fo Manage > Certificates & secrets.
Select Certificates.

Click Upload certificate.

Select a certificate (public key) with one of the following file types: . cer, .pem, .crt.

o A~ L N

Click Add.
[ T =

Upload certificate x
SampleApp | Certificates & secrets »

Upload a certificate ipublic kiy) with cre of the following fle types: cer, pem, crt *

Soarch A7 ot deedoack? a =]
LR
o it Coestantiais anakie sertdential applizations o weenity themsekes 12 tha suthent

schesel. For  hightr level of assurarce, we fecommend using 3 cortificate finste
o intagration seustant

K Dlagnase and sohe problems
cicn regitaBon cerEREbRes, Meset m Tederd ientias con bt Tl

W Manage o Bops b
B randing & properties

B Cortificates (0) e“ sacrets {0} Federated credentials (0)
authentication sttty

7 e Certiticates can e used 35 SECTEts 10 Brove the apeacation's identity when recu
1 Teken configuration Ry o
= APl e
Tumbguris Beseriplion
& Eipose an &%
% N certificates have bean added fo this application.
L app roles

& Own
- - I Cancel

A certificate thumbprint will be generated. Keep the value for configuring the collector in Mergel.

For more information on how to create a certificate, see Creating a Certificate (Private and Public
Keys).

Message Size Filter

This allows filtering messages to a different target based on their size.
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MONITORED UsERS m

Messoge size filter configuration

SOURCE TARGETS

Filter name * | MSF Message size filter

Filter type

BACK
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SETTINGS

In the Filter messages larger than/smaller than _ MB, larger than or smaller than should be selected

and the size of messages should be entfered:

e If larger than is selected and the size of messages is entered, the messages that exceed that

size will be filtered.

e If smaller than is selected and the size of messages is entered, the messages that are smaller

than that size will be filtered.

Participants Count Filter

This allows filtering messages based on the number of participants.

CONFIGURATION WIZARD

MONITORED USERS m TARGETS

Participants count filter configuration

SOURCE

Filtername® | PCF Filter type

FILTER BASED ON THE FOLLOWING FIELD(S)
b TO
CC BCC

Match messages that have

HE G

BACK

SETTINGS

Porticipants count filter

participant(s)

The filter is configured based on the FROM, TO, CC, and BCC checkboxes. Note that the FROM field is

always marked as checked and is not editable.

Match messages that have _ than X participant(s) is used to filter messages that have more/less than
the specified quantity of participants by choosing less or more from the drop-down list and inputting

the needed quantity of participants.
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Time Stamp Filter

Time Stamp Filter allows filtering messages that are already constructed and ready to be sent based
on the timestamp.

CONFIGURATION WIZARD X

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

Time stamp filter configuration

Filter name * | STF Filter type Time stomp filer

Match messages that fall | jnside the range belaw

Range start date:

Range end date E"Qg

E |

BACK “

Here are the steps for configuring the filter:

. The Match messages that fall inside/outside the range below drop-down list allows you to include
or exclude the specified period depending on the following cases:

e Incase both the Range start date and the Range end date are specified, and the inside option
is selected from the drop-down list, the content between that cut-off dates is filtered.

e Incase both the Range start date and the Range end date are specified, and the outside
option is selected from the drop-down list, then the content before and after the specified
dates, is filtered.

e Incase only the Range start date is specified, and the inside option is selected from the
drop-down list, the content after that specified start date is filtered.

e Incase only the Range start date is specified, and the outside option is selected from the
drop-down list, the content before that specified start date is filtered.

e Incase only the Range end date is specified, and the inside option is selected from the
drop-down list, the content before that specified end date is filtered.

e Incase only the Range end date is specified, and the outside option is selected from the
drop-down list, then the content after that specified end date is filtered.

2. The Range start date checkbox allows specifying a start date.

3. The Range end date checkbox allows specifying an end date.

XML Filter

XML filter allows filtering through XML source data with tags and their specific values.
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CONFIGURATION WIZARD X

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

Xmi filter configuration

Filter name * | XML Fitertype  Xim! filter

ADD TAG AND VALUE
Mazch Tag Tag Vaiue ADD FROM CsV

HEADER REMOVE ALL

BACK

1. Inthe Add Tag and Value field, an XML tag and corresponding to it value should be added. They
will be searched for in the body of the message from XML Source and when matched, will be sent
to the assigned farget. You can add more than one XML tag and value. After adding one, click the
activated Plus button.

2. If you do not want to input each tag and its value manually, upload a CSV file that includes tags and
their values. Click Add from CSV, browse for the necessary file and upload it.

3. If the added tag and value are matched with a message, that message is sent to the
corresponding target. In the Header section you can add a specific text to be added in the
message header for facilitating future filtering. For example, you can add tags that match by
country and if the tag is matched, the header can be "MessageOriginCountry — USA".

HEADER REMOVE ALL

MessageOriginCountry

Note that only one header can be added to a single filter, so for each country, in this case, a separate
filter needs to be created.

This filter works only with XML sources:

Bloomberg
CellTrust
lceChat
Pivot
Symphony
UBS
XSLT/XML
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Targets

After filling in all the information related to the Filters, click Next and you will be redirected to the
Targets tab. You can either fill in the Targets or skip it and fill out later, from the Importer panel under
the Configurations.

Please note that files and attachments, greater than 2 GB are not being processed.

CONFIGURATION WIZARD X

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

Please specify where to deliver your data.

° ADD DEFAULT TARGET

Btk “

To set up Targets:

1.

2.

Click Add Default Target. You will be redirected to the Targets screen.

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

MEW TARBET

RS “

Fillin the Target Name and select Target Type from the drop-down menu. Note that these are
mandatory fields.

When you have selected the exact target, click Next.

Mergel offers the following types of targets:

1.

O o N o a0~ W DN

Amazon S3: Delivers data directly to the Amazon S3 storage.

Azure Blob: Delivers data directly to the Azure Blob target.

Direct SMTP: Delivers data to an SMTP server address directly from the server.
EV Server: Archives data in an Enterprise Vault archive in EML or MSG formats.
EWS Server: Delivers data to an Exchange Web Services server.

Failed: Lists all imports as failed delivery attempts.

Folder: Delivers data in EML, MSG or JSON formats to specified folder.

Google Vault: Delivers data to Google Vaullt.

Ignored: Ignored target is used to mark all items sent to it as Ignored.
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10. Report: Prints the output of the data inside the log file, usually used for diagnostics.
1. SFTP: Delivers data to an FTP/SFTP server address.

12. SMTP: Delivers data to an SMTP server address using a relay.

Amazon S3 Target

To deliver data collected from different sources fo the Amazon S3 storage, the storage should be
configured accordingly.

AMAZON 53 CONNECTION

Access key *

Bucket name *
TEST CONNECTION

Path
7

Region endpaint *

The following information is required:

e Access key: Enter the access key found under Users > Security Credentials in your Amazon S3
account. This field is required for authentication.

e Secret key: Enter the secret key obtained during the setup of Security Credentials. Save it
securely, as this key is provided only once. If the secret key is incorrect, the connection will fail.

e Bucket name: Enter the name of the archive bucket where your data is stored. If the bucket
name is invalid, data will not be retrieved.

e Path: If specified, data will be delivered to the designated folder within the bucket.

e Region endpoint: Enter the Region Endpoint located under Bucket Overview = Properties in your
Amazon S3 bucket. Note that if the Region Endpoint is not set correctly, the archive content will
not be captured or processed.

Objects Properties Permissions Metries Management Access points

Bucket overview

Region Amazon resource name (ARN) Creation date

US East (M. Virginia) us-east-1 armawss3 September 4, 2020, 20:31:45 (UTC+04:00)

Output Configuration

1. Create new folder for each session. If checked will create a separate folder for each time the
importer is run, named after the date and time of the run.

2. Generate manifest file. If checked, a CSV file containing the list of generated message files will be
generated.
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Creare new folder for each session

Generate manifest file

FILE FORMAT

® EML
M5G
JSON

+| Remove invalid characters from message headers

Replace empty "To" field with SMTP address
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3. EML, MSG, JSON. If one of the options is enabled, the exported message will be in the respective
format. See the difference between the file types in the table below.

EML

An extension supported by multiple email
clients like Outlook Express, Thunderbird,
and Windows Live Mail.

Files can be read by its email client along

with others like Outlook can read EML files.

Files can be opened in a text editor similar
to text files.

MSG

An extension supported
by Microsoft Outlook.

Files can only be saved
for emails and
messages.

Files can only be opened

by MAPI-based
applications.

JSON

A lightweight
data-interchange
format.

Easy to read and
write.

Easy for machines
to parse and
generate.

You can easily convert your MSG file to an EML file as there could be possibilities where you want to
view an MSG file, but you do not have MS Outlook to open it. MSG files are client-dependent
because they are a proprietary message for Outlook whereas, EML is a text-based file
representing a message. Therefore, having single messages stored in EML rather than an MSG file
proves more beneficial for the users, due to its flexibility.

4. Remove invalid characters from message headers. The checkbox is activated by default.

5. Enter the SMTP address in case you want to Replace the empty “To" with an SMTP address in the

corresponding field.

Note that JSON file format is available in all the collectors' folder targets but currently is supported only
for the below-listed collectors. For other collectors, an error will be thrown.

Amazon S3

Audio Video

Box

ChatGPT

Chatter / Chatter Cipher Cloud

Cloud9

Copilot

DB (newly created ones, not upgraded)
Dropbox Business

Dubber Speik Recordings
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Dubber Speik SMS

FX Connect

FX Connect (File-Based)

Google Messages

iMessage

Jabber Enterprise

JSON

Microsoft Teams for Audio and Video
Microsoft Teams via Export API
NTR-X

OneDrive for Business

Pivot

Redtail Speak

LSEG (Refinitiv)

RingCentral

ServiceNow

SharePoint

Slack eDiscovery

Skype for Business

Symphony

Text-Delimited (newly created ones, not upgraded)
X (Twitter)

Verba

Verint

Web Page Capture

WhatsApp

Workplace from Facebook

XIP

XSLT/XML (newly created ones, not upgraded)
Yieldbroker

YouTube

Zoom Chat

Zoom Meetings

Zoom Meetings Chats

Zoom Meetings via Archiving AP
Zoom Phone

Envelope

1.

Mergel | User Guide
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The Construct Envelope messages option when enabled envelopes the original output message in
a new message with the From and To email addresses set in the corresponding fields.

The Use a preset FROM and TO in the outer envelope headers option adds the From and To email
addresses of the original output message in the header of the envelope.

The Place BCC users in the TO field option adds the email addresses from the BCC field of the
original output message to the TO field.
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ENVELOPE

onstruct Envelope messages

Place BCC users in the TO field

The service account that runs the service should have read/write permission for the specified folder.

Webhook Client Configuration
. Enable Send Webhook Notifications.

+ SEND WEBHOOK NOTIFICATIONS

Endpoint URL Request Method Batch Size

2. Specify Endpoint URL.
3. Specify Batch Size. The default size is 100.
The default value for Request Method is POST.

Status Update Configuration

1. Enable Send Status Update.

STATUS UPDATE CONFIGURATION -
+ SEND STATUS UPDATE

Endpoint URL

2. Specify Endpoint URL.
The default value for Request Method is POST.

Azure Blob Target

To deliver data collected from different sources o the Azure Blob storage, Azure storage should be
configured accordingly. For more information on how to configure Azure Storage, see the Configuring
Azure Storage.

Using custom domains is not supported, the URL must point to one of the well-known Azure Storage
endpoints listed below:

e blob.core windows.net
e blob.core.usgovcloudapinet
e blob.core.chinacloudapi.cn
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To configure Azure Storage:

1. Enable Connection String and enter the Connection String copied in step 9%
Or,

2. Enable Service SAS URL and enter the Service SAS URL copied in step 9.%
3. Enter Blob Container Name from step 10.

4. If needed, specify the Path field to deliver data to the designated folder within the bucket.

AZURE STORAGE CONNECTION

& Connection String

Service SAS URL

TEST CONNECTION

Blob Cantainer Name *

Output Configuration

. Create new folder for each session. If checked will create a separate folder for each time the
importer is run, named after the date and time of the run.

2. Generate manifest file. If checked, a CSV file containing the list of generated message files will be
generated.

OUTPUT CONFIGURATION

Create new folder for each session Cd

Generate manifest file ¢

FILE FORMAT

* EML
MSG
JSON

# Remove invalid chara

rs from message headers

Replace empty "To" field with SMTP address

3. EML, MSG, JSON. If one of the options is enabled, the exported message will be in the respective
format. See the difference between the file types in the table below.

EML MSG JSON
An extension supported by multiple email , A lightweight
An ext rted
clients like Outlook Express, Thunderbird, n extension supporte data-interchange

by Microsoft Outlook.

and Windows Live Mail. format.

*Only the Storage Account-level connection string and service SAS URL are supported.
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Files can be read by its email client along

with others like Outlook can read EML files.

Files can be opened in a text editor similar

to text files.

Files can only be saved
for emails and
messages.

Files can only be opened
by MAPI-based
applications.
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Easy to read and
write.

Easy for machines
to parse and
generate.

You can easily convert your MSG file to an EML file as there could be possibilities where you want to
view an MSG file, but you do not have MS Outlook to open it. MSG files are client-dependent
because they are a proprietary message for Outlook whereas, EML is a text-based file
representing a message. Therefore, having single messages stored in EML rather than an MSG file
proves more beneficial for the users, due to its flexibility.

4. Remove invalid characters from message headers. The checkbox is activated by default.

5. Enter the SMTP address in case you want to Replace the empty “To" with an SMTP address in the
corresponding field.

Note that JSON file format is available in all the collectors' folder targets but currently is supported only
for the below-listed collectors. For other collectors, an error will be thrown.

Amazon S3

Audio Video

Box

ChatGPT

Chatter / Chatter Cipher Cloud
Cloud9

Copilot

DB (newly created ones, not upgraded)
Dropbox Business

Dubber Speik Recordings
Dubber Speik SMS

FX Connect

FX Connect (File-Based)
Google Messages

iMessage

Jabber Enterprise

JSON

Microsoft Teams for Audio and Video
Microsoft Teams via Export API
NTR-X

OneDrive for Business

Pivot

Redtail Speak

LSEG (Refinitiv)

RingCentral

ServiceNow

SharePoint

Slack eDiscovery

Skype for Business
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Symphony

Text-Delimited (newly created ones, not upgraded)
X (Twitter)

Verba

Verint

Web Page Capture

WhatsApp

Workplace from Facebook

XIP

XSLT/XML (newly created ones, not upgraded)
Yieldoroker

YouTube

Zoom Chat

Zoom Meetings

Zoom Meetings Chats

Zoom Meetings via Archiving API

Zoom Phone

Envelope

1.

The Construct Envelope messages option when enabled envelopes the original output message in
a new message with the From and To email addresses set in the corresponding fields.

The Use a preset FROM and TO in the outer envelope headers option adds the From and To email
addresses of the original output message in the header of the envelope.

The Place BCC users in the TO field option adds the email addresses from the BCC field of the
original output message to the TO field.

ENVELOPE

ruct Envelope messages

Place BCC users in the TO field

The service account that runs the service should have read/write permission for the specified folder.

Webhooks Client Configuration

1.

Enable Send Webhook Notifications.

WEBHOOK CLIENT CONFIGURATION =
+ SEND WEBHOOK NOTIFICATIONS

Endpoint URL Request Method Batch Size

Specify Endpoint URL.
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3. Specify Batch Size. The default size is 100.

The default value for Request Method is POST.

Status Update Configuration

1.

Enable Send Status Update.

STATUS UPDATE CONFIGURATION =
+ SEND STATUS UPDATE

Endpaint URL

2. Specify Endpoint URL.
The defaulf value for Request Method is POST.
Configuring Azure Storage
For Azure Blob storage:
1. Login to your Azure portal account.
2. Navigate to Storage Accounts.®®
| | seceor]

& 0 ©
(=0
Click the account Name.
?tc‘rage accounts = x

frssh L EmporttoCsv % Openquery e &7 Feadback

ion == all Resourcsgroup == all X Locsvon == all X ad finer

Type T Kind T4 Resource group T4

On the left side navigation pane, navigate to Shared Access Signature.
For Allowed services, enable Blob.

For Allowed resource types, enable Service, Container, and Object.

5 Only the Storage Account-level connection string and service SAS URL are supported.
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7. For Allowed permissions, enable:

Read
Write
Add
Create
List

8. Specify the Expiration start and end date and click Generate SAS and connection string.
9. Copy Connection string or Blob service URL for Connection configuration.

uld not be trusted with your storage account key but whom you wish to delegate sccess to

coount-leve! 543,

10. On the left side navigation pane, select Containers (1) and click the name of the container you want
(2).

= vtasdew | Containers <

EV Server Target

The EV Server target requires the Enterprise Vault APl Runtime (12 or above) installed on the machine
hosting Mergel Agent.

1. Tosetup anEV target, enter the instance name or IP address of the server that hosts your EV
Directory SQL Server and click Connect to populate the other form fields.
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2. After successfully connecting to the database, provide the relevant information from the
drop-down fields and click Next:

Site

Destination Server
Vault Store

Archive

Retention Category

3. Fillin the fields of the Index Properties section:

e Sef
e Name
e \alue

SOURCE MONITORED USERS FILTERS m SETTINGS

Please provide your EV server configuration sa that Merge1 can deliver your data.

EV PROPERTIES

CONNECT

i %

4 ¥ & 1 7 ]
o
o
i
(T m
B

INDEX PROPERTIES

REMOVE ALL

Index Properties are used to assign search parameters to data stored in the archive. These parameters
will appear in the Other Attribute Name and corresponding Value fields in Enterprise Vault Shopping
Service.

For Advanced Configuration Options:
. Select the message format by activating the MSG or EML radio buttons from Message format
option.

2. Fillin the replace empty "To" field with SMTP address and validate the SMTP address by enabling
the corresponding checkbox.

ADVANCED CONFIGURATION OPTIONS

MESSAGE FORMAT QPTION
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@’ Note

Mergel officially supports Domino Journal, Journal Archive and SMTP archives, however, most other

archive types are usually compatible as well.

Note that by default, the value for Vault. MsgType is set to EXCH by Mergel. To change this, add a new
index property with Vault in the Set field, MsgType in the Name field, and the value of your choice in
the Value field.

To include the x-KVSMessageType header, find and enable the option on the SETTING page.

EWS Server Target

Mergel delivers the data to the Exchange Web Services server you have chosen. The EWS Server
target can be used o connect fo the on-prem and Microsoft Exchange Online servers.

Note that in case of connecting to the Microsoft Exchange Server Online, only Microsoft OAuth is
supported.

CONHGURATION WIZARD X

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

Plecse provide your EWS server configuration so that Merge1 can deliver your dota.

Targetname* | EWS Server Targettype | EWS server

DESTINATION MAILBOX

EWS URL

SMTP Address  E-mail

Back “

To set up the target:
1. Enter EWS URL.

2. Enter the SMTP address in the relevant field.
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Click + to add other SMTP addresses and click Connect in Authentication Type. In case the email
address is valid, a check icon is displayed. Otherwise, information will be provided about the
incorrect address. This feature allows for overcoming size and count limitations by distributing the
messages across multiple locations instead of using a single one.

Enter an SMTP address for the Replace empty "To" field with SMTP address field.

Enable the Override the Message Class set by the Importer with IPM.Note checkbox to ensure
items are delivered only with the message class I1PM. Note. Leave it unchecked to ensure items are
delivered with the message class IPM.Note . <MessageClass>.

If you activate Basic Authentication, provide the Impersonator information and Password of the
target Exchange Web Services account.
Or,

If you activate OAuth, provide Application ID, Tenant ID, and Thumbprint in case you select OAuth
Authentication type.

For step-by-step instructions on how to get Application ID, Tenant ID, and Thumbprint, see
Creating a Microsoft Entra ID Application and Uploading a Certificate accordingly.

AUTHENTICATION TYPE

Basic Authentication

In case you activate Upload file (*.pfx). click the Select button to upload the certificate and then
provide X.509 Certificate Password.

AUTHENTICATION TYPE

Basic Authentication

The Certificate thumbprint field will be auto populated in case the collector was previously configured

by uploading a certificate.

Enable Use Exchange Personal Archive checkbox to import data to the Personal Archive folder of
the Target folder.

Specify a Default Sender for emails with empty FROM fields (EWS rejects such emails).
Specify Timeout in milliseconds.

Click Connect to get the folder list.
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13.  Specify a Target folder for imported data.
14. Enable Allow subfolder creation to create subfolders within the specified root folder.

15. Enable Construct Envelope Message o import data in MS Exchange journal report format (the
X-MS-journal-report header is also added).

16. Click Next.

Creating a Microsoft Entra ID Application

The Office 365 or Azure administrator in your organization must complete the steps detailed in the
sections below.

Registering an Application

. Signin to Azure Portal,

2. Select Microsoft Entra ID under Azure services.

= Micresaft Azure ! Search resaurees, services and dogs (G4 ) I 0 Copliet ‘M
- T T T O Lo T

Azure services

e | = OB = A ® @ -

Craate 3 Microtoft Entra | Subteriptiont  All resounces Enterprice storage Ugirs Retoue App Services Mot Servides

apphationg secoumts e
Resources \

Recent  Faworite

Hame Type st Viewed

3. Inthe left-hand navigation pane, click Manage > App registrations.

o BSOS oo

Home
(i ) Globanet | Overview X
+ add ~ G sMoarage tenants [T What's new [ preview features £ cat feedback?
¥ Diagnote and cobe problems = - = = = ros =
) Microsoft Entra has 3 simpler, integrated experience for mangging all vgur identity and Access Management neexs. Try the new Migrosoft Entra
~ Menage admin center! £
& Users Overview M Properti R Setup guides

& Groups

ratch your terunt
i External identities h your ter

J. Roles and admmistrators " "
o Basic information

& Adminestrative units

Drelogated aomin Mame Globanet Users
% Caners
Tenant ID 26d112¢0-2103 4£56-B4ba-4bde0es1045e [ Groups
B Enterprice applications
G Devices Primary domain glabanetconsulting com Applications
B App regutrstions Litense Micrera #t Entra 1D Frie Devices

&) \dertity Govemance

4. Click New registration.
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= oo e [P | X

Hame

App registrations &

+ tewregistration |5 ndponts X Troublesncot () Refresh 4 Cownlosd 5 Preview features B Got feadback?

ation Library DAL} gnd Azure Active Directory Graph. We wil continue b provide bechnical suppart and security
crrvalt Authentication Library (MSAL] and Macronaft Graph. Leain mare

i Startng June 30n, 2020 we will no longer add any new Seatures b Azure Artwe Drectary &
upelates but vee will o leeges peovede beature upelstes. Appheatns wil peed b be upgiac

All applications  Owned applications  Deleted applications
StaM typing & display rEme or apglication (dkent] 10 1o filter these r i add finers

262 applications found -

Display name T Application {client] 10 Created on L Certificates & secrets

5. Toregister an application:

Sl
52

Enfer a Name for the application.

Click Register.
B

Register an application

* Mame

uiar-tacng chipiny rame for s applecation (1hs cen be changed Latw)

Supponed account types

Can e thin sppbest

Rogiter an app you1e working On here. itegrats gallery pps and Dther apps rom outsids your D/GINCISON by sdding bom Enterprise sppbcat

6. An Application (client) ID and Directory (tenant) ID will be generated. Keep both for configuring
the target in Mergel.

Direct SMTP Target

The Direct SMTP target allows Mergel to deliver the processed messages directly to the recipients’
SMTP server without requiring relaying through a secondary SMTP server like in the SMTP target.

Below you can find information on how to setup the Direct SMTP target for your collector.
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CONFIGURATION WIZARD X

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

Please provide your SMTP target configuration so that Merge  can deliver your data.

Targetname* | DSMTP Targettype  Direct SMTP target

ENVELOPE

TEST CONNECTION

s “

1. Specify the sender SMTP address that you want to use in the From field. We recommend using an
existing email address so the emails will not be spammed.

2. Specify a destination email address in the To field.
3. When you have filled in all the fields, click Next.

4. When the Place BCC users in the TO field is selected, the BCC emails of the message will be added
to the TO field.

Uploading a Certificate

To upload a certificate:

1. Inthe left-hand navigation pane, go fo Manage > Certificates & secrets.

2. Select Certificates.
3. Click Upload certificate.
4. Select a certificate (public key) with one of the following file types: . cer, .pem, .crt.
5. Click Add.
D Susrch rasources, sarnces, and docs (G4]) I 0 copit

Home 3 App ieghitrations. > Saenpladpp Upload certificate o
SampleApp | Certificates & secrets =

Upload 3 certificate (public biy) with e of the fellowing Fle types: cor, pem, ert *

o B ot hacack? s e a

X Diagrase and st probiere

@ Apphcation regatation certficates setrets and federated credenbab can be fou

+ Mansge
= prardig & prepeties
Certificates (0) ¢secrets ) Federated oredentials (0)

D authanticaton iokisoicclin

Ceriificates can e used an et 10 prove the apeicabon's identity when requ

F Upload curtifiat o

Thumbprint Deseription

N cartifcates e been sdded forths appcaticn e

[ cancat
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A certificate thumbprint will be generated. Keep the value for configuring the collector in Mergel.

For more information on how to create a certificate, see Creating a Certificate (Private and Public

Keys).

Folder Target

If you choose the Folder target, Mergel delivers the data to the specified folder in EML, MSG or JSON
formats. Below you can find information on how to setup the Folder target for your collector.

Output Folder

QUTPUT FOLDER

1. Select the output folder, to where the exported messages will be sent.

2. Specify the format of the exported message, EML, MSG or JSON. See the difference between the

file types in the table below.

EML

An extension supported by multiple email
clients like Outlook Express, Thunderbird,
and Windows Live Mail.

Files can be read by its email client along

with others like Outlook can read EML files.

Files can be opened in a text editor similar
to text files.

MSG

An extension supported
by Microsoft Outlook.

Files can only be saved
for emails and
messages.

Files can only be opened
by MAPI-based
applications.

JSON

A lightweight
data-interchange
format.

Easy to read and
write.

Easy for machines
to parse and
generate.

You can easily convert your MSG file to an EML file as there could be possibilities where you want to
view an MSG file, but you do not have MS Outlook to open it. MSG files are client-dependent
because they are a proprietary message for Outlook whereas, EML is a text-based file
representing a message. Therefore, having single messages stored in EML rather than an MSG file

proves more beneficial for the users, due to its flexibility.

3. If the Generate manifest file box is enabled, a CSV file is generated that will contain the list of

generated message files.
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4. Create New Folder Per Session if enabled will create a separate folder for each time the Importer
is run, named after the date and time of the run.

[0 Name Date modified Type Size

2018-10-25_12.29.45 072
2018-10-25_13.45.22 10/2!

5. The Remove invalid characters from message headers checkbox is activated by default.

6. Enter the SMTP address in case you want to Replace the empty “To" with an SMTP address in
the corresponding field.

Note that JSON file format is available in all the collectors' folder targets but currently is supported only
for the below-listed collectors. For other collectors, an error will be thrown.

Amazon S3

Audio Video

Box

ChatGPT

Chatter / Chatter Cipher Cloud
Cloud9

Copilot

DB (newly created ones, not upgraded)
Dropbox Business

Dubber Speik Recordings
Dubber Speik SMS

FX Connect

FX Connect (File-Based)
Google Messages

iMessage

Jabber Enterprise

JSON

Microsoft Teams for Audio and Video
Microsoft Teams via Export API
NTR-X

OneDrive for Business

Pivot

Redtail Speak

LSEG (Refinitiv)

RingCentral

ServiceNow

SharePoint

Slack eDiscovery

Skype for Business

Symphony

Text-Delimited (newly created ones, not upgraded)
X (Twitter)

Verba

Verint
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Web Page Capture

WhatsApp

Workplace from Facebook

XIP

XSLT/XML (newly created ones, not upgraded)
Yieldoroker

YouTube

Zoom Chat

Zoom Meetings

Zoom Meetings Chats

Zoom Meetings via Archiving API
Zoom Phone

Envelope

1. The Construct Envelope messages option when enabled envelopes the original output message in
a new message with the From and To email addresses set in the corresponding fields.

2. The Use a preset FROM and TO in the outer envelope headers option adds the From and To email
addresses of the original output message in the header of the envelope.

3. The Place BCC users in the TO field option adds the email addresses from the BCC field of the
original output message to the TO field.

ENVELOPE

nstruct Envelope messages

Place BCC users in the TO field

The service account that runs the service should have read/write permission for the specified folder.

Google Vault Target

Before configuring the Google Vault target in the Mergel GUI, the following configurations should be
done in Google Admin Console.

Google Vault Configuration

1. Login to https://console.cloud.google.com/ using an Administrator account, click Select a project,
then NEW PROJECT.
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NEW PROJECT

[

RECENT
Name

B No organization

CANCEL OPEN

2. Enfer a name for the project (example: Mergel) and click CREATE.

Google Cloud Platform

New Project

delete projects. Leamn more
MANAGE QUOTAS

Project name *

Mergel

Project 10 merge1-320608. 1L cannot be changed later.  EDIT

Location *
B No organization

Parent organization or folder

[ JE

You have & projects remaining In your quota. Request an Increase or

EROWSE

3. Once the project is created, and there are multiple projects, click SELECT PROJECT from the
Notifications. You will be navigated to the created project dashboard.

Cloud Platform

¥ Marketplace
 Biing
P APIs & Services >
T Support >
O 1AME Admin N Top Products
s =)
W Getting started & s
" Compute Engine

% Compliance
Scalabée i pertormance wrival

D secuny > machioe
. Ambos »
@ Compure Engine >

@  Kubemetes Engine »

B hsicars Enni ina

Cloud Storage

ful simpée and cos:
1 srorap

Get Started with
Google Cloud Platform

TRY FOR FREE

Handy Links

Downioad GO Matsia App

Note that if this is the first project created, you will automatically be navigated fo the project

dashboard.
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Recen

®

%

Marketplace

Billing

APIs & Services

Support

1AM & Admin

Gefting started

b o =

Compliance

Secutity

Anthos

@  Compute Engine

@  Kubernetes Engine

DASHBOARD ACTIVITY. RECOMMENDATIONS

e Project info i

Project name
Mgy

Project 0
e 320608

ADD PEGPLE T0 THIS PROJECT

3 Goto project sertngs

@ Resources

=) Getctaried with Trace

4. Hover APIs & Services, then select Library.

7 CUSTOMIZE

w1 APls i

o

Google Cloud Platform status

Requasts {requesta/sec) Al sarvices normal

3 Go o Cloud status deshboard

= Monitoring
[romr—

Create wotime checks

3 Goto RS overview
View uh dashtaids

> GotoMenitoring

W1 Error Reporting

Google Cloud Platform

f Home

\'f_" Marketplace

B Billing
API APl & Services o
“.r Support
B 1AM & Admin
®  Getting started
J Security
f‘, Compliance
Anthos

@ App Engine

DASHBOARD ACTIVITY

@  How Google Cloud is:

:‘ Project info

Pralect name

»

Credentials

»
OAuth consent screen
Dor ficati
omain verification JTHIS PR
3 Page usage agreements
T = oo project setlings
% & Resources
Tt has no resol
> CREATE RESOURCE -

5. Inthe Search for APIs & Services search box, type Gmail.

6. Click Gmail API.

Welcome to the API Library

The API Library has documentation, links, and a smart search experience.

Q,  Search for APls & Services

Google Cloud Platform Mergel

&  Search

Filter by
CATEGORY

Email (1)

Google Workspace (1)

Q. gmail

X

2 results

Gmail AP

™ Google

Flexible, RESTfUl access 1o the user's inbox

434



Mergel | User Guide
IMPORTERS
7. Once you are in the Gmail API page, click ENABLE.

= Google Cloud Platform &+ Mergel
é
Gmail API
M Google

Flexible, RESTful access to the user's inbox

ENABLE TRY THIS API [

8. Click Credentials.

A e

M G il &P1 Overview W DaART AP
=
==
o .
§i Detaila i Tratfic by response code

— ,

v

L e

Cregentials + ERLATL CHLDL

Credentiale compatible with this AP

B e o mre appcaian CONIGLS EONEINT CRETN

Cawth 20 Chent IDs

O re vemon e e i

i

O [

10. Click CREATE SERVICE ACCOUNT.
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Guogle Cloud Platform

[T
PR TR | s et s
[y

[

B Wl ety Basel

1. Enter a name and a description for the service account and click CREATE AND CONTINUE.

B i Admin Croata safvic account

@ Service account details
Serion ot vame
-y

T
el 11 e Geaiice x C

B oot deronon

[anE— T —

EREATE AHD CONTIHUE

Grant this service account access 1o project
(optianal)

0 Grant users access 1o this service account (optional)

[ [

12. Select Owner as arole and click CONTINUE, then click DONE.

# @ # € & O &

(=]

Google Cloud Platform & Mergel +

1AM & Admin Create service account

1AM
@ Service account details
Identity & Organization |
Policy Troubleshooter ) Grant this service account access to project
(optional)
Grant this service account access to Mergel so that it has permission 1o complete
specific actions on the resources in your project. Leam more

Pollcy Analyzer

Organization Policies

Role Condition
Service Accounts Owner - d L
Add condition
Full access to all resources.
Labels
s <+ ADD ANOTHER ROLE
ettings

Privacy & Security
CONTINUE

Identity-Aware Proxy

Roles © Grant users access to this service account (optional)

Audit Logs
[ I

Essential Contacts

13. You will be redirected to the service accounts for the project page. Click the Actions button and
select Manage keys.
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O s admn Sarvice accounts + ORATLMIWCLASOMNT W DKL o MARASEACKESS
P
B ey L Oanireton
A P Irousehestir
B Pebey arater
@ Ot Foe
£ R ez | O Srewidm:ns mnsamasrencnton @ B peescom e Wotm 1
W Waseoad isennty Fedent. | Mansgr dretal
B Lo Manage pREMONY
>
View metries
o G Vi g
@ Py & ey o~
ooy devare From Db
B amage fessim =
B e

2 um
B ey & Grparruien Keys
e —— . Werbhod bier 14y Fubmstior,
5§ ey sy
B Ot e
- Firs sarare annssi oy rosaros sy
S Do isre L mere st sofling sagmiiafion pok
B e ety Fatet Fa .
& lshen ;
L S Uipioad ewisting ey
[

15. Select JSON as a key type and click CREATE.

Create private key for "sve_merge1”

Downioads a file that contains the peivate key. Store the file securely because this Key
can't be recovered if lost.

Key type
@ JsoN

Recommended

O ez

For backward compatibdity with code using the P12 format

CANCEL CREATE

16.  Once the key is created, you should get prompted to save the file on your computer, save it
somewhere secure, you will need it when configuring Mergel.

Private key saved to your computer

&
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17. To grant permissions to the application, go to https://admin.google.com then Security > API

controls.

= Google Admin

& users - £ Domains

Cistitrik how often Users hawe 1o tign

Py ORT—
Cielete o user Add & doman
Wpdate 3 user's name of emadl Change your primary domain
Create an aRemane evad sadresy (omal wias)
TRYWOW et
= oiling - B Bl chiyodd mchle marugeri
o
Mamage subserprisns
Devices LIEARN MORE -
Payment sccounts L e i o ey e
Gt mere sanvices Tocks
o Ofganizational unite =

18. Scroll down to Domain wide delegation section and click MANAGE DOMAIN WIDE DELEGATION.

() e oo

19. Click Add new.

= Google Admin

AP Cortn

APl controls

[ Sk o sty 450 accms

o, o 975 wivieied are atomaticaly

Q

B o

85 oashioard

+ @ sy
Serings
Mertcenter
AP comrals
Oata protection
Security rules

g ——

+ B siling

» @ Accoun

@ sl

Contrals > Domainwide Debegation

@ Developers can register their web at Youcan corm
= o users basing iy i o

APiclients | Addriew | Download clientinfa

20. Open the key file that you saved as JSON above, copy the value of client_id, then paste it in the
Client ID field. Enter https://www.googleapis.com/auth/gmail.insert in OAuth scopes
field and click AUTHORIZE.
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Add a new client ID

116070163403919397904

I:‘ QOverwrite existing client ID (7]

https://www.googleapis.com/auth/gmail.insert

CANCEL AUTHORIZE
Now you can start configuring Mergel's Google Vault target.

Google Vault Target

1. Upload JSON file saved in the step 15 of the previous section by clicking SELECT.

2. Specify the mailbox, to which the imported messages should be delivered, in the Destination
mailbox field.

3. When Mark messages as deleted option is checked, the imported messages are not visible in the
"All Mail" section but are still available for compliance search.

4. Click SEND TEST EMAIL to test the connection to the target.

CONFIGURATION WIZARD *

SOURCE MONITORED USERS FILTERS TARGETS SETTINGS

Targestname * | GV Targetype | Google Voult targer

SERVICE ACCOUNT KEY

Destination mailbox*

Mark messages =5 delered (2]

SEND TEST EMAIL

BACK

Note that you can download the uploaded JSON file by clicking Download. It is active only when there is
a JSON file to download.

In Mergel, you can have one default target and a number of Alternative Targets.

In case you want to make an Alternative target as the Default one next to the X button, you will see the
Default button. Click it and your Alternative Target will become your default, and it will be listed under
the Alternative Targets.
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FILTERS

TARGETS SETTINGS

BACK

The Report target is used to check whether data can be analyzed successfully. The Importer will list
certain details for viewing in its activity logs. The Complete header option includes subject lines with
complete headers as well as the messages themselves.

CONFIGURATION WIZARD

SOURCE MONITORED USERS

Target name * RT

LEVEL
Nore
Subject only
Complete header

®  Everything

. Select the relevant level.

2. Click Next.

SFTP Target

FILTERS

TARGETS SETTINGS

Targettype Report target

BACK

The SFTP target allows Mergel to deliver data to an FTP/SFTP server address.

Below you can find information on how to setup the SFTP target for your collector.

FTP/SFTP Conn

ection

1. Enter the hostname of the remote FTP server and the folder path in the Host and Path fields,
respectively. The default port is 21.
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Choose an FTP connection type from the Connection Type drop-down list. FTP can run in either
passive or active mode. The information about the connection type should be provided by the FTP
host.

If you wish to use FTP over SSL, mark the Use Security checkbox and choose the connection

method Implicit SSL, Explicit SSL, or SSH.

FTP/SFTP CONNECTION

Use SSH key authentication
Host * Port* 21

Path *

Connection type

#| Use security
mplicit SSL
Explicit SSL
8 SSH

For authentication of an FTP connection, enter the appropriate information in the Username and
Password fields, respectively.

To enable anonymous FTP connections, mark the Anonymous Access checkbox.

Click Test Connection. If the connection is successful, a green check sign is displayed.

AUTHENTICATION

ANOnymous access

Username *

Password * m

To use SSH key authentication method, mark Use SSH key authentication. SSH key authentication
is used to connect to the source SFTP Server.

Enter the FTP server Username.

Click the Import Private Key button and the Import SSH Key pop-up window will open.

IMPORT CANCEL

10. Enter the Password of the Private key, if it has a password.
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1. Copy and paste the Private Key.

12. Click Import and the Public Key field will be populated automatically.

AUTHENTICATION

Username *

TEST CONNECTION

Public key *

Import private key

IMPORT PRIVATE KEY

Output Configuration

1. Create new folder for each session. If checked will create a separate folder for each time the
importer is run, named after the date and time of the run.

2. Generate manifest file. If checked, a CSV file containing the list of generated message files will be
generated.

QUTPUT CONFIGURATION

Create new folder for each session
Generate manifest file
FILE FORMAT
® EML
MsG

JSON

| Remove invalid characters from message headers

Replace empty "To" field with SMTP address:

3. EML, MSG, JSON. If one of the options is enabled, the exported message will be in the respective
format. See the difference between the file types in the table below.

EML MSG JSON
A tensi ted b Itipl il A lightweight
.n ex eh3|on supported by multiple emal An extension supported ig | weig
clients like Outlook Express, Thunderbird, i data-interchange
) , . by Microsoft Outlook.
and Windows Live Mail. format.

Files can only be saved

for emails and Easy to read and

Files can be read by its email client along

with others like Outlook can read EML files. write.
messages.
. ) . o Files can only be opened | Easy for machines
Files can be opened in a text editor similar y P y
i by MAPI-based to parse and
to text files. o
applications. generate.
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You can easily convert your MSG file to an EML file as there could be possibilities where you want to
view an MSG file, but you do not have MS Outlook to open it. MSG files are client-dependent
because they are a proprietary message for Outlook whereas, EML is a text-based file
representing a message. Therefore, having single messages stored in EML rather than an MSG file
proves more beneficial for the users, due to its flexibility.

4. The Remove invalid characters from message headers checkbox is activated by default.

5. Enter the SMTP address in case you want to Replace the empty “To" with an SMTP address in
the corresponding field.

Note that JSON file format is available in all the collectors' folder targets but currently is supported only
for the below-listed collectors. For other collectors, an error will be thrown.

Amazon S3

Audio Video

Box

ChatGPT

Chatter / Chatter Cipher Cloud
Cloud?9

Copilot

DB (newly created ones, not upgraded)
Dropbox Business

Dubber Speik Recordings
Dubber Speik SMS

FX Connect

FX Connect (File-Based)
Google Messages

iMessage

Jabber Enterprise

JSON

Microsoft Teams for Audio and Video
Microsoft Teams via Export API
NTR-X

OneDrive for Business

Pivot

Redtail Speak

LSEG (Refinitiv)

RingCentral

ServiceNow

SharePoint

Slack eDiscovery

Skype for Business

Symphony

Text-Delimited (newly created ones, not upgraded)
X (Twitter)

Verba

Verint

Web Page Capture
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WhatsApp

Workplace from Facebook

XIP

XSLT/XML (newly created ones, not upgraded)
Yieldoroker

YouTube

Zoom Chat

Zoom Meetings

Zoom Meetings Chats

Zoom Meetings via Archiving API
Zoom Phone

Envelope

1.

ENVELOPE
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The Construct Envelope messages option when enabled envelopes the original output message in
a new message with the From and To email addresses set in the corresponding fields.

The Use a preset FROM and TO in the outer envelope headers option adds the From and To email
addresses of the original output message in the header of the envelope.

The Place BCC users in the TO field option adds the email addresses from the BCC field of the
original output message to the TO field.

The service account that runs the service should have read/write permission for the specified folder.

Webhook Client Configuration

1.

2.
3.

Enable Send Webhook Notifications.

WEBHOOK CLIENT CONFIGURATION

« SEND WEBHOOK NOTIFICATIONS

Endpoint URL Request Method Barch Size

Specify Endpoint URL.
Specify Batch Size. The default size is 100.

The default value for Request Method is POST.
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Status Update Configuration

1. Enable Send Status Update.

STATUS UPDATE CONFIGURATION -
+  SEND STATUS UPDATE

Endpoint URL

2. Specify Endpoint URL.
The default value for Request Method is POST.

SMTP Target

If you choose an SMTP target, Mergel will deliver collected data to an SMTP server address you
specify. Below you can find information on how to setup the SMTP target for your collector.

To configure Main Settings:
1. SMTP Server: Enter the hostname or IP address of your outgoing mail server.
2. Port: Specify the port number used by the SMTP server. The default port is 587.

3. Replace empty “To" field with SMTP address: If needed, provide a fallback email address to be
used when an outgoing message has an empty "To" field. This ensures the message is still
processed and not rejected due fo missing recipient data.

4. Replace “From" field with SMTP address: If needed, enter a valid email address that will be used
to replace the "From" address in outgoing emails.

@’ Note

If the "Sender" and "From" headers contain different email addresses, Mergel does not support
replacing the "Sender" address with the value specified in the Replace “From” field with SMTP
address field.

5. Remove invalid characters from message headers: When selected, this option automatically
detects and strips out unsupported or malformed characters from the email header fields.

MAIN SETTINGS
SMTP server
Port 587

Replace empty "To" field
with SMTF address:

Replace "From" field with
SMTP address:

' Remove invalid characters from message headers
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To configure the Envelope section:

1. Specify a destination email address in the To field and a return address in the From field.

2. Enable the Construct Envelope messages checkbox to envelope the original output message in a
new message with the From and To email addresses set in the corresponding fields. The Use a
preset FROM and TO in the outer envelope headers option adds the From and To email addresses
of the original output message in the header of the envelope.

3. Enable Place BCC users in the TO field to add the email addresses from the BCC field of the
original output message fo the TO field.

ENVELOPE

From
Construct Envelope messages

Place BCC users in the TO field

The SMTP target is not recommended for delivering messages to Exchange Online Mailboxes due to
various throttling policies set by Microsoft. Also, Exchange Online does not accept Journal Envelope
messages which can result in loss of original message time stamps and other metadata.

@' Notes

e When enabling the Construct Envelope Messages checkbox, Mergel will import data in MS
Exchange journal report format (the X-MS-journal header also be added).

o When enabling the Place BCC users in the TO field checkbox, Mergel will move all BCC
recipients to the TO field.

To configure Authentication Encryption:

1. Enable Use SSL encryption if you want fo use SSL encryption. When enabled you can also check
the Implicit checkbox to encrypt the entire FTP connection from the start of the session.

2. Enable Use TLS Encryption if you want to encrypt using TLS.
3. Enable Provide username and password to enter username and password.

AUTHENTICATION ENCRYPTION

Use S5L Encryption

| Use TLS Encryprion

#| Provide username and password
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Encryption: SSL and TLS encryption settings should match those of the target SMTP server. Click Test
Connection to check the connection and to ensure that your settings are accurate.
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Importer Settings

The final step for the Importer Configuration Wizard is the Importer Settings. Under this tab, you will
have the opportunity to configure the following:

Reporting & Message Tracking
Message Headers

Logging

Alerting

Importer Schedule

Filtering

Processing

Advanced Configuration Options

CONFIGURATION WIZARD X

SOURCE MONITORED USERS FILTERS TARGETS m

Please tell us how you want MergeT to operate

REPORTING & MESSAGE TRACKING +

MESSAGE HEADERS +
LOGGING +
ALERTING +
IMPORTER SCHEDULE +
FILTERING +

PROCESSING +

ADVANCED CONFIGURATION OPTIONS +

e m

Reporting & Message Tracking

This section of the Importer Settings refers to email reports, which are used to deliver statistical
information (also available on the Dashboard) via email.

Enable Message Reconciliation

When message reconciliation is enabled, Mergel adds specific headers to the generated messages.
These headers can be found in the message properties:

e X-Mergel-Reconciliation-Id: This header is provided by collectors and corresponds to
the ID of the message in the source. For the EWS collector, it represents the ID retrieved from
Exchange Server mailboxes. Currently, only the EWS collector sets this header. If the collector
does not provide a Reconciliation ID, this header will replicate the value of the
Message-ID header, which is uniquely generated by Mergel for each message.

e X-MessageSource. Each collector sets its own value for this header. For example, the EWS
collector uses the user mailbox and mailbox folder name to populate this header in the
following format: Mailbox : Foldername.
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These headers are present in both embedded and enveloped messages. Note that the Message-ID
differs between the embedded and enveloped versions, while the Reconciliation IDremains
consistent across both.

@ Important

The Enable message reconciliation option can only be activated when the Audit DB is configured. If
the Audit DB is not set up, the following pop-up message will appear:

INFORMATION X

Message Reconciliation is only available when Audit Database is enabled. Flease enable

Audit Database from the Settings page and try again.

Report Level
In Mergel, you will find two types of report levels, which set the level of details. You can:

e Generate summary report only: The summary report includes Source Statistics and Message
Statistics.
o Source Statistics show the number of unprocessed, quarantined, failed, and imported
sources.
o Message Statistics display the number of unprocessed, failed, successful, excluded,
and ignored messages.
e Generate per-source and summary report: This report type, in addition to the Summary
Report, includes statistics for each source. For each source, the report provides data on
unprocessed, processed, imported, failed, and monitored users (if applicable).

REPORT LEVEL
® Generate summary report only

Generate per-source and summary report

@‘ Note

e Detailed reports are longer and may take more time fo review. Reports that exceed
5 MB in size are automatically shortened.

e Report formats vary depending on the collector. Each collector generates reports
based on the specific activities it is capable of capturing.

e Starting with Mergel 7.0.2510 version, the Generate per-message, per-source and
summary report configuration option is no longer available.
If your setup previously relied on this option, it will now default to Generate
per-source and summary report automatically after the update.
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Misc

When the Delete reported and archived sources and sessions from database checkbox is selected, all
reported and archived sources and sessions will be deleted from the database once the reports are
sent.

As aresult, the deleted data will no longer appear in Importer Jobs widget within the Dashboard
section.

MISC

« Delete reported and archived sources and sessions from database
(when checked, imported messages count statistics will be reset after each run)

Email Report Settings

In this section, you can specify the email address to which reports should be sent. The following fields
must be completed:

1. Message Subject: Enter the subject line for the report email.

2. Recipient Email: Enter the email address where the report will be delivered.

EMAIL REPORT SETTINGS

Message subject
SEND TEST EMAIL

Recipient email

Custom Headers

Custom headers are used to label and sort messages.

To add a custom header, fill in the Header Name and Value fields, then click the + button to add it to
the list.

CUSTOM HEADERS

Message Headers

Message headers are custom headers that are used to label and sort messages.

To add a message header, fill in the Header Name and Value fields, then click the + button to add it to
the list.

MESSAGE HEADERS -

Header Name Value
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Existing custom headers can be overridden if the user specifies another header name. However, the
user cannot specify one of the following headers, and any added header must comply with the RFC
5322 standard:

Message-ID

From

To

Cc

Bcc

Subject

Date

In-Reply-To
References
MIME-Version
Contfent-Type
Content-Transfer-Encoding
Received

Return-Path
Authentication-Results
DKIM-Signature

@’ Note

Filters are not applied to headers generated by these settings and do not apply to the EML and
Exchange Graph API sources.

Include Full Headers Information

You can choose fo include full header information in one of the following ways:

In the message body, with metadata separators between each header.
As an HTML attachment, named Metadata HTML.

INCLUDE FULL HEADERS INFORMATION
In message body

As HTML attachment

Logging

Enter a file path in the file log folder field. File logs are typically used for troubleshooting purposes. This

field is required.

With File Log Priority, logs are saved in a separate log file, and with Event Log Priority, event Logs are
stored in the Windows Event Viewer. The latter is used to avoid third-party tools in Windows. It also helps

customize the logging process and facilitate monitoring based on requirements.
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LOGGING -

File log folder

FILE LOG PRIORITY EVENT LOG PRIORITY
Error ®  Error
Warning Warning

e Info Info
Debug

Trace

File Log Priority:

e Error. Only errors are recorded in the log file.
Example:

ERROR Mergel.Core.SenderThread - <1> Failed to send message #4,
TargetError. Error: Failed to save message C:\Users\Desktop\Bloomberg
Target\4.eml: Header name contains invalid characters

e Warning. In addition to error logs, warning logs are also added.
Example:

WARN Mergel.Core.Importer - The report won't be sent as no Email
Address is provided

e Info. This logging level gives information on performed actions.
Example:

INFO Mergel.Core.Importer - Creating default Target

e Debug. This logging level provides information on how an action was accomplished. It gives
more detailed overview than the previous three levels.
Example:

DEBUG Mergel.Core.Importer - Creating new session for Importer: 1

e Trace. The trace level is the lowest logging level, e.g.. is the most detailed one.
Example:

TRACE Mergel.Core.SenderThread - <31> Preparing message #820 for
sending

When choosing logging level Trace, a warning message will appear notifying about possible security
risks with this level of logging. Some sensitive data can be stored in the log as plain fext.

WARNING

Trace level logging might be a security risk,
are you sure you want to set the logging level to trace?

OPTIONS

| | aceeptthe risk and want to continue anyway
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Log File Size Configuration

The log files do not have a size limit, which means they can grow up to couple of GBs. Files that large
cannot be opened. Therefore, a log file size limit needs to be set. The log file size cannot be configured
through Mergel GUI. However, it is possible to do by adding appropriate appendix to the log config file
in the Mergel installation folder. It is done the following way:

. GotoC:\Program Files\Arctera Inc\Mergel 7.0\Bin path® inthe Mergelinstallation
folder.

2. OpenMergel .Logging.config. Add the following appendix to the file before the root element
at the end:

<appendix name="RollingFile"
type="1log4net.Appender.RollingFileAppender">
<file value="" />
<datePattern value="'.'yyyy-MM-dd'.log'" />
<appendToFile value="true" />
<rollingStyle value="Composite" />
<maxSizeRollBackups value="-1" />
<maximumFileSize value="1KB" />
<staticLogFileName value="false" />
<countDirection value="0"></countDirection>
<layout type="logédnet.Layout.PatternLayout">
<conversionPattern value="%date [%$thread] %-5level %logger -
$message%newline" />
</layout>
</appender>

3. Specify the size of the log file in the <maximumFileSize value="1KB" /> field. For example,
JOMB limit should be specified as <maximumFileSize value="10MB" />.

4. Save thefile.

As Mergel is multi-threaded, always allow a +30% threshold between the size you set in the config file
and the actual file size you will see.

Importer Schedule

Here, the portal server time zone is displayed. This enables you to set a weekly automated option.

% |n case of Mergel version 6.0, the path willbe C: \Program Files\Globanet Consulting Services\Mergel
6.0\Bin.
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IMPORTER SCHEDULE

It is recommended that you schedule an importer once every 24 hours, preferably at night.

Even if the scheduler is enabled, but a time is not selected through Importer Schedule, the job will not
be queued.

@‘ Note

The Importer schedules must be re-configured after upgrading Merge1 from 6.0 to 7.0.

Alerting

In this section the option to alert on errors the collector encounters during importing.
There are two levels of alerting:

e Error. Alert is sent when an Error is registered in the logs.

e Warning. Alert is sent when an Error or a Warning is registered in the logs.

To configure the alerting, enter the following information:

e Specify Buffer size.
e Enter Message subject.
e Provide Recipient email.

ALERTING
+ ENABLE ALERTING
ALERTING LEVEL

. Error

ring

EMAIL ALERT SETTINGS

SEND TEST EMAIL

CUSTOM HEADERS

You can test the connection by clicking Send Test Email.
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Message Headers

Message headers are custom headers that are used for labeling and sorting messages.

MESSAGE HEADERS -

. Fillin the Header name and Value fields and click +.

2. Include the full header information either in the message body (with metadata separators in
between) or as an HTML attachment (as MetadataHTML attachment).

The existing custom headers can be overridden if the user specifies another Header name.

The user cannoft specify one of the following headers and the added header must meet RFC 5322
standard:

Message-ID

From

To

Cc

Bcc

Subject

Date

In-Reply-To
References
MIME-Version
Confent-Type
Content-Transfer-Encoding
Received

Return-Path
Authentication-Results
DKIM-Signature

Filtering
Filters will not be applied unless filtering is enabled. To configure the filter:

1. Enable the Enable filtering checkbox and select the corresponding option:

e Unconditional hit default target - If selected, all data will be delivered to the default target,
even if an alternative target is set.

e Process first hitting filter - If enabled, a single message will be sent to the first Target which
fulfills the filter condition.

e Process any matching filter - If enabled, filter and target pairs will be configured, and a copy
will be sent to the target for each filter fulfillment.

e Process all matching filters - If enabled, only filters can be configured with a single target.
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FILTERING =

« THADLE FILTERING

2. Select the filter name and choose the target from the drop-down menu where the corresponding
messages should be sent.

3. Click the activated + button to add the filtering setting, otherwise it will not be saved.

Processing

Processing Options

e Processing Options - This option is mostly used for troubleshooting purposes.

It is advised to use Process Failed Messages Only when there is a large number of failed messages.

If the connection problems lead to failed messages, Process All Messages is the preferred choice.

If necessary, change this setting to process new segments or failed segments exclusively.

e Attachment is missing - This line is added to the first line of the reprocessed segments with
references to missing attachments.

e Disclaimer is missing—This line is added to the first line of the reprocessed segments,
referencing the missing disclaimers.

PROCESSING -

PROCESSING OPTIONS

*  Process all me:

Process failed messages only
Add the following note to the forced-import message body when
Attachment is missing  This message contained the following attachment(s) that actually didn't exist:

Disclaimer is missing  This message contained the following disclaimer that actually didn't exist:

Names of the missing items will be appended automatically)

Content Options

e Strip Group Address Info - This option is selected by default and applies to the EML collector.
With this option, recipients in the header (To, CC, and BCC) in an EML file will be removed upon
conversion.

e Set Content-Disposition to inline if missing - This option applies only to the EML source. When
processing EML files that have image attachments, Mergel will insert any missing Content
Disposition header fields and set their disposition type to inline so that images will appear in
the message body when they are viewed in applications such as Microsoft Outlook.
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e Set display name to SMTP address when empty — Enter the SMTP address in the Display
Name fields.

CONTENT OPTIONS

fo

| Strip group adc
«  Set content-disposition to "inline" |frn|_s5|[!5

¥ Setdisplay name to SMTP address when empty

Match Email Address

The Match Email Address option can match the existing ID or SMTP Address and replace:

e SMTP Address
e Display Name
e Display Naome and SMTP Address

The CSYV file should contain the following columns:

Last Name (A)

First Name (B)
Company Name (C)
Old Email (D)

New Email (E).

The CSV file can be provided by:

e Uploading the CSV file
e Specifying the file path
e Providing the file FTP path. For FTP configuration refer to SFTP/FTP Configuration.

« MATCH EMAIL ADDRESS

@ Change the SMTP address
Change the display name
Change the display name and SMTP address

Enable case-insensitive matching

Upload CSV File
®  Provide CSV File Path

Match email address file path

Provide CSV File FTP Path

PREVIEW MATCH EMAIL MAPPINGS

Advanced Configuration Options

With the help of Enable Import Throttling, you can reduce bandwidth consumption by breaking down
the data fransfer into chunks with delays in between.

457



Mergel | User Guide
IMPORTERS

ENABLE IMPORT THROTTLING
nk size . = recon ds

Delay @ milliseconds

MISC

Max target errors 0 (0 to disable)

After you have filled in all the fields in the five tabs, click Save & Finish.

In case you want to make changes in the Wizard, click Back and you will be redirected to the Importer
Settings.
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Overview

The Notifications section provides visibility into the Mergel importer lifecycle and the overall health of
the import pipeline. It allows users to monitor operational events, delivery outcomes, configuration
changes, and pipeline issues through in-app notifications and webhook push notifications.

KTV L

&) Mergel

Event Subscriptions

Event subscriptions allow users to define which events generate notifications and how those
notifications are delivered. For each subscription, users can enable one or both of the following
notification type to receive notification events:

e Receive In-App Notification: Displays the events in the Mergel Notification Center.
e Webhook Push Notification: Sends the events to a configured webhook endpoint.

EVENT SUBSCRIPTIONS

Filtering

Event () Search keyw SEARCH NEW SUBSCRIFTION

EVENT IMPORTER TYPE RECEIVE IN-APF NOTIFICATION WEBHOOK PUSH NOTIFICATION o] ACTIONS

Amazon 51 ]
S, o
EuL [l

By creating specific subscriptions, users can monitor imporfant event triggers in real time, ranging from
successful dafa processing to critical pipeline interruptions.

Creating an Event Subscription

To create an event subscription:

1. Open the Notifications page.
2. In the Event Subscriptions section, click New Subscription.
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NOTIFICATIONS
Filtering
vEnT IMPORTER TYPE RECEIVE IN-APP NOTIICATION WEBHDOK FUSH NOTITICATION o ACTIONS
o - tems f

3. Inthe Create Event Subscription window, select the event you want to monitor from the Event
drop-down list.
4. Select the importer scope from the Importer Type drop-down list..
5. Select one or both of the available notification options:
o Receive In-App Notification
o Webhook Push Notification
6. Click Create.

CREATE EVENT SUBSCRIPTION X

EVENT SUBSCRIPTION INFORMATION

EE

Importer Type Select importer type...
#| Receive In-App Notification

Webhook Push Notification

CREATE

The new subscription becomes active immediately and appears in the subscription list.

@ Info

Select All importers if you want to receive this notification type for every configured pipeline in
the system.

Configuring Webhook Push Notifications

Webhook notifications let you receive real-time updates about events that occur in your Mergel
instance. When a configured event occurs, Mergel sends an HTTPS POST request to a URL that you

specify. To use webhook push notifications, you must first configure the webhook settings.

To configure webhook push notifications:

1. In the Event Subscriptions section, click the gear icon.
2. In the Configure Webhook Push Notification window, specify the Endpoint URI.
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3. Review the Method field. Webhook notifications are sent by using the POST method.
4. Optional: Add one or more Custom Headers by entering a header name and value.
5. Click Save

Configuring Webhook Settings

Listener Endpoint Requirements

Your listener endpoint must meet the following requirements:

e UseanHTTPS URL.
e Be able to receive HTTPS POST requests.
e Return a 2xx HTTPS status code to confirm that the notification was received successfully.

If Mergel receives a non-2xx response, it may attempt to redeliver the notification.

Example in Node js:

JavaScript

{
"CreatedDate": "2025-12-26T07:15:52.000Z2",

"SentDate": "2025-12-26T07:15:51.000Z",

“Title": "No data captured"”,

"Body": "No data has been captured by Importer.",
"BodyType": @, //PlainText

"Severity": 1, //Info

“Source": "Importer",

"ImporterId": "52587403-0dfe-4fc6-8344-82fffa267bf1",
"ImporterName": "Bloomberg",

"EventCode": 40005 //NoDataCaptured
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The notification object sent to your listener endpoint may have the following structure:

CreatedDate: The date and fime when the event was created.

SentDate: The date and fime when the notification was sent.

Title: A brief summary of the event.

Body: A detailed description of the event. In this case, it explains why monitored users were
skipped.

BodyType: Aninteger that specifies the format of the Body. O represents PlainText.
Severity: An integer that represents the severity level of the event.

Source: The component or system that generated the event, which is "Importer" in this
example.

Importerld: A unique identifier (GUID) for the specific importer that generated the event.
ImporterName: The name of the importer, which is "ExportAPI" here.

EventCode: A numerical code that represents the specific type of event. Indicates that 10002
corresponds to the "MonitoredUsersSkipped" event. See all codes in Event Codes.

Event Codes

Value  Name Description
10000  FileQuarantined Quarantine file
10001 FailedToQuarantineFile Failed to quarantine file
10002  MonitoredUsersSkipped Monitored users skipped
40001 ImportJobFinishedWithFatalError Import job finished with fatal error

40002  ImportJobFinishedWithTransientError Import job finished with transient error

40003  ImportJobStopped Import job stopped

40004  ImportJobSuccessfullyCompleted Import job successfully completed
40005  NoDataCaptured No data captured

40006  ComponentDeleted Component deleted

40007  ImporterDeleted Importer deleted

Event Definitions

Once a subscription is active, Mergel generates notifications based on the specific events defined
below. Each event provides detailed metadata to help you monitor pipeline health and administrative
changes.

e Quarantine file: Triggered when a corrupt or incomplete file set is being quarantined.

e Failed to quarantine file: Triggered when a file fails to be quarantined.
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e Monitored users skipped®’: Triggered when user/users is/are skipped due to thrown
PaymentRequired or NotFound errors.

e Failed to send webhook notification to target: Triggered when the Webhook Notifier fails to
send the request to the specified endpoint.

e Import job finished: Triggered when the importer finishes the run process. The import job
duration, starting and ending fime are included in the event details.

e Import job finished with fatal error: Triggered when an error causes the import pipeline to
discontinue.

e Import job finished with transient error: Triggered when an error happens, but the import
pipeline continues.

e Import job stopped: Triggered when the importer is stopped by a user. The user's name, email
address and role are included in the event details.

e Import job successfully completed: Triggered when the importer processes all data
successfully and delivers messages to the target without any errors.

e No data captured: Triggered when the importer does not capture any data. Even if any data is
captured while it's not delivered fo target, the notification will not be received.

e Component deleted: Triggered when the user deletes a component from the importer (source,
filtter, or target). The event details include the name and email address of the user who
performed the deletion, as well as the names of the component and the importer.

e Importer deleted: Triggered when the importer is deleted. The event details include the name
and email address of the user who performed the deletion, as well as the importer name,
along with a list of all component names, if they were configured (source, filter(s), or target(s)).
When an importer with configured component(s) is deleted, a Component deleted notification
will be triggered separately for each deleted component as well.

e Importer metric anomaly detected: Triggered when a critical statistical outlier is identified,
indicating a severe deviation from normal operational parameters.

e Importer metric deviation detected: Triggered as a warning when metrics cross the
established boundary for expected behavior.

Managing the Subscriptions

Filtering Events

To quickly find a specific subscription without scrolling:

1. Type akeyword related to the Event Type into the search bar.

2. Click Search. The list will filter o show only the Event subscriptions that match your keyword.

® Applicable only to the Microsoft Teams via Export API collector.
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The table is organized into primary columns to help you identify the active subscriptions:

e Event: Displays the specific event (e.g. Import job finished with fatal error).

e Importer Type: Indicates the scope, showing either a specific Importer name or all the

importers.

e Receive In-App Notification: Indicates whether in-app notification delivery is enabled for the

subscription.

e Webhook Push Notification: Indicates whether webhook delivery is enabled for the

subscription.

e Actions: Allows you to remove an event subscription. Click the Delete icon to open a
confirmation pop-up window, then click Yes to finalize the removal.

CONFIRM

Are you sure you want to delete this event subscription?

EVENT SUBSCRIPTIONS

Filtering

EVENT IMPORTER TYPE RECEIVE IN-APP NOTIFICATION

WEBHOOK PUSH NOTIFICATION

Navigation and Pagination

If you have a large number of subscriptions, use the pagination tools located at the bottom of the

section:

e Page navigation: Click the page numbers or arrows to move through multiple pages of events.
e Items per page: Use the drop-down menu to adjust how many subscriptions are displayed at

once (5, 10, 20, or 50 items per page).
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Audit Tracking

Changes to webhook push nofification settings and subscription delivery methods are recorded in the
Reports section under the Audit report type. This allows users to review configuration changes related
to event subscriptions and notification delivery.
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Managing Notifications

Filtering Notifications

To help you navigate large volumes of data, the Notifications section includes advanced filtering and
management tools to narrow your view and keep your logs organized.

Use the following filters to refine the list of displayed notifications:

e Show: Display nofifications based on the status or the nature of the alert. Nofifications are
classified into the following types:
o Read/Unread: Filter noftifications based on whether they have been marked as read or
remain unread.
o Failure: Marks critical issues or failures that require immediate intervention, such as
system errors, file parsing issues, or connectivity problems.
o  Warning: Highlights non-critical issues that may require attention, such as skipped
tasks or minor configuration problems.
o Info: Indicates general status updates and routine system information.
o Success: Indicates operations that have completed successfully without issues.
e Source: Categorize notifications by their origin, choosing between System-level events or
Importer-specific events.
e Date Range: Specify a timeframe by selecting Before and After dates to view events from a
particular period.
e Component: Narrow results down to specific components, including Importers, Collectors,
Filters, and Targets.

...........

Y e y—

Notification Actions
Users can perform the following actions to manage their notification history:

e Mark as Read: Acknowledge individual alerts by clicking the eye icon next to the notification.
e Mark All as Read: Instantly update the status of all current noftifications by clicking Mark All as
Read.
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e Refresh Data: Update the notification list with the most recent events without needing to
refresh the entire browser page.

Navigation and Pagination

If you have alarge number of notifications, use the pagination tools located at the bottom of the
section:

e Page navigation: Click the page numbers or arrows to move through multiple pages of
noftifications.

e |tems per page: Use the drop-down menu to adjust how many notifications are displayed at
once (25, 50, or 100 items per page).

Quick Access Notifications

Recent notifications are displayed in the right upper corner of the main screen without leaving your
current page.

NOTIFICATIONS

Here, the latest 10 notifications are instantly displayed.
The following actions can be performed:
e Click Mark all as read to quickly mark all notifications as read, including those beyond the
visible 10.
e Click View dll to open the Notfification Center page for comprehensive management.
468



Mergel | User Guide
NOTIFICATIONS

CHAPTER 7
Users & Groups

This chapter represents:
e Users and Groups
e Creating a Mergel User
e Selecting an AD User Account

e Selecting Local Server Users
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Users and Groups

To manage Mergel user accounts, click User Profile on the Navigation Pane located on the left side.

USERS & GROUPS P e
Beiow BrE USErs a0 BoUpS WO a1 3llowed 10 I0g into Che CamMPany’s BCCaunt
J.orm_smlth ) P

Users can be added to Mergel in three ways:

1. Creating a User
2. Selecting Active Directory Users and Groups
3. Selecting Local Server Users

Creating a Mergel User

With this option, a user can be created directly in the Mergel environment.

e Click Create Mergel User to add a new account.
e You can edif user information and passwords by clicking the edit icon next to the username.
e You can easily delete the user account by clicking the trash can.

To create a user:
CREATE USER X
USER INFORMATION

First Name *
Last Name *
E-Mail or UPN *
Phone Number
Mobile Number

User Type * ' ®  Administrator

CANCEL SAVE CHANGES

1. Provide Mergel the following information:

e  First name (required)
e Last name (required)
e Email address (required)
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e Phone number
e  Mobile number

2. Assign the user type: Administrator (has full access) or Reviewer (can view only Reports and
Dashboard). Once you select the user type, click SAVE CHANGES.

3. Enable Send Password Email. Note that the password should be changed after entering the
temporary password.

4. Enable Set Password and enter Password and confirm it.
Password requirements are:

o Minimum length of 12 characters.
o Combination of upper and lowercase letters, numbers, and symbols.

@’ Note

To search for a particular user, enter the value of one of the following Active Directory user

attributes: "cn", "samaccountname”, "givenname”, "sn", or "mail".

Selecting an AD User Account (Recommended per
industry best practice)

This option allows picking a user directly from the Active Directory of the Windows server the device is

part of.

SELECT AD USERS AND GROUPS X
SEARCH AD USERS AND GROUPS

Search Keyword

Object Types  #*| Users|#*| Groups

SEARCH RESULTS

1. Click Select AD Users and Groups fo add a new account.

2. Search for Active Directory users by a keyword. If no keyword is added, all Active Directory users
will be shown.
3. Select the user(s) you want to add and click Add Users.
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4. Select the type of the user (Administrator or Reviewer).

Selecting Local Server Users
This option allows picking a user directly from the users on the device Mergel is installed on.
SELECT LOCAL SERVER USERS X
Search Keyword

SEARCH RESULTS

. Click Select Local Server User Account to add a new account.

2. Search for Active Directory users by a keyword. If no keyword is added, all local users will be
shown.

3. Select the user(s) you want to add and click ADD USERS.

4. Select the type of the user (Administrator or Reviewer).
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Overview

To view and extract detailed information on Mergel user activity and delivery failures, click Reports in
the Navigation Pane.

Audit: View Mergel user activity.

Monitored Users: View monitored users by Mergel.

Unprocessed Messages: View unprocessed messages.

Target Delivery Failure: View all failed attempts to deliver data.

Missing Attachment Failure: View all failed messages with missing attachments.
Missing Disclaimer Failure: View all failed messages with missing disclaimers.
Data Acquisition Failure: View all failed messages with failed data acquisitions.

Managing Reports
After selecting the report type choose the collector type and which reports you would like to review.

Finally, you can export the report information either in a PDF or CSV format.

REPORTS

NAME CORP CMAIL ADDRESS

For Audit and Monitored Users reports data can be exported as a PDF or CSV file when clicking the
corresponding button on the right side.

REPORTS

- Lagio o ~ - m TR,

The Target Delivery Failure, Missing Attachment Failure, Missing Disclaimer Failure, and Data
Acquisition Failure reports have some of the following functionalities as not all actions are active for the
given report types:

o Actions
The Reprocessing Options are the following:
o Retry processing - Retries failed messages processing when the importer is run.
o Force processing - Processes the failed messages when the importer is run and delivers
them to the target without missing data.
Delete failed messages - Deletes failed messages from DB.
o Skip - Does not process failed messages when the importer is running.
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After selecting the reprocessing option, click Apply. The configuration will be applied to the data stored
in DB. Click OK to close the pop-up window.

@ Important

The Reprocessing Options are applied in pairs with the Importer Settings > Processing > Processing
Options, i.e., Processing Options should also be configured, so the Reprocessing Options
configuration is applied properly.

By default, the Reprocessing option is Retry processing: if not configured by the user, there will be
retries with each session to process the failed messages until data reprocessing is succeeded.

By clicking Export Messages, the report messages will be downloaded as a ZIP file containing EML,
JSON, or TXT files. The files contain all the generated data. Above the message body, the failure
reason is specified with an ERROR statfus. This functionality is useful in cases when target delivery
failure occurs: the messages can be downloaded here and manually sent to the archive.

Audit Report

Many important actions that users make such as logging in or configuring importers, are listed in Audiit.

The following event types are captured:

REPORTS
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LicenseChanged
SqlConfigurationUpdate
TargetAdded
ConnectorAdded

Cormerlrarat

& T -
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ImporterAdded
ComponentSettingsModified
ImporterServiceStart
ImporterServiceStop
TargetRemoved
ConnectorRemoved
FilterRemoved
ImporterRemoved
NetworkSettingsChanged
AuditSettingsUpdated
MessageHeadersSettingsUpdated
ComponentRenamed
ComponentDataDeleted
ImporterDataDeleted
ManuallmportStart
ScheduledimportStart
ImporterCloned

FilterCloned
ConnectorCloned
TargetCloned

UserLoggedin
UserLoggedOff
UserlsCreated

UserlsDeleted
UserUpdatedProfilelnfo
UserTypeUpdated
ImporterSchedulerEnable
ImporterSchedulerDisable
AgentEnabled

AgentDisabled

AgentCreated

AgentDeleted

AgentUpdated
MonitoredUserSourceUpdated
APIClientApplicationAdded
APIClientApplicationRemoved
APIClientApplicationChanged
SmtpServerSettingsChanged
ImportJobQueued
ImportJobCanceled
ImporterScheduledRunSkipped
ImporterSchedulerEnabled
ImporterSchedulerDisabled
NotificationPreferencesUpdated
JITUserlsProvisioned
JITUserRolelsUpdated

Mergel | User Guide
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Filtering Audit Reports

The filtering option allows filtering out the list of records from the section using the date range filter and
the search functionality.

REPORTS B ERIHARUTUNTAN
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Unprocessed Messages Report

The Unprocessed Messages report generates information on messages which have been constructed
and stored in the database, but there has not been an attempt to be sent to the target.

Unprocessed messages are reported when:

e A running importer is stopped.
e Animporter is force killed before the messages are sent o the farget.

Note that to process the unprocessed messages, the Processing Options of Importer Settings should be
configured.

REPORTS S e o

MESIAGE ) SOURCE NAME IMBORTER MAME

Target Delivery Failure Report

This report type generates information on messages that are constructed and stored in the
database—an attempt is made to send them to the target, but the attempt fails.

Target delivery failures are reported when:

e The target is configured with invalid credentials.

e The selected target has size limits and there has been an attempt to send larger sizes of
messages. Specifically, the SMTP target has size limits and if the messages' size limits exceed
the target specified limit, the delivery of the messages to the target will fail.

A target has insufficient storage.

A target is overloaded.

A network connectivity issue occurs.

A target delivery has failed for some other reasons.
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Missing Attachment Failure Report
For collectors, such as Bloomberg or Symphony, the Attachment Validation sub-section of the Source
configuration provides an option to fail messages with missing attachments.

Information on failed messages with missing attachments is reflected in the Missing Attachment
Failure report.

REPORTS B IOHNSMITH ~

MESSAGE ID FAILURE REASON

Missing Disclaimer Failure Report
For collectors, such as Bloomberg, the Disclaimer Validation sub-section of the Source configuration
provides an option to fail messages with missing disclaimers.

Information on failed messages with missing disclaimers is reflected in the Missing Disclaimer Failure
report.

REPORTS

A JOHNSMITH  ~

MESSAGE I FAILURE REASON

Data Acquisition Failure Report

When Mergel captures incomplete or damaged data, the information will be reflected in the Data
Acquisition Failure report in case a report is generated.

Initially, this report was constructed for the Viva Engage (Yammer) collector. According to the
configuration, the collector gets a datfe range, which is divided into chunks (a chunk is one hour), and
starts exporting the chunks separately in ZIP files. The ZIP file may or may not contain data depending
on the activity that occurred in the Viva Engage (Yammer) communication for the specific hour. Data
processing in a chunk (the whole ZIP file export) is reported when:
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e The download fails, and data processing remains incomplete.

e The download is successful but there has been a column added in the CSV file while no
updates have been made on our side.

e Anaftachment has been added to a file while it is not included in the ZIP file.

When the data processing failure occurs, an output message is constructed. The body of the message
contains the start and end dates (separated with "") of the processing data (chunk). and the failure
type is mentioned as Data Acquisition Failure.

When Mergel starts running next time and is set up o process the failed messages, the messages
(chunks) will be queued to be partially processed (DoPartialProcess for the collector). The body is split
into 2 parts - start and end date, by which a range (chunk) is created to reprocess.

The log file reflects information on generated data in the form of messages, while those messages are
the chunks, which may or may not confain messages.

@’ Note

e In the RingCentral collector, data processing also occurs in ranges, however, when a range
(chunk) is failed. it is not considered a Data Acquisition Failure: The information is only logged.

e In the Workplace from Facebook and Microsoft Teams via Webhooks collectors, the Data
Acquisition Failure report information is generated differently. Specifically, Mergel messages
are generated from the data stream. When a message is not processed for some reasons
(e.g. the message confains a new body type, the attachment is missing, or the participant
list is absent) the data is stored in the Mergel DB as a message with the available data (such
as from, fime, body, subject and more) and the status is specified as Data Acquisition Failure.
In this case, the quantity of Data Acquisition Failure messages is equivalent to the number of
Unprocessed Messages.

e Only the Viva Engage (Yammer) collector has a reprocessing functionality. Before
reprocessing occurs, the failed range (chunk) is deleted from DB. When the range fails again,
the record is created again and stored in DB.

REPORTS B o
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Overview

To view or configure Settings, navigate to the Settings section of the Navigation Pane. Settings and
SMTP Server Settings sections show up.

AR A JOHNSMITH v
SETTINGS SMITP SERVER SETTINGS
DATARASE CONFIGURATION SUTP seaver

CONNECT TO MAIN DATABASE..

AUDIT CONFIGURATION
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CONNECT TO AUDIT DATABASE..
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MESSAGE SETTINGS
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Settings

Database Configuration

1. Click Connect to Database to view the database configuration menu.

SELECT MAIN DATABASE X
5QL CONNECTION ADVANCED CONNECTION PARAMETERS
Server name or IP address
Connection timeout 300 sec
Load balance imeout 0 sec

CONNECT Min pool size 0

Max pool size 100

CONNECT USING Network packet size 8000 bytes

vs Authentication ‘
Asynchronous Processing

SQL Server Authentication
Encrypt
Login Name
v Enlist
v Poaling
Fassword
Replication

Enable Always Encrypted (column encryption)

Select Database

CANGEL “

2. Select an SQL server from the drop-down list or enter one in the same field.

3. Click Connect. The Select Database drop-down becomes active.
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4. When picking Create New from the drop-down list, a prompt appears.

CREATE DATABASE

Database name

CANCEL

CREATE

5. Specify a name for the database and click Create. Select the database from the drop-down
menu.

6. Choose between Windows or SQL Server Authentication and enter the Login Name and Password.

@’ Note

When Windows Authentication is selected, Login Name and Password fields will be
disabled because the credentials during installation will be used.

@‘ Note

Users who wish to specify a custom disk and path on the SQL Server, must perform the
following steps:

1. Create a new empty database in SQL Server.
2. Specify the desired LogFile and DataFile paths.

3. Add a new File group named LargeDataFileGroup.
a. Add anew file named LargeDataFilel to this group, specifying the desired path.
4. Select the newly created database from Mergel Settings GUI and select YES when

prompted to initialize the database.

1. Configure Advanced Connection Parameters by specifying:

Connection timeout
Load balance timeout
Min pool size

Max pool size

Network packet size
Asynchronous processing
Encrypt

Enlist

Pooling

Replication

Enable always encrypted (column encryption)
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2. Once you have carried out all the required steps, click OK. A Success pop-up window with
Database successfully selected info will show up.

3. Click Save Settings, then Yes to re-login Mergel.

Audit Configuration

Audit Database is used to log the activity performed in Mergel GUI, such as logging in, setting up a
collector, running an importer, etc.

To set up the Audit Database:

1. Click Connect to Audit Database and fill in the database information as shown in the Database
Configuration steps.

Note that the Enable option should be checked to record the audit logs in the database.

2. Tocheck the Audit logs in the Reports section, select Audits in the Report Type drop-down list.

Proxy and Authentication Configuration

A proxy server allows the traffic to flow through the proxy server to the address you requested.
To configure the proxy:

. Enable Use a proxy server.

2. Specify Address and Port.

3. Select Proxy type:

None
Socks 4
Socks 5
HTTP

4. If you want fo use credentials of a different user, enable the corresponding checkbox, and enter the
Account and Password.

PROXY AND AUTHENTICATION CONFIGURATION
Use a proxy server
Address Port 3128

Proxy Type ® None
Sacks 4
Sacks 3
HTTP

Use different user credentials
Account

Password
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@’ Note

If your organization uses a proxy server, make sure the address and port information match those
of your browser's proxy settings.

Message Settings

The x-KVSMessageType header is used for e-discovery tasks associated with Arctera Compliance
Accelerator and Discovery Accelerator.

MESSAGE SETTINGS

#| Include %-KVSMessageType' neader

Click SAVE SETTINGS to save the settings for the Mergel Settings.

SMTP Server Settings

SMTP is an internet standard communication protocol for electronic mail tfransmission. When an email is
sent, the SMTP server processes the email, decides which server to send the message to, and relays
the message to that server.

To set up the SMTP Server settings, enter the required information in the following fields:

SMTP Server
Server Emaill
Server Port
Username
Password

If you want to ensure privacy between communicating applications, check TLS required *.

SMTP SERVER SETTINGS

SMTP server
Sender Email  no-reply@mergel.com
Sender Name  Mergel
Server Port 587
Username
Password

TLS required ¢

SAVE SETTINGS

Click SAVE SETTINGS to save the settings for the SMTP Server.

8 Transport Layer Security (TLS) is a cryptographic protocol designed to provide communications security over a computer network.
Mergel is compliant with TLS version 1.3.
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Managing Branding Settings

The Mergel interface look can be changed to make it closer to the corporate colors. The color palette,
as well as the logo, can be changed by clicking Branding Settings in the Navigation Pane.

‘RANDING SETTINGS

A JOHNSWMITH

Your Loga
) Mergel

Choose a theme Build a theme

Default Theme Default Theme

Custom
Default Theme J Your O

ckgroed Gk
@ 153341
ighlighted Tea Col

@ 15324
T Toxt Col

@ 00241
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Overview

Licenses are distributed for Collector and Target types individually. To activate a component or
components, send the Activation Request Code o Arctera Support.

When installing Mergel V7 for the first time, a trial version of Mergel will be installed offering the fully
functional version of the product for 30 days.

LICENSE DETAILS

When upgrading Mergel V6 to Mergel V7, License Activation Key will be required. To see the licensing
info, navigate to the Licensing section of the Navigation Pane.

LICENSING & JOHNSMITH v

License Details

All license information can be found under License Details:

e The License Status can be marked as Valid, or the following status will show up:

License Status: License has been marked as inactive on this computer. Please request Veritas for a new valid License Key.

e Mergel Version. The currently used Mergel version.

e Client ID. The ID generated for you as a client.

e Expiration date/time. The expiration date/time will be specified: it can be permanent or for a
specific date.

e Activation Request Code. The code that is sent to the support team for getting the activation
code.

e Enter Activation Code. The field to enter the requested activation code. Click UPDATE to
activate the license.
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LICENSE DETAILS

“arge Vermon  7.0.2501.603

1oode ZACRSFCT-GEN EFT3-
triatian Code: UPDATE EXPORT TO POF

The following information is included in the license report:

Name

License Count
User Count
License End Date.

Activating License

Licenses are distributed for Sources and Target types individually. To activate a component or
components, send the Activation Request Code o Arctera Support.

If you fail to see License Status marked as Valid contact the Arctera Support team to activate the
license.

@‘ Note

If you go over the limit of the license of the API-based collectors, Bloomberg, LSEG (Refinitiv), a
warning message will be generated in the logs. Contact the support team for a new license.

Exporting to PDF

To have the details of the license page in a PDF file click EXPORT TO PDF and Mergel license info will be
downloaded to your local PC.

LICENSING e @  Ucunse Infoupdt o

W Engaze
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Managing API Clients
The sub-section represents how the apps can be added, edited, and deleted.

CLIENT APPLICATIONS

Below are dient applications that have access to the Merge1 APl

ADD APPLICATION

A JOHNSMITH ~

API CLIENT API CLIENT

Name: SampleApp1 Name: SampleApp2

Role: Agent Manager Role: Agent Manager

Application ID: — - - — Application 1D: — . ————

Adding a New Application

1. Go to the API Clients section of the Navigation Pane.

2. Click Add Application and a pop-up window will open.

ADD APPLICATION

Name  Enter an application name

Role Agent Manager

3. Specify a name (maximum 64 characters in length).
4. Select the Agent Manager role.
5. Click Add and a new card will be added to the page.

CLIENT APPLICATIONS A JOHNSMITH ~

Merge AP
API CLIENT API CLIENT
Name: SampleApp1 Name: SampleApp2
Role: Agent Manager Role: Agent Manager
Application 1D: -— - - Application ID; -— - ———
API CLIENT
Name: SampleApp3
Role: Agent Manager
Application ID: - - - —

The application consists of the following fields:

e Name. The application name is specified.
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e Role. The level of accessibility is specified.

e Application ID. Application ID is presented. The user can copy the ID by clicking the copy
button.

Editing an Application

1. Click Edit on the card and a popup will open to edit the application info.

API CLIENT D

Mame SampleAppl

Role Agent Manager

2. Modify the Name and click Save.

EDIT APPLICATION X

Name  SampleApp!

Role ¥ Apent Manager

Deleting an Application

1. Click Delete at the top right corner of the application.

API CLIENT [:]

Name: SampleApp1
Role: Agent Manager
Application ID:

2. Click Yes if you want to proceed or No to cancel the deletion.
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Managing Secrets

1. Click Go to Secrets on the application card's bottom corner.

CLIENT APPLICATIONS

Below are client applications that have access 1o the Merge: AP,

ADD APPLICATION

A JOHNSMITH ~

APICLIENT API CLIENT
Name: SampleApp1 Hame: SampleApp2
Role Agent Manager Role: Agent Manager

Apptication 1D

APICLIENT
Name: sampleApp3
Role: Agent Manager

Go to Secrets >

2. Add a Secret or a JSON web key to pass an OAuth authentication (see Configuring an Agent via
agentConfiguratorGUI.exe for using the Secret).

IS > SAMPLEAPPS JOHN SMITH

NEW SECRET 1SN WEB KEY

Adding a Secret

To add a secret:

. Click New Secret.

NT APPLICATIONS > SAMPLEAPPS

NEW SECRET JSONWEB KEY.

cripic samplesecret]

A jomn s

IENT SECRET

lens secre

pires 31025

2. In the opened pop-up window, enfer a Description (maximum 500 characters in length) for the
secret.

ADD CLIENT SECRET X
* Copy the client secret after this step, it is only revealed ance.
Description  Enter a description for this client secret

Expires 3 months !
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3. Select an expiration period from the drop-down list. Available periods:
Recommended: 6 months
3 months
12 months
18 months

24 months
Custom

@‘ Note

The specified expiration period is used to invalidate the secret.

ADD CLIENT SECRET

client secret after this step, it is only revealed once.

Description

Expires 3 months

Recommended: & months

If Custom is selected, the Expiration Date picker will be shown below with the current system date.
Select a date.

ADD CLIENT SECRET

Description

Expires

Expiration Date

4. After filling in the required fields, click Add and a new card will be added to the page.
The secret card consists of the following fields:

Description. The description of the secret is specified.

e Client secret. The client secret is specified.
The Client secret will be shown only when creating the secret. It should be copied using the
Copy button and saved in a secure location for later usage.
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e Expires. The expiration date will be specified. And if Custom is selected, the user can manually
set the date using Calendar.

@’ Note

o All secrets are immutable (not editable). Once generated, it will be active until the
expiration date.

e Shared Secrets are stored in the database in a hashed format; hence the system
can/will show it in a plain text mode only at the generation time.

Deleting a Secret

1. Click Delete at the top right corner of the secret card.

CLIENT SECRET E]

Description: SampleSecret1
Client secret.

Expires: 3/11/2025

2. Click Yes if you want to proceed or No to cancel the deletion.

Managing JSON Web Keys
Adding a JSON Web Key

To add a JWK public key:
1. Click JSON Web Key.

> SAMPLEAPPS o v

CLIENT SECRET
Sampletey?

Mewer

2. In the opened pop-up window, enter a Display Name (maximum 500 characters in length) for the
public key and provide a JWK Public Key (maximum 4000 characters in length).
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ADD PUBLIC KEY

Display Name

IWKPublic Key  Enter a RSA public key in PEM text file format

3. After filling in the required fields click Add and a new card will be added to the page.
The JWK public key card consists of the following fields:

e Name. The JWK public key name is specified.
e Expires. The expiration date will be specified.

@' Note

JWK public keys do not have an expiration period. They are valid until they are deleted from
the system.

Deleting a JSON Web Key

1. Click Delete at the top right corner of the JSON web key card.

CLIENT SECRET

Mame: sampleKey1

Expires MNever

2. Click Yes if you want to proceed or No to cancel the deletion.

@‘ Note

JWK Public Keys do not have an expiration period. They are valid until the User deletes them
from the system.
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Overview
The Agent Pool is a virtual/logical container for one or multiple agents.

The agent is the component that executes jobs. When a job execution request is queued, the Agent
manager selects an agent from the pool and sends the job request to the agent. For an agent to get
selected by the manager, it must meet certain conditions:

e [t must be on the same version of Mergel Web Service.
e |t must be online and enabled.
e |t must be idle or have the capacity® to execute a job.

@’ Note

Each agent must be registered by the user in Merge1 Web and Agent Pool. All jobs are assigned to

the default agent pool.

Managing Agent Pools
This section represents how agent pools can be managed.

AGENT POOLS ‘ JOHN SMITH v

P Below are Agent Poals available for running Importers.
=0

&) Mergel
NAME AGENT COUNT ACTIONS

Default Agent Pool 1

oBg  AGENTPOOLS

In the Agent Pools section of the Navigation Pane, the following information is available:

e Name: The name of the Agent Pool.
e Agent Count: The count of the agents in the pool.

Note that an Agent Pool cannot be added. Only the Default Agent Pool is available for managing
agents.

% The capacity is set by the user during the agent registration.
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Managing Agents

This section represents how agents are configured - registered, started, edited, and
deleted/unregistered.

Configuring an Agent via agentConfiguratorGUI . exe

An Agent can be configured - registered, run, reset to its initial state, or unregistered via the Agent
Configurator GUI. Here you can also start or stop Windows Service, get information on the registration
status of the Agent, get help on a specific commmand, and more.

To register an Agent:

1

Openthe C:\Program Files\Arctera Inc\Mergel Agent folder.

2. Double-click the agentConfiguratorGUI.exe file. The Agent Wizard will open.

3. Onthe top left corner drop-down menu, select register and fill out the following information:
e Mergel URL: Specify the Mergel instance URL.
e Client Id: Specify the application ID of the created application in API Clients.
e Secret: Specify the secret of the above-used application copied and saved priorly.
e Agent Name: Specify the Agent name.
e Pool Name: Specify the Agent Pool name. By default, the name is Default Agent Pool.
e Capacity: Specify the maximum capacity of parallel jobs that an Agent should execute. The
default value is set to 10.
e No SSL Verify: Enable the checkbox to skip SSL validation both for the configurator and the
Agent. Otherwise, keep it disabled.
e Service Username: Specify Windows Service log on account username.
e Service Password: Specify Windows Service log on account password.
e Auto Start: Disable the checkbox to turn off Windows Service automatic start behavior.
Otherwise, keep it enabled.
i1 Agent Wizard - o X
fegster = Registers the Agent with a Merge instance
NoSsL ety
Auto Start
Dvlsul:‘Agen! Pool
10
4. Click Run.

The Agent Configurator also includes the following configuration options:
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e Unregister: Unregisters the Agent from the Mergel instance and cleans up the Agent's local
state.

Cleanup: Cleans up the Agent's local state: The Agent will reset to its initial state.

Status: Prints the registration status of the Agent.

Stop Service: Stops the Windows service if it exists.

Start Service: Starts the Windows service if it exists.

Help: Displays more information on a specific command.

Note that each command can be configured by typing the relevant script in the Command and
Arguments field and clicking Run.

Registering an Agent via PowerShell

1. Open the Mergel Agent folder from C:\Program Files\Arctera Inc folderin Windows
PowerShell as an administrator.

2. InPowerShell, type the following command to unblock the possible blocked files:
dir -Path ./ -Recurse | Unblock-File
3. Use the following command to register an Agent:

./agentConfigurator.exe register -u "<Portal>" -i "<ApplicationID>"
-s"<ClientSecret>" -a "<AgentName>"

4. Make sure to set the following variables in the command:

4.1. -u "<Portal>":The Mergel instance URL. You can find it in

</Mergel installation directory/Arctera Inc\Mergel 7.0 >.7

4.2. -i "<ApplicationID>":The application ID of the created application in API Clients (see
Adding a New Application).

43 -s "<ClientSecret>":The secret of the above-used application was copied and saved
priorly (see Adding a Secret).

44 -a "<AgentName>": An agent name.

45. -c <capacity>: Defines the maximum capacity of parallel jobs that an Agent should
execute.

46. -p <PoolName>: Specifies the name of the pool under which the agent should be registered.

47. --serviceUsername: Windows Service logs on account username.
48 --servicePassword: Windows Service log-on account password.
49. --autostart: Windows Service start behavior.

410. --ss1NoVerify: Uses this command to skip SSL validation both for the configurator and the
agent.

7 In case of Mergel version 6.0, the path willbe C: \Program Files\Globanet Consulting Services\Mergel 6.0\.
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Starting an Agent

A windows service will be created after registration. An Agent will be started/stopped using the
Services app.

Services

File Action View Help
‘= 3 7] [ T

Services (Local) Services (Local)
Merge1 Agent ‘Agent4S678

art the senvice
Wlector Service
En ser..
Manages Ap Disabled
hEdgeElovationService) Keaps Migra
te) .
Al Tasks fem
Running
Refresh unning
Properties Disabled

Running  Automatic
Manual (Trigg..
Manual (Trigg.

Local Authority Manual

form Processor Manual
Running  Automatic

Shadow Copy Provider Manual

MP Manual

Running  Manual
Manual

Extended A Standard /

Start service Merge? Agent "Agent4S678 on Local Computer

To open the Services app, click Windows Start, and type services.

Managing Agents on the Mergel GUI
1. Go to Mergel = Agent Pools.
2. Click Default Agent Pool and the Agent Pool details page will open.

> DEFAULT AGENT POOL A JOHNSMITH ~

Eelow are the Agenis availzble in this Agent Paal

NAME CAPACITY RUNNING JOBS VERSION DATABASE VERSION STATUS ACTIONS

v agenti2 20 0 7.0.2412.12028 7027 & ofine A o O

It consists of the following columns:

e Name: The name of the Agent.
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Capacity: The maximum number of parallel jobs that the Agent should execute.
Running Job: The number of ongoing jobs that the Agent is executing.
Version: The Agent version.
Database Version: Mergel database version.
Status: The status of the Agent:
o Online: The Agent is up and can receive commands.
o Offline: The Agent is down and cannot receive commands.
Actions:
o Edit: The Agent name and capacity can be edited.

EDIT AGENT

Name agenti2

Capacity 20

Move: The Agent can be moved to another pool. ™*

Delete: See Deleting/Unregistering an Agent.

Agent Diagnostics: See Viewing Diagnostic Data.

Enable/Disable: The agent can be enabled or disabled.

Note that when an Agent is online, but it is disabled, it will not run a job.

O O O O

3. Click the expand button left to the Agent name to see the following additional information:

AgentLogPath: Shows the logs folder path of an Agent. This is a full path that can be found in
the Agent server.

CPUCount: Shows the available resources on an Agent server. This is the number of logical
processors of the CPU installed on the Agent server.

InstalledMemoryDB: Shows the actual memory available for an Agent job.
ProcessorLogPath: Shows the logs folder path of a Processor. This is a full path that can be
found in the Agent server.

B joENsaTH v

¥ JLS > DEFAULT AGENT POOL
st o tha Agees Pss

NAME CAPACITY RUNNING JOBS VERSION DATABASE VERSION STATUS ACTIONS

PR T Y )

PR
PR

"' Not applicable for on-prem users.
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Deleting/Unregistering an Agent

An Agent can be deleted/unregistered by:

Deleting an Agent from the Agents grid.

1. Go to Agent Pools > Default Agent Pool.

2. Click the delete button under Actions and the Agent will be deleted.
Unregister an Agent using a command line.

Use the following command to unregister the Agent:

./agentConfigurator.exe unregister

Unregister an Agent through the Agent Configurator. See Configuring an Agent via
agentConfiguratorGUI. exe.

Viewing Diagnostic Data

To see the diagnostic data, click the info icon and a pop-up will open with the following information:

Agent PID

Agent CPU Usage

Agent Memory Usage
Agent Peak Memory Usage
VM CPU Usage

VM Memory Usage

VM Available Memory
Total Processors CPU

Total Processors Memory
Total Processors Threads

DIAGNOSTIC DATA X

Agent PID 8456
Agent CPU Usage 0%
Agent Memory Usage  152.7 MB
Agent Peak Memory Usage 112 MB
VM CPU Usage 559
VM Memory Usage 4GB
VM Awvailable Memory 0.73GB
Total Processors CPU 0%
Total Processors Memory 0 MB

Total Processors Threads 0
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Overview

This Job Monitoring section allows Mergel admins to monitor import jobs with their job executions.

108 MONITORING im0

@ Merge!
a e

’g
i
i
E
i

FEFFFFEFFEFFEFFFE
AlAARARARASA .3|!

-X-N-R-N-N-N-N-N-N-R-N-N-

SUCCRCRCTRCR

Monitoring Job Executions

Each job execution contains the following information:

e Importer ID: Displays the unique identifier for the importer. Use the copy button to easily copy
the ID when needed.
e Scheduler:

o Status On/Off: Displays whether the scheduler is turned On or Off. In addition to
monitoring job execution statuses, this setting allows jobs to be scheduled or
unscheduled. When toggled, a confirmation pop-up will appear to confirm scheduling
or unscheduling of the importer.

For more information on the Scheduler action button, see Running an Importer.

CONFRM

Do you really want to Enable Scheduler?

o See Schedule Info: Displays a preview of the Import Job Schedule when the calendar
icon is clicked.

e Status: Indicates the current state of a job - Idle, Queued, Running, or Stopping. This field is
used to monitor job execution. Additionally, jolbs can be enqueued or cancelled as needed.
Changing the job status triggers a pop-up window for confirmation of the enqueueing or
cancellation.

For more information on the start import button, see Running an Importer.
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CONFIRM

Do you really want to Enqueue Importer?

Last Status Change: Displays the date and time when the job's status was last updated.
Last Run: Shows the date and time of the job's most recent execution.
Actions:

o Change Agent Pool: Allows the user to modify the assigned Agent Pool for a specific
Import Job. For more details, see Changing an Agent Pool.

o Importer Details: Displays the following importer information when clicking the button:

= Importer name
= Collector type
=  Targets

= Filters

Click the arrow button left to the Importer ID to see the following additional information:

Executions

The Executions fab represents the historical and operational metadata of each job execution.

Status: Displays the current job status. Possible values include Pending, SentToAgent,
AgentAccepted, or Finished.
Start Date: Shows the date and fime when the job was initially triggered.
Last Heartbeat Date: Indicates the date and time of the agent's latest heartbeat signal.
Duration: Displays the total runtime duration of the job execution.
Result: Displays the job completion outcome and an associated error message for each
execution, if applicable:

o A green success icon indicates the job completed successfully.

o Anamber warning icon highlights the presence of warnings that may require attention.
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o Ared error icon signifies that the job finished with errors or failures.
o Ared stop icon indicates the job was manually stopped by the user.

Q- Tip

Hovering over the icons reveals additional information.

Run Attempts: Indicates how many times the job has been attempted.
Trigger: Specifies how the job was initiated - either Manually by a user or via the Scheduler.
Agent: Displays the Agent name if available; otherwise, shows the Agent ID.

\..

Q" Tip

When copying this value, the Agent ID will be copied - even if an Agent name is displayed.

Diagnostics: Provides system-level diagnostic datfa related to the job. For additional insights,
see Viewing Diagnostic Data.

IMPGATES 1O SCHRDULER STATUS LAST STATUSS CHANGE LAST RN ACTIONS

s START DATE LAST MEARTBEATOATE  DURATION AT LN ATTEMPTS THAGGER AgoNT BAAGNOETS

Information

The Information tab represents the real-tfime progress of the ongoing job execution.

Job ID: Displays the unique identifier assigned to the job.

Agent Pool: Displays the Agent Pool from which the assigned agent originates.
Configured: Displays whether the importer has been successfully configured.
Created: Displays the date and time when the job was created.

Updated: Displays the date and time when the job was last updated.
Progress: Displays the job's progress (if progress tracking is supported).

507



Changing an Agent Pool

To change the assigned Agent pool for each Import job:

Filtering
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JOB MONITORING
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1. Click the change agent pool button for an importer and select a new Agent pool from the Agent

Pool drop-down list on the opened pop-up window.

2. Click Save Changes.

Viewing Diagnostic Data

To see the diagnostic report, click See Diagnostics, and a pop-up will open with the following
information:

Processor PID
CPU Usage
Memory Usage

Peak Memory Usage

Threads Count

508



Mergel | User Guide
JOB MONITORING

Filtering Importer Jobs

The Filtering option allows filtering out the list of records from the sub-section.

JOB MONITORING P
Filtering
i . Times azrayes b (UTEHOB001 Duistin, Binburgh, Lisbon, Lenden [GMT Standard Time)

rORTI 1O seuEouLE satus LAST STATUS CHANGE LasT RUN acTions

18407 TR £026 ML I IR [ QF-] ° Lt 034 12000 L+ R
2 X [ = 4 12500 + B
€ = O o -
o o s . m
= 15 0 - L B
i © Q0 - &« B
an 8 ° s L+ B
wi) @ 0 =« 4 M

You can also search for a specific job by typing the ID or the name of the importer.
Times Toepinyas  (UTC-08,08) Dudie, Edinivargh, Licham, Lo (M Saantard Toma

scneouLer. status LAST STATUS EMANGE LasT rum AcTions.
[ ON:] o s 9004 VI000E T L B
= W= 0 + B

Oty S S Sk 7 W ° ot + ®

PR L P TR P @ 0 « 2 B
0" ! S0t} Fab 3 AW D I sl M [ L B

By selecting the importer from the drop-down list, only the importer with its job executions will be
displayed.

Browsing Importer Jobs

This sub-section has the pagination option. This means that it is enabled with the possibility of splitting
the list of records in the sub-section into pages for paged navigation.
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Setting the Number of Entries per Page

By default, each sub-section is set to display twenty entries per page to ensure fast page loading.
However, you can define to view a lower/greater number of entries per page.

JOB MONITORING

oo it o et

A joHNSMITH

Filtering
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Creating a Certificate (Private and Public Keys)

For private key:
1.

Go to the Start menu & click Administrative Tools > Internet Information Services (1IS) Manager.

2. Click the server's name in the Connections column on the left and double-click Server Certificates.

T B

-,
@ \', %] » WEEDEVOL »

Fie  View Help

Lonnectiom

U‘f WEBDEV_01 Home

a3 WEBDEY 01 (Wekdev 1\ Steven)

[E

Filter: o Show A o Area
&} Appication Posts e
@ s s £ @ e 9 7@ N
W NV MTGms MU 6TTem Appheatin Comcton Machnetiy
utherizn Compistion  Page  Globakestion  Levek Srtings
& -
L & ]
Pageiand  Browian Seson st ST Lmad
Controts.
B
e ER io# &
f e ' o . & -
Authestic.. Compeession  Defeall  Duwectory  Evorfages  Mundier TP Baitand
(o o torpiops _toigan_CGifeimn
¢ B = M =
BAMRRens  loggeg MIMETypes  Moduer  Cutpur LR, Rewrze
Cathng Renng Cotdremten
aty
s
Procesves.
Mansgomost
Confuurat..  Festare Shared
Edtor  Delegation Configerst
" Features View tee Vigw:

3. Click Create Self-Signed Certificate in the Actions column on the right.

T} Dotesnet brrmsaton Services (15} Wiaages

a\__., %] » WEBDEVSL »

O

FEEIC
o @ server Certificates ——
45 WEBDEV 01 (Webde B0\ Steves) U thi st 8 st s snanage evtificates that e W sarves e i ith W it confgrured fou S5
-] g’:”‘: e e s Epinion o
oI:
Type any meaningful name and then click OK to proceed.
rCrﬂl: Self-Signed Certificate @ﬂ‘

Specify Friendly Name

ol

Specify a file name for the certificate request. This information can be sent to a certificate authority for
signing:

Specify 2 friendly name for the certificate:

Click OK. Once that is complete, you should now see the SSL in the list of Self-Signed certificates.

Now, you have IIS Self-Signed Certificate with 1 year validation.
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% Server Centificates

m Creste Cedacate Request

e Cortiicate Reguarit.

Pae Eined Te. Erwaed By Expiration Dabt
Iocathsstul Wb 08 Webies 01 0201700

i Castficate

Creste Se¥-Signed Certificate.

ks Hip
6. Right-click on that certificate and click Export.
"y ntemet information Sevices I5) Manager o p—
& & wrevomnsReF » e
File View Help
q Server Certificates _
7R vtcton s e T —
> 1) Sites Filter - 65 - (Gh Showall | Grsp by No Grouping fcate Request
Name Issued To Issued By Create in Cortfcate..
fe5b264-255-40c5-9T0d-Ba..  MS-Organization-P2P-Access [2021] Create Self-Signed Certiicate
6 oy e g Eapon
[ iwon . e PO
Creste Cerificate Request... Enabie Automatic Rebind of
Complete Cenificate Request. Kirrsind Tl et S
= ® o
(Create Domain Certificate..
Create Seif-Signed Certificate...
C=—————)
X Remers
Enable Automatic Rebind of Renewed Cenificate
. (@ hep »
o | [EFersvien i Contert Ve
Ready -

7. Specify the path, type the password, confirm the password, and click OK. Now, you have exported
the Private key.

& o format Man
@5 & wesMOTESPOF »
Fie View Help
- q Server Certificates
~ %5 WREMOTE1XSPQF "
2 Apphication Pools e thicfasura o request o Contincate T %
>l Stes Fiter: -
Hisa gt . Ecpination Date ¢
[ = 1] 10//2021 105438 ¢
AR 1AM .
IS Express Development Cert]  Password: V212026460000 . 4
Cenfirm password:
\ ]
oK Concel
2 >
G >| [ElFestures View i Content View
b !

For private key:
1. Launch Microsoft Management Console. Press Win+R, type mmc.exe and click OK.

2. Click File and select the Add/Remove Snap-in option.

[ Consaie] - [Console Root] - u] x
@ File Ation View Fovorites Window Help - N
- New anen .

= Open. a0

- e

There are ne items 1o show in this view
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3. Click Certificates in the list of Available snap-ins and then click Add.

a
& File Acion View Fovodtes Wi =

Add or Remove Snap-ins. x
LN - &

‘You can sekect snap-ins for this console from those: avelable on your computer and configure the selected set of snagrins. For exiensbie

1 Comsole Root snap-ns, you can configure which exensons are enabied. Actions
v snap-s: Selected snap-ins: Mp—.ﬁ;
Snaon Vendor ~| 1 conscie Roct e Exensions... Mokt ¥
| atve Coneel Microsoh Corp.
Kerhoreation Manages  Merasof Corp. i
Merosoh Corp
5, Component Servces  Mcrosoft Corp. T
F comouter Managem... Merosoht Cor.
A Device Manager Microsoft Carp. Move Oown
% Dk Management Maresolt and Add
[l Evert viewer Micrasoft Corp.
Folder Mirasolt Corp.
Group Py Object . Mrosot Corp
€y intermet Informaton . Mcrasoft Corp.
R ntermes Informston . Mcrosot Cor.
1P SecurtyMontsr  Merasot Corp.
IP Securky Poicy Ma..  Mirosoft Corp. Advarced...
Descripton:
e G o foursef, a servce, or 8 compuer.

[ ] o

4. Select Computer account and click Next.

B
& Fle Adion View Favodtes  Win y - &%
% @ s Bm Cortficatas sap-in w
[T | s For exteraie
Tha s il aheasn manage caticate . e =
e SatEensens More Actions »
Fs—
& Computer account i
Mo Up
Mo Do
Sevanced..
<Baan N> Cancl
yoursel, 8 serice, or 3 campurer
o Cancel
1 |
5. Choose Local Computer and click Finish.
H
W File Action View Favorites Win - & X
o m = BHm Soloct Computar x
| Console Root | RO SLRIRES
Selctthe complte you wank hi st 1 manage o
This snapn il s manage:
# Local compuimr (e compuees the oo s g on Lo i h
1 ncihes computer o Lo
e e i s iy
l e Doar.
acanced.
conx [ Fean Cancel
o1 voursel,  servce, o  computer.
[ Cancel
1

6. Click OK to add the certificate snap-in and get back to console.
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13.  Click Finish and now you have the Public key.
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@‘ Note

CNG certificates are not supported.

References
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