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Introduction

Executive summary

An isolated recovery environment provides an air gap solution between the production environment and a copy of the
protected data. The air gap restricts network access to the protected data except during the timeframe when data
replication occurs. When this solution is combined with Veritas anomaly detection, malware scanning, and recovery

capabilities, it provides the best protection against ransomware and malware.

@ Powered by NetBackup

Production Domain Isolated Recovery Environment

0%

vmware / Flexible recovery
to cloud/data center

== Mol -~ ORACLE AIR
z T — | -y —
p— S0l server

;u‘;;E @ A V5D GAP Encrypted

kubernetes Any NetBackup WORM storage
server on Flex Appliance
) RedHat  gm
A v detection / Air-Gapped
Q, Anemaly detection autside of A Encrypted WORM storage
malware scan replication
Real-time anomaly Data isolation using Data integrity with multi- Recover at scale to last
detection after backup an operable air gap tenant WORM storage known good state

Target audience

This document is targeted at customers who are interested in learning more about Flex IRE and how to implement it.

Why IRE

When ransomware attacks, infrastructure network segmentation plays a critical role in limiting the blast radius.
Organizations can minimize ransom demands by using encryption and creating a stringent security perimeter. In addition,
they need to isolate, analyze, and preserve a copy of data to ensure business continuity. An isolated recovery
environment (IRE) enables organizations to meet these needs and satisfy strict regulatory and retention requirements.
Veritas customers can easily deploy an IRE using their existing Veritas NetBackup infrastructure as part of a multi-layered
resiliency strategy.

Flex IRE lets you determine the Service Lifecycle Policy (SLP) windows and configure the air-gapped schedule for

maximum protection.
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IRE requirements

To deploy Flex IRE, you need a production NetBackup environment and a target Flex IRE.
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The following versions have been tested and are supported for this solution:
e NetBackup 10.0
e WORM storage server 16.0
e Flex Appliance 2.1

Before you begin, download the following files from the Veritas Download Center:
o Flex Appliance hotfix VRTSflex-HF3-2.1.0-0.x86_64.rpm for the Flex Appliance in the IRE
e WORM storage server application 16.0
e NetBackup EEB VRTSflex-msdp_EEB_ET4067891-16.0-3.x86_64.rpm for the WORM storage server application
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IRE deployment

The production environment does not require any additional steps for this solution. On the Flex IRE domain, perform the
following steps:

1. From the Flex Appliance Console, navigate to the Repository > Appliance updates page and add the Flex
Appliance hotfix to the repository. Click Update to install the hotfix.
For more detailed instructions, see the section "Updating Flex Appliance" in the Flex Appliance Getting Started
and Administration Guide. Note that the hotfix does not support rollback.

@ Veritas™ Flex Appliance Console A & 2?2 @

¥

Repository

Applications Application add-ons Applianc:

To install a different update package, remove this package

Package details

Name VRTSflex-HF3-2.1.0-0.x86_64.rpm
Type Update @

New version 210

B H 00 o2

Release notes Link to release notes

Description This update installs required files to support airgap solution

Select node

Hostname Current version Estimated time Restart required Node status
® netl16-host26 21 5m No @ Online

Note: Veritas recommends that all nodes be on the same version.

Update

2. Navigate to the Repository > Application add-ons page and add the NetBackup EEB to the repository.

@ Veritas™ Flex Appliance Console ‘9 & ? @
Repository

& System topology Before you can add application add-ons to the repository, you must first download them from the Downloads page on the Veritas Support website. Only add files that have been downloaded from or

provided by Veritas.
G Activity Monitor

&, Add Image Q
Repository
& Tenants Name Type Version Revision Application Image Details ®
488 User management eeb-4067891 NetBackup ISS EEB 16.0 3 USS:16.0
A% Network interfaces 1-10f1 Isolated Recovery Environment (IRE) for WORM storage server

application

3. If you do not already have one, create a WORM storage server 16.0 application instance. For more details, see
the section “Creating a NetBackup WORM storage server instance” in the NetBackup 10.0 Application Guide for
Flex Appliance.
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4. From the System topology page, navigate to the Application instances section. Stop the instance and then
click Manage > Install and order add-ons to install the EEB on the instance. For more detailed instructions, see
the section “Installing application add-ons” in the Flex Appliance Getting Started and Administration Guide.

(%) Veritas™ Flex Appliance Console € s 0
« & System topology / net116-host30 / Install add-ons
Home
o Install add-ons X
45 System topology Available add-ons
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A% Network interfaces
Isolated Recovery Environment (IRE) for WORM storage server application

After the NetBackup deployment is ready on both the production and the IRE domain, configure Auto Image Replication
from the production domain to the IRE domain. Refer to the chapter “Configuring replication” in the “Veritas NetBackup
Administrator's Guide, Volume |I.” Choose the WORM storage server instance as the target storage unit.

IRE operation

Determining the SLP window

Before you can configure the air gap schedule, you need to determine the schedule that is required to perform normal
replication from the production site to the IRE site. To determine the schedule, log in to the WORM storage server shell

and run the setting ire-network-control show-slp-windows command. This command generates a report

about the SLP windows from the primary server to the WORM instance.

Usage of the command is as follows:

[msdp-16.0] ire-msdp > setting ire-network-control show-slp-windows
production_primary_server=<examplePrimary.domain.com>
production_primary_server_username=<prodUsername> ire_primary_server=<exampleIREPrimary.domain.com>

ire_primary_server_username=<ireUsername>
Where:

e <examplePrimary.domain.com> is the fully qualified domain name (FQDN) of the primary server in your
production environment.
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e <prodUsername> is the username of a NetBackup user with permission to list SLPs and SLP windows in the
production environment.

o <examplelREPrimary.domain.com> is the FQDN of the primary server in the IRE. Use the same hosthame that
you used for the target primary server when you configured the SLPs in the production environment.

e <ireUsername> is the username of a NetBackup user with permission to list the SLPs and storage units in the IRE
environment.

The following is an example output of the command:

[msdp-16.0] ire-msdp > setting ire-network-control show-slp-windows
production_primary_server=examplePrimary.domain.com production_primary_server_username=appadmin

ire_primary_server=exampleIREPrimary.domain.com ire_primary_server_username=appadmin
Password for production (appadmin):
Password for IRE (appadmin):

Production primary server: examplePrimary.domain.com
IRE primary server: exampleIREPrimary.domain.com
MSDP server: ire-msdp.domain.com

3k 3k 3k 3k 3k 3k >k 3k 3k 3k >k 3k 3k 3k 5k 3k 3k 5k %k 3k 3k 3k k >k %k k k%

NOTE: All start times are in production primary server's timezone.

EveryDayAtNoon:
SLPs: SLP1
Sunday start: 12:00:00 duration: ©0:59:59
Monday start: 12:00:00 duration: 00:59:59

Tuesday start: 12:00:00 duration: ©0:59:59
Wednesday start: 12:00:00 duration: ©0:59:59
Thursday start: 12:00:00 duration: ©0:59:59
Friday start: 12:00:00 duration: 00:59:59
Saturday start: 12:00:00 duration: ©0:59:59

WeeklyWindow:
SLPs: SLP2
Sunday start: 10:00:00 duration: ©1:59:59
Monday NONE

Tuesday NONE
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Wednesday NONE
Thursday  NONE
Friday NONE
Saturday start: 10:00:00 duration: ©1:59:59

This example shows two SLP windows:

e A daily window for one hour starting at noon
¢ A weekly window for 2 hours from 10:00 A.M. to hoon

In this example, a daily schedule from 10:00 A.M. to 1:00 P.M. can accommodate both SLP windows.
Based on the output for your environment, determine your required schedule and take note of it.

Note: The start times in the output of this command are in the production primary server’s time zone. If the production and
IRE environments are in different time zones, make sure that you adjust the start times accordingly before you set the air
gap schedule.

Note: If an SLP window is greater than 24 hours, show-slp-windows may display the duration incorrectly. Environments

that have SLP windows greater than 24 hours are not candidates for IRE, as the network would always be open.

Configuring allowed IP addresses and subnets

The air gap schedule determines the timeframe that the network is available for replication from the production site.
Outside of this timeframe, all network access to the Flex appliance is disabled except for any specific IP addresses or
subnets, as defined by the IRE admin. To configure the allowed IP addresses and subnets, use the setting ire-

network-control allow-subnets command in the WORM storage server shell.

Note: The IRE primary server, the IRE media servers, and the DNS server for the IRE environment must be included in

the allowed list. If all of these servers are in the same subnet, only the subnet is required to be in the allowed list.
Usage of the command is as follows:

[msdp-16.0] ire-msdp > setting ire-network-control

show-allows Show allowed subnets and devices for the IRE network

show-slp-windows Show SLP windows from the primary server to this WORM server
external-network-open Manually open the external network

set-schedule Set the IRE schedule with a specific window for the network to be open
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allow-subnets Specify allowed subnets for the IRE network
delete-schedule Delete the IRE schedule so that the network is always open
show-schedule Show the configured IRE schedule

resume-schedule Resume the IRE schedule

external-network-status Show whether the external network is open or closed

Use the following commands to configure the allowed IP addresses and subnets:

To list the allowed IP addresses and subnets:
[msdp-16.0] ire-msdp > setting ire-network-control show-allows

No subnets are allowed.

To add specific IP addresses and subnets to the allowed list:

[msdp-16.0] ire-msdp > setting ire-network-control allow-subnets subnets=<CIDR subnet or IP addresses>

For example:
[msdp-16.0] ire-msdp > setting ire-network-control allow-subnets subnets=10.80.120.208,10.84.48.0/20
[msdp-16.0] ire-msdp > setting ire-network-control show-allows
The following subnets are allowed to connect even when the external network is closed:
'10.80.120.208,10.84.48.0/20".
To remove IP addresses and subnets from the allowed list:
[msdp-16.0] ire-msdp > setting ire-network-control allow-subnets subnets=,
[msdp-16.0] ire-msdp > setting ire-network-control show-allows

No subnets are allowed.

Setting the air gap schedule

Once you have noted the SLP windows and configured the allowed IP addresses and subnets, you can set the air gap
schedule. To set the air gap schedule, use the setting ire-network-control set-schedule command inthe

WORM storage server shell.
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Refer to the previous section “Configuring allowed IP addresses and subnets” for the complete command usage.

Note: For the Flex Appliance 2.1 release, a daily schedule is required. When you set the schedule, the time zone is the
time zone of the IRE primary server.

Use the following commands to set the air gap schedule:

To show the current schedule:
[msdp-16.0] ire-msdp > setting ire-network-control show-schedule
Current time is Fri Feb 25 01:16:18 2022

No schedule is configured

To set a schedule with a specific start time and duration:

[msdp-16.0] ire-msdp > setting ire-network-control set-schedule start_time=<time>

duration=<duration>

For example:
[msdp-16.0] ire-msdp > setting ire-network-control set-schedule start_time=16:00:00
duration=02:00:00
[msdp-16.0] ire-msdp > setting ire-network-control show-schedule
Current time is Fri Feb 25 01:17:36 2022
External network is configured to be open at 16:00:00 every day. The duration is 02:00:00
To stop the schedule:
[msdp-16.0] ire-msdp > setting ire-network-control delete-schedule
[msdp-16.0] ire-msdp > setting ire-network-control show-schedule
Current time is Fri Feb 25 01:16:18 2022
No schedule is configured.
To show the current network status and check whether the external network is open or closed:

[msdp-16.0] ire-msdp > setting ire-network-control external-network-status

External network is closed.
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To manually open the external network:
[msdp-16.0] ire-msdp > setting ire-network-control external-network-open
[msdp-16.0] ire-msdp > setting ire-network-control external-network-status

External network has been manually opened by the administrator

To manually close the external network and resume the IRE schedule:
[msdp-16.0] ire-msdp > setting ire-network-control resume-schedule

[msdp-16.0] ire-msdp > setting ire-network-control external-network-status
External network is closed.

Note: The SLP replication window on the production domain must be configured to be open at the same time as the IRE

schedule.

About Veritas

Veritas Technologies is a global leader in data protection and availability. Over 80,000 customers— including 87 percent of the Fortune Global 500—rely
on us to abstract IT complexity and simplify data management. The Veritas Enterprise Data Services Platform automates the protection and orchestrates
the recovery of data everywhere it lives, ensures 24/7 availability of business-critical applications, and provides enterprises with the insights they need to
comply with evolving data regulations. With a reputation for reliability at scale and a deployment model to fit any need, Veritas Enterprise Data Services
Platform supports more than 800 different data sources, over 100 different operating systems, more than 1,400 storage targets, and more than 60
different cloud platforms. Learn more at www.veritas.com. Follow us on Twitter at @veritastechllc.

2625 Augustine Drive, Santa Clara, CA 95054 For specific country offices -
+1 (866) 837 4827 and contact numbers, VE [2 I T/\S
veritas.com please visit our website.

Copyright © 2021 Veritas Technologies LLC. All rights reserved. Veritas, the Veritas Logo, and NetBackup are trademarks or registered
trademarks of Veritas Technologies LLC or its affiliates in the U.S. and other countries. Other names may be trademarks of their respective owners.



