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Introduction

This document is designed to assist VERITAS customers and partners who wish to configure Enterprise
Vault with cloud based primary OR secondary storage for vault store partitions, with examples of the
most commonly used cloud service providers such as EMC, IBM, AWS, and Azure.

Readers of this document should already have basic knowledge of Enterprise Vault and reviewed Veritas
and cloud vendor supplied documentation. This document does not cover the theoretical concepts;
rather, it is a ‘How to do’ guide.

The steps and screenshots of this document are taken from the latest available version of Enterprise
Vault (12.3.0) and cloud providers that may vary with previous OR future versions of the products.
Please always review the latest compatibility guide for Enterprise Vault before implementing cloud
storage in a production environment.

This presentation is provided for informational purposes only and is not intended as advertising of
VERITAS or any other cloud service provider. The information in this document is subject to change
without notice.

Customers who purchase Veritas or third party vendor’s offerings should make their purchase decision
based upon features available at the time of purchase.

If you have any feedback or questions about this document, please email them to ii-tec@veritas.com
stating the document title.
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1. Primary partition on Cloud Storage

Vault store partitions can be placed on different physical disks and on various types of storage medium.
Following two examples shows how cloud storage can be used to store vault partition.

1.1 Dell EMC Elastic Cloud Storage (ECS)

Dell EMC provides streamer based Vault store partition that allows EV to write files on S3 bucket
associated with Namespace created on EMC cluster.

*  Access the ECS Test Drive portal at https://portal.ecstestdrive.com/account/register and
complete the registration process. Once you are registered for an ECS Test Drive account, log
in and click the CREDENTIALS link at the top of the page

EMC

ECS TEST DR'VE MANAGE SECRET KEVS SWIFT PASSWORD CASPEA

All Credentials e following are your credential details

AWS S3

Endpoint: hitps.// obyect ecstestdrve com

Public Endpoint: hitp 1 pubhic.ecstestdnve com/{bucket_name)/[key_name
Access Key: 131653
Secret Keyl: fo SGwi0IU 9
Secret Key2: DY) WEWXmIWPAC CUQRTON 2/ byk L IFFOU3ELI

Atmos

Secret Keyl: o 35 J ¢
Secret Key2: DY) WEHWOUNIWPAC QVQRTOU Y bk L IFTOUIEL

Swift / Swift-Keystone

Endpaoint {swauth): nttps//swift ecstestdrve. comvauth/v1 0
Endpoint (keystone): |
Username: 1216393040

Tonant 10; 33169304263020500

Centera CAS

Endpoint: hpp//cezecstestdiive.comlyour_pea file pes

ECS Management
Endpoint: httpsy//portal ecstests
Replication Growp 1D:
Namespace: 131 .

Username: 1311 (
Password: N2OSNGUIMGIZDNNGYm mda V1Y sMWU ZmE INZVmMz=

* In AWS S3 section, copy Endpoint, Access Key, Secret key

* Use one of S3 compliant client application such as CyberDuck, cloudberry OR S3Browser to
create bucket for Enterprise vault partition. Following steps shows the bucket creation using
CyberDuck
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* Click on Open Connection
*  Choose Amazon S3 from the first dropdown list

£

KX FTP (File Transfer Protocol)
B WebDAV (HTTP)

B3 WebDAV (HTTPS)

EX £TP (File Transfer Protocol)
B3 £TP-SSL (Explicit AUTH TLS)

KX SFTP (SSH File Transfer Protocol)
K3 Windows Azure Storage

I Backblaze B2 Cloud Storage

4 DRACOON (Email Address)
Google Cloud Storage

£ Rackspace Cloud Files (US)
) Swift (OpenStack Object Storage)
E Dropbox

3 Google Drive

E3 Microsoft OneDrive

L g0

* Use information such as server name, Access Key ID, password (secret) key from the
credential page then click on connect

B Amazon S3 v|
Server: |object.ecstestdrive.com | Pot: | 443l
Access Key ID: |131693042649205091 @ecstestdrive.emc.com |
Password: I |
[] Anonymous Login
SSH Private Key: | None v|[ choose... |
[v] Save Password
| Connect | | Cancel |
(w) More Options

* Click on New Folder, give an appropriate name to the bucket, eg. ‘storage-ecs-part1’. The
bucket name must be unique and lower case
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File Edit View Go Bookmark Window Help

g [Qui:k Connect vl ﬁ v

Open Connection

@¢Q>\< > ||/

€) Refresh Ctri+R

o) cusen

v New Ergrypted Vault...

New File! Ctri+ Shift+F

—_—
ﬁ' storage-ecs-part]|

Creating Enterprise Vault Partition

* Download and install ECS Streamer driver http://support.emc.com on EV server

Welcome to the InstallShield Wizard for
ecs-streamer-setup

ecs-streamer-setup Setup is preparing the InstaliShield Wizard
which wll guide you throogh the program sotup process. Please
wal.

(Follow the installation steps as per the wizard)

e (Create a new Partition
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http://support.emc.com/

4 I Archives
» E@ Domino Journal
b [ Domino Mailbox
b [F Exchange Journal Mailbox
b [ Exchange Mailbox

b [ Exchange Puﬂl New » Partition...
b (@ File System i
b @ IntemetMail | | "% '
b @ Shared New Window from Here
b (g SharePoint New Taskpad View...
p C5 SMTP I
4 B8 Vault Store Groug Refresh
4 g SMTP VSG1 Export List...
() Partitibres ,
{3) Smart Partitions
b T4 Indexing

* Select Dell EMC Elastic cloud storage (ECS)

Enterpnse Vault can ceate a Vault Store Partition on various types of
storage. Chck Help for more information,

Storage type:

NTPS Volume:

[Network Share

NTFS Vohume

HYDRAstor

Dedl EMC Data Domain

FUNTSU ETERNUS CS8000

Oracle IFS Storage Applance

Dell EMC Ision OnefS Scale Out Storage
18M Storwaze V7000 Urified

Quantum StorNext Applances (Artico / Xcelis)
Huawe: Device

Veritas Access
Plar Axom
Defl EMC Celerra Unified Storage Platforms

*  Fillin details of hostname, port no., bucket name, access key, secret key, namespace (copy
from ECS credential page) of ECS configuration then click on Test. A “Dell EMC Elastic Cloud
Storage (ECS) connection test succeeded” message should display
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| General | Rollover | Backup | Advanced

List settings from: | Dell EMC Elastic Cloud Storage (ECS)

Setting Value
N Host object.ecstestdrive,... )
N\ Port 443
Bucket Name storage-ecs-part]
N\ Access key 13169304264920509...
Secret key
Safe copy check 0
Use proxy 0
Namespace 131693042649205091 J |

l
Description

The name of the S3 bucket to use.

-
Dell EMC Elastic Cloud Storage (ECS) connection test succeeded.

Streamer Version: 1.0.120
Storage System Version: 1.0.0.1

o ]

Once the partition setup completes successfully you can start archiving on Dell-EMC ECS partition.
Additional reference material provided by VERITAS:

How to configure EMC Elastic Cloud Storage (ECS) as an Enterprise Vault Partition
https://www.veritas.com/support/en_US/article.100039067

Additional reference material provided by Dell-EMC:
https://www.emc.com/collateral/white-papers/h15309-vertias-vault-emc-elastic-cloud-storage.pdf
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1.2 IBM Cloud Object Storage

IBM Cloud Object Storage (COS) provide streamer based Vault store partition that allows EV to write
files on S3 compliant bucket created on IBM cloud.

* Open IBM COS URL https://console.bluemix.net/catalog/
* Select Object Storage from Storage container

18M Cloud

Infrastructure

Bare Metal Server Virtual Server
G 80w metat sorvws it the ram Novseposer yia R O virtusd dorvrs futver 2 Mg dgree f
Platform - -

File Storage < Otject Storage
. 1 Newie h L Sen Pwn e

Block Storage

W

EENGE e [4] ST

"
N
&
&
o

* Give an appropriate name to Service name then click on Create
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Cloud Object Storage Looking for our inbasiruches or Swifl Object Storage oferings? | Compars Versisim

TEM Oloud Otpect Stocage b & Sighly scabulile cloud Servioe name!
shatugge sorvics, desigrwed b high st slsling, resdisecy ahcagh fodiost 3

arat pwenanity i, mwnege wil srzie pur itats wn

wur seldocomrvicn vt arsd RE SR AN, Conmecs

appsbeaticnns duwetly 10 O Oyt Tc0 age use ethet Salect & rossurce groug

TEM Olowd Sevmant will: poawr dida Dttt

o

ViewDws  Jeun Features

AMITHOR 1 » Soorage hee the TBM Clowd o &M Podicies - Daachot lovel sccess managueent

FUBLITHED i 18 UM Chossd Ogect Shomage rowhlen sirucsated data stomagy 1M [devaty aved Acomss Maraggement (IAM) integration athoss foe
ot vt applicatiore, Libeaies s SN suppent 4 cormenon Dovader soomm artind A the boeet mel waing 1ole-tureesd

e st il 53 APT Nt box

scabetin coratl slivagn
Se0viong On The TEM Wils

Loy (vew pplications Yo pbeies

£ (rEagy W YUt Sk 1M ey
ned Chod Plattorm

o [nengplion mansgemest + Reglonal and Croms flegion resiliency options

N vwip? Cvamats Moty Cowt -
Carmact LOM Claud Sates * Cont Calouatr

* Once the service is ready, either click on Create Bucket OR Create your first bucket as
highlighted below

€ storage project 1

Resource Group: Default

Buckets

0, Create bucket @

NAME LOCATION CLASS ADYANCED

Your Service Instance is empd§. C

* Give an appropriate Name to bucket
* Select the appropriate option for Resiliency and location. Storage Class must be Standard
* Click on Create
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Create a bucket

Name: ©
storagebucket ] Stardard
{aul
Resillency: L] Vaud
Cross Region - Cold Vault
I
Location: @ oo
us-goo - Standard ~ -

ADVANCED CONFIGURATION

Koy Protect 15 not available in the selected location, To enable, choose

another location.

l Cuancel

* Select Endpoint

*  Copy the endpoint which will be used by the Enterprise vault to access bucket created on IBM
cloud storage

g stared

< storage project 1

Hucher

Servico crodenmyls

Hesowrce Group: Oetault

Endpoints

f | 5 0
"
Sedet 1esilioncy: Salou! loatal o
Crees Regian - o gre -
runLIC LUMINALE
us-geo: us-goo ( oot oAt Con| l
Dalas: doopd B Ao obpectalivg dpes i Dallas: 3-af g SUATE i 0w
Washingron b w L0t a0 B IMayw nat Washingron:
San Jose: o 5y oo o tonn, Fiayer mt San Jeas

*  From the Service Credential page, click on New credential
* Give an appropriate Name to credential
* If you already created Service ID, then click Select Service ID
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* If not, select Create New Service ID, (Note: If you are creating it for the first time, then create
a new Service ID (do not click on Add)

Noere

oy

fcke: O

Wriler

Select Sarvica 1D |Optionad @

l Lz

e |

=l -

*  Give an appropriate name to the New Service ID

* In Add inline configuration parameter paste {"HMAC":true}
(this will generate Access Key ID & Secret key id for APl access.)

* Click on Add

Add new credential

Create New Service 1D... v

Now Service ID Name

AppacCuss

New Service 1D Description (Optional)

Add Inline Configuration Parameters (Optional): @

{"HMAC":true}

[ Cancal

* Click on View Credential then note down access_key_id & secret_access_key
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Service credentials

10
KEY NAME DATE CHEATED PP
o May 1 ) y Yor -

apikay !l “payE9sTgeKgPdMHEYCo TGDhB 1oRM LEghNV X BGILYF ul

‘cos_hmac_keys": |

koy 1d": *63cdachtfabtol27689dd3040027£250d" ,
secretl _pccess key” 181e8398c83d18552135th5eallabibbitbac? Ja1344hcee
‘endpoints® “https:// 5 ervice.bluemix.net/ondpoints®,
‘fom anikev description”! "Auto senerated splkev during resource-key operation for Instance er

Configuration of Enterprise Vault partition with primary location on IBM COS.

* Install IBM COS streamer (provided by IBM support)

i Setup - IBM Cloud Object Storage Plugin ]_-_IE-

Welcome to the IBM Cloud
Object Storage Plugin Setup
Wizard

This will install 1BM Cloud Object Storage Plugin version
4,0.0.3 on your computer.

It is recommended that you close all other applications
before continuing.

Click Next to continue, or Cancel to ext Setup.

Next > Cancel

(Follow the installation steps as per the wizard)

* Create a New Partition

niviibly

Cloud Storage for Enterprise Vault
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4 I Archives
p £@ Domino Journal
b [ Domino Mailbox
p [F Exchange Journal Mailbox
b [ Exchange Mailbox

b & Exchange Pul{| New » Partition...
b (@ File System i
b @ Intemet Mail| | V'™V '
b (=) Shared New Window from Here
b (@ SharePoint New Taskpad View...
b E SMTP -
4 &8 Vault Store Groug Refresh
4 g SMTP VSG1 Export List...
4 1B SMTP Vsi Help
() Partititre :
{3) Smart Partitions
b T4 Indexing

* Select type as IBM Cloud object storage

Enterprise Vault can create a Vault Store Partition on various types of
storage. Cliick Help for more information.

Storage type:

NTFS Volume v
rk Share

NTFS Volume

HYDRAstor

Del EMC Data Domain

FUJITSU ETERNUS CS8000

Oracle ZFS Storage Apphance

Dell EMC Ision OnefS Scale Out Storage

1BM Storwize V7000 Unified

1BM Scale Out Network Attached Storage (SONAS)
VERITAS Veritas InfoScale Storage (Cluster File System)
Quantum StorNext Appliances (Artico / Xcellis)

| |Huawei Dewice

Pilar Axiom

Dell EMC Celerra Unified Storage Platforms
Dell EMC Centera =
Dell EMC Atmos
DdBtanthmdsmrm)ﬁcs) D

iTernity Compliant Archive Solution
HP StoreAl Storage
HPE 3PAR File Persona

\Caringo Swarm

*  Enter configuration details such as Accessor IP (Endpoint), vault name (Bucket),
authentication type (AWS2 OR AWS4), access key, secrete key, disable peer authentication
(true). Keep server authentication as blank
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List settings from:

Setting

A Accesser IP

& Protocol

D Port

A Vauit Name

& Authentication Type Access Key AWS 2
A Access Key 85d1calffbaSdc8...

A\ Secret Access Key
A0 Disable Peer Certdficate Venficaion True

AN C oo Adle b b =
=N
Descrption

For https only, do not verify authenicty of peer’s certficate.

* Click on Test. “IBM Cloud Object Storage connection test succeeded” should appear if there
are no issues encountered

M O0d TAnant SUTenge Conmecnion tart L Cosded

Srewrmes Vermnige. 4021
Stceage Syrtem Vanios BMCos

[sowoc [ mewts | [ coent | [

Once partition setup completes successfully you can start archiving on IBM COS partition.

Additional reference material provided by IBM:
https://www-01.ibm.com/common/ssi/cgi-bin/ssialias?htmlfid=KUO12405USEN
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2. Secondary Storage (Migrator)

Where vault store partitions are held on non-WORM devices, you can configure and schedule the
collection and migration of the files that are stored in the partition.

Collection involves collecting multiple small files into much larger collection files (.cab files). Collection
may give you a significant improvement in backup times.

Migration involves moving the collection files onto longer term storage devices. For example, you may
want to migrate older collections to cheaper, slower storage. If you choose to use collection files you
can configure the collection criteria, and optionally provide details of how and when to migrate the
collection files to secondary storage.

Following example will show how to setup AWS S3, Azure, Rackspace & google cloud storage that can be
used as a secondary storage.

2.1 Common Terminology

Storage Server name
The name of the server used by Cloud provider.

Access Key ID
The secure access Key ID name that cloud vendor provides.

Secret key ID
The account shared secret that loud vendor provides.

Bucket (Container in Azure & google cloud)

The name of the bucket created on cloud storage. The bucket name must be unique across all existing
bucket names in the cloud provider. To ensure that you use a unique name, you could prefix your bucket
names with your company's name.

There are other requirements that you need to take care of while naming the buckets. Refer to the
Storage Service provider's documentation for bucket naming requirements and guidelines.

Bucket Region
The geographical location where the bucket is created.

Write buffer size

The buffer size, in megabytes, Enterprise Vault uses for data uploads. Ensure this value is greater than
the Maximum Collection File Size setting on the Collections tab of the vault store partitions. Set this
option to zero (0) to disable the use of buffers.

Read buffer size
The buffer size, in megabytes, Enterprise Vault uses for data downloads.

Cloud Storage for Enterprise Vault 17



Log CURL messages
Specifies whether to log cURL activity. cURL is a command line tool for sending or receiving files using
URL syntax. Enterprise Vault uses the cURL library to transfer data to the cloud.

Log level
The amount of detail to include in the log file. You can select from the following:

No logging

Errors only

Errors, Warnings
Errors, Warnings, Info
Everything

Note:
If you choose No logging, Enterprise Vault does not log cURL messages even if Log CURL Messages is set
to Yes.

User wait timeout

Specify the number of seconds after a retrieval request, after which the user is presented with the
message: "The archived item is being retrieved from a slow device. Try again later." Enterprise Vault
continues to retrieve the item in the background until the System wait timeout period has elapsed.
Enterprise Vault then abandons the attempt to retrieve the item, and the user must submit the retrieval
request again. The recommended value is 40 seconds.

System wait timeout

If an attempt to retrieve an archived item from the Amazon S3 storage server takes an excessively long
time, specifies the number of seconds after which to abandon the attempt and remove the requested
item from the retrieval queue. The recommended value is 900 seconds.

Recalled file cache period
The number of days, since the last accessed date, that Enterprise Vault should retain recalled files in the
cache. The collection process deletes the recalled files when the cache period has elapsed.

Migrate all files

If the value is set to Yes, Enterprise Vault forces all eligible files to be collected and migrated. Setting this
value to Yes may cause Enterprise Vault to create a large number of collection files. If the value is set to
No, Enterprise Vault may leave some saveset files uncollected and un-migrated.

Cloud Storage for Enterprise Vault 18



2.2 Amazon Web Service S3 (Simple Storage Service)

The Enterprise Vault Amazon S3 storage migrator lets you migrate archived data to and retrieve it from
Amazon Simple Storage Service (Amazon S3). You can use Amazon S3 as a secondary storage location in
the cloud to store infrequently accessed data. The Enterprise Vault Amazon S3 storage migrator is
installed as part of the Enterprise Vault 10.0.1 or later installation. It moves CAB files, created by the
Enterprise Vault file collection software, to the Amazon S3 storage.

Following steps shows the configuration of S3 Bucket using AWS console and then use it as migrator for
vault store partition.

* Signin with root a/c credential to AWS console
https://console.aws.amazon.com/console/home

adWs

Root user sign ine

Email: papnal pradeepi .
Password Forgot password?

Sign in to a different account

Create a new AWS account

¢ Select IAM under Security, identity and compliance container

Cloud Storage for Enterprise Vault 19
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|m| Security, Identity &

Compliance

Secrets Manager
GuardDuty

Inspector

Amazon Macle (7
AWS Single Sign-On
Cenlificate Manager
CloudHSM

Directory Service
WAF & Shield
Artifact

¢ Click on Add user under Users

Dasshdaard Q
Croups
User name «
Users
Roles
Policies

IServity providers
Aczount settings

Credermad repon

* Give appropriate User name
* Select Access Type

Please note: selection of both access types is not recommended for production use.

Cloud Storage for Enterprise Vault
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Add user

Set user details

You can add multipie users at once with the same access type and permissions. Learn more

User name*  Appliser

© Add another user

Select AWS access type
Select how these users will access AWS. Access keys and autogenerated passworas are provided n the Iast step Learn more
Access type® « Programmatic access
Enanles an access key ID and secret access key for the AWS AP| CLI, SDK, and other development tools

v AWS Management Console access
Enables a password that allows users to sign-in to e AWS Management Console

Console password” Autogenerated password
® Custom password

password

Require password reset User must create a new passwors at next sign-in

* Required

¢ Select Attach existing policies directly
e Search for S3
e Attach AmazonS3FullAccess

Grant permissions

Jse A pofices 10 orant perTissons | Yoo (3N 255igT 25 S50 DOy Of Oezls 2 ne one
a) @  Covy permessons T ATACH oY) DORCHS
'&‘ B inlng e Yoty

AHach ose o more NG PORCEs Sredly 90 the 1sers or el 2 e

Create 20tcy < Retresn

Fiter: Pelicyiype = Q

Fabcy name - Tipe AMuchneats =  Destripten
’ RS DU e TR WS SR A ¥ ¥ e & I ¢ £ oo o
v B ArERSIRea0N LRSS <} Priw » 3 L w N 37 X) 5w
' ¥ ¥ ¥ Xy v Oy QUKo fear Foowr it )

Refer Tech Note to grant granular permission to IAM User.
Required permissions for an IAM user to work properly with AWS (53) with Enterprise Vault.
https://www.veritas.com/support/en_US/article.100032260
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* Review the setting and then click on Create user

Review

4 and access key

Review your choices ANer you create the user, you can view and downioad the autogenerated pac
User details
User name AppUser
AWS access type Programmatic access and ANS Management Console access
Console password type Custom

Require password reset No

Permissions summary

The following policies will be altached to the user shown above

Type Name

Managed polcy AmazonS3FullAccess

Cancel Previous é Create user

* Note down details of the user name, access Key ID, Secret Access Key and Sign-in URL. You can
additionally download this information in CSV format

User Azowss vy O Fecrwt pzzans bep

* Go to S3 Service page. Select S3 from Storage section

Cloud Storage for Enterprise Vault 22



Resource Groups v *

Compute

EC2

Lightsall &

Elastic Container Service
Lambda

Batch

Elastic Beanstalk

Storage

S3

EFS

Glacler

Storage Gateway

Database
RDS

*  Click on Create Bucket
* Give an appropriate name to Bucket

¢ Select Region (note the bucket name should be unique in your AWS infrastructure)

¢ Click Create

Please note remaining criteria such as version, permission and website related items have been
skipped as they are not required for EV configuration.

x Developer Tools

CodeStar
CodeCommit
CodeBuild
CodeDeploy
CodePipetine
Cloud9
X-Ray

Management Tools
CloudWatch
AWS Auto Scaling
CloudFormation
CloudTrail
Config
OpsWorks
Service Catalog

@ Machine Learning

Amazon SageMaker
Amazon Comprehend
AWS DeepLens
Amazon Lex

Machine Leaming
Amazon Polly
Rekognition

Amazon Transcribe
Amazon Translate

Analytics
Athena
EMR
CloudSearch
Elasticsearch Service
Kinesis

Cloud Storage for Enterprise Vault
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Configuring AWS S3 storage as a Migrator (Secondary) storage for Enterprise Vault

* Select Amazon Simple Storage Service as migrator type

| Garerst | Vo | Rotover | Sachup | Cotiections | Mor3t0n  agvarced |
ViMgate fies
Moator:  Avon Serphe S1rage Service

Enter Sie ape at whnch coliaction fles will be migrated
Morate fles older than:

e B
|1 6] e vJ

Enter he ape at which msgrated collection fles wil be
removed fom prevary strage.
Remove colection fles Fom prmary storage:

—

'T*‘;? M :] after mgraton.

* Enter Access Key, Secret key, Bucket Name, Bucket Region information as specified during AWS

S3 bucket creation

*  Click on Test (Migrator Configuration Test succeeded message appears)

Vault Store Partition Properties - SMTP Vs pn1 | X |

Lint setings from: | Amazon Serple Sirage Service v|
Setting Value i :j
0\ Storage server aame amazon.com [}
% Storage class Sandard ¥ ]

£ Amazon secure access key 1D AKIAIZORISHGSDS... | |
) Amazon shared secret  teeeseeesees

o Migrator Configuraton Test successful

o 1]

£ Amazon bucket name wppdatatest]

D Ammazon bucket regien US Standaed

0 Write buffer sae X

) Read butfer size 20

P — VSRS -
Reset Al Test [ moafy

Descrption
The name of the Amazon bucket,

o) ] [~ | ]

Cloud Storage for Enterprise Vault
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Once AWS S3 migrator configured successfully. Enterprise vault collection process will collect then
migrate EV files from primary partition to secondary AWS S3 storage.

More details can be found at:

Enterprise Vault™ Migrating Data Using the Amazon S3 Storage Migrator
https://www.veritas.com/content/support/en_US/doc/67282638-129299793-0/v66079963-
129299793

2.3 Microsoft Azure Data Blob storage

The Microsoft Azure Blob Storage migrator lets you migrate archived data to and retrieve it from Azure
Blob storage. You can use Azure Blob storage as a secondary storage location to store archived data in
the cloud. The Microsoft Azure Blob Storage migrator is installed automatically when you install
Enterprise Vault 12.2 or later.

Following steps shows the configuration of cloud container using Azure portal and then use it as
migrator for vault store partition.

* Open Azure web portal - https://portal.azure.com/
* Create a blob storage resource

* Give appropriate name for Storage account, remember this should be unique in AWS
infrastructure, and select storage kind as Blob Storage

* Select New in Resource group section. (If you have already created the resource group you wish
to use, select it.)

* Select Pin to dashboard to easily access it directly from console
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e usa

., 0
apparurestorage

corewindowsnet

De et i ]

Resource manages 3 Free Tria v

kit O Re

Blob storage v O Create new Use existng
x MyAppSicrage

East U v

Virtual networks

i tion O o

Read-access geo-ragundant storage (R.. v

|

|

*  From the dashboard, click on storage account appazurestoragel which was created in an earlier
step

Dashboard A + New dashbo

Create a rescurce

All services

appazurestorage!

Dashboard

UICe groups

ﬁ App Services

¢ Create a new Container, keep the access level as Private(no anonymous access)
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2ppazl

appazurestoragel - Containers

Storage accou

L + Container 0 Refresh D
A New container
Overview
4 B
B Activity log
* Name
:_.'. Access controt (IAM) myappbucket

& Taos Public

Private (no anonymous access) v
X Diagnose and solve problems

FV(‘HT; “ ‘-d”l-’:l

1N J
|
SETTINGS 0%
Containers NAME
Access keys You don't have any containers yet. Click '+ Container’ to get started

8 Configuration

* Click on Access key tab and note the storage account name & key

Use access keys to authenticate your applications when making requests 1o this Azure storage account. Store your access keys

securely - for example, using Azure Key Vault - and don't share them. We recommend regenerating your access keys regularly
Overview 2 You are provided twio access keys so that you can maintain connections using one key while regenerating the other
B PRPena Whien you regenerate your access keys, you must update any Azure reseurces and applications that access this storage account
Activity log 2 . 3
ctivity log 10 use the new keys. This action will not interrupt access to disks from your virtual machines. leam more
s
s Access control (JAM)
' Tios appazurestoragel
X Diagnose and selve problems
keyt Q)
Events Key
pQrvBr+rwol9psWKx73SKcrEBMOIW = ZUQeIY05C) « PIMGSFMpXV+Ui9Mayg btiwich2+aPkabmZnatinxfhuw2NA==
SETTINGS
Connection string
Containers DefauittnopointsProtocol=hitps:AccountName = appazurestorage i Accountkey =pQrvBe+ rwolSpsWKx73SKarEBMOIW
Access keys /
key2 C)
Configuration Key
SVSQ4dGELbyZm 1B664n+YigTU4ANSy3 171 NgoPKBsz/jNIrbWOaBy/DGxKUSBHANESHKC) 1 JEMTPhbvzIQHFw==
B Custom domain
Connection stning
ﬂ Encryption =
DefaultEndpomtsProtocol=hitpsAccountiName=appazurestorage TAccountKey=5VS0Q4dGBLLVZM18664n + Yig TU4ANSY. ..

& Azyre CDN ~
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Configuring Azure Data blob as secondary storage for Enterprise vault.

* Inthe properties of vault store partition, select Migration tab
* Select Migrate files
* Select Microsoft Azure blob storage

Vault Store Partition Properties - SMTP VS Ptn6 -

General [ Volume ] Rollover | Backup I Colecﬁonsq Migration ”Advanced
[V Migrate files

Migrator: Microsoft Azure Blob Storage

Enter the age at which collection files will be migrated.
Migrate files older than:

~ ——
(1 < |Years v

Enter the age at which migrated collection files will be
removed from primary storage.

Remove collection files from primary storage:

(1 $ .\Veeks v | after migration.

* In Advanced tab, specify the storage account, primary access key & container name (bucket)

information
¢ Click on Test connection. “Migrator Configuration Test successful” message appears if there are

no errors
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Vault Store Partition Properties - SMTP VS Ptn6 Iil

| General | Volume | Rollover | Backup | Collections | Migration | Advanced | -

List settings from: lMaosoﬁ Azure Blob Storage v l

ing Yalue A "

A\ Azure storage server name Default

A Azure storage account appazurestoragel s
AN Azure storage account primary ac.,, TR

A\ Azure container name myappbucket

AN Write buffer size 20

£\ Read buffer size 20

S Log level Enors, Wemings o Migrator Configuration Test successful.
A\ Use SSL for control Yes

LN 1o CC) Enp doabs oFey Vs v

e
m—

The storage server DNS name.

Once Azure migrator has been configured successfully, the Enterprise Vault collection process will
collect then migrate EV files from primary partition to secondary AWS S3 storage.

More information can be found at:

Enterprise Vault™ Migrating Data Using the Microsoft Azure Blob Storage Migrator
https://www.veritas.com/support/en_US/doc/125282611-125282615-0/index
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2.4 Google Cloud Storage

The Google Cloud Storage migrator lets you migrate archived data to and retrieve it from Google Cloud
Storage. You can use Google Cloud Storage as a secondary storage location to store archived data in the
cloud. The Google Cloud Storage migrator is installed automatically when you install Enterprise Vault
12.2 or later.

Following steps shows the configuration of bucket using Google portal and then use it as migrator for
vault store partition.

e Open https://cloud.google.com/
* Open console and create a new Project

New Project

Project Name *

mystorageproject (7]

Project ID: mystorageproject-202809. It cannot be changed later. EDIT

Location *

B No organisation BROWSE

Parent organisation or folder

CREATE CANCEL

* Select the correct project if you have access to multiple projects
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Select

Q, Sesrch projects and folders

Recent All

Name

/3% mystarageproject

b

mystoragepraject- 202809

** My First Project

* Select storage from Product and Services menu

Google Cloud Platform 3 mystorgepeol

A Home
®  App Engine > A
{#] Compute Engine
@ Kubernetes Engine
(+) Cloud Functions
STORAGE
* BigTable
%4 Darastore _
|2 _Sorage e Bowr

Transfer

g SaL Transfer Appliance
#e Spanner Settings
NETWORKING

i1 VPCnetwork

uplified sgency 202613

CANCEL OFEN
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¢ Click on Create Bucket and populate the Name, storage class and location fields

Cloud Storage
Buckets

Cloud Storage lets you store unstructured objects in containers
called buckets. You can serve static data directly from Cloud
Storage, or you can use it to store data for other Google Cloud
Platform services.

| or  Take the quickstart tutorial

& Create a bucket

7’
Name

Must be unique across Cloud Storage. If you're serving website content, enter the website

domain as the name

| storage-for-localhpp

Default storage class
Compare slorage classes

@ Multi-Regional
Regional
Nearline
Coldline

Location

United States v
\ v

Storage cost Retrieval cost Class A operations Class B operations
$0.026 per GB-month Free $0.005 per 1,000 ops $0.0004 per 1,000 ops

Show advanced settings

¢ Click on Settings

¢ Select Interoperability (enable if it is not already)

* Note down cloud storage URL, access key and secret key details
(If secret key is not present, click on Create a new Key)
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= Google Cloud Platform

Settings
B Storage

Project Access Interoperahbliity

@ Browser

The Interopery y API lets you use HMAC authentication and lets Cloud

- Transfer Storage Ing®operate with 1ools written for other cloud storage systems. Turn on
this ity if you reguire interoperable access for the current user, This APLis
48 Transfer Appllance g ed per project member, not per project. Each member can set a default

project and maintgin their own access keys

&

Sottings

7Requesl endpoint G
In the tools or libraries that you use with other cloud storage systems like
Amazon S3, change the request endpolint to use the Cloud Storage URI
https./storage.googicapis.com. Leam more

Default project for i bl

P
The detsult project ls usad with the Interoperablity API for all create bucket and
list bucket requests

O uplifted-agency-202613 is your default project for interoperable access,
Make mystorageproject-202809 my default project

Interoperable storage access keys
Use an access key to suthesticate yourself when making requests to Cloud
Storage. The key is linked to your Google account. Leam more

Access Key Secrel

GOOGVDTTWAKIPVCFOTGE TIFsBeyhppPbHE|Zjq)SovlxeF7g28xd+d6EDUT 1

Create s new key
\ S

Configuration of Google cloud as Migrator for Enterprise Vault partition.

* Inthe properties of the EV partition, select Migration tab
* Select Google Cloud storage as migrator
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e Vartition Prop

| General | vokme | Rolover | Backp | Colections | Moration |Advanced |
[ Migrate fles
Mgrater:  Googie Cloud Storage

Enter the age at which collecton fizs wil be mgrated,
Mgrate fles older than:

[+ 5] [rean v

Enter the age at which mgrated colecton fles wil be
ramoved from primary storage.

Remove colecton fles from prmary storage:

[1 73] [wess  v] after mograton.

—_

* Select Advanced tab, based on configuration

e Specify Storage server name (storage.googleapis.com), access key, secret key, Support region
(US,US,storage.googleapis.com)

¢ Specify Bucket Name

* Click on Test connection, “Migrator Configuration Test successful” message appears if there are
no errors
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(@ SMTP VS Ptn7 Partition of Vault Store SMTP VS Ready  NTFS Volume NotEna..  Enterprise Vault
(B SMTP VS Ptn8 Partition of Vault Store SMTP VS Ready NTFS Volume Not Ena...  Enterprise Vault

Vault Store Partition Properties - SMTP VS Ptn7 Ii]

[ General | Volume | Rollover | Badwp | Collections | Mgration | Advanced

List settings from: | Google Cloud Storage v|
Setting Value A
A\ Use SSL for data r/w Yes
Enterprise Vault -
Pr A Google Storage Access Key GOOGVDTTW4KTP...
A\ Google Storage SecretKey ™ R =
D .goo0...
0 Migrator Configuration Test successful. SUPPOIER Feglows M Atnge 00
) Bucket name storage-for-local-a...
£ Bucket region
A\ Bucket access type Path
AN\ Write buffer size 20
END e d bbb wiem mn 24
Reset Al Test [ Modfy |
Description

The supported geographical regions for storing data, Specify the
region in the format identifier, displayname, servicehostname, For
example: US,US,storage.googleapis.com. Use semicolon to separate
multiple regions.

0 el [ o |

Once the Google migrator configured successfully, the Enterprise Vault collection process will collect and then
migrate EV files from the primary partition to secondary Google storage.

Additional reference material provided by VERITAS:

How to configure Enterprise Vault 12.1 with Google Cloud Storage
https://www.veritas.com/support/en_US/article.100039053
https://www.veritas.com/content/support/en_US/doc/125452905-125453076-0/v125452521-125453076

2.5 Rackspace Cloud Files

The Enterprise Vault Rackspace Cloud Files storage migrator lets you migrate archived data to and
retrieve it from Rackspace Cloud Files storage. You can use Rackspace Cloud Files as a secondary storage
location in the cloud to store infrequently accessed data.

The Enterprise Vault Rackspace Cloud Files storage migrator is installed as part of Enterprise Vault 10.0.1
or later. It moves CAB files, created by the Enterprise Vault file collection software, to the Rackspace
Cloud Files storage.

Following steps shows the configuration of Rackspace and then use it as migrator for vault store
partition.
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¢ Signup to Rackspace cloud http://www.rackspacecloud.com/signup
* Go to Rackspace control panel https://login.rackspace.com/
* Provide the root user account you configured during signup process

I htipsy//loginrackspace.com

Login to Cloud Control Panel

(D rackspace. v

Password

[T] Remember Me

Use your organization's credentials to log in

Forgot Password?

Want to manage your account on-the-go?

Jownload on the

Download Rackspace N le to view product status ' App Store b‘\ Google Play

and communications from Rackspace

* Create a new user Account for API access
*  Go to User Management from Account tab
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a & B | B s

NOTIFICATIONS  TICKETS  SUPPORT  BILLING | ACCOUNT o

UPS Vv Account #

1102073

Service Level:

Managed Infrastructure

UICK BUILD

’ User Management
oA - l -

¢ ll,l' I °
Docs and Forms
From Server
Template
Resource Limits
RODUCT NEWS Upgrade Service Level

Read updates on R JEEEATIE
Meltdown remediati

~N\ o PR PRSP Idamtibhe Tadacatinm ciin CARIL 0 i

* Click on Create user, this console will give you list of all users created so far

User Management

Users Identity Federation

Users

Create Usar

VT Name Contact Typs

ST e s ———- T P P —— Primary

*  Give user details, contact type must be Technical
* Select appropriate permission on Rackspace cloud
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User Information

First Name

Last Narme

LBername

Passwoid

Lontirm Password

email Address

Photie Numbis

To— Product Permissions

| Slorage
| User Fanatical Support for AWS Rackspace Cloud
| SEngetieart Global Permissions

I he username cannnt he changed

Product Access 1@ Full Acoess

Al least 8 characiers wih 1 uppercess, § o
' No Access

Kyacrcase, and 1 nuender

(O Custom (Per Prod

[ storageusergmydorrain. com| ]

B - (201)555-0123 Crizaly User G

Contact Typo

@ Technical
Adminmslrabve

[ Read Only Access (Al ['rod

* Once user is created successfully go to the properties of user account and copy the Rackspace
API key

Security Settings

Password CETT T r
sctor Authenticatio Disabled « Enable
Secret Questio What is the location of a dream vacation? « Resel

Rackspace AP Key  3p8fbaObed46d41d199fce07ccc2252ac  Hide « Reset

Configuring Rackspace cloud file storage as secondary (migrator) for Enterprise vault

* Inthe vault store partition property, select Rackspace cloud file storage as migrator
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| Generd | vekane | Robover | Bachus | Cote =
Vi Mgrate fles
Mgrater:  Radepace Coud Fles

Ender the age at which collection fles wil be mgrated.
Mgrate Ses older ur:

0 [ v

Enter the age at whach migrated collecton fles wil be
removed from prmary storage.

Remove cobection fles from pramary storage:

* In Advanced tab, provide details such as user name, secure access key (API key), container
name

e Click on Test (Please note: Container should not be created from Rackspace control pane. EV
migrator will create it automatically. It should be a unique name in Rackspace Cloud.)

Vault Store Partition Properties - SMTP VS Ptn9 | X |

| General | volume | Rolover | Badaip | Collections | Migration | Advanced |

List settings from: [Radzmacecbudﬁs v]

ing Value Y A
\ Storage server name rackspace.com ,_
Rackspace usemame StorageUserl =
Rackspace secure access key 0
0\ Rackspace container name EVMigration |
Wirite buffer size 20
Read buffer size 20
Log level

Log CURL messages

—
e

0 Migrator Configuration Test successful. Errors, Wamnings
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*  Once configured, go to the control panel
* Select Rackspace cloud from the product list
* Select Files from Storage list

& - rackspace.com

(:‘ rackspace Select a Product A

Amazon Web Services
Dedicated Hosting
Google Cloud Platform

Mailgun

Rackspace Cloud

Rackspace Intelligence

NETWORKING v STORAGE ~ DATABASES v

ce's Spectre and Meitdown BLOCK STORAGE
Block Storage Volumes

Snapshots

OBJECT STORAGE AND CDN :

Files -
CDN

*  After clicking on Test connection, EV process creates a bucket automatically in Rackspace cloud
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Cloud Files / Containers

Q Northern Virginia (IAD) +
] EVMigration Northern Virginia (IAD) 0 0B

] Northern Virginia (IAD) 0 0B

Show More

Once the Rackspace migrator has been configured successfully, the Enterprise Vault collection process
will collect then migrate EV files from primary partition to secondary Rackspace cloud storage.

More information can be found at:

Enterprise Vault™ Migrating Data Using the Rackspace Cloud Files Migrator
https://www.veritas.com/support/en_US/doc/72538174-72538188-0/index
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Troubleshooting

The following 3™ party utilities can be used to verify connectivity and permissions issue with a bucket (or
container) created on cloud storage.

e CloudBerry
e CyberDuck
e S3Browser
e TNTDrive

Additionally the cloud provider may also provide command line utilities that can be used to isolate
configuration issues.

The following processes can be enabled for Enterprise Vault debugging using Dtrace utility.

e StorageArchive Responsible for writing EV objects to storage when primary partition is
configured on cloud.

e EVStgOfflineOpns.exe Retrieve/Recall request to secondary storage.

e StorageFileWatch.exe Responsible for collection, migration to cloud, deletion of objects on
cloud and validation of safety copies.

e StorageManagement.exe Verification of library and connection test.

Additional information about the Dtrace utility:

How to run Dtrace to help diagnose issues with Enterprise Vault
https://www.veritas.com/support/en_US/article.100038975

List of Dtrace processes and descriptions of each process responsibility
https://www.veritas.com/support/en_US/article.100001741
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