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Setting up NetBackup CloudCatalyst in AWS

SUMMARY

This document describes the process to deploy NetBackup in AWS and configure CloudCatalyst to back up to object storage.

Note: This document assumes that you already have set up a NetBackup 8.1.2 or later master server instance in EC2. Your
environment may vary.

TERMINOLOGY

Amazon Elastic Block Store (Amazon EBS): A storage file system that provides the persistent block storage volumes that can be
used with Amazon EC2 instances in the AWS Cloud.

Amazon Elastic Compute Cloud (Amazon EC2): A web service that provides secure, resizable compute capacity in the cloud.

Amazon Machine Image (AMI): A file that provides the information necessary to launch an instance (or virtual server) in the
Amazon cloud.

Amazon CloudFormation Template (CFT): A CFT allows for automation of deployment of services in AWS

NetBackup Extendable Storage File System (NetBackup ESFS): The NetBackup CloudCatalyst database that is used for
CloudCatalyst operations. CloudCatalyst uses the NetBackup Extendable Storage File System Service (vxesfsd) and its
subcomponents to move and manage files in the local cache directory and the cloud.
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DEPLOYING NETBACKUP CLOUDCATALYST IN AWS

USING THE AWS MARKETPLACE

NetBackup is available on the AWS Marketplace (https://aws.amazon.com/marketplace). The NetBackup page is available here.

Veritas NetBackup for AWS (BYOL)

By: Veritas Technologies LLC est Version: 1.0

Ct

[

VEI?ITAS Instantly access Enterprise Data Protection in AWS and set it up for new or existing AWS
environments
Linux/Unix (0)
Overview Pricing Usage

Product Overview

This Bring Your Own License (BYOL) version of Veritas NetBackup, the #1 leader
in data protection for two decades, enables you to instantly access high-
performing Enterprise Data Protection in AWS. NetBackup provides unified data
protection for a broad range of organizations, from smaller firms with relatively
simple data protection needs to large enterprises with large-scale, complex,
hybrid-cloud environments that want to take their business further on the AWS

cloud platform.

From the AWS Marketplace, NetBackup can be deployed as a

Support

Highlights
» Quick install and setup - Easily deploy NetBa
AWS EC2 with the NetBackup Amazon AMI.

» Simple automated configuration of Master, b
CloudCatalyst roles.

master or a media server using a straightforward CloudFormation

Template (CFT) form. Indicate the desired networking and host configuration as prompted by the form. A NetBackup license and

Smart Meter file bucket location is required.

Application Parameters

NetBackupRole

NBUMasterServerName

NBUMediaServerMame

LicenseKey

Token

RegistrationKeysS3Bucket
Name

RegistrationKeysPath

The CFT helps deploy NetBackup with an existing or a new VPC, including setting up the necessary Security Group requirements for

secure communication.
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MetBackup License Key
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r NetBackup maste
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LAUNCHING AN ELASTIC COMPUTE CLOUD (AMAZON EC2) INSTANCE

Alternately, launch an EC2 instance manually from an AMI from the Ec2 ->images -> AMIs dialog.

Public images + search : NEU-Linux Source : marketplace
Name AMI Name AMI ID Source
[ ] MBU-Linux-GA-8-1-2-Setup-df08b7f3-cba2-4d%a-92e5-914eaBded69...  ami-09ad9f4653130e127 aws-marketplac. ..

On the Choose an Instance Type page, select an appropriate size for your performance requirements.

For more information about specifications, review the following document:
https://www.veritas.com/content/support/en US/doc/NB CC MIN SYS REQ

Note this document details minimum system requirements. Based on your objective, a larger system may be required.

Remember that the instance can easily be resized after deployment. In AWS, a m4.2xlarge is a good system to start
with.

General purpose md.xlarge 4 16
General purpose ma.2xlarge 8 32
General purpose mé.4xlarge 16 64

Click Next: Configure Instance Details.

On the Configure Instance Details page:

e Under Network, select the appropriate VPC.

e Enable Auto-assign Public IP to access the instance from your desktop.

Click Next: Add Storage.

On the Add Storage page, select the storage size and volume type. Select an appropriate EBS volume size for the root
disk. It's recommended that a second disk be added for the CloudCatalyst Cache. The cache size should be a minimum
of 1TB for production usage.

[RLTRTINIPIPTe e

Volume Type (i Device (| Snapshot (| Size (GIB) (i Volume Type (i 10PS (i (MBYs) (i
Root fdev/sdal snap-Ofcae4948a75¢5312 100 General Purpose SSD (gp2) E 300/3000 N/A
EBS il rdevisan [ 1024 General Purpose SSD (gp2) B a2 N/A

Click Next: Add Tags.
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7. Onthe Add Tags page, add tags if desired. However, tags are not required.

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 5: Add Tags

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver.
A copy of a tag can be applied to volumes, instances or both.

Tags will be applied to all instances and volumes. Learn more about tagging your Amazon EC2 resources.

Key (127 characters maximum) Value (255 characters maximum) Instances (i Volumes (i

This resource currently has no tags

Choose the Add tag button or click to add a Name tag.
Make sure your IAM policy includes permissions to create tags.

Add Tag (Up to 50 tags maximum)

Cancel = Previous Review and Launch Next: Configure Security Group

8. Click Next: Configure Security Group.
9. On the Configure Security Group.
In this example, we've allowed access from sources outside the VPC to NetBackup services

Type (i Protocol (i Port Range (i £
Custom TGP Rule TGP 10102 6
Custom TCF Rule TCP 1556 6
Custom TCP Rule TCP 1556 0
Custom TCP Rule TCP 1556

SSH TGP 22 0
SSH TGP 22

Gustom TCP Rule TCP 10086 6
Custom TGP Rule TGP 5637 6
RDP TGP 3389 0
RDP TCP 3389

HTTPS TCP 443 0
HTTPS TGP 443

Gustom TCP Rule TGP 10082 [

10. Click Review and Launch.
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11. On the Review Instance Launch page, review the EC2 instance, and then click Launch. The instance is available in
approximately 15 minutes.

Services v Resource Groups v * Ll  clabHRO v  N.Virginia v  Support ~

2.Choose Instance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 7: Review Instance Launch

Please review your instance launch details. You can go back to edit changes for each section. Click Launch to assign a key pair to your instance and complete the launch process.
~ AMI Details Edit AMI

() Red Hat Enterprise Linux 7.4 (HVM), SSD Volume Type - ami-26ebbc5c
PSS Rcd Hat Enterprise Linux version 7.4 (HVM), EBS General Purpose (SSD) Volume Type
eligible

Root Device Type: ebs  Virtualization type: hvm

v Instance Type Edit instance type
Instance Type ECUs VCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
mb.4xlarge 61 16 64 EBS only Yes Up to 10 Gigabit
~ Security Groups Edit security groups
Security group name launch-wizard-14
Description launch-wizard-14 created 2018-03-05T16:38:11.335-05:00
Type (i Protocol (i Port Range (i Source (i Description (i
SSH TCP 22 440/32 SSH for admin

Custom TCP Rule TCP 2049 NFS for EFS

Cancel  Previous

12. Once available, change the host name of the computer to a fully qualified domain name (FQDN) using the following

procedure: Assign a static hostname to a private Amazon EC2 instance.

13. Toassign a static IP to the instance, use an elastic IP: How to assign an Elastic IP Address.

14. When using the second volume for the CloudCatalyst cache, be sure to configure it for use before configuring
CloudCatalyst: Making an Amazon EBS Volume Available for Use on Linux

CONFIGURE CLOUDCATALYST ON THE EC2 INSTANCE

If using the CFT, NetBackup should be up and running, ready to be configured. If manually deploying from the AMI, NetBackup can
be deployed for use by connecting to the host by ssh as directed in the "Connect to your instance” dialog in the EC2 interface. After
connecting, run the NetBackup installerin: /root/NBUSetup/.

During the CloudCatalyst configuration, as part of the Cloud Storage Server Configuration Wizard, enter the EBS mount point as
the CloudCatalyst Local cache directory. In the following example, the EBS mount pointis: /msdpc. Follow the configuration
wizard prompts, selecting the desired bucket type such as S3 Standard or Glacier. Only supported bucket types will be selectable.
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Cloud Storage Server Configuration Wizard - NetBackup x

Add Storage Server
Select a media server and provide cloud storage service credentials. To be listed below
in the media server drop-down list a security certificate must be deployed and
NetBackup must be running including the NetBackup CloudStore Service Container
{nbcssc).

Cloud storage provider - Amazon

Service host: |:1.am1mus.wn | - |
Storage server name: |ama10n.com |v |

Add Cloud Storage
Media server name: | cc small- media.ec2.internal |v |
Deduplication

Enable NetBackup CloudCatalyst

Local cache directory: imsdpc |

Access details for Amazon account

Access key ID: [ |

Secretaccess key: | |

& If you do not have Amazon account
= Create an account with Amazon

Advanced Settings

To continue, click Next.

< Back || Hext> || Cancel || Help |

FOR MORE INFORMATION

The following documents provide useful information about NetBackup CloudCatalyst and the procedures that are described in this
document:

e Veritas NetBackup 8.1.2 Deduplication Guide, for detailed information about NetBackup CloudCatalyst.

https://www.veritas.com/content/support/en_US/doc/25074086-131900563-0/index

e  Veritas NetBackup 8.1.2 Cloud Administrators Guide, for more information about NetBackup Cloud options.
https://www.veritas.com/support/en US/doc/58500769-132715871-0/index

e "“How do | assign a static host name to a private Amazon EC2 instance running RHEL 7 or CentOS 7?”
https://aws.amazon.com/premiumsupport/knowledge-center/linux-static-hostname-rhel7-centosz/
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DISCLAIMER

THIS PUBLICATION IS PROVIDED “AS IS” AND ALL EXPRESS OR IMPLIED CONDITIONS, REPRESENTATIONS AND
WARRANTIES, INCLUDING ANY IMPLIED WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR
NON-INFRINGEMENT, ARE DISCLAIMED, EXCEPT TO THE EXTENT THAT SUCH DISCLAIMERS ARE HELD TO BE LEGALLY
INVALID. VERITAS TECHNOLOGIES LLC SHALL NOT BE LIABLE FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES IN
CONNECTION WITH THE FURNISHING, PERFORMANCE, OR USE OF THIS PUBLICATION. THE INFORMATION CONTAINED
HEREIN IS SUBJECT TO CHANGE WITHOUT NOTICE.

No part of the contents of this book may be reproduced or transmitted in any form or by any means without the written permission
of the publisher.
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Using the Veritas platform, customers can accelerate their digital transformation and solve pressing IT and business challenges
including multi-cloud data management, data protection, storage optimization, compliance readiness and workload portability—
with no cloud vendor lock-in. Eighty-six percent of Fortune 500 companies rely on Veritas today to reveal data insights that drive
competitive advantage. Learn more at http://www.veritas.com/or follow us on Twitter at @veritastechllc.
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