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Requesting and Applying
an SSL Certificate

This document includes the following topics:

= Introduction

» Creating a certificate request file

= Obtaining the certificate

= Applying the certificate

» Securing Enterprise Vault web-based communication

= Securing Compliance Accelerator and Discovery Accelerator web-based
communication

Introduction

From Enterprise Vault 12.3, Enterprise Vault web applications in new installations
are configured to use HTTPS with Secure Sockets Layer (SSL) on port 443 by
default. If a certificate does not already exist, the Enterprise Vault configuration
wizard generates and installs a self-signed certificate, and enables SSL on all
Enterprise Vault virtual directories in Internet Information Services (IIS). The
self-signed certificate should be regarded as temporary. We strongly recommend
that you replace this certificate as soon as possible with one obtained from a trusted
certificate authority.

In earlier releases of Enterprise Vault, the default configuration for the Enterprise
Vault web applications was HTTP over TCP port 80. If you upgrade to Enterprise
Vault 12.3 or later, the existing protocol configured for Enterprise Vault web
applications is not changed. To ensure the security of client connections to Enterprise
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Vault, we strongly recommend that you configure SSL in IIS, and enable it on all
Enterprise Vault virtual directories.

Some Enterprise Vault features, such as the Enterprise Vault Office Mail App,
require secure connections. Although the information in this document is primarily
about securing Enterprise Vault Office Mail App connections, the general procedure
is applicable to securing web connections to other Enterprise Vault features.

This document describes how to create an SSL certificate request file and obtain
a certificate, and how to apply the certificate using Internet Information Services
(IIS) Manager. The document also describes a further optional procedure that is
required only if you want to secure all new archive and restore actions, and all
archive search requests.

In Enterprise Vault 10.0.3 and later, the Enterprise Vault Office Mail App is the only
option for Enterprise Vault functionality in Outlook Web Access (OWA) with Microsoft
Exchange Server 2013. With Exchange Server 2013, the Office Mail App replaces
the Enterprise Vault OWA Extensions on the Client Access Server, which are
required for older versions of Exchange Server.

Microsoft Office Mail Apps must be secured using SSL. Therefore the Enterprise
Vault virtual directory on each Enterprise Vault server that services and loads the
Enterprise Vault Office Mail App must be secured using SSL. The setup of the
Office Mail App determines which servers service requests from Office Mail App
users. For information about Office Mail App setup, see the Enterprise Vault Setting
up Exchange Server Archiving guide. Additional factors, such as a Microsoft Threat
Management Gateway farm or a third-party load balancing device, may affect which
Enterprise Vault servers service requests.

The Enterprise Vault virtual directory may need to be secured using different names;
for example, EV.domain.com and EV1.domain.local for HTTPS requests. In
addition, you may want to request a certificate that contains all your internal server
names, such as EV1.domain.local and EV2.domain.local, so the same certificate
can be used on different Enterprise Vault servers. In these cases, you may require
a Subject Alternative Name (SAN) certificate. These decisions depend on your
Office Mail App requirements, and possibly on your requirements for securing
Enterprise Vault web-based communication in general.

If only one namespace is required, then the procedures in this document still apply,
but you need to add only one name to the certificate. Later on, there may be a
requirement to add additional namespaces for expansion of the Enterprise Vault
environment. In this case, the procedures are still valid, and a new SAN certificate
with the additional namespaces is required from your certificate authority.

In most cases, obtaining a trusted certificate from a certificate authority is
recommended and is considered industry best practice. This document assumes
that this method is the one in use. However, you can produce a certificate using
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your own certification of authority. The details of this method are not covered in this
document.

The procedures assume that Internet Information Services (IIS) 7.0/7.5 is in use
on the Enterprise Vault servers.

Creating a certificate request file

Before you follow the procedure to create a certificate request (. req) file:

Identify the DNS namespaces required. For example, if you want to secure
internal communication and external web requests for the Enterprise Vault Office
Mail App or Enterprise Vault access, the names might be evserver.domain.local
and ev.domain.com, where domain is the domain name.

Decide which Enterprise Vault servers need a certificate. The following factors
determine this requirement:

= The configuration of the Enterprise Vault Office Mail App and Enterprise
Vault itself.

= Whether the load is balanced, and if so the load-balancing method.

You may then need to create a Subject Alternative Name (SAN) certificate for
multiple server names, for example EVserver1.domain.local and
EVserver2.domain.local.

To create the certificate request file, follow this procedure on one Enterprise Vault
server.

To create a certificate request file

1

On an Enterprise Vault server, open the Start menu, type mmc in the Search
box, and press Enter to run mmc. exe.

2 On the File menu, click Add/Remove Snap-in.

6
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3 Double-click Certificates, select Computer Account, and click Next.

Add or Remove Snap-ins

‘fou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: = =
—
Snap-in
ActiveX Control
Authorizah’on Manager This snap-n will always manage certificates for:
B Certificates 7 My user account

o Compeonent Services " Service account
;é‘ Computer Managem...
éDevioe Manager
=4 Disk Management
@ Event Viewer

| Folder
_EJ' Group Policy Object ...
ffg Internet Information. .
;" Internet Information. .
B, 1P Security Manitor
8, 1P Securitv Policv Ma..

' Computer accourt

Description:
The Certificates snap-in al

< Back Mext > Cancel
4 Select Local Computer, and click Finish.
|

Select the computer you want this snap+n to manage.

This snap4n will always manage:

¥ Local computer: fhe computer this console is running on)

' Pnother computer: | Erowse...

[~ Allow the selected computer to be changed when launching from the command line. This
only applies if you save the consale.

< Back I Finish I Cancel

5 Click OK.
6 Expand the Certificates node.
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Custom Request.

=

On the Certificate Enroliment Welcome page, click Next.

~| Console Root Name |
() Certificates (Local Com (¥ Certificates (Local Computer)
:

| Trust Find Certificates. |
| Enter IgTEE [  Find Certificates...
| Inter
| Trust  Mew Window from Here Request New Certificate. ..
dUnt— ——— Import
Refresh =

_| Third

Create Custom Reguest...

Trust  Help :
- Remmgggm—l—.'— Manage Enrollment Polides. ..

B Certificate Enrollment =12l

;] Certificate Enroliment

Before You Begin

The fallowing steps will help you instal cer tficates, which are digital credentials used to connect to wireless neforks,
protect content, estbish identity, and do ofher security-related tasks.

Before requesting a certificate, verify the fallowing:

Your computer is connected to the netwark
You have credentials that can be used to verify your right to cbtain the certificate

Learn more about digital certificates

Select Proceed without enroliment policy and click Next.

B Certificate Enrollment (=]

[/ Certificate Enrollment

Select Certificate Enrollment Policy

Certificate enroliment poiicy enables enroliment for certificates based on predefined certficate templates. Certificate
enrolment policy may already be configured for you.

Configured by your administrator
Active Directory Enrollment Policy 3]

Configured by you Add New
Custom Request

Learn more about certificate enroliment policy

8
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10 Accept the default options and click Next.

B Certificate Enrollment

5] Certificate Enrollment

~=1ol|

Custom request
Chose an option from the st below and configure the certificate options as required.

Template:

I™ Suppress default extensions

Request format: % PKCS #10

oM

Note: Key archival is not available for certificates based on a custom certificate request, even when this option is
specified in the certificate template.

Learn more about custom request.

11 Expand Details and click Properties.
loix

;] Certificate Enrollment

Certificate Information

Click Next to use the options already selected for this template, or dick Details to customize the certificate request,
and then dick Next.

[¥ Custom request L STATUS: Available

The following options describe the uses and valdity period that apply to this type of certificate:
Key usage:
‘Application poiides:
Validity period (days):

Details (&

Properties

Learn more about certificates
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12 On the Certificate Properties General tab, enter a Friendly name, which can
be anything you choose.

Certificate Properties x|

{ General | Subjectl Extensions I Private Key |

A friendly name and description will make it easier to identify and use a certificate.
Friendly name:

[Evert

Description:

Learn more about certificate properties

oK I Cancel | Apply |

13 On the Certificate Properties Subject tab, under Subject name, select the type
Common name and add a common name. In this case the common name is
the internal namespace name for the Enterprise Vault server.
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14 Still on the Certificate Properties Subject tab, under Alternative name, select
the DNS type and add the external namespace for DNS. You can add as many
alternative namespaces under DNS as you require. Then click OK.

5
General SUb]ECtl Extensions | Private key |

The subject of a certificate is the user or computer to which the certificate is issued. You can
enter information about the types of subject name and alternative name values that can be used
in a certificate,

Subject of certificate
The user or computer thatis receiving the certificate

Subject name:

Type: ICN = iy local
ICommon name 'l Add > |
Value:

l— < Remove |

Alternative name:

Type:

DNS =

Value:

l— Add > |

< Remove

Learn more about subject name

oK I Cancel | Apply

15 On the Certificate Information page, click Next.
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16 On the next page, enter a location and a name for the request file and click

Finish. Note that there is no Back option here. If you make a mistake, click
Cancel and repeat the steps as necessary.

B Certificate Enrollment (=]

[/ Certificate Enrollment

Where do you want to save the offfine request?

1f you want to save a copy of your certificate request or want to process the request later, save the request to your
hard disk or removable mecia. Enter the location and name of your certificate request, and then dlick Finich.

File Name:

C:\Users\VSA\Desktop EV_Cert Browse...
File format:
¥ Base 64
" Binary
Learn more about fle format

17 Close the MMC.

Obtaining the certificate

Next, you must use the certificate request file to obtain the certificate.

To obtain the certificate

*

Open the request file in a text editor and supply the contents to your certification
authority.

You can get more information about obtaining the certificate from your SSL
vendor. They will provide a certificate (.cer) file.

Alternatively, you can obtain a certificate from your own certification authority,
using (for example) Microsoft Certificate Services.

BlEv_cert - Notepad
File Edit Format View Help
————— BEGIN NEW CERTIFICATE REOQUEST

" ] e T TR S L L e

.

5 dime B
by P < 9 5 :
3 b Ll S (RS TR - TR

REQUEST--—--

12
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Applying the certificate

Note: When you have completed the procedure "To apply the certificate" in this
section, you have installed the SSL certificate and fulfilled the SSL certificate
requirements for use of the Enterprise Vault Office Mail App. The steps in the next
section, Securing Enterprise Vault web-based communication, are required only if
you want to secure all Enterprise Vault web-based communication from now on.

To apply the certificate

1 Open IS Manager. In the Connections pane, select the Enterprise Vault server
and then open the Server Certificates feature.

&5 Start Page =
Gg_‘ ,g_ - Fiter: server - Blco - Gshow Al |Groupby: Area - -
s
EER =D b, = -, well
€« € & ¢ 8 7 4 &
FastcGl HTTP  ISAPLand CGI ISAPIFiters  logging  MIMETypes  Modules
Setings  Respo...  Restrictions
r'a
2
]
Worker
Processes

2 Click Complete Certificate Request.

If the certificate was supplied as a .pfx file rather than a . cer file, first click
Import and follow the wizard.

Import..

Use this feature to request and manage certificates that the Web server can use with Web sites configured for S5L.
Complete Certificate Request..

U‘él Server Certificates

Create Certificate Request... ‘

Name = | 1sued To | 1ssued By | Expiration Date | Certificate Hash

Select the certificate (. cer) file and click OK.
In the Server Certificates list, check that the certificate has been added.
5 This step assumes that the Default Web Site is in use for Enterprise Vault.

In the Connections pane, right-click Default Web Site and click Edit Bindings.
Select https port 443 and click Edit. If https is not in the Type list, click Add
and add https from the Add Site Binding dialog.
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In the Edit Site Binding dialog, select the SSL certificate from the menu and
add it to the required IP address and port.

If the certificate is the only certificate in 1IS on this Enterprise Vault server, you
can leave the IP address unassigned.

Site Bindings 21x]
Type | Host Mame Fort | IF Address | Binding Add...
http 30 *
net.tp s08:*
net.pipe Remove |
net.m... localho:
msmag... localhos Erowse |
https 443 *
| | i
Edit Site Binding e
Close |
Type: IP address: Fort:
[ttps | [z o e x| fas
Host name:
SEL certificate:
[EV_cert x| view...
Cancel |

Note: If multiple websites are hosted on the Enterprise Vault server, further
planning of IP addresses and port numbers is required. This planning is beyond
the scope of this document.

Click OK on the Edit Site Binding dialog and Close on the Site Bindings
dialog, and close IS Manager.

Securing Enterprise Vault web-based
communication

The procedure in this section is required only if you want to secure all connections
to all Enterprise Vault web applications in 1IS from now on. In particular, the
procedure secures all new archive and restore actions, and all search requests. If
you do not require this additional configuration, do not follow the procedure.
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Effect on existing shortcuts

If you follow all the steps in the procedure, note that existing shortcuts of the following
types are not updated with the HTTPS/SSL request path and will no longer work:

s Customized shortcuts
= File System Archiving (FSA) shortcuts
s SharePoint shortcuts

You may therefore want to follow the procedure in two stages when you change
from HTTP to HTTPS, as follows:

= Run steps 1 to 3 to change the Enterprise Vault site properties so that new
shortcuts are created with an HTTPS URL. You must also run step 6 to
synchronize mailboxes.

= When existing HTTP shortcuts have expired, run steps 4 and 5 to require SSL
and turn off HTTP support. The policy settings for your Enterprise Vault site
control the timing of shortcut expiry.

Additional steps for FSA Reporting

If the Enterprise Vault site uses FSA Reporting, you must perform some additional
steps on each Enterprise Vault server and on each file server in the site. Otherwise
the status of FSA Reporting is shown as Off in the Administration Console. For
details of the additional steps, see "Customizing the port or protocol for the Enterprise
Vault Web Access application" in the Enterprise Vault Administrator's Guide.
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To secure web-based communication

1 Open the Enterprise Vault Administration Console on one Enterprise Vault
server, and open the Site Properties.

Site Properties - Bt x|

Archive Usage Limit I Indexing | Advanced I Monitoring
General | Archive Settings | StorageExpry | Site Schedue

G

Vault site alias: e

Description: | UK South
\Web Access application
" Use TCP Part: 30
{% Use HTTPS on 55L Port: Iﬂ
System message:

—PST Holding Folder

I Browse... |
Total size I 10 3: gigabytes

Administrative note:

Ok I Cancel | Apply | Help |

2 On the General tab, select Use HTTPS on SSL Port and specify port 443.
When you make the selection, the following warning appears:

Enterprise Vault |

. Changing the port will break shortcuts and requires manual
_Jé changes to 115, Click Help for further details.

oK I Help
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3  To continue with the change, click OK on the warning and then click OK on
the Site Properties.

Note: Before you continue with steps 4 and 5, make sure you have read Effect
on existing shortcuts and considered the option to follow this procedure in two
stages.

4 Open IIS Manager on each Enterprise Vault server to which a certificate has
been applied. Select Default Web Site. Then under IS, open the SSL Settings
feature.

5 Select Require SSL, then click Apply and OK.

@ SSL Settings

This page lets you modify the S5L settings for the content of @ Web site or application.
I Require 55L
Client certificates:

¥ Ignore

 Accept

* Require

6 Synchronize all mailboxes that are enabled for Enterprise Vault for these
updates to take effect.

Note: Until you complete this step, existing Enterprise Vault users may not be
able to access Enterprise Vault facilities.

For information on synchronizing mailboxes, see the Enterprise Vault
documentation.

Securing Compliance Accelerator and Discovery
Accelerator web-based communication

The procedure in this section is required only if you want to secure all connections
to all Compliance Accelerator and Discovery Accelerator web applications in IIS.
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To secure web-based communication

1 Open IIS Manager and on each Compliance Accelerator and Discovery

Accelerator related virtual directory open the SSL Settings feature.
2 Select Require SSL, then click Apply and OK.

@ SSL Settings

Thiz page lets you modify the S5L settings for the content of a Web site or application.
v Require S5L
Client certificates:

% Ignore

' Accept

' Require

3 Reset IS for these updates to take effect.
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