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About this guide

This chapter includes the following topics:

m Introducing this guide

Introducing this guide

This guide describes how to set up Enterprise Vault auditing.

Enterprise Vault auditing records activity in a number of different categories.
You select the categories in which you want to record activity, and Enterprise
Vault stores the recorded information in the Enterprise Vault audit database.
You can then view the audit database entries using SQL queries, use the Audit
Viewer utility, or retrieve information from the Enterprise Vault auditing database
through the Open Data (OData) web service.

Auditing is an important tool for providing evidence of compliance with data
protection regulations. For example, you can use Enterprise Vault classification
to mark personally identifiable information (PII), and then enable auditing to
record when the PII is deleted.



Intfroducing Enterprise
Vault auditing

This chapter includes the following topics:

m About Enterprise Vault auditing

About Enterprise Vault auditing

Enterprise Vault includes flexible auditing that you can enable for all the available
Enterprise Vault servers in the site. The auditing data is written to a SQL Server
database - you can have a single audit database for all Enterprise Vault servers
in a site.

Enterprise Vault auditing records the following:

m The time an event occurred

m The account that initiated the activity

m The archive in which an item was archived

m The category of the event, such as View, Archive, or Delete

You can enable auditing for a number of different types of event, showing for
example, details of the following:

m Actions taken using the Administration Console
m Searches

m Viewing an item

m Deletions

For most types of event you can specify detail levels of Summary or Details, or
both:



Introducing Enterprise Vault auditing | 9
About Enterprise Vault auditing

® Summary gives information about the event, such as the date and time, account
used, vault used.

m Details lists more information, such as extracts from the content of a message,
for example Subject, Mailbox Owner, and Folder.

You can view the audit database entries using SQL queries, or use the Audit
Viewer utility.

Enterprise Vault provides PowerShell cmdlets for managing Enterprise Vault
SQL databases. See the PowerShell cmdlets guide for more information.

Note that there will be a slight reduction in performance when you enable
auditing.

Auditing is disabled by default.



Setting up auditing

This chapter includes the following topics:

Setting up auditing

Creating the audit database
Configuring and managing auditing
Starting or stopping auditing
Tuning auditing

Moving the auditing database

Accessing earlier versions of inactive audit databases using the OData web
service

Setting up auditing
Table 3-1 summarizes the tasks that are required to set up auditing, and provides
links to the sections where you can find more information.

Table 3-1 Steps to set up auditing

Steps  Task More information

Step 1 | Create the audit database. One audit database is created for all of

the Enterprise Vault servers in the site.

See “Creating the audit database”
on page 11.
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Creating the audit database

Table 3-1 Steps to set up auditing (continued)
Steps  Task More information
Step 2 | Configure auditing. You can configure auditing across all

the Enterprise Vault servers in the site
at once or for individual servers.

See “Configuring and managing
auditing” on page 12.

Step 3 | Start or stop auditing. You need to start or stop auditing for
the Enterprise Vault servers in the site.

See “Starting or stopping auditing”
on page 16.

Step 4 | If necessary, tune auditing. You can tune auditing by changing the
number of connections that Enterprise
Vault services can make to the audit
database.

See “Tuning auditing” on page 16.

Creating the audit database

This section describes how to use the Administration Console to create the audit
database.

It is important to apply appropriate security to the audit database. You should
consider limiting the access to the database for very privileged users, such as the
Vault Service account. For example, you may want to prevent the Vault Service
account from removing or modifying Archive Permissions records in the audit
database.

The Enterprise Vault databases contain roles that you can use to increase the
database security in your environment. For information on how to use database
roles to improve security on the audit database, see Using sing SQL Database
Roles in Enterprise Vault, Surveillance, and eDiscovery.

Note: The audit database can grow to a large size, and it may sometimes be
necessary to perform a rollover to a new database or remove entries from the
database to reclaim some disk space. For more information, see the Enterprise
Vault SQL Best Practices guide.
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To create the audit database

1 Inthe left pane of the Administration Console, right-click the Enterprise
Vault Directory and then, on the context menu, click Enable Auditing.

2 Under Audit Database location, click Browse to display the available
locations for the audit database.

If you want to create a new folder for the audit database, click New Folder.

Click the location to use for the audit database, and then click OK.

[4)]

Under Transaction log location, click Browse to display the available
locations for the audit database transaction log.

If you want to create a new folder for the transaction log, click New Folder.
Click the location to use for the log, and then click OK.
Click OK to close the Configure Auditing dialog box.

O 00 N o

Wait a few moments for Enterprise Vault to create the database.

10 When Enterprise Vault displays a message confirming that it has created
the audit database, click OK to dismiss the message.

The audit database is created on the same SQL Server as the Enterprise Vault
Directory database. However, you can move the audit database to another
server, if required.

See “Moving the auditing database” on page 17.

Configuring and managing auditing

Audit categories identify the different types of information that auditing can
collect. After you have created the audit database, you can use the Enterprise
Vault Administration Console to select audit categories. All categories can record
summary audit data, and some can also record detailed data.

The Configure Auditing option in the Enterprise Vault Servers container in the
Administration Console lets you configure common audit categories for all the
available Enterprise Vault servers in the site. You can also configure customized
audit settings at the server-level.

In a building blocks configuration, we recommend that you select the same audit
categories on the active server and the failover servers. Failure to do this will
result in inconsistent audit data in your environment. If you select the Archive
Permissions category, it is particularly important to select this category on all of
the Enterprise Vault servers.
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In Enterprise Vault 12.4 and later, you can configure auditing in the following
ways:

m Enable or disable auditing across all the Enterprise Vault servers in the site
at once, or for individual servers.

m Use common audit categories for all the Enterprise Vault servers in the site.
m Configure audit categories separately for each Enterprise Vault server.

When an Enterprise Vault administrator changes the auditing configuration,
event ID 4288 reports whether auditing is running (enabled) or stopped (disabled),
the status of each audit category, and the identity of the administrator who made
the change. When the Enterprise Vault Admin service starts, event ID 4286 is
reported if auditing is running and event ID 4287 is reported if auditing is stopped.
An audit database entry is also created with the same information.

You can modify the audit categories when auditing is running or stopped.

Table 3-2 Audit categories
Category Descripfion
Admin Activity Configuration changes made in the Enterprise Vault

Administration Console or Management Shell, such as adding a
new task, creating archives, or enabling mailboxes.

Advanced Search Searches performed, including the terms used and the number
of items found.

Archive Items being archived, either manually or on a scheduled run.

Archive Folder Archived items being moved to a different mailbox folder.
Updates
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Table 3-2 Audit categories (continued)

Category Description

Archive Permissions

Manual changes to user or group access permissions on an archive.
Manual permissions are set on an archive in the Enterprise Vault
Administration Console using the Archive Properties dialog box,
using the Enterprise Vault Policy Manager (EVPM) utility, or using
the Set-EVArchivePermission PowerShell cmdlet. If you
select this category, you should select it on all of the Enterprise
Vault servers in the site.

Note that this auditing category does not capture changes to
automatic access permissions on an archive. Automatic archive
permissions are the permissions that are set on the original
content source, and synchronized to the Enterprise Vault archive.
To capture this information, you must enable and configure
auditing in the content source application. For example, access
permission changes that a user makes on an Exchange Server
mailbox are automatically synchronized to the associated
Enterprise Vault archive. To capture these permission changes,
you must enable and configure Exchange Server auditing on the
Exchange Server that hosts the mailbox.

Classification

Classification of archived items.

Delete

Archived items being deleted because their retention periods
have expired, users have chosen to delete them, or third-party
applications have requested their deletion for compliance with
data protection legislation.

Domino Archive

Any Domino archiving activity.

Domino Restore

Any Domino restore activity.

Exchange Records the details of creation, modification, and deletion of

Synchronization Exchange managed content settings. Enterprise Vault records
relevant details when it is configured to archive from Exchange
managed folders and to synchronize with their managed content
settings.

FS Archive File System Archiving activity.

GetOnlineXML Document retrieval into SharePoint Portal Server.

Indexing operations

When indexing subtasks for managing index volumes start and
stop. Also records any critical errors that the subtasks encounter
when processing indexes. The Manage Indexes wizard enables
you to manage index volumes.

14
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Audit categories (continued)

Category Description

Move Archive

Details of individual Move Archive operations.

NSF Migration Items being migrated from NSF files.
PST Migration Items being migrated from PST files.
Restore Archived items being restored.

Retention Category
Updates

Changes to the retention category of archived items.

SPS Archive

SharePoint archiving activity.

Saveset Status

(For Support use.) Rarely used. Records whether a saveset file is
available.

Subtask Control

The creation and modification of subtasks, such as the subtasks
that control Move Archive operations.

Undelete Deleted items that are recovered using the option Recover items
on the Deleted Items tab of Archive Properties. Shortcuts
recovered using the FSAUndelete utility are also recorded.

User Your own auditing entries.

View Viewing archived items, either as HTML or in their original
formats.

View Attachments Viewing of archived items from within SharePoint Portal Server.

To configure auditing

1

In the Administration Console, right-click the Enterprise Vault Servers
container and, on the shortcut menu, click Configure Auditing.

Table 3-2

On the Centralized Auditing tab, select or clear the audit categories.

On the Server Settings tab, do the following:

m To enable or disable auditing across all the Enterprise Vault servers in
the site, select or clear the check box next to the Auditing column header.

m To enable or disable auditing for individual servers, select or clear the
check box for that server row in the Auditing column.

15
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m To apply the audit categories that you configured on the Centralized
Auditing tab for all the Enterprise Vault servers in the site, select the
check box next to the Centralized Category column header.

m To apply the audit categories that you configured on the Centralized
Auditing tab for individual servers, select the check box for that server
row in the Centralized Category column.

m To configure customized categories for individual servers, clear the check
box for that server row in the Centralized Category column and click
Audit Categories. In the Manage Server Auditing Settings dialog box,
configure the auditing categories for each server.

4  Click Apply, and then click OK to save the settings.

Starting or stopping auditing
You can enable or disable auditing across all the Enterprise Vault servers in the

site at once, or for individual servers.

When auditing is started or stopped, event ID 4288 reports whether auditing is
running (enabled) or stopped (disabled), the status of each audit category, and the
identity of the administrator who made the change. When the Enterprise Vault
Admin service starts, event ID 4286 is reported if auditing is running and event
ID 4287 is reported if auditing is stopped. An audit database entry is also created
with the same information.

To start or stop auditing

1  Inthe Administration Console, right-click the Enterprise Vault Servers
container and, on the shortcut menu, click Configure Auditing.

On the Centralized Auditing tab, select or clear the audit categories.
On the Server Settings tab, do the following:

m To enable or disable auditing across all the Enterprise Vault servers in
the site, select or clear the check box next to the Auditing column header.

m To enable or disable auditing for individual servers, select or clear the
check box for that server row in the Auditing column.

4  Click Apply, and then click OK to save the settings.

Tuning auditing
Each computer on which you enable auditing has a limited number of connections
that it can make to the audit database. These connections are reused as needed.



Setting up auditing | 17
Moving the auditing database

Auditing uses a pool of connections to the audit database. You can make Enterprise
Vault audit record the level of usage of these connections and then, if necessary,
you can modify the number of connections as required.

To tune auditing

1  Inthe Administration Console, expand the tree in the left pane until the
Enterprise Vault Servers container is visible.

2 On the Centralized Auditing tab, click Advanced.
Select or clear Log database information to turn logging on or off.

4  If necessary, modify the number of connections for each Enterprise Vault
service.

Click OK.

Restart the Enterprise Vault Admin service on the computer.

Moving the auditing database

You can move the auditing database to a different SQL Server if required, for
example during disaster recovery. When you have moved the database, complete
the following procedure on each Enterprise Vault server on which auditing is
enabled.

To move the auditing database
1 Move the auditing database to the new SQL Server.

2 On the Enterprise Vault server, use the ODBC Data Source Administrator
to select the new SQL Server on the EVAudit ODBC data source.

3 Test the data source when the ODBC Data Source Administrator gives you
the opportunity.

Accessing earlier versions of inactive audit databases
using the OData web service

To allow the OData web service to access an Enterprise Vault 12.3 or earlier
version of the audit database, you need to configure the details of that database
on the SQL Server and the OData web.config file on the Enterprise Vault server.
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To access inactive old audit databases using the OData web service

1  Copythe audit Schema Upgrade and AuditDBRoles scripts from the
Enterprise Vault installation folder (for example C:\Program Files
(x86)\Enterprise Vault) to the SQL server that hosts the auditing database.

2 Double-click the audit Schema Upgrade script to open the file in the SQL
Server Management Studio.

3  Before executing the script, replace the database name with the name of the
database that you want the OData web service to query.

USE [NameOfTheOldAuditDatabase]

4  Double-click the auditDBRoles script to open the file in the SQL Server
Management Studio.

5 Before executing the script, replace the database name with the name of the
database that you want the OData web service to query.

USE [NameOfTheOldAuditDatabase]
6  After the script is executed successfully, click New Query in the toolbar.

Execute the following script to add users to the EVODataAdminrole. Note
that to add more users to the role, you need to edit the value of the @User
parameter and rerun the script for each user.

USE [NameOfTheOldAuditDatabase]

GO

DECLARE @return value int

EXEC @return value = [dbo].[AddWindowsUserToRole]
@QRole = EVODataAdminRole,
@User = N'domain\username'

SELECT 'Return Value' = @return value

GO

8 Verify whether the user is added to the SQL Role “EVODataAdminRole” that
is available under the old Audit database. Double-click
NameOfTheOldAuditDatabase > Security > Roles > Database Roles >
EVODataAdminRole, and select Properties.

Q@ On the Enterprise Vault server, open the web.config file from
installpath\EVOData. Update the SQL server name and the name of the
audit database that you want the OData web service to query.

<add key="AUDIT SQIL SERVER NAME" value=""/>
<add key="AUDIT DATABASE NAME" value=""/>



Viewing the audit
database entries

This chapter includes the following topics:

m About viewing the audit database entries

m Viewing the audit database entries using Audit Viewer
m Viewing the audit database entries using SQL queries

m Viewing the audit database entries using the OData web service

About viewing the audit database entries

You can view and filter the audit database entries using SQL queries. You can
also use scripting to customize how the entries are processed and displayed.

Alternatively, Enterprise Vault provides the Audit Viewer utility, which lets you
view and filter the audit entries.

Viewing the audit database entries using Audit
Viewer

Audit Viewer lets you view and filter the data that is recorded in an Enterprise
Vault audit database. You can specify the data that you want to view, sort the
data, and copy it to the Windows Clipboard.
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Using Audit Viewer to run a report on audit data

Follow the instructions in this section to open Audit Viewer and generate a report
on the data in the auditing database.

Note: You must run this utility with Administrator privileges if the computer has
User Account Control (UAC) enabled.

To use Audit Viewer to run a report on audit data

1

In Windows Explorer, browse to the Enterprise Vault program folder (for
example C:\Program Files (x86)\Enterprise Vault).

Double-click auditViewer.exe.

In the Audit Viewer window, type or select the search criteria for the records
that you want to view.

The following table provides information on each search term.

User Name

Archive

Category

Subcategory

Date (From), Date
(To)

Information
contains

Status

Server

Specify the required user in the form domain\username.

Specify the name of the required archive. You can use the
Enterprise Vault Administration Console to determine the name.

Select a category of audit entries to search from the list. Audit
Viewer lists only those categories that exist in the captured data.

After you have selected a category, select a subcategory from
the list.

B Item returns the summary information for a category.

m If you select Detailed as a category, the additional
information is held in Information records.

m All returns both the summary and detailed records for
selected categories.

Define a date range and time range to search the audit records.

Type a keyword for which to search in the audit records.

Select a status from the list for the records that you want to

view.

Select the Enterprise Vault server that is the target of this search.

20
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Audit ID Type a range of numbers to indicate the audit records that you
want to view.

Order By Select the attribute by which to order the results and whether
you want Audit Viewer to list the results in ascending order or
descending order.

Maximum Results Select whether to view all the results that the search finds or a
portion of those results.

4  Click Search to generate the report.

Copying the search results from Audit Viewer

Audit Viewer displays the records that match your search criteria in the Search
Results window.

Click a column heading to sort the records according to the entries in that column.

You can copy the contents of this window to another application, such as a
spreadsheet application.

To copy the search results from Audit Viewer
1 In the Search Results window, highlight the records that you want to copy.
2 Right-click the records, and then click Copy.

You can also press Ctrl+A and Ctrl+C to copy all the search results to the
Clipboard.

3  Paste the records into the destination document.

Changing Audit Viewer settings

You can change the auditing database that you want to search. Audit Viewer
also provides the option to hide or show selected fields in the Search Results
window.

To change Audit Viewer settings
1  Inthe main Audit Viewer window, click Settings.

2 Inthe Settings window, change the auditing database that you want to search.
You can also select or clear the return fields that you want to show or hide.
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Viewing the audit database entries using SQL queries

Viewing the audit database entries using SQL queries

We recommend that you query the database view, EVAuditView, in the audit
database. The SQL queries can filter audit entries based on criteria, such as a date
range, user name, or ObjectID. See the Appendix to this document for a description
of the format of audit database entries, and an explanation of the values in the
EVAuditView columns for different types of audit entry.

See “The format of audit database entries” on page 35.

The procedure below shows you how to use SQL Server Management Studio to
enter and run SQL queries. Later sections include example SQL queries that search
database entries for item delete operations. You may need to run such queries
to obtain evidence of item deletion, for example, to show compliance with data
protection regulations.

See “Auditing general delete operations” on page 29.

Changes to archive access permissions are shown as Security Descriptor Definition
Language (SDDL) strings. A script is shipped with Enterprise Vault to convert
these strings to an array of permissions in a more user-friendly format.

See “Retrieving audited changes to archive permissions in a user-friendly format”
on page 23.

To view the audit database entries using SQL Server Management Studio
1 Start the SQL Server Management Studio.
2 On the Standard toolbar, click New Query.

On the SQL Editor toolbar, select EnterpriseVaultAudit from the list of
available databases.
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4 Type a SQL query to retrieve the audit entries that you want.

This simple example query retrieves the audit entries from the database
view, EVAuditView, in date order:

SELECT * FROM EVAuditView ORDER BY AuditDate DESC

Here is another example query. This example query filters entries based on
a date range and user names.

USE EnterpriseVaultAudit

DECLARE (@StartDateTime datetime
DECLARE @EndDateTime datetime

SET @StartDateTime = '2017-10-05 08:00:00"
SET @EndDateTime = '2017-10-06 08:00:00"'

SELECT * FROM [EnterpriseVaultAudit]. [dbo].[EVAuditView]
WHERE AuditDate BETWEEN (@StartDateTime and @EndDateTime
AND UserName in ('Org\HSmith', 'Org\JDoe')

ORDER BY AuditID

5 Click Execute on the SQL Editor toolbar, or press F5 to run the command.

Retrieving audited changes to archive permissions in a user-friendly

format

An administrator can change the manual permissions on an archive using the
Permissions tab on the Archive properties, using the Enterprise Vault Policy
Manager (EVPM) utility, or using the set-EVArchivePermission PowerShell
cmdlet. In audit database entries, changes to manual archive access permissions
are shown as Security Descriptor Definition Language (SDDL) strings for Windows
permissions, and XML for Domino permissions. An example PowerShell script,
ExampleEvPermissionsAuditHelper.psl,isincluded in Enterprise Vault to show
you how you can convert these strings to an array of permissions in a more
user-friendly format. The following information is included in the script output:

m Identity details of the archive.
m Name of the Enterprise Vault administrator who changed the permissions.

m  Alist of the old and new permissions for each administrator who has manual
permissions set on the archive.

23
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The example script is located in the folder, Enterprise

Vault installation\Auditing. You can run the script on your audit database,
or modify it to use as part of your audit database processing. The Enterprise Vault
Management Shell is not required to run this script.

The comments in the example script explain what the script does, the permissions
needed to run the script, and the limitations of this example. You need to change
values in the script for your environment.

The permissions available in the Archive properties dialog box and in EVPM are
Read, Write, and Delete. These permissions equate to more granular permissions
in audit database entries. Table 4-1 shows the mapping between the permissions
that are available to administrators, and the underlying permissions that are
displayed in the audit database entries that are output by the example script.

Table 4-1 Mapping of available permissions to permissions output by script

Permissions in Archive properties and  Permissions output by example script

EVPM

Read READ_FOLDER
READ_ITEM

Write ADD_FOLDER
ADD_ITEM

CONTROL_FOLDER

Delete DELETE_FOLDER
DELETE_ITEM

Viewing the audit database entries using the OData
web service

In Enterprise Vault 12.4 and later, you can retrieve information from the
Enterprise Vault auditing database through the Open Data (OData) web service.
You can use this information with any OData-compatible reporting tool to create
reports as required. Examples of such reporting tools include Excel/PowerQuery
and Microsoft SQL Server Reporting Services (SSRS).

You can access the auditing information by typing the following addresses in the
address bar of your web browser. In each case, EVServer is the name of the server
on which you have installed the Enterprise Vault server software.

m To access a list of all the available auditing endpoints, type the following:
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https://EVServer/EnterpriseVaultAPI/OData/Auditing

m To access a list of all the available endpoints together with all the fields
included in each dataset, type the following:
https://EVServer/EnterpriseVaultAPI/OData/Auditing/$metadata

m To access a particular auditing endpoint, type the following:
https://EVServer/EnterpriseVaultAPI/OData/Auditing/endpoint_name
See “Available auditing endpoints” on page 25.

Preparing the user account for accessing the Enterprise Vault OData
web service

To allow users to retrieve information from the auditing database using the OData
web service, you need to configure the following:

m Assign the user account to the role that has the “Can View Enterprise Vault
Auditing OData datasets” operation.
Enterprise Vault includes an RBA operation called “Can View Enterprise Vault
Auditing OData datasets” that allows access to the auditing database using
the OData web service. Only users that are assigned to a role that has this
operation can query the auditing database. Note that the Power Administrator
role is assigned this operation by default.

m  Assign the user account to the EVODataAdminRole in the Enterprise Vault
auditing database.
The SQL database role called EVODataAdminRole allows users access to the
Enterprise Vault auditing database through the OData web service. When
you add users to or remove users from a role that has the “Can ViewEnterprise
Vault Auditing OData datasets” operation, Enterprise Vault automatically
synchronizes the users to the EVODataAdminRole role.

m Configure the Enterprise Vault server to be trusted for delegation.
This is necessary because the Enterprise Vault OData web service tries to
connect to the auditing database by using the credentials of the user account
that is accessing the web service. The database server which hosts the auditing
database does not accept the credentials of the user account that is accessing
the web service from the IIS server unless the IIS server is configured to be
trusted for delegation. Refer to the Microsoft documentation for instructions
on how to configure the server to be trusted for delegation.

Available auditing endpoints

Table 4-2 describes the auditing endpoints that you can view information about
using the OData web service.
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Available Enterprise Vault auditing endpoints

This endpoint Shows

Archives

The list of archives for which audit entries are
recorded in the audit database.

AuditEntries

The list of audit entries that are recorded in the audit
database.

Categories

The list of audit categories for which audit entries are
recorded in the audit database.

SubCategories

The subcategories on the basis of which audit entries
are recorded in the audit database.

Users

The list of users for which audit entries are recorded
in the audit database.

Servers

The list of servers for which audit entries are recorded
in the audit database.

Statuses

The list of statuses that are recorded in the audit
database.

Using the OData service with Microsoft Excel

The following instructions are for Microsoft Excel 2010 and 2013. Make sure
that you have installed the Microsoft Power Query add-in for Excel. You can
download the add-in from the following page of the Microsoft website:

https://www.microsoft.com/download/details.aspx?id=39379

To use the OData service with Microsoft Excel

1 Open Microsoft Excel.

2 Create a new, blank workbook.

On the Power Query tab, in the Get External Data group, click From Other
Sources, and then click From OData Data Feed.
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In the OData Feed dialog box page, in the URL box, specify the website
address for the data feed as follows:

https://EVServer/EnterpriseVaultAPI/OData/Auditing/
endpoint_name(parameter=value)

For example:

https://EVServerl.domain.com/EnterpriseVaultAPI/OData/Auditing/
AuditEntries(recordsPerFetch=100)

Note: Take care to specify the mandatory parameters that are required to
view the endpoint information. For information on them, see the online Help
for each endpoint.

If you are prompted for your credentials, enter them and then log on. The
Query Editor opens.

In the Query Editor, view the records available for the endpoint. Edit the
queries as required.

Click Close & Load to import the endpoint information in Excel in tabular
format.

Using the OData service with Microsoft SQL Server Reporting Services

(SSRS)

The following instructions are for Microsoft SQL Server Reporting Services (SSRS).

To use the OData service with Microsoft SQL Server Reporting Services (SSRS)

1

Open Report Builder.
Add a new datasource as an XML connection type.
In the Connection string box, specify the URL for the data feed as follows:

https://EVServer/EnterpriseVaultAPI/OData/Auditing/
endpoint_name(parameter=value)?$format=application/atom+xml

For example:

https://EVServerl.domain.com/EnterpriseVaultAPI/OData/Auditing/
AuditEntries(recordsPerFetch=100)?$format=application/atom+xml

Provide credentials to connect to the data source.
Click OK.

Add the dataset using the above mentioned datasource.
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Select Use a dataset embedded in my report.
Select the dataset from the list.

Set the query as follows:

<Query>
<ElementPath IgnoreNamespaces="true">
feed{}/entry{}/content{}/properties
</ElementPath>

</Query>

Click Refresh Fields.
Use the new dataset as reporting data for the SSRS report.
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Auditing for data
protection compliance

This chapter includes the following topics:
m Auditing general delete operations

m  Auditing privileged delete operations

Auditing general delete operations

Some data protection regulations, such as the European Union's General Data
Protection Regulation (GDPR), include the "Right to be Forgotten". This regulation
supports requests to delete personal information that no longer needs to be held
in an organization's storage system. You can use Enterprise Vault auditing to
provide evidence that the information has been deleted.

This section describes how you can set up Enterprise Vault to support requests
to delete specific information in Enterprise Vault. Example searches show how
you can retrieve the audit entries that provide evidence of the item delete
operations. The examples in this section relate to general delete operations in
Enterprise Vault.

A Privileged Delete feature is available in eDiscovery. This feature allows
administrators with special privileges to delete items to comply with data
regulations. A similar feature is also available to third-party applications that use
the Enterprise Vault APIL Enterprise Vault audit entries for these operations
identify that the delete operation was performed as part of data regulation
compliance. For this reason, the SQL searches and results for privileged delete
operations are slightly different from those for general delete operations.

See “Auditing privileged delete operations” on page 33.
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Table 5-1 gives an example of the steps that you can take to provide audit database
entries as evidence that specific data has been deleted from archives.

To facilitate searching, this example includes the use of the Enterprise Vault
Classification feature. You can configure the Enterprise Vault classification feature
to tag different types of information when it is archived. For example, Enterprise
Vault classification can apply the tag, evtag.category:PII, to personally identifiable
information (PII).

Table 5-1 Steps to provide evidence of item deletion
Step Action More information
1 Check that the site setting, | If "Right to be Forgotten" requests are likely, it is
Enable recovery of user |important that this site setting is not enabled. This
deleted items, is not ensures that items cannot be restored after the
selected. "Right to be Forgotten" request has been carried
out.
2 Check that auditing is Enable Enterprise Vault auditing.
enzljcled:[ and 'the required In the properties of the Enterprise Vault server, the
aul ! tcil cgories are auditing categories that need to be enabled for this
selected. example are Advanced Search and Delete. The
summary level is sufficient for the Delete category.
3 Search for the items to In this example, we use Enterprise Vault Search to
delete. search an Exchange Mailbox archive for the data
to delete.
Before performing the search, ensure that the
administrator who performs the search has
adequate permission on the user's archive to delete
items.
The search entered is: ‘evtag.category:PII’
The actual search performed by Enterprise Vault
Search is:
' (NOT sens:2) AND (evtag.category:PII)'
This means that any items marked as ‘Private’ in
Outlook are not returned in the search; Enterprise
Vault Search does this filtering automatically.
4 Use Enterprise Vault In the search policy, ensure that item deletion is
Search to delete all enabled.
returned results. In Enterprise Vault Search, right-click the item to
delete, and select Delete.
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Table 5-1 Steps to provide evidence of item deletion (continued)
Step Action More information
5 Repeat the same search in | It is important to repeat the same search to show

Enterprise Vault Search. | that the correct items were deleted.

6 Search for the delete Extract the relevant part of the audit trail using
operation entries in the suitable SQL queries. The search queries can be
audit database. based on, for example, audit date, archive ID, and

SO on.

See “Example query search for general item delete
audit entries” on page 31.

See “Example query search for privileged delete
audit entries” on page 33.

Example query search for general item delete audit entries

The following simple query retrieves from the audit database all Search and
Delete entries within a specified time period.

USE EnterpriseVaultAudit

SELECT * FROM [EnterpriseVaultAudit].[dbo].[EVAuditView]

WHERE CategoryName in ('Search', 'Delete')

AND AuditDate BETWEEN '2017-10-05 08:27:48' and '2017-10-05 08:32:37"
ORDER BY AuditID desc

The following SQL query extends this simple query to filter on archive also. The
archive information is stored in the Enterprise Vault directory.

DECLARE @ArchiveId varchar(112)
DECLARE (@StartDateTime datetime
DECLARE (@EndDateTime datetime

SET Q@ArchiveId = '1B29F35DAA512AC47A64558FDF7A614571110000example.local’
SET @StartDateTime = '2017-10-05 08:27:48"'
SET @EndDateTime = '2017-10-05 08:28:37'

CREATE TABLE #ArchiveFolders

(
VaultEntryId varchar (112)

INSERT INTO #ArchiveFolders
SELECT VaultEntryId
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FROM [EnterpriseVaultDirectory].[dbo].[ArchiveFolderView]
WHERE ArchiveVEID = @Archiveld

SELECT * FROM [EnterpriseVaultAudit]. [dbo].[EVAuditView]
auditView LEFT JOIN #ArchiveFolders archFolder

ON archFolder.VaultEntryId = auditView.Vault

WHERE AuditDate BETWEEN @StartDateTime and @EndDateTime
AND CategoryName in ('Search', 'Delete')

ORDER BY AuditID

DROP TABLE #ArchiveFolders

Table 5-2 shows example data returned by the SQL query of the audit database.
The column titles relate to the database view, EVAuditView, in the audit database.
The values in the column, Example values (Search), show an audit entry created
by the initial search for the items to delete. The values in the column, Example

values (Delete), show an audit entry created when the user, jdoe, deleted an item.

Given the steps in Table 5-1, there would also be an audit entry for the final
search showing that the item no longer exists. This audit entry is not included in
Table 5-2.

See the Appendix to this document for a description of the format of audit
database entries, and an explanation of the values in the EVAuditView columns
for different types of audit entry.

Table 5-2 Example audit entry values returned by the SQL query
EVAuditView column Example values (Search) Example values (Delete)
title
AuditID 3582 3584
Status SUCCESS SUCCESS
AuditDate 31/08/2017 10:03:37 31/08/2017 10:03:44
UserName example\jdoe example\jdoe

The user who performed the search operation. | The user who performed the delete

operation.

CategoryName Search Delete
SubCategoryName Searches Item

ObjectID (Saveset
and/or Folder ID)

201802017502363~201802011626030
000~Z~A158658C6FBE60B76

32



EVAuditView column Example values (Search)

title

Auditing for data protection compliance | 33

Auditing privileged delete operations

Table 5-2 Example audit entry values returned by the SQL query (continued)

Example values (Delete)

Vault (Archive or |16454F118169EDE48822DC10CE 1610D28B10DB21647B11EEF479019
Folder 1ID) 69307CA1110000example.local B70B1110000example.local
Info Query ' (NOT sens:2) AND

(evtag.category:PII)', matching '8'

entries, viewing range 'l' to '100'
MachineName EVServerl EVServerl

Auditing privileged delete operations

By assigning the role of Regulatory Reviewer to selected eDiscovery client users,
you can now permit them to delete items permanently from Enterprise Vault
archives. The Privileged Delete permission that is associated with the role enables
these users to mark items in the case review set for deletion from the archives.
For more information about the Privileged Delete feature, see the eDiscovery
Administrator's Guide.

A compliance delete feature is also available for third party applications that use
the Enterprise Vault API The user under which the third-party application runs
must be assigned to the Enterprise Vault Compliance Delete Application role.

Enterprise Vault auditing records additional information about compliance
deletions made using Privileged Delete in eDiscovery and compliance delete in
third-party applications that use the Enterprise Vault API.

You can run SQL queries on the audit database to retrieve information about
compliance deletion operations.

Example query search for privileged delete audit entries

The following example query searches the audit database for item delete
operations between the dates that you specify:

USE EnterpriseVaultAudit

GO

SELECT * FROM EVAuditView WHERE CategoryName = 'Delete'
SubCategoryName = AND AuditDate BETWEEN
CONVERT (datetime, 'mm-dd-yyyy',110) and

CONVERT (datetime, 'mm-dd-yyyy',110)

AND

'"Information'
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Table 5-3 shows example values of an audit entry returned by this query.

Table 5-3 Example audit entry values returned by the SQL query

EVAuditView column Example values (Delete)

title

AuditID 4

Status SUCCESS

AuditDate 2018-02-02 17:01:56.583
UserName example\vsa

The user who performed the delete operation. For items that are were deleted by the
eDiscovery Privileged Delete feature, the UserName column displays the name of the
Vault Service account. For items that were deleted by a third-party application, this is
the user that is assigned to the Compliance Delete Application role.

CategoryName Delete
SubCategoryName Information
ObjectID 201802017502363~201802011626030000~2~A158658C6FBE6OB76

The saveset ID of the item that was deleted.

Vault 600B5AA958C24411F9D0B892B91F5E4393B33DB7F88B8ES551110000VS1

The archive that contained the item.

Info <Delete ObjectType="Item" ObjectName=" (null)">
<Property Name="EV_API DELETION LEVEL">
<Current Value="DELETION LEVEL COMPLIANCE"/>
</Property> </Delete>

The deletion level DELETION_LEVEL _COMPLIANCE denotes that the item was deleted
using Privileged Delete in eDiscovery or compliance delete in a third-party application
that uses the Enterprise Vault APL

MachineName EVServerl




Format of audit database
entries

This appendix includes the following topics:

m The format of audit database entries

The format of audit database entries

In Enterprise Vault 12.3, auditing of administrative activity (Admin Activity
auditing category) has been enhanced. In particular, the quality of information
relating to administrative activity in the following areas is significantly improved:

m Exchange, SMTP, and Search policies
m Exchange and SMTP tasks

m Exchange and SMTP targets

m Exchange Message Classes

m  Archives

Improvements have also been made to the auditing of roles-based administration,
vault store and partition administration, and advanced settings.

The improved information is available for activities performed using the
Administration Console, or PowerShell cmdlets.

Note: Arctera is enhancing Enterprise Vault auditing over several releases. The
detailed information in this Appendix may change in future releases.

The EVAuditView database view in the Auditing database can be used to display
audit entries and consists of the following columns:
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Table A-1 Description of EVAuditView columns
AuditID A unique identifier for the audit entry.
Status SUCCESS or FAILURE. Whether the operation has completed

successfully or failed.

AuditDate Date and time of the action or operation that caused the audit
entry.

UserName The user who performed the action.

CategoryName The name of the audit category, as defined by Enterprise Vault.

SubCategoryName A more specific categorization of the audit entry.

ObjectID The ID of the entity that was changed, for example, Saveset ID,
Site ID, Archive ID.

Vault For high volume audits only, this often contains the Archive ID
or ArchivePoint ID.

Info Freeform text providing more information on the action
performed.

In Enterprise Vault 12.3 and later, much more detail about the
audited action is provided in this column. The content of this
column in different audit entries is the main topic of this
Appendix.

MachineName The machine from which the audit entry was generated.

A new format has been introduced for the 1nfo column, that allows information
about the audited action to be displayed in a structured and consistent way. The
remainder of this Appendix explains the content of the 1nfo column in a variety
of audit entries. Note that the full audit entry also contains the information listed
above, such as the date and time, the user who performed the action, and the ID
of the entity that was changed.

We recommend that you use SQL queries to view and filter audit entries based
on criteria such as a date range, user name, or ObjectID.

To return formatted XML in the results, use a query like the following:

USE EnterpriseVaultAudit
SELECT TOP 50 ObjectID, AuditDate, UserName,
TRY7CAST(info AS XML) AS infoXML
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FROM EVAuditView
ORDER BY auditid DESC

Info content in simple audit entries

The following example shows the content of the 1nfo column in an audit entry
that was created when a setting in an Exchange Mailbox policy was changed.
Table A-2 explains the values included.

<Update ObjectType="ExchangePolicyView"

ObjectName="Exchange Mailbox Policy 2">

<Property Name="ProcessUnreadMail">
<Previous Value="0" />
<Current Value="1" />

</Property>

<Property Name="ProcessUnreadMail:TextValue">
<Previous Value="Off" />
<Current Value="On" />

</Property>
</Update>
Table A-2 Description of XML fields in the example
XML field Description
Update The type of action. This is usually Create, Update, or Delete.
ObjectType The type of entity that the action affected. This is often the name of
the database table or view that changed. However, in some entries
a friendlier name is provided.
ObjectName The name of the entity that changed. ObjectName may not be

populated if there is no appropriate value.

Property Name |The name of a property relating to the entity. (See note 1.)

For Create and Delete operations, most properties are listed because
they have all gained or lost a value. (See note 2.)

For Update operations, only changed properties are included. (See
note 3.)

:TextValue at the end of the Property Name field indicates that
the following values are textual values for the setting. In the example,
the textual values shown for the values "0" and "1" are "0ff" and

"on"

Previous Value | The value of the property before the action was taken.
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Table A-2 Description of XML fields in the example (continued)

XML field Description

Current Value |The value of the property after the action was taken.

Notes

1  The name is often the one used in the database, so it may not match exactly
the name in the user interface.

2 Toavoid unnecessary bloating of the audit trail, some properties that change
very frequently are not included, for example, the size of an Exchange
mailbox.

3 Extra properties are occasionally included for context. This also applies to
other types of audit entry.

Info content for composite properties

For some settings in the Enterprise Vault database, multiple settings are
represented by a single value. The audit entry splits these out into separate
properties. In Update entries, typically only the settings that have changed are
displayed.

The following example 1nfo content was generated in an audit entry after
changing the settings, Include banner and Include link to archived item, on the
Shortcut Content tab of the Exchange Mailbox policy. These two settings are
stored as a single value in the Enterprise Vault database.

<Update ObjectType="ExchangePolicyView"
ObjectName="Exchange Mailbox Policy 2">
<Property Name="excShortcutDetail">
<Previous Value="1000005" />
<Current Value="1000029" />
</Property>
<Property Name="excShortcutDetail:IncludeArchivedBanner">
<Previous Value="False" />
<Current Value="True" />
</Property>
<Property Name="excShortcutDetail:IncludeLinkToArchivedItem">
<Previous Value="False" />
<Current Value="True" />
</Property>
</Update>



Format of audit database entries
The format of audit database entries

As you can see, information about the Include banner and Include link to
archived item settings are displayed as separate properties.

Info content when multiple settings are stored in a single
property

The following example 1nfo content was generated in an audit entry when an
SMTP target was deleted.

<Delete ObjectType="SmtpTargetViewEx"
ObjectName="JDoe@example.com">
<Property Name="TargetId">
<Current Value="19" />
</Property>
<Property Name="Address">
<Current Value="JDoe@example.com" />
</Property>
<Property Name="poName">
<Current Value="Default SMTP Policy" />
</Property>
<Property Name="RetentionCategoryName">
<Current Value="RetCatO0l" />
</Property>
<Property Name="poPolicyEntryId">
<Current Value="1781F4D98B1045F438445AC9
8AD9579331s10000ev.local™ />
</Property>
<Property Name="RetentionCategoryId">
<Current Value="141E6B5A255237C4D83BB499
390F27F091b10000ev.local™ />
</Property>
<Property Name="ArchivingEnabled">
<Current Value="1" />
</Property>
<Property Name="TargetType'">
<Current Value="1" />
</Property>
<Property Name="ArchiveInformation">
<Current Value="<AI tn="JDoelexample.com" tid="19"
an="Archivel" at="2049" aid="1868FD2720BFF62
4483309845BDCCFEDB1110000ev.local" vs="Storel"
ev="ev.local"/><AI tn="JDoe@example.com" tid=
"19" an="Archive2" at="2049" aid="151D27
0BA9638354DBE2B02FBFF7AF25C1110000ev.local”™ vs="Storel"
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ev="ev.local"/><AI tn="JDoe@example.com" tid="19"
an="Archive3" at="2049" aid="13C3DC68A1FB836
479CAS542E4AEOCF9761110000ev.local™ vs="Store2"
ev="ev.local"/>" />
</Property>
</Delete>

The ArchiveInformation property contains XML that gives details of three
archives that were assigned to the SMTP target.

To make the information in the ArchiveInformation property more readable, a
separate audit entry is created for each archive. The example below shows the
audit entry for Archive3 in the ArchiveInformation property above.

<Delete ObjectType="SmtpTargetViewEx:ArchiveInformation"
ObjectName="JDoelexample.com">
<Property Name="TargetAddress">
<Current Value="JDoe@example.com" />
</Property>
<Property Name="TargetId">
<Current Value="19" />
</Property>
<Property Name="ArchiveName">
<Current Value="Archive3" />
</Property>
<Property Name="ArchiveType">
<Current Value="2049" />
</Property>
<Property Name="ArchiveId">
<Current Value="13C3DC68A1FB836479CA542
E4AEOCF9761110000ev.local™ />
</Property>
<Property Name="VaultStoreName">
<Current Value="Store2" />
</Property>
<Property Name="EvServer">
<Current Value="ev.local" />
</Property>
</Delete>

Splitting an audit entry into multiple entries is used where it provides additional
clarity. Other examples where multiple audit entries may be created include
roles-based administration updates, and the administration of X-Headers in SMTP
policies.
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