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Configuring Exchange
Server for an Enterprise
Vault SMTP Archiving

solution

This chapter includes the following topics:

= About using Enterprise Vault SMTP Archiving for Exchange Server journaling
= Summary of steps

» Creating a remote domain using the Exchange Management shell

» Creating a recipient mail contact in the remote domain

= Creating a Send Connector for the remote domain

» Setting up Exchange Server journaling

» Points to note when setting up Enterprise Vault SMTP Archiving servers

About using Enterprise Vault SMTP Archiving for
Exchange Server journaling

You can archive Exchange journal mail using either of the following methods:

= Using Enterprise Vault Exchange Journal Archiving. With this solution, Exchange
sends journal mail to journal mailboxes that are hosted on Exchange Mailbox
servers. Enterprise Vault Exchange Journaling tasks continually collect the
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Summary of steps

journal data from the journal mailboxes and store it in Enterprise Vault journal
archives.

» Using Enterprise Vault SMTP Archiving. Exchange Server uses an Exchange
Send Connector to send the journal mail direct to Enterprise Vault SMTP servers.
Enterprise Vault archives the journal mail using Enterprise Vault SMTP Archiving.
With this solution there is no need for the journal mail to go to a dedicated
Exchange Server journal mailbox first. This can significantly reduce the
configuration complexity and storage requirement on Exchange Servers.

This chapter describes how to configure Exchange Server to send journal mail
direct to Enterprise Vault SMTP Archiving.

This document does not describe how to set up Enterprise Vault SMTP Archiving.
The manual, Setting up SMTP Archiving, contains detailed instructions on how to
configure this feature.

For additional information on Enterprise Vault SMTP Archiving, such as best
practices and performance, see the documents on the Veritas support website,
http://www.veritas.com/docs/000004016.

For information on how to set up Enterprise Vault Exchange Journal Archiving, see
the manual, Setting up Exchange Server Archiving.

Summary of steps

Table 1-1 summarizes the steps required to configure Exchange Server 2013 to
send journal mail direct to Enterprise Vault SMTP servers.

Table 1-1 Summary of configuration steps on Exchange Server
Step Task Further information
1 Create a remote domain for the You can use PowerShell or the
SMTP address to which Exchange | Exchange Admin Center to create
will send journal mail. the domain. The example given in
this document uses PowerShell.
See “Creating a remote domain using
the Exchange Management shell”
on page 8.
2 Create a contact with the target You configure this SMTP address as
SMTP address. a target address in Enterprise Vault
SMTP Archiving.
See “Creating a recipient mail contact
in the remote domain” on page 9.
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Creating a remote domain using the Exchange Management shell

Table 1-1 Summary of configuration steps on Exchange Server (continued)
Step Task Further information
3 Create a Send Connector for the See “Creating a Send Connector for
remote domain. the remote domain” on page 11.
4 Set up standard journaling or Do not start journaling on Exchange
premium journaling to send the Servers until you have finished

journal mail to the SMTP address. | configuring the Enterprise Vault
SMTP servers.

See “Setting up Exchange Server
journaling” on page 16.

5 Set up Enterprise Vault SMTP Detailed configuration instructions
Archiving servers. are given in the manual, Setting up
SMTP Archiving.

See “Points to note when setting up
Enterprise Vault SMTP Archiving
servers” on page 19.

Creating a remote domain using the Exchange
Management shell

Create the remote domain for the SMTP address to which the Exchange Server
will send journal mail. The remote domain must conform to the following guidelines:

= The domain must not exist in your Exchange organization.

= The domain must not be one that can be resolved or routed to from inside or
outside of your organization.

A suitable example domain might be evsmtp.local.
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To create a remote domain
1 Open the Exchange Management shell, and enter the following command:

New-RemoteDomain -DomainName <domain name> -Name "<domain

description>"
where
<domain name> is the domain, for example, evsmtp.local.

<domain description> describes what the domain is used for, for example,
"SMTP Archiving".

2  Enter the following command to enable auto-forwarding and disabled TNEF
encoding:

Get-RemoteDomain | Where {$_.DomainName -eq "<domain name>"} |

Set-RemoteDomain -TNEFEnabled $false -AutoForwardEnabled S$true
3 Enter the following command to verify the settings:

Get-RemoteDomain | Where {$_.DomainName -eq "<domain name>"} |

Format-table Name, DomainName, TNEFEnabled, AutoForwardEnabled

Creating a recipient mail contact in the remote
domain

Create a mail contact in the remote domain. When configuring Enterprise Vault
SMTP Archiving servers, you configure this contact's address as the SMTP target
address.

The number of SMTP target addresses that you configure depends on the
architecture of your planned archiving solution. For example, you may want to use
a different target address for each mailbox database.

See “Points to note when setting up Enterprise Vault SMTP Archiving servers”
on page 19.
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To create a recipient mail contact in the remote domain

1 Open the Exchange Admin Center, and click recipients. At the top of the page,
click contacts, and then click + > Mail contact to create a new mail contact.

Exchange admin center

I'ECil.‘HEﬂTS rmailboxas OQroups  rescurcas contacls shared g ralor

PEFTMIESICNS
campliance management +- P
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organizancn
Pefuil
sl user Bl kst skl in this view.

2 Enter the details for the new contact.
new mail contact

First nannes

[evsenpiournal
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Last mame;

*Diigplay name

|E'-'Sr*r|pl:|urn:l |

"Manmie
[evsetpiournal |

Al
|E'-l‘iﬁ1p-.|$l.lrna| |

*Exterral email address

[evsmtpieamatevemipiocal |

Organzatonal umit

Brorase_.

Save Carel

3 Click Save. Details of the new contact are displayed in the list of contacts.
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Creating a Send Connector for the remote domain

Creating a Send Connector for the remote domain

Create a Send Connector to route journal mail from the Exchange Server to the
Enterprise Vault SMTP servers.

To provide load balancing and fault tolerance, you can route mail using multiple
smart hosts in the Send Connector, MX records, or a hardware load balancer. The
smart host method is described in this section. This method is inexpensive, secure,
and not complicated to configure; it does not require any new DNS zones, or the
creation of MX records in DNS. It also allows you to select authentication and
encryption methods on the connector. MX records do not provide the option to
encrypt messages.

Typically, you add the Enterprise Vault SMTP servers as smart hosts to the Send
Connector. If you have more than one smart host configured in the Send Connector,
Exchange will use them in rotation, so that the smart hosts receive mail equally.
High availability is also accomplished with this method; if one smart host is not
available, the connector will use the next smart host.

Using MX records to provide load balancing and fault tolerance is described in Best
Practices for Deploying SMTP Archiving.
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To create a Send Connector for the remote domain

1 Open the Exchange Admin Center, and click mail flow. At the top of the page,
click send connectors, and then click + to start the new send connector wizard.

Enter an appropriate name for the connector, and leave Type as Custom.
Click Next.

& [ Exchange fidmi

e sard connector

Exchange ad] crese s send connecte,

There are four types of send connectors, Each connector has different permissions and

nirbwark sellingi. Leam mor...
recipients

"HMame:
PETGRCNE EV SMTF Aschivirng Coswseior x|«
compliance manad) ..

() Custom {For eample, to send mail to other norrExchange servers)
arganization o i g
arganizani L) Inbernad [For exsmiple, b sand mtranat mel)
() Inbernet (For mxsmple, o weed irsemat mail)
prataction

() Parner [For exarmgile, o reube mail 1o inagted third-party seroen)

mail flow

2 To add smart hosts, select Route mail through smart hosts, and click + to
add the IP addresses of the smart hosts; typically, the Enterprise Vault SMTP
servers. Click Next.

naw send connector

['}':{:hi-]r]qtr gl A wend connector cen route mail directly through DNG or redinect it bo 8 smert Bost, Lesm
. more..

recipients *Hetwark settirgs:

Specify how to send med with this cormecior

PErTUEHONS {L) MY revard associabed with recipient domain

&) foute mai through smart hosts
compliance manag + j =

crganization SWUART HOST

pronaction
102, 168.95.50

mail flow

rrabile [T e thoe estirrnanl DOMS bk st ragi an sereirs with tranipadt reles

12



Configuring Exchange Server for an Enterprise Vault SMTP Archiving solution | 13
Creating a Send Connector for the remote domain

3 Configure the smart host authentication as follows:

If authentication is not configured on the Enterprise Vault SMTP servers,
then select None.

If basic authentication is configured on the Enterprise Vault SMTP servers,
then provide the same user name and password that is configured on the
Enterprise Vault SMTP servers.

Do not select Offer basic authentication only after starting TLS. This
option enables Mutual Transport Layer Security (TLS) on the Exchange
Server, which is not supported on Enterprise Vault SMTP servers.

If encrypted connections are permitted on the Enterprise Vault SMTP
servers, then select None.

TLS is enabled by default on Exchange Server 2013, and the server
attempts TLS for all remote connections. Exchange Server 2013 uses
opportunistic TLS, and the setup creates a self-signed certificate.
Click Next.

T
e E}Z Exchange Adrme
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Creating a Send Connector for the remote domain

4 Onthe Address space page, click + to add the remote domain that you created
earlier. Click Next.

Exchange ac

new send connectorn

4 Send cannector rautes mail 1o 8 specified Ist of domains, These domaing can be an SMTP
achdress Space OF & CUstamm type. LEarm moe..
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- SMTP ermitplocal 1
organZatian
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O Seiped sesd corescter
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On the Source server page, click + and add the Exchange Servers that are
allowed to use this Send Connector.

When you have added the Exchange Servers, click Finish. The new connector
is displayed in the list of Send Connectors.

g [ Excharge Adm
new send connector

Exchange ad) asend connector sands mail fram a sk of surves with transpart solus o Edge Subscrptions.
LEAN MorE..
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SERVER uTE RCLE
G RNz I ECH example oo wConfiquration'Sites/ Tefault-First-Sit_
protection
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It is advisable to increase the maximum send message size for the Send
Connector.

Double-click the connector to edit the properties. On the general page, choose
an appropriate maximum message size for connector.

Do not select Enable on the Send Connector until the Enterprise Vault servers
are fully configured and ready to receive SMTP traffic.

Confirm that the details on the other pages are correct and click Save.

EV SMTP Archiving Connector

kOeneral
*hlarme:

EV SRATF Archrving Connector

Connector status:

Proogy th ciagh clieril BCCB5S SEnser

*Ielacirrom send message sice (MBE

o
23
100

rlimited

Setting up Exchange Server journaling

On Exchange Server you can configure standard or premium journaling:

Standard journaling is configured on a mailbox database. Exchange journals
all the messages for the mailboxes on the specified mailbox database. To journal
all messages to and from all recipients and senders in the organization, you
need to configure journaling for all of the mailbox databases on each Exchange
mailbox server in the organization.

Premium journaling uses journal rules to perform more granular journaling. You
can configure journal rules to journal individual recipients or members of
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distribution groups, instead of journaling all of the mailboxes on a mailbox
database. You need an Exchange Enterprise Client Access License (CAL) to
use premium journaling.

To set up Exchange Server Standard journaling

1 Open the Exchange Admin Center, and click servers. At the top of the page,
select databases to list the mailbox databases.

2 Highlight the first mailbox database in the list, and click the pen icon to display
the database properties.

3 Asthis step enables journaling, only perform the step when you have completed
the configuration of the Enterprise Vault SMTP servers.

In the mailbox database properties, click maintenance. In the Journal recipient
box, enter the mail contact that you created earlier. This is the remote domain
contact that you created to receive journal mail for Enterprise Vault SMTP
archiving. On the Enterprise Vault SMTP servers, this contact's SMTP address
must be configured as a target address.

4 Click save to start journaling.
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To set up Exchange Server Premium journaling

1

Open the Exchange Admin Center, and click compliance management. Click
journal rules at the top of the page, and then click + to add a rule.

In the box, Send journal reports to:, enter the address of the mail contact
that you created to receive journal mail for Enterprise Vault SMTP servers.

In the Name box, enter the name of the Send Connector that you created to
deliver journal mail to the Enterprise Vault SMTP servers.

The other options let you configure the mailboxes and messages to which the
rule applies.

Click Save.

Exchange admin center

journal rules
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= Journal Rule - Intemet Explorer
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The new rule is displayed in the list of journal rules. Do not select the ON
checkbox until you have completed the configuration of the Enterprise Vault
SMTP servers.

Use Send undeliverable journal reports to: to configure a mailbox that will
receive any non-delivery reports. Click Select address and provide the name
of a suitable mailbox.
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Points to note when setting up Enterprise Vault
SMTP Archiving servers

Detailed instructions on how to configure Enterprise Vault SMTP Archiving are
provided in the manual, Setting up SMTP Archiving. The following list highlights
points that you need to consider when configuring the Enterprise Vault SMTP
servers:

If you want to allow encrypted connections to the Enterprise Vault SMTP servers,
then you need to obtain and import a suitable certificate on the Enterprise Vault
SMTP servers.

For instructions on how to obtain a certificate, see the section, "Obtaining an
SSL/TLS certificate”, in Setting up SMTP Archiving.

You import certificates for the SMTP servers using the SMTP server settings in
the Enterprise Vault Administration Console. The SMTP server settings are in
the properties of the container Targets > SMTP.

Make sure that the Enterprise Vault SMTP servers are configured to accept
traffic from the Exchange Servers that are configured to use the Exchange Send
Connector. Connection Control on the SMTP server settings dialog lets you
configure the servers that can connect to the SMTP servers in the Enterprise
Vault site.

If you use a single journal address for the whole environment, Enterprise Vault
accepts the journal traffic on any SMTP server. In Enterprise Vault 12.3 and
later, you can assign multiple archives to an SMTP routing address to spread
the archiving load over several archives and Enterprise Vault storage servers.
In previous releases of Enterprise Vault, you could only implement target address
rewriting to do this.

Assigning multiple archives to an SMTP routing address, and target address
rewriting are described in Setting up SMTP Archiving. Additional information is
provided in Best Practices for Deploying SMTP Archiving. You can access these
documents at the following address on the Veritas support website:
http://www.veritas.com/docs/000004016.
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Configuring Office 365 for
Enterprise Vault SMTP
Archiving

This chapter includes the following topics:

= About using Enterprise Vault SMTP Archiving for Office 365 journaling
= Summary of steps

= Creating an Office 365 to Enterprise Vault Send Connector

= Points to note when setting up Enterprise Vault SMTP Archiving servers

About using Enterprise Vault SMTP Archiving for
Office 365 journaling

This chapter describes how to configure Office 365 to send copies of an
organization's mail to Enterprise Vault SMTP servers, which store the mail in one
or more archives.

This document does not describe how to set up Enterprise Vault SMTP Archiving.
The manual, Setting up SMTP Archiving, contains detailed instructions on how to
configure this feature. For additional information on Enterprise Vault SMTP Archiving,
such as best practices and performance, see the documents on the Veritas support
website, http://www.veritas.com/docs/000004016.
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Configuring Office 365 for Enterprise Vault SMTP Archiving

Summary of steps

Table 2-1 summarizes the steps required to configure Office 365 to send journal
mail to Enterprise Vault SMTP servers.

Table 2-1

Summary of steps

Summary of configuration steps on Office 365

Step

Task

Further information

1

Create an Office 365 to Enterprise
Vault Send Connector.

See “Creating an Office 365 to
Enterprise Vault Send Connector”
on page 21.

Set up Enterprise Vault SMTP
Archiving servers.

Detailed configuration instructions
are given in the manual, Setting up
SMTP Archiving.

See “Points to note when setting up
Enterprise Vault SMTP Archiving
servers” on page 23.

Creating an Office 365 to Enterprise Vault Send

Connector

This section describes how to set up a Send Connector to send mail from Office
365 to your Enterprise Vault SMTP servers. Although the instructions given here
use the domain name to deliver mail, you can use transport rules instead. The

domain or domains that you specify to send mail to Enterprise Vault must be routable

in the Internet.
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To create an Office 365 to Enterprise Vault Send Connector

1 Log in to the Office 365 portal. Click Admin, and then click Exchange to go
to the Exchange Admin Center. Click Mail flow and then connectors.

2 Select the options to create a connector to send messages from Office 365 to
your organization's email server. The email server is your Enterprise Vault
SMTP server.

o .
r_‘:E ecl WO gl fhow scenano

Specrly your mal Bow icenario, and we'll ket you know if you need b 8l up & connedcton
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3 Enter a name for the connector. You can leave selected the options to turn on
the connector and retain mail headers.
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4  Enter the domain or domains for your Enterprise Vault SMTP servers. These
domains must be routable in the Internet.

When do you want to use this connecior?

30wy wihen | hanse a trares part nabe set ug that redirects messages o this cornectar

of email messages sent to all accephed domains in your organization

) Orily when email messages are sent bo these domains

+ 7 -

5 Enter details of the smart hosts to which Office 365 will deliver the messages.

Hiw o you want o route emall messages?

Spedfy one or more smart hosts ta which Office 365 will defiver email messages. A smart host is an alternative server and can be
identrhied by using a fully qualified dam; gt | FOON) o an 0 address. Laams mone

Fp

193 168,52 60

6 Transport Layer Security (TLS) info. You can use opportunistic TLS or full TLS
authentication.
Howr should Office 365 connect o your email serwer?

Mhways use Transport Layer Security (TLE) to secure the conmection (recommended]

Connect anly if the redpient’s email server certificate matches this criteria
1®) Any digital cerificate, induding seff-signed certificates

Ty lssued by @ trusted cerificate authority (CA)

#ind the subject neme or subject slternative name [34N) mstches this domain name

Points to note when setting up Enterprise Vault
SMTP Archiving servers

Detailed instructions on how to configure Enterprise Vault SMTP Archiving are
provided in the manual, Setting up SMTP Archiving. This section highlights points
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that you need to consider when configuring your Enterprise Vault environment, and
the Enterprise Vault SMTP servers.

If you want to allow encrypted connections to the Enterprise Vault SMTP servers,
then you need to obtain and import a suitable certificate on the Enterprise Vault
SMTP servers.

For instructions on how to obtain a certificate, see the section, "Obtaining an
SSL/TLS certificate", in Setting up SMTP Archiving.

You import certificates for the SMTP servers using the SMTP server settings in
the Enterprise Vault Administration Console. The SMTP server settings are in
the properties of the container Targets > SMTP.

Make sure that the Enterprise Vault SMTP servers are configured to accept
traffic from the servers that use the Office 365 Send Connector. If you use a
firewall, then connections to the SMTP servers are likely to be from servers in
your internal network. Connection Control on the SMTP server settings dialog
lets you configure the servers that can connect to the SMTP servers.

On the SMTP servers do not configure authentication for connections, as this
cannot be configured on the Office 365 Send Connector.

To secure communications you can use a combination of the following features:
= Set up a firewall, and firewall ACLs based on Office 365 email addresses.

= Inyour internal network, use an internal address to route messages to
Enterprise Vault, for example journal@evsmtp.local. This is then the SMTP
target address that you configure in Enterprise Vault.

= Deliver messages to the SMTP servers using IP addresses, not DNS.

= On the Enterprise Vault SMTP servers, use the Connection Control dialog
to configure the servers in your internal network that are allowed to connect
to the SMTP servers.

If you use a single journal address for the whole environment, Enterprise Vault
accepts the journal traffic on any SMTP server. In Enterprise Vault 12.3 and
later, you can assign multiple archives to an SMTP routing address to spread
the archiving load over several archives and Enterprise Vault storage servers.
In previous releases of Enterprise Vault, you could only implement target address
rewriting to do this.

Assigning multiple archives to an SMTP routing address, and target address
rewriting are described in Setting up SMTP Archiving. Additional information is
provided in Best Practices for Deploying SMTP Archiving. You can access these
documents at the following address on the Veritas support website:
http://www.veritas.com/docs/000004016.
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Configuring the Azure
RMS Decryption feature
for Office 365 email

encryption support

This chapter includes the following topics:

About configuring the Azure RMS Decryption feature for Office 365 email
encryption support

Summary of steps
Configuring IRM settings for journal report decryption in your organization
Getting the Rights Management configuration details of your Azure tenant

Creating a new service principal that represents your tenant to external
applications

Adding the service principal to the list of superusers for your organization
Installing Microsoft Right Management Services Client 2.1

Configuring the decryption of RMS-protected messages in Enterprise Vault
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About configuring the Azure RMS Decryption
feature for Office 365 email encryption support

This chapter describes how to configure the Azure RMS Decryption feature for
Office 365 email encryption support.

This document does not describe how to set up Enterprise Vault SMTP Archiving.
The manual, Setting up SMTP Archiving, contains detailed instructions on how to
configure this feature. For additional information on Enterprise Vault SMTP Archiving,
such as best practices and performance, see the documents on the Veritas Support
website, http://www.veritas.com/docs/000004016.

Note: This chapter applies to Enterprise Vault 12.4 to 14.3. For Enterprise Vault
14.4 and later, see Configuring decryption of MPIP-protected Office 365 emails
archived in Enterprise Vault.

Summary of steps

Table 3-1 summarizes the steps required to configure Office 365 to send journal
mail to Enterprise Vault SMTP servers.

Table 3-1 Summary of steps for configuring Azure RMS Decryption on
Office 365

Step Task Further information

1 Configure IRM settings for journal See “Configuring IRM settings for
report decryption in your journal report decryption in your
organization. organization” on page 27.

2 Get the Rights Management See “Getting the Rights Management
configuration details of your Azure | configuration details of your Azure
tenant tenant” on page 27.

3 Create a new service principal that | See “Creating a new service principal
represents your tenant to external | that represents your tenant to
applications external applications” on page 28.

4 Add service principal to the list of See “Adding the service principal to
superusers for your organization the list of superusers for your

organization” on page 28.
5 Install Microsoft Right Management | See “Installing Microsoft Right

Services Client 2.1

Management Services Client 2.1”
on page 28.
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Table 3-1 Summary of steps for configuring Azure RMS Decryption on
Office 365 (continued)
Step Task Further information
6 Configure the decryption of See “Configuring the decryption of
RMS-protected messages in RMS-protected messages in
Enterprise Vault Enterprise Vault” on page 29.

Configuring IRM settings for journal report
decryption in your organization

Verify the IRM configuration settings for journal report decryption in your organization
using the Get-1RMConfiguration cmdlet. For information about
Get-IRMConfiguration, See

If Journal Report Decryption is enabled at IRM, then run the following command to
disable the decryption.

Set-IRMConfiguration -JournalReportDecryptionEnabled $false

For information about set-IRMConfiguration, see

Getting the Rights Management configuration
details of your Azure tenant

Get the Rights Management configuration of your tenant by running the
Get-AadrmConfiguration cmdlet. Forinformation about Get-AadrmConfiguration,
see

htips://docs microsoft. com/en-us/powershellmodule/aadm/get-aadmconfiguration ?view=azureipps).

From the output that the cmdlet returns, you need the following details to configure
RMS settings in Enterprise Vault.

m  BPOSId
m LicensingIntranetDistributionPointUrl
m LicensingExtranetDistributionPointUrl

See “Configuring the decryption of RMS-protected messages in Enterprise Vault”
on page 29.


https://docs.microsoft.com/en-us/powershell/module/exchange/encryption-and-certificates/get-irmconfiguration?view=exchange-ps)
https://docs.microsoft.com/en-us/powershell/module/exchange/encryption-and-certificates/set-irmconfiguration?view=exchange-ps)
https://docs.microsoft.com/en-us/powershell/module/aadrm/get-aadrmconfiguration?view=azureipps
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Creating a new service principal that represents your tenant to external applications

Creating a new service principal that represents
your tenant to external applications

Create a new service principal using the New-MsolServicePrincipal cmdlet. For
more information about New-MsolServicePrincipal, See

y Ui : jps-1.
ldocs microsoft comvenus/powershellmodule/msonline/new-msolserviceprindpalView=azureadps-1.0

From the output that the cmdlet returns, you need the following details to configure
RMS settings in Enterprise Vault.

m Symmetric key
m AppPrincipalId

See “Configuring the decryption of RMS-protected messages in Enterprise Vault”
on page 29.

Adding the service principal to the list of
superusers for your organization

Add the service principal to the superuser group using the following command:
Add-AadrmSuperUser -ServicePrincipalld <Service Principal Id>

For more information about Add-AadrmSuperUser, see
https://docs.microsoft.com/en-us/powershellmodule/aadmy/add-aadrmsuperuser view=azureipps

Installing Microsoft Right Management Services

Client 2.1

Install Microsoft Right Management Services (RMS) Client 2.1 on all the storage
servers where the SMTP archiving is configured to enable decryption of RMS
protected emails.

Run the deployment scanner to verify that the RMS client is installed. If the client
is not installed, use the link in the Deployment Scanner warning message to
download and install the client.


(https://docs.microsoft.com/en-us/powershell/module/msonline/new-msolserviceprincipal?view=azureadps-1.0
https://docs.microsoft.com/en-us/powershell/module/aadrm/add-aadrmsuperuser?view=azureipps
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the decryption of RMS-protected

messages in Enterprise Vault

Configure the RMS settings in the site properties, and the SMTP policy to allow
Enterprise Vault to decrypt RMS-protected messages.

To configure RMS settings in Enterprise Vault

1

10
11
12
13

In the left pane of the Administration Console, expand the hierarchy until the
name of the site is visible.

Right-click the name of the site. Then click Properties. The site properties are
displayed.

Click the RMS tab.

Select the Enable RMS Decryption check box.
Edit the following settings:

m Intranet URL

m Extranet URL

m BPOS Tenant ID

m Application Principal ID

m  Symmetric Key

Click Test to verify whether the Enterprise Vault server can authenticate with
the Azure Information Protection (AIP) services using the provided settings.

Click OK to close the site properties.

In the left pane of the Administration Console, expand the hierarchy until
Policies is visible.

Expand Policies and click SMTP.

In the right-hand pane, double-click the name of the policy that is used for
SMTP archiving. The policy's properties are displayed.

Click the Advanced tab.

Set ClearText copies of RMS Protected items to Treat as Secondary.
Set Decrypt RMS Protected items to Decrypt for journal archives only.
Click OK to close the SMTP policy properties.

Restart the SMTP archiving task and the associated Storage service to apply
the changes.
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Configuring decryption of
MPIP-protected Office 365
emails archived in
Enterprise Vault

This chapter includes the following topics:

About configuring the MPIP decryption feature in Enterprise Vault
Summary of steps

Disable decryption of journal report in your organization

Register an application with the Azure Active Directory

Assign the required permissions to an application

Upload certificates

Configure decryption of MPIP-protected emails in Enterprise Vault

About configuring the MPIP decryption feature in
Enterprise Vault

This chapter describes how to configure the decryption of Microsoft Purview
Information Protection (MPIP) protected emails in Office 365.

Note: This chapter is applicable to Enterprise Vault 14.4 and later.




Configuring decryption of MPIP-protected Office 365 emails archived in Enterprise Vault

This document does not describe how to set up Enterprise Vault SMTP Archiving.
The manual, Setting up SMTP Archiving, contains detailed instructions on how to

configure this feature.

Summary of steps

For additional information on Enterprise Vault SMTP Archiving (such as best
practices and performance), see the documents on the Veritas Support website,
http://www.veritas.com/docs/000004016

Summary of steps

Table 4-1 summarizes the steps required to configure decryption of Microsoft
Purview Information Protection (MPIP) protected emails archived in Enterprise

Vault.
Table 4-1 Summary of configuration steps for decryption of MPIP-protected
emails
Step Task Further information
1 Disable decryption of journal report | See “Disable decryption of journal
in your organization. report in your organization”
on page 31.
2 Register an application with the See “Register an application with the
Azure Active Directory. Azure Active Directory” on page 32.
3 Assign the required permissions to | See “Assign the required permissions
an application. to an application” on page 35.
4 Upload certificates. See “Upload certificates” on page 38.
5 Configure decryption of See “Configure decryption of
MPIP-protected emails in Enterprise | MPIP-protected emails in Enterprise
Vault. Vault” on page 40.

Disable decryption of journal report in your

organization

By default, journal report decryption is enabled in your organization. As a result,

decrypted copies of protected emails are attached to the journal report sent to the
Enterprise Vault SMTP Service. Since Enterprise Vault can now decrypt Microsoft
Purview Information Protection (MPIP) protected emails for a preview of the items
in Discovery Accelerator, there is no requirement to send the decrypted copies of
protected emails attached to the journal report.
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= Verify the Information Rights Management (IRM) configuration settings for journal
report decryption in your organization by using the Get-IRMConfiguration
cmdlet. For more information, see Get-IRMConfiguration.

= If journal report decryption is enabled on the IRM settings, run the following
command to disable it:

Set-IRMConfiguration -JournalReportDecryptionEnabled $false
For more information, see Set-IRMConfiguration.

The following PowerShell commands can be executed by Exchange Administrator
or Office 365 Administrator:

Command:

#Retrieve the Information Rights Management (IRM) configuration in

your organization.
Set-ExecutionPolicy RemoteSigned
$Cred = Get-Credential

$Session = New-PSSession -ConfigurationName Microsoft.Exchange

—-ConnectionUri

https://ps.outlook.com/powershell/ -Credential $Cred -Authentication

Basic —-AllowRedirection
Import-PSSession $Session
Get-IRMConfiguration
Command:

#Test Information Rights Management (IRM) configuration and

functionality.

Test-IRMConfiguration -Sender '<sender email adress>'
Command:

#Disable decryption of journal report in your organization

Set-IRMConfiguration -JournalReportDecryptionEnabled $false

Register an application with the Azure Active
Directory

To enable Enterprise Vault to decrypt Microsoft Purview Information Protection
(MPIP) protected emails, you must first register it with the Azure Active Directory.


https://docs.microsoft.com/en-us/powershell/module/exchange/encryption-and-certificates/get-irmconfiguration?view=exchange-ps
https://docs.microsoft.com/en-us/powershell/module/exchange/set-irmconfiguration?view=exchange-ps
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Registering the application establishes the trust relationship between the Enterprise
Vault and the Microsoft identity platform.

Perform the following steps to register the application:

Note: Ensure that you have an Azure Account with an active subscription.

1. Open the Azure Portal (https://portal.azure.com/) by entering the credentials
which have access to register application.

Depending on the configuration of your tenant, you may also need to be a
member of the “Global Administrator” directory role to register the application.

2. Select Azure Active Directory from the Azure services.
3. On the left navigation pane, select App registrations.

@ dolmars | App registrations @

L

4. Click + New registration.

@ dolmars | App reg:strahons/

Cverec spplicationn

5. Enter the user-facing display name for the application and click Register.


https://portal.azure.com/
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Register an application with the Azure Active Directory

Register an application

KT

Note: Ensure that all the other values on the Register an application Ul is
the same as displayed in the above image.

Navigate to the Overview section and find your Application (client) ID and
Directory (tenant) ID.

Note: Make a note of the Application (client) ID and Directory (tenant) ID,
which are required for enabling decryption of the MPIP-protected emails in
Enterprise Vault.
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Build your application with the Microsoft identity platform

Assign the required permissions to an application

Enterprise Vault requires the following permissions to decrypt Microsoft Purview
Information Protection (MPIP) protected contents in your organization:

Service Permission Name Description Admin Consent
Required

Azure Rights Content.SuperlUser Read all protected content Yes

Management Service for this tenant

Perform the following steps to assign the required permissions:

1. On the left navigation pane, click APl permissions.
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Build your application with the Microsoft identity platform

2. Click + Add a permission and select Azure Rights Management Services
from the list of services.
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3. Click Application permissions.
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Request APl permissions »

What type of permissions does your application requare?

Deleganed permission: Applicanion permisions &
Viowr applicateon needs Bo acces Hre AP as She sgred-in L Wour apphcabion nurs 24 a background servce of daemon without 2

4. Select Content.SuperUser from the list of permissions and click Add
permissions.

Select permi S5i0ns

Permitsaon

Audmmin consent required

Ves
on and 1og data for the Azure Information Protection
s
t on behalf of a use
s
boalf o »
Content.SuperUser
. Yes
Read all protected content for this tenant
Vs

5. Assign the permissions as displayed on the image above and click Grant
admin consent.
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Upload certificates

To be able to preview Microsoft Purview Information Protection (MPIP) protected
emails in Discovery Accelerator:

= Emails must be decrypted by the Enterprise Vault storage servers.
» The HTML preview must be generated and stored on Vault Storage Partition.

= Enterprise Vault storage servers must authenticate with the Azure Active
Directory using X509 certificate-based authentication.

You can choose separate certificates for each Enterprise Vault storage servers and
upload all those server specific servers to register the Azure Active Directory
application. You can also choose to upload a single certificate. However, the
certificate must be installed on all the Enterprise Vault storage servers, or you can
choose to upload the PFX certificate file and the certificate details must be stored
in the Enterprise Vault directory database.

Note: Public key of the certificate must be uploaded to the Azure Active Directory
and the Enterprise Vault storage server should have both the public and the private
keys.

1. On the left navigation pane, click Certificates & secrets, select Certificates
(0) on the right pane, and click Upload certificate.
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m . m

Veritas Enterprise Vault | Certificates & secrets #
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Upload the required certificate and click Add.

You may specify a certificate description in the Description section. Otherwise,
Common Name (CN) of the server is displayed.

Veritas Enterprise Vault | Cervficates & secrets  #

Upload certificate

Ensure that the certificate has been uploaded and verify that the count has
increased.

Note: Make a note of the Thumbprint of the certificate or certificates uploaded,
which is required for enabling decryption of the MPIP-protected emails in
Enterprise Vault.




Configuring decryption of MPIP-protected Office 365 emails archived in Enterprise Vault | 40
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Configure decryption of MPIP-protected emails
in Enterprise Vault

Perform the following steps to configure decryption of Microsoft Purview Information
Protection (MPIP) protected emails in Enterprise Vault:

1.

On the left navigation pane of the Administration Console, expand the hierarchy
until the name of the site is visible.

Right-click on the name of the site, and click Properties.
The site properties are displayed.

Click on the MPIP tab.

Click on Start decryption of MPIP-protected emails.
Enter the Application ID and Tenant ID on the UI.

The Application ID and Tenant ID details were retrieved during Register an
application with the Azure Active Directory.

Choose an appropriate authentication method in Authenticate with Azure AD
using.

Common certificate installed on all the Choose this option, in case you have to

Enterprise Vault storage servers use a single certificate for authentication
then install that certificate in Trusted Root
Certification Authorities in Local
Computer of all the Enterprise Vault
storage servers.

Common PFX certificate file for all the Choose this option, in case you have to

Enterprise Vault storage servers upload a PFX file to Enterprise Vault and
use those details for authentication.
Enterprise Vault stores PFX file contents
in the database and the password to open
the PFX file is stored in an encrypted
format.
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Specific certificate installed on each Choose this option, in case you have to

Enterprise Vault storage server use a separate certificate for authentication
on Enterprise Vault storage. Each storage
server should have that certificate installed
in Trusted Root Certification Authorities
in Local Computer.

Note: In any of above option the public key of X509 certificate must be uploaded
to the Azure AD as mentioned in Upload certificates.

Authentication with Azure AD using Common certificate installed on all
Enterprise Vault storage servers.
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Genersl | ArchiveSettings | StorageExpry | Site Schedue
Archive Usage Limit | Indexing | Advanced | Records | Monitoring
RMS | SngeSgnOn | IndexSnapshotBxpry | MPIP

Use this tab to enable and configure Enterprise Vault to decrypt emais
protected by Microsoft Purview Information Protection (MPIP).

[ Start decryption of MPIP-protected emais
Application ID: I ]

Tenant [D: I ]

wnwmm Common certificate nstalled on al v |

Certfcate TRumbOrit: ety 1

= Upload the public key of the X509 certificate to Azure AD as mentioned in
Upload certificates.

= Obtain the Thumbprint of X509 certificate as mentioned in step 3 in Upload
certificates.

» Enter the above Thumbprint in the Certificate Thumbprint field on above
Ul
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= You must install that certificate in Trusted Root Certification Authorities
in Local Computer on all Enterprise Vault storage servers.

Authentication with Azure AD using Common PFX certificate file for all
Enterprise Vault storage servers.

General | Archive Settings Storage Expiry |  Site Schedule

Archive Usage Limit | Indexing | Advanced | Records | Monitoring

RMS | SingleSign-On | Index Snapshot Expiry MPIP

Use this tab to enable and configure Enterprise Vault to decrypt emails
protected by Microsoft Purview Information Protection (MPIP).

[+ start decryption of MPIP-protected emais
Application ID: | |
Tenant [D: | I

Certificate: *
Certificate PASSWON: sl




Configuring decryption of MPIP-protected Office 365 emails archived in Enterprise Vault | 44
Configure decryption of MPIP-protected emails in Enterprise Vault

= Upload the public key of X509 certificate to Azure AD as mentioned in
Upload certificates.

=+ Upload the PFX file (X509 certificate having both public and private keys)
in the Certificate field in the above Ul.

= Enter the password to open the certificate PFX file in the Certificate
Password field in the above Ul.

Authentication with Azure AD using a Specific certificate installed on each
Enterprise Vault storage server.
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General | ArchiveSettings | StorageExpry | Site Schedule

Archive Usage Limit | Indexing | Advanced | Records |

Monitoring

RMS | SingleSign-On | Index Snapshot Expiry

protected by Microsoft Purview Information Protection (MPIF).
|/ Start decryption of MPIP-protected emails

MPIP

Use this tab to enable and configure Enterprise Vault to decrypt emails

Application ID: |

|

Tenant ID: |

Authenticate with Azure AD | Epecific certificate instalied on eay v |

sng: |leeeclccoriicale sl

Storage Server | Certificate Thumbgprint | Status |
regev3.amitdol. local —
A —

ok || cancel || apply ||

Help

= Upload the public key of X509 certificate of each Enterprise Vault storage

server to Azure AD as mentioned in Upload certificates.

= Obtain the Thumbprint of X509 certificate of all storage server specific

certificates as mentioned in step 3 in Upload certificates.

= * Enter the thumbprint of the certificate corresponding to that Enterprise
Vault storage server in the Certificate Thumbprint field in the above UI.
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Configure decryption of MPIP-protected emails in Enterprise Vault

= You must have a certificate installed in Trusted Root Certification
Authorities in Local Computer on that Enterprise Vault storage server.

Once you enter all the required details, click Test to validate configuration
details. This ensures that all Enterprise Vault storage servers can authenticate
with Azure AD and will be able to decrypt MPIP-protected emails during
archiving.

In case there are any errors, please see event logs of particular storage server
and resolve those errors.

On validation, the Ul notifies you whether the MPIP configuration test has been
successful or not.

Click OK.
Click OK to close the site properties and save the details in Enterprise Vault.

On the left pane of the Administration Console, expand the hierarchy until
Policies is visible. Expand Policies and click SMTP.

On the right-hand pane, double-click the name of the policy that is used for
SMTP archiving. The policy's properties are displayed.

Click the Advanced tab.
Set ClearText copies of MPIP-protected items to Treat as Secondary.
Set Decrypt MPIP-protected items to Decrypt for journal archives only.

Restart the SMTP archiving task and the associated Storage service to apply
the changes. If that is not known better to restart all SMTP archiving tasks and
Storage service on all Enterprise Vault storage servers on the site.
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