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Overview

This chapter includes the following topics:
= About Copilot

= Copilot configuration overview

About Copilot

Copilot is a NetBackup appliance exclusive feature that integrates with native Oracle
tools and processes to give database backup administrators (DBA) more control,
visibility, and the ability to recover their database backups. Backup administrators
can then manage policies, move the data to different storage types, and create
off-site backup copies of the database backups.

Additionally, Copilot features NetBackup Accelerator technology to boost Oracle
backup and restore performance. NetBackup Accelerator integrates with Oracle’s
incremental merge capabilities to eliminate the need for full backups and allow new
full database images to be synthesized on backup storage post-process.

Copilot lets you create Shares on the appliance for Oracle backup and recovery
and create further protection policies in NetBackup for advanced data protection
features like long-term retention, replication, and NetBackup Oracle Accelerator
technology. Copilot is exclusive to the appliance but requires additional configuration
steps within NetBackup software.

You can choose to create a Standard Share or Optimized Share. Both Share types
support all workload sizes, but Optimized Shares employ storage enhancements
to reduce protection windows for larger databases. Standard Shares are supported
on the 5230, 5240, 5330, and 5340 appliances and do not have disk layout
requirements, while Optimized Shares are only supported on the 5330 and 5340
appliances. The 5330 requires the reservation of an Expansion Storage Shelf and
the 5340 requires a full storage shelf.
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See “Database dump backup details” on page 6.
See “Oracle Accelerator backup details” on page 6.

See “Restore details” on page 7.

Database dump backup details

In a database dump configuration, RMAN is configured to put backup data on the
appliance Share, which a scheduled NetBackup policy protects. Backup metadata
is synced with the RMAN catalog and the restore can be initiated either through
RMAN or NetBackup.

See “Oracle Intelligent Policy configuration options for Copilot” on page 34.

See “Create the Oracle Intelligent Policy for database dump backups” on page 43.

Oracle Accelerator backup details

In an Oracle accelerator backup configuration, an initial full backup is required and
subsequent backups consist of only changed blocks. The changed blocks are
merged with the full image to protect a new full backup. Once the merge process
is completed, a snapshot is created to produce a NetBackup backup image for
restore. Storage Lifecycle Policies (SLPs) are used for replication for data protection.
All images on the share and in NetBackup are available in RMAN or NetBackup
for restore. The following graphic illustrates how an Oracle accelerator backup
works:
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See “Oracle Intelligent Policy configuration options for Copilot” on page 34.

See “Create the Oracle Intelligent Policy for Oracle accelerator backups” on page 35.
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Restore details

Copilot restores can be initiated from RMAN and NetBackup. In either case, RMAN
needs to be functional to complete the restore, as is the case with traditional restores.
The process to restore data is the same regardless if the data resides on a share
or in a NetBackup storage unit.

Copilot configuration overview

The following is a high level overview of what is needed to configure Copilot from
start to finish. The configuration covered in this guide uses two NetBackup
Appliances. Your configuration may vary if using a different number of appliances
in your configuration.

= Mount the appliance Share on the Oracle client using OS tools.
See “Mounting an appliance Share” on page 13.

= Configure a Storage Lifecycle Policy (SLP) using NetBackup.
See “Create a snapshot-based storage lifecycle policy for Copilot” on page 15.
See “Configure a second storage lifecycle policy for Copilot” on page 23.
See “Register the Oracle database credentials with NetBackup for Copilot”
on page 30.

= Configure an Oracle Intelligent Policy (OIP) using NetBackup. There are two
OIP options available:
See “Create the Oracle Intelligent Policy for Oracle accelerator backups”
on page 35.
See “Create the Oracle Intelligent Policy for database dump backups”
on page 43.

Note: If you intend to preserve data during the reconfiguration process, you must
use the NetBackup Appliance Shell Menu. Reconfiguration using the NetBackup
Appliance Web Console is not supported. Note that if you perform a factory reset
and choose to preserve storage, the existing Standard Share and Optimized Share
partitions are deleted when initial configuration is performed from the NetBackup
Appliance Web Console. This issue occurs only when you reconfigure from the
NetBackup Appliance Web Console.




Creating an appliance
Share

This chapter includes the following topics:
= Creating a Share

= NFS export options

Creating a Share

The following procedures explain how to create a Standard Share, Optimized Share,
or Universal Share from the web console or shell menu.

Before starting this procedure, determine what type of Share you want to create.
You can choose between a Standard Share, Optimized Share, or Universal Share.

» Creating a Standard or Optimized Share from the NetBackup Appliance Web
Console

= Creating a Standard or Optimized Share from the NetBackup Appliance Shell
Menu

= Creating a Universal Share from the NetBackup Appliance Web Console
Creating a Standard or Optimized Share from the
NetBackup Appliance Web Console

The following procedure explains how to create a Standard or Optimized Share
from the NetBackup Appliance Web Console.

To create a new Share from the web console
1 Navigate to Manage > Storage > Shares

2 Click Create on the main Shares page.



0 N O 0 »h

10

11

12

13

Creating an appliance Share | 9
Creating a Share

Choose the type of share to create, which can be Standard or Optimized.

Note: If you have not created the Optimized Share Reserve, you are prompted
to create the Optimized Share Reserve during the first Optimized Share creation
process. Select the size of the Optimized Share Reserve, then click Create
Optimized Share Reserve. When creation completes, you can continue with
the next step.

Enter a name for the Share, for exampleshare 1.

Enter a short description for the Share, for example Test for share 1.
Enter the Share size, for examplescs.

Click Next.

Click Add Client, then enter the client name into the blue box.

Note: Client names can be entered using the short name, the FQDN, or the
IP format.

Click the arrow next to the NFS options to make modifications to the NFS
options for each client.

See “NFS export options” on page 11.

Click the checkmark to confirm that the NFS options you entered for each
client.

Click Next, then review the summary to confirm that the Share details are
correct.

Click Create Share to create the Share. A success message is shown when
the Share is created.

Click Close to return to the main Shares page.

Creating a Standard or Optimized Share from the
NetBackup Appliance Shell Menu

The following procedure explains how to create a Standard or Optimized Share
from the NetBackup Appliance Shell Menu.

To create a new Share from the shell menu

1
2

Open an SSH session to log on to the appliance as an administrator.

Enter the create command specific to Share you want to create:
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m Main Menu > Manage > Storage > Create Share Standard creates a
Standard Share.

m Main Menu > Manage > Storage > Create Share Optimized creates
an Optimized Share.

The command guides you through the process of configuring a new Share.
Enter the Share name, for example share 1.

Enter a short description for the Share, for example Test for share 1.
Enter the allocated capacity for the Share, for example 5GB.

Enter a comma-separated list of Oracle server clients that can access the
Share, for example 10.100.0.2, 10.100.0.3.

Note: Client names can be entered using the short name, the FQDN, or the
IP format.

Enter the NFS export options for each of the Oracle clients. You are prompted
to enter options for each client you added in the previous step.

See “NFS export options” on page 11.
Once you have entered the NFS export options, a summary is displayed.

Enter yes to create the Share. A series of messages are displayed as the Share
is created.

Creating a Universal Share from the NetBackup Appliance
Web Console

The following procedure explains how to create a Universal Share from the
NetBackup Appliance Web Console.

To create a new Universal Share from the web console

N O g R~ WON -

Navigate to Manage > Storage > Universal Shares

Click Create on the main Universal Shares page.

Enter a name for the Share, for exampleshare 1.

Enter a short description for the Share, for example Test for share 1.
Click Next.

Choose a transport protocol from the Transport protocol drop down menu.

Choose Read-write or Read-only for Export options.
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8 Click Add Client, then enter the client name into the blue box.

Note: Client names can be entered using the short name, the FQDN, or the
IP format.

9 Click the checkmark to confirm the new client.

10 Click Next, then review the summary to confirm that the Share details are
correct.

11 Click Create Share to create the Share. A success message is shown when
the Share is created.

12 Click Close to return to the main Universal Shares page.
See “Copilot configuration overview” on page 7.

Refer to the NetBackup™ Copilot™ for Oracle Configuration Guide for more
information on configuring Oracle database backups.

Refer to the NetBackup™ for Oracle Administrator's Guide for more information on
Copilot in NetBackup software.

NFS export options

The following table describes the export options available for Share creation or

modification.

Option Description

ro Allows only read requests on the Share.

rw Allows both read requests and write requests on the Share.

no root squash Disables all root squashing.
Allows root account on client to access export share on server as the root
account.

root squash Maps requests from UID and GID 0 to the anonymous UID and GID.

all squash  Maps all UIDs and GIDs to the anonymous user account.

By default, the NFS server chooses a UID and GID of 65534 for squashed
access. These values can be overridden by using the anonuid and
anongid options.

1



Option

anonuid

anongid

secure

insecure

Creating an appliance Share
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Description

Sets the uid of the anonymous user account.

This option forces all anonymous connections to a predefined UID on a
server.

Sets the gid of the anonymous account.

This option forces all anonymous connections to a predefined GID on a
server.

Requires that requests originate from an Internet port less than
IPPORT RESERVED (1024).

Disables the requirement that requests originate from an Internet port less
than IPPORT RESERVED (1024).

12



Mounting an appliance
Share

This chapter includes the following topics:

= Mounting an appliance Share

Mounting an appliance Share

This procedure covers how to mount the Share on Linux or Solaris Oracle server.
For more information about mounting the share on a Windows Oracle server, please
refer to documentation for configuring Direct NFS (dNFS) at http://docs.oracle.com/.

Note: Oracle Direct NFS (dNFS) is recommended for optimal NFS client
performance with Copilot.

Use the following procedure to mount the appliance Share.

Mount an appliance Share

1 Log on to the Oracle server as root.

2 Create a directory for the mount point using the following command:
- #mkdir /mntpoint

3 Mount the appliance Share using the following command. Replace
<appliancename> with the name of the appliance and <share_name> with the
name of the share to be mounted.

s For a Linux-based server, use:


http://docs.oracle.com/
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- #mount -t nfs <appliancename>:<share name> -0
rw,bg, hard, nointr, rsize=1048576, wsize=1048576, tcp, actimeo=0, vers=3, timeo=600

/mntpoint

s For a Solaris-based server, use:
- #mount -F nfs <appliancename>:<share name> -0
rw,bg, hard, rsize=1048576,wsize=1048576, vers=3, forcedirectio, nointr, proto=tcp
/mntpoint
s For an AlX-based server, use:
- #mount -F nfs <appliancename>:<share name> -0

cio, rw,bg, hard, nointr, rsize=1048576, wsize=1048576, proto=tcp, noac, vers=3, timeo=600

4  Grantthe Oracle user permission to access the mount point using the following
command:

- #chmod 700 /mntpoint

- #chown <oracle user>:<oracle group> /mntpoint

Note: To change share permissions, the no_root squash option must be
enabled when on the share. This option can be disabled when the permissions
have been changed. Use the Edit share command to change the NFS options
of the share. See the NetBackup Appliance Administrator's Guide for more
information on editing a share.

Note: Before restarting, make sure to unmount Shares on all clients. If you
cannot perform this action, unmount the Shares on the clients, then remount
the Shares once the appliance has restarted fully.

See “Copilot configuration overview” on page 7.



Storage Lifecycle Policy
(SLP) configuration

This chapter includes the following topics:
» Create a snapshot-based storage lifecycle policy for Copilot
= Configure a second storage lifecycle policy for Copilot

= Register the Oracle database credentials with NetBackup for Copilot

Create a snapshot-based storage lifecycle policy
for Copilot

Use the following procedure to create a snapshot-based storage lifecycle policy
(SLP) for Copilot using the NetBackup Admin console.
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Create a snapshot-based SLP

1 Log on to the NetBackup Admin Console.

2 Right click, then select New Storage Lifecycle Policy.

File Edit View Actions Help

- ajm @b sE v v

D29

chamavm1 (Master Server)

|<

¥

0 Storage Lifecycle Policies (0 selected)

5 chamavmi (Master Server)
Backup, Archive, and Restore
Activity Monitor
? MetBackup Management
o [E] Reports
@) Policies
¢ = Storage
Storage Units
o @ Storage Unit Groups
Storage Lifecycle Policies
@ SLP Windows
=) catalog
o- &f Host Properties
o B Applications
¢ & Media and Device Management
5 Device Manitar
o B Media
- g Devices
o= Credentials
B Access Managernent
o @3 vault Managerment
o f@, Bare Metal Restore Management
#8) Logaing Assistant

Name [

Data Classification

~% New Storage Lifecycle Policy... Ctl-N

! Change...
Delete Delete
Copy At

{" Suspend secondary operations

Activate secondary operations

Copy To Cliphoard Cii-C

Columns 4
3. Sort...
# Find... Gt
7 Fitter... Ctrl-T
Clear Filter Ctrl-1J
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Create a snapshot-based storage lifecycle policy for Copilot

3 Enter a policy name, then click Add.

ﬂNew Storage Lifecycle Policy E

| Storage Lifecycle Policy | Validation Report

Storage lifecycle policy name:

Data classification:

Priority for Secontany operations:

[snapsLe <No data classificati... v 0 7| (higher number is greater priority)

Operation ‘Window | TargetMaster  Storage Wolume Pool | Media Owner| Retention Ty.., Retention P...| Alternate Re..l Prasemne m..
‘ ] Iic
| add.. \ Change Remove

State of secondary operation processing
® Active
_! Postponed

I until [

To find impact on Policies associated with this SLP due to
change in configur ation click here.

Validate Across Backup Policies

oK

Cancel Help

4 Select Snapshot in the Operation drop-down menu.

17
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Create a snapshot-based storage lifecycle policy for Copilot

5 Select No Storage Unit in the Destination storage drop-down menu, then

click OK.
ElNew operation

Properties |
Source storage: -
Operation: |5mpm - |

Destination Storage Attributes Retention

Destination storage: Retention type;

|No Storage Unit I~ Maximum snapshot limit -




ﬂ New Storage Lifecycle Policy

| Storage Lifecycle Policy | Validation Report |

Storage Lifecycle Policy (SLP) configuration
Create a snapshot-based storage lifecycle policy for Copilot

6 Click Add...

Storage lifecycie policy name:

[snapsLp

Operation ‘Window | Target Master)  Storage | Volume Pool | Media Owner| Retention Ty..| Retention P..| Altemate Re..| Preserve m..

Snapshet -

Data classification: Priority Tor Secondary operations:

|<Mn data classificati.. » 0|7 (higher number is greater priority)

Mo Storage ... — - Maximum s... - = -

m Change

Remowve

State of secondary operation processing

& Active
_' Postponed
[ unti

To find impact on Policies associated with this SLP due to
change in configuration chck here.

alidate Across Backup Policies |

b

OK | Cancel i Help

7 Select Backup From Snapshot in the Operation drop-down menu.

19
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8 Select the storage unit from the Destination storage drop-down menu, then
click OK.

Properties ‘ Window |

Source storage: No Storage Unit (Snapshot)

Operation: |Bach|p From Snapshat . |

Destination Storage Attributes Retention

Destination storage: Retention type:
||:hamaum2jtu1 M| Fixed =

Yolume pool:

Retention period:

infinity (Retention Level 8) |+
Media owner:

| . Duplication

Alternate read server:

[ Preserve muliplexing

[ Postpone creation of this copy until the source copy is about to expire Advanced

ok || cance Help
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9 Click Add...

ﬁtllanuc Storage Lifecycle Policy 3
| Storage Lifecycle Policy | Validation Report |
Storane lifecycie policy name: Data classification: Priority for secondary operations:
[<tio data ciassificati.. | | 07| (higher number is greater priority)
Operation Window |TargetMastsr Storage | Wolume Pool | Media Owner‘Retenhon Ty..| Retention P. .Ahzemate Re..
Snapshot - - Mo Storage ... —~ - Maximum s... — -
Backup From Snapshal  Default_24x.. — (= chamav., - = Fixed Infinity =
[ i v
Add... Change Remowve

State of secondary operation processing
To find impact on Policies associated with this SLP due to

& Active change in configuration click here,
-/ Postponed Validate Across Backup Policies |
[ unti J

o« | cancel | pem

10 Select Duplication from the Operation drop-down menu.

21
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11 Select the storage unit from the Destination storage drop-down menu, then

click OK.
Properties | Window
Source storage: chamawmn?2_stui (Backup From Snapshot)
Oneratio: [puptication -
Destination Storag: i Retention
Destination storage: Retention type:
|mrrh-1_stu1 - Fixad ‘ -
Retention period:

infinity {Retention Level 9)

| Duplication

Alternate read server:
O

I_ Postpone creation of this copy until the source copy is about to expire Advanced




12 Review the configuration and verify that you have the snapshot backup and
duplication portion of the SLP setup correctly, then click OK.

E[Ilanuc Storage Lifecycle Policy [ x]

Storage Lifecycle Policy | Validation Report

Storage Lifecycle Policy (SLP) configuration
Configure a second storage lifecycle policy for Copilot

Storane lifecycie policy name: Data classification: Priority for secondary operations:
.<Nn data classificatl_. |+ | n|=| thigher number is greater priority)
L | =
Operation Window |Target Master  Storage ‘Wolume Pool| Media Owner| Retention Ty..| Retention P...| Alternate Re..
Snapshot - - Mo Storage ... — - Makimum s... — -
Backup From Snapshol  Default_24x.. — & chamay., — - Fixed Infinity
Duplication Default_2dx.. - = mrrhe1_ . - Fiead Infinity
[ V]
*
Adl... Change Remowve

|
State of secondary operation processing
= Active

Postponed

To find impact on Policies associated with this SLP due to
change in configuration chck here.

\alkdate Across Backup Policies |

III Cancel . Help

See “Configure a second storage lifecycle policy for Copilot” on page 23.

See “Copilot configuration overview” on page 7.

Configure a second storage lifecycle policy for

Copilot

Use the following procedure to configure a second backup storage lifecycle policy

(SLP) for Copilot using the NetBackup Admin console.

23
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Configure a second storage lifecycle policy for Copilot

Configure a second SLP

1 Log on to the NetBackup Admin Console.

2 Right click, then select New Storage Lifecycle Policy.

File Edit View Actions Help

e - mE@aswy (v 22w
chamavm1 (Master Server) ;| 1 Storage Lifecycle Policies (0 selected)
B chamavmi (Master Serven) ; Name ] Data Classificatio
@ Backup, Archive, and Restore : snapSLP .
Activity Manitar ; T
? NetBackup Management ~i~ New Storage Lifecycle Policy... Ctil-N
o g Reports { Change...
Policies
Y Delete
? Storage D\EME -
Storage Units Copy i

o= % Storage Unit Groups
Storage Lifecycle Policies
@ sLP windows
) Catalog
o &8 Host Properties
o- 5] Applications
¢ B Media and Device Management
5 Device Monitor
o Media
o Devices
o L Credentials
() Access Management
o= @\-’ault anagement
o % Bare Metal Restore Management
Logging Assistant

(" Suspend secondary operations
¢ Activate secondary operations

Copy To Clipboard

cti-C
Columns »

-5, Sort...

gn'q Find... Ctil-F

7 Filter... Ctrl-T

A Clear Filter Ctel-U
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| Storage Lifecycle Policy | Validation Report |

Storage lifecycie policy name:

slreamsLP

Storage Lifecycle Policy (SLP) configuration
Configure a second storage lifecycle policy for Copilot

3 Enter a storage lifecycle policy name, then click Add.

E New Storage Lifecycle Policy [ ]
Data classification: Priority for secondary operations:
[<tio data ciassificati.. | | 0|2 thigher number is greater priority)

Operation Winichowe

TargetMaste)  Storage | Volume Pool | Media Owner| Refention Ty..| Retention P...| Altemate Re..| Preserve m..

Add... Change

State of secondary operation processing

& Active
_' Postponed

[ unti

To find impact on Policies associated with this SLP due to
change in configuration chck here.

alidate Across Backup Policies |

H

OK | Cancel ‘ Help

4 Select Backup from the Operation drop-down menu.

25
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Configure a second storage lifecycle policy for Copilot

5 Select the storage unit from the Destination storage drop-down menu, then

click OK.
[ Properties |

Source storage: —

Operation:

|Backup v |
Destination Storage Attributes Retention
Destination storage:
chamavm2_stu1 > Retention type:
Yolume pool: Fixed .'|

L Retention period:
Media owner:

infinity {Retention Level 9) -

ok | | cancel Help |
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6 Click Add...

Elvew Storage Lifecycle Policy

| Storage Lifecycle Policy | Validation Report |

Storage lifecycie policy name: Data classification: Priority for secondary operations:

[sweamsLe <Nodata classificati.. |v| | 0|2 (igher number is greater priority)
Operation Window | TargetMaster  Storage ‘ Yolume Pool | Media Ownell Retention Ty.., Retention P...|Alternate Re...l Presene m

Backup = u = chamay.. — = Fluad Infinity | Mo

‘] T D
Addl... ‘ | Change | | Remove

State of secondary operation processing
Tofind impact on Policies associated with this SLP due to

® Active change in configuration click here.
! Postponed Validate Across Backup Policies
I until = J

\L‘ Cancel Help

7 Select Duplication from the Operation drop-down menu.
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8 Select the storage unit from the Destination storage drop-down menu, then
click OK.

[ Properties ‘ Window |

Source storage: chamavm2_stu1 (Backup)

Operatiopn: Duplication -
Destination Storage Attributes Retention
Destination storage: Retention type:
|mrrh-1_stu1 | - | |Fixed | - i
Yolume pool: Retention period:
| |irﬁnity (Retention Level 9) | - ‘
Media owner o
| Duplication
Atternate read server:
1
-]
L Preserve multiplexing

[ ] Postpone creation of this copy until the source copy is about to expire

=

tvanced
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9 Review the configuration to verify that you have setup the stream portion of
the SLP setup correctly, then click OK.

Elvew Storage Lifecycle Policy

| Storage Lifecycle Policy | Validation Report |

Storage lifecycle policy name: Data classification: Priority for secondany operations:

[sweamsLe <Nodata classificati.. |v| | 0|2 (igher number is greater priority)

Operation ‘Window | TargetMaster  Storage ‘ Yolume Pool | Media Ownell Retention Ty.., Retention P...|Alternate Re...l Presene m
Backup - - & chamav.. — - Fived infinity - No
Duplication Default_24x.., — & mrrh1_.., — - Fixed infinity - Mo
¢ i 1D
Addl... Change Remove

State of secondary operation processing
. Tofind impact on Policies associated with this SLP due to
® Active change in configuration click here.

-/ Postponed Validate Across Backup Policies

I until =1 J

\LI Cancel Help |

10 Review the SLPs window to verify that both SLPs are active.

ile Edit View Actions Help

«| - molEeh 8wy - v @i
chamam 1 {Master Server) || 2 Storage Lifecycle Pulicies {0 selectad)
B chamavm1 (Masler Server) Hame Dita Classification Jab Priority Secondary Operation
8 Backup, Archive, and Restore 58 snapsLP - 0 Acive
] Actviy Moniar 03 streamsLP - 1] Acthve
¢ B NetBackup Managsment

= [B) Reports

(=) storage Units.
& % Staraga Unit Groups
gl Storage Litecytle Policies
SLP Windows
=5 Catalog
o &l Host Properties
o [ spplications
+ 5 Media and Device Managemen|
B Device Monitor
o [ Wedia
o | Devices
o 84, Cradenlials
) Access Management
& &) vault Managemant
o & Bare Metal Resiore Management
8 Logging Assistant

See “Register the Oracle database credentials with NetBackup for Copilot”
on page 30.
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Register the Oracle database credentials with NetBackup for Copilot

See “Copilot configuration overview” on page 7.

Register the Oracle database credentials with
NetBackup for Copilot

Use the following procedure to register the Oracle database credentials with
NetBackup.
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Register the Oracle database credentials with NetBackup for Copilot

Register the Oracle database credentials

1 Right click on the instance, then select Register.



2 Enter the proper credentials for the instance, then click OK.

File Edit Wiew Actions Help

Storage Lifecycle Policy (SLP) configuration
Register the Oracle database credentials with NetBackup for Copilot

o] =+ @@ [a/a/a) v 7 & G X @ e E
chamavm1 (Master Server) 1 instances {1 selected)
3 chamavmi (Master Server) | nstance Name ©R...] State | Host
Ba-lzl$up, Arcfhlve, and Restare ‘forac112 = vm3 Unis
Activity Monitor : 4 New Instance... Cti-N
] MetBackup Management &p i
o [E] Renorts Properties...
@ Folicies A Register...
¢ [=) Storage Activate
(= Storage Units )
o § Storage Unit Groups Deacthaate
(1@ starage Lifecycle Policies ¥ Delete... Delete

@ sLP Windows
5 Catalog
¢ gl Host Properties
Master Servers
& Media Servers
B8 Clients
T Eﬁpplicaliuns
o B2 oracle
All Instances
% Instance Groups
o= [T Microsoft SQL Server
¢ 55 Media and Device Management
) Device Monitor
o B Media
o @ Devices
o €& Credentials
@ Access Management
o & vault Management
o % Bare Metal Restore Management
Logging Assistant

Remove from Group...
(fqg New Group with Instances...

B copy To Cliphoard cl.C
Columns

3. Sort..

#3 Find... CHil-F

7 Filter... Chil-T

A Clear Filter Ctil-l.

32
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Register the Oracle database credentials with NetBackup for Copilot

) Add to group and register using group credentials

Instance Group: | |

(® Use Instance Credentials

Using Instance 0S Credentials
Username: [ |

Password: | |

Domain:

~Authentication |  Oracle RMAN Recovery Catalog Credentials -
@ 0S Authentication ["] Use Oracle RMAN Recovery Catalog
() Oracle Authentication
Username:
Username:
Password
Password
Net Service Name:
Met Service Name: .
(TNS Alias) . (TNS Alias)

o I o | ]

3 Review the instance window to verify the instance is registered correctly.

Hie Edt Veew Actions Help
« - BE an s
chamaum1 (Master Server) 1 nstances (0 selected)
3 chamarm1 (Master Served) Instance Marme (OR... State Host | 05 Type Oracle Home Repistarad
&8 Backup, Archive, and Restare oract12 Active charmavm3 Unix fdbiarac! 1 Ziapplora._. DBI242015 13:11:54
Activity Monilor
¥ _NE[J&C kup Management
o E] Repors

@l Policies

TG b G 2]

== i

Units
Unit Graups
- Lifcyile Policies
@ SLP Windows
= Catalog
+ & Host Properiles
Master Sarvers
1 media Senvers
B Clisnts
* Expl cations
¢ P Oracie
I Al instances.
Instance Groups
o ¥ Microsoft SQL Server
¥ g Media and Device Management
Drewvice Monilor

B Arcess
& Vault Management
o= % Bare Metal Restore Management
8 Logging Assistant

See “Oracle Intelligent Policy configuration options for Copilot” on page 34.

See “Copilot configuration overview” on page 7.



Oracle Intelligent Policy
(OIP) configuration

This chapter includes the following topics:
= Oracle Intelligent Policy configuration options for Copilot
» Create the Oracle Intelligent Policy for Oracle accelerator backups

= Create the Oracle Intelligent Policy for database dump backups

Oracle Intelligent Policy configuration options for
Copilot

There are two options available during the OIP configuration for Copilot. You can
choose between the following two options:

= Database Backup Shares
Select this option to perform database dump backups.
See “Database dump backup details” on page 6.
See “Create the Oracle Intelligent Policy for database dump backups”
on page 43.

=  Whole Database - Datafile Copy Share
Select this option to perform Oracle accelerator backups.
See “Oracle Accelerator backup details” on page 6.
See “Create the Oracle Intelligent Policy for Oracle accelerator backups”
on page 35.
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Create the Oracle Intelligent Policy for Oracle accelerator backups

Create the Oracle Intelligent Policy for Oracle
accelerator backups

Use the following procedure to create the Oracle Intelligent Policy (OIP) for Oracle
accelerator backups.

Create the OIP for Oracle accelerator backups

1 Inthe left pane of the NetBackup Admin Console, expand NetBackup
Management > Policies.

2 Select Actions > New > Policy or right-click on All Policies in the center pane,
then click New Policy on the shortcut menu.

3 Select Oracle in the Policy type drop-down menu.

Select the stream policy you created earlier in the Policy storage drop-down
menu.

Bl change Policy - demo [ x]

=) Server: chamawm1

[ 3 Atributes @)thellules [ %Inslances and Databases [ el Backup Selections _-c‘ Oracle |

Policy type: oracie «|| | [ Gointoeffect at: 0872412015 131221 = I3
Destination: O
Data classification: <No data classification> -
) Compress
Paolicy storage: streamSLP v
Encrypt

Limit jobs per policy:

Job priority: ol = thigher number is greater

priority)
Disable client-side deduplication

Snapshot Client and Replication Director

| Perform hlock level incremental backups
[ use Replication Director Keyword phrase (optional):
[] Perform snapshot backups
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Create the Oracle Intelligent Policy for Oracle accelerator backups

5 Click the Instances and Databases tab, then select Protect Instances and

Databases.
Etharlgt Policy - demo [ x|
=) Server: chamawm1
[ Z Attributes | @) =] and | ki Backup Selections | =3 oracle |
Select
® Protect Instances and Databases
) Protect instance groups
() Clients for use with scripts or templates
Instance Name.., Database Name State | Host 08 Type ORACLE_HOME| Instance Group | Registered
%Uramﬁ FINSTANCE Active chamavm3 LInix fdbioraci12fap... 0872472015130
S5 Mew... Delete
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Create the Oracle Intelligent Policy for Oracle accelerator backups

6 Click the Backup Selections tab, then select Whole Database - Datafile

Copy Share.
=) Server: chamavm1
[ Z Atributes | ) g and D |6l Backup Selections | =3 Oracle |
) Whole database

_ Partial database - Tablespace
! Partial database - Datafiles
_! Fast Recovery Area(FRA)
_' Database Backup Shares
& Whole Database - Datafile Copy Share
. Backup Selection List

V5 New... 35 Browse... Change Delete

o] [omen ] [ow ]

7 Click Browse to open the browse backup selections window.
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Create the Oracle Intelligent Policy for Oracle accelerator backups

8 Select the instance name and location you want to include in the backup, then

click OK.
11l Browse Backup Selections - Policy demo | x|
Instances 4| patafile Copy Share
¢ & Instances | & Mame | Device Path
[AE aract12 (chamavma3) Ihackup charnavim 2 fexpor

| OK || Cancel || Help |




9 Review the Backup Selection List and verify that the proper instance location

Bl change Policy - demo

=) server: chamawvm1

Oracle Intelligent Policy (OIP) configuration
Create the Oracle Intelligent Policy for Oracle accelerator backups

is selected.

The selected instance is the share mount point on the Oracle server.

[x]

and D

[ E attributes | G &
) Whaole database
Partial database - Tablespace
_ Partial database - Datafiles
_' Fast Recovery Area(FRA}
Database Backup Shares
& Whole Database - Datafile Copy Share

fhackup

| il Backup Selections | B2 oracle

Backup Selection List

Cancel | Help |

10
11

12

Click the Schedules tab to create a full schedule.

Select Full Backup in the Type of backup drop-down menu and enter a name

for the schedule.

Select Override policy storage selection and choose the storage lifecycle
policy you created earlier for the snapshot.

39
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Create the Oracle Intelligent Policy for Oracle accelerator backups

Bl add Schedule - Policy demo
=) server: chamawvm1

13 Click Add.

[ attributes | &) StartWindow | &) Exclude Dates |

["] Accelerator forced rescan

Schedule type:

) Calendar

& Freguency:

Name:
Full
| [ Muttiple copies Configure
D! |v| Owerride policy storage selection:
|Fun Backup ~| | |snapSLP hd
] symthetic backup [[] Override policy volume pook:

[] Retries allowed after runday

[ Owerride media owner:

Retention:

1 :"weeks

| h | Media multiplexing:
=
! =

Instant Recovery:
® Snapshots and copy snapshots to a storage unit

) Snapshots onky

Help

Cancel | ‘

14 Select Archived Redo Log Backup from the Type of backup drop-down
menu and enter a name for the schedule.
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Create the Oracle Intelligent Policy for Oracle accelerator backups

15 Click OK to confirm.

Bl add Schedule - Policy demo
=) server: chamawvm1

@ atiributes | & StartWindow | &) Exclude Dates |

Mame:
Archive
’_ [ Muttiple copies Configure
R R || owerride policy storage selection:
[archived Reco Log Backup =] | | |
] Synthetic backup [[] override policy volume pook
[[] Accelerator forced rescan | |
Schedule type: [ Owerride media owner:
) Calendar | |
[] Retries allowed after runday Retention:
® Frequency: |
1]2weeks [+] Media muttipl
-
(I
Instant Recovery:
® Snapshots and copy snapshots to a storage unit
) Snapshots only

Add OK Cancel H Help
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Create the Oracle Intelligent Policy for Oracle accelerator backups

16 Review the created schedule to verify that all selections are correct.

utlmrlgc Policy - demo [ %]

=) Server: chamawm1
= ) g and Backup Selections | £3 Oracle |
2 4 & 8 10 12 14 16 18 20 2=2 24
Sun
P
hon b + - -+ + - -+ + + + + + *, . e & & . + . . & Y =
Tue t + + -+ + * * *- + + + + -5 o b 2 & + & i - + & +
Wed| + + + +* * + +* + + + + = s r 2 & + & & + & & &
Thu | +* + + * - -+ +- + + + + = e . 2 & 4+ & & + & & &
Fri * * -+ - - - - * + -+ * - + & 2 & 4 & & - & = &
Sat
| Mame | Type [cynthetic B, [DiskOniy B, [Retention P, [Retention L.| Frequency [Mediamutti.| Giorage |volume Pool P
Full Full Backup - Mo Determine... 01 waek 1 snapSLP demg
Archive  Archivad R, - Mo 01 week 1 demnc
1] I I |
57 Hew... | ¥ Delete A Change... |
[ ox | | Cancel | | Help |




Bl change Policy - demo B

o) server: chamavm1

 Attributes | G

Oracle Intelligent Policy (OIP) configuration

Create the Oracle Intelligent Policy for database dump backups

17 Click the Oracle tab to adjust any selections as needed.

18 Click OK to complete the setup.

and Datak

Tablespace/Datafile Options

Number of parallel streams:

Specify maximum limits
Maximum L0 Limits
Read rate (KBisec):

Size of backup piece (KB):

HNumber of open files:

Maximum backup set limits

Number of files per backup set:

Size of backup set (KB):

Backup ldentifier Options
Backup set identifier:

Datafile copy tag:

demo

: ils] Backup Selections | ;-|’.i_,0racle

Archived Redo Log Options

[] Delete after making copies

Number of parallel streams:

|| Specify maximum limits

HNumber of Tiles per backup set:

Size of backup set (KBj:
User Specified Backup File Name Formats
[ Specify backup file name formats

For Datafiles:

For Archived redo logs:

For Control file:

For FRA:

Database Backup Share Options

R

Cancel Help

See “Copilot configuration overview” on page 7.

Create the Oracle Intelligent Policy for database
dump backups

Use the following procedure to create the Oracle Intelligent Policy (OIP) for database

dump backups.

Create the OIP for database dump backups

1

In the left pane of the NetBackup Admin Console, expand NetBackup
Management > Policies.

Select Actions > New > Policy or right-click on All Policies in the center pane,
then click New Policy on the shortcut menu.
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Create the Oracle Intelligent Policy for database dump backups

3 Select Oracle in the Policy type drop-down menu.

4  Select the stream policy you created earlier in the Policy storage drop-down

menu.
& server: mith
=T '® g and D |00 Backup ions | E2 Oracle |
Policy type: |0ra.;|g |- | ¥ 6Gointoeffect at: [ 01/072016 09.04:46 [
o [] Faliows NFS
Data classification: |<Iln data classification> ‘ v| [0 tross mount points
[_] Compress
Policy storage: streamSLP v| : AL
: [] Encrypt

Policy volume pool: -
cy yol = Collect disaster recovery information for:

[ pare Metal Restore

(S Tako checkpolnts every: minites ] Collect true image restore information
[ Limit jobs per policy: [ with move detection
alob priority: 0 :| m:wgo""mwr Is greater [ Allow multiple data streams

= priori

Media Owner: | Disable client-side deduplication

u Enable granular recovery
Snapshot Client and Replication Director [] use Accelerator

[Jperform block level incremental backups [l Enable optimized backup of Windows deduplicated volumes

[ ] Use Replication Director Keyword phrase (optional): |

[ Perform snapshot backups Optiong...

Microsoft Exchange Server Attributes
(] Retain snapshot for Instant Recoveny or SLP management
[ Hyper-V server:

Database hackup source:
[] Perform off-host backup

Use: | | Preferred server list...

| (Exchange DAG onby)

Machine: | |

ok || cancet || mhew
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Create the Oracle Intelligent Policy for database dump backups

5 Click the Instances and Databases tab, then select Protect Instances and

Databases.
B Server: mrrh1
= '® G and D | 69 Backup ions | 3 Oracle |
Select
® Protect Instances and Databases

Protect instance groups

) Clients for use with scripts or templates
Registered

120300200510

ORACLE_HOME| Instance Group

Slate Host 08 Type
fdboract12fap...

Instance Name..| Database Name!
mirhZrmnus.s.. Unix

5 oract1 FINSTANCE Active

U5 New.. < Delete

ok || cancer |[ mew
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Create the Oracle Intelligent Policy for database dump backups

6 Click the Backup Selections tab, then select Database Backup Shares.

=) Server: mrrh1
I attributes | @) i) and D | E Backup i B3 oracle |
) Whole database

) Partial database - Tablespace

" Partial database - Datafiles

_) Fast Recavery Area(FRA)

® Database Backup Shares

) Whole Database - Datafile Copy Share

Backup Selection List
{8 ALL_DATABASE_BACKUP_SHARES

S5 New... 36 Browse.. | Change... Delete

oK Cancel | | Help




7 Click the Attributes tab, then select Perform snapshot backups and Retain

Oracle Intelligent Policy (OIP) configuration

Create the Oracle Intelligent Policy for database dump backups

snapshot for Instant Recovery or SLP management.

Eth.mgl: Policy - demo E

=) Server: mrrh1

i ] 'S i) and D | 6l Backup B2 oracle |
- — —
Policy type: |0rz,,:|B |, [¥] Go into effect at: 01/0712016 09.04:46[— [=
Destination: [ Follow NFS
Data classification: <No data classification> ‘vl L] Cross mount points
—_—m— [] compress
Palicy storage: streamSLP [vl -
— || Encrypt
Policy yolume pool: Caloot i overy kiformationfos
[] Take checkpoints eveny: minutes

[ Limit jobs per policy:

Job priority: 0 | {higher number is greater

= priority)

Media Owner:

Snapshot Client and Replication Director

[] Perform hlock level incremental backups

Options...
v| Retain snapshot for Instant Recovery or SLP management

] Hyper-V senver:

[[] use Replication Director
[¥] Perform snapshot hackups

| Perform off-host backup

Use: |

Machine: |

restore information
[[] with move detection
] Allow multiple data streams

[ | Disable client-side deduplication

[] Enable granular recovery

] Use Accelerato
[[] Enable optimized backup of Windows deduplicated volumes
Keyword phrase {optional): [
Microsoft Exchange Server Attributes

Database backup source:

Preferred server list...

[ o ]|

| (Exchange DAG onty)

Cancel | | Help

8 Click the Options... button, then select remote_vxfs from the Snapshot
method for this policy drop-down menu.
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Create the Oracle Intelligent Policy for database dump backups

9 Click OK to confirm.
Ellsnapshot Options - Policy demo [ x]
The fnl]nwinu selections are ITno is selected, NetBackup will select a snapshot method at
the time of backup.
I ethod for this policy:
remote_wxfs -
The following parameters can be set for backups performed in this policy that use this snapshot method:
Configuration Parameters
Parameter Value
Maximum Snapshots (Instant Recovery only) 2
Snapshot Resources
[ Array SN Source [ Snapshot Devices
Add Change Remove Remove All
[ OK I | Cancel | . Help
10 Click the Schedules tab to create a full schedule.
11 Select Full Backup in the Type of backup drown-down menu and enter a
name for the schedule.
12 Select Override policy storage selection and choose the storage lifecycle

policy you created earlier for the snapshot.
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Create the Oracle Intelligent Policy for database dump backups

13 Click Add.

Bl add Schedule - Policy demo

& server: mirh1.

@ attributes | & Start Window | & Exclude Dates |

Name: D

|Full J ] mMuttiple copies Configure.
Type of backup: v| Override policy storage selection: .
lFull Backup \ v] |snapSl.P | |

[ Symthetic backup [l owverride policy volume pool:

[] accelerator forced rescan |

Schedule type:

[ override media owner:
O calendar |

[ Retries allowed after runday Retention:

@ Frequency:

1|2 weeks -|

Media multiplexing:
1]
! =
Instant Recoverny:
® Snapshots and copy snapshots to a storage unit

) Snapshots only

[ a0a || o« || concer || new |

14 Select Archived Redo Log Backup from the Type of backup drop-down
menu and enter a name for the schedule.
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Create the Oracle Intelligent Policy for database dump backups

15 Click OK to confirm.

Bl add Schedule - Policy demo

) server; mrrhd

95 Attributes ['_% Start Window [’% Exclude Dates |

Name: D
[renive | [ Muttiple copies Configure..
Type of backup: .| Orverride policy storage selection:
|archived Redo Loy Backup = ||
] symthetic backup ("] Override policy volume pool:
[] accelerator forced rescan | |v|
Schedule type: ] Owerride media owner:

) Calendar | |q

] Retries allowed after runday

Retention:

@ Frequency:

1:|weeks |"|

Media multiplexing:
1]

g;l

Instant Recoverny:

{®) Snapshots and copy snapshots to a storage unit

) Snapshots only

Add | | OK | I Cancel ‘ | Help
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Create the Oracle Intelligent Policy for database dump backups

16 Review the created schedule to verify that all selections are correct.

ﬂthungu Policy - demo E

I aSsmet: mrrh1
3 At 'S =) and D | 61 Backup Selections | 52 oracle |
2 4 [ 8 10 12 14 18 18 20 22 4
T T
Sun
S D S NS S NS S W P N N S S
Man- - - - - - - - - - - - - - - - - - - - - - - -
Tue
N T T T T T s S S S N N S S
Wed
bm o oo e & @ & o8 cn e e e e
Thu F - + - - - + - -+ - -+ + * e e + + * e . -+ - + -+
Frl F - + -+ - - + * -+ -+ -+ + * + + + + + + + + -+ + -+
Sat
Name | Type | Synthetic B Disk-OnlyB.] jion P L. Frequency |Media Mulli.| Storage |VolumeFoo] P
Full Full Backup t- Mo Determine... 01 week 1 snapSLP demol
Archive  Archived R.. - Mo Determine... 01 week 1 demo
4] I | D
I New... ‘ | ¥ Delete | | 4 Change... |
__ox || cacer |[ mew |
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Create the Oracle Intelligent Policy for database dump backups

17 Click the Oracle tab to adjust any selections as needed.

18 Click OK to complete the setup.

Elchange Policy - demo E

= server: mith1

"3 attributes | '@ and D | EE Backup ions | B2 Oracle |
Tablespace/Datafile Options Archived Redo Log Options
Number of parallel streams: [ 1 I= [ Include archived redo logs in full and incremental schedules
) ) Iv| Delete after making copies 1=
[] Specify read-onby tablespace options: - - A=
] Offine (cold) database backup Number of paraliel streams: [ 1 ':
] Skip offine datafiles

[_] Specify maximum limits

nlSOSChy AN IS Number of files per backup set:
Maximum VO Limits
Size of backup set (KB):
Read rate (KBfsec):

User Specified Backup File Name Formats

Size of backup piece (KB):
|| Specify backup file name formats

HNumber of open files:
For Datafiles:

Maximum backup set limits For Archived redo logs:
HNumber of files per backup set: For Control file:
For FRA:

Size of backup set (KB):

Datahase Backup Share Options

Backup Identifier Options -
Backup set identifier: i || Delete protected backup sets from share after:

Datafile copy tag:
|| Delete protected backup copies from share after:

OK Cancel | | Help

See “Copilot configuration overview” on page 7.
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