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Getting started

This chapter includes the following topics:

About Veritas Alta View Compliance and Governance Management Console

Prerequisites for using Veritas Alta View Compliance and Governance
Management Console

Veritas Alta View Compliance and Governance Management Console web
browser support

What's new in this release

Signing in to Veritas Alta View Compliance and Governance Management
Console

Signing out from Veritas Alta View Compliance and Governance Management
Console

Resetting a forgotten password

Changing your profile password

About Veritas Alta View Compliance and
Governance Management Console

Veritas Alta Archiving is a cloud-based archiving service that lets your organization
store, manage, supervise, and discover all of your business-critical communications.
Once your organization enables the service, it can journal a copy of all the messages
that are sent and received within your organization to Veritas Alta Archiving.



Getting started
About Veritas Alta View Compliance and Governance Management Console

Veritas Alta View Compliance and Governance Management Console is a
web-hosted interface that enables administrators to configure and manage Veritas
Alta Archiving and perform the following tasks:

= Provision and manage Veritas Alta Archiving archive accounts.
» Configure and manage the archiving of content sources.

= Assign and manage user roles.

= Manage archiving options and policies.

= Manage retention policies and tags.

= Configure classification for all content that meets the enabled classification
policies.

= Manage the Email Continuity option.
= Generate usage reports.

Recent updates to Veritas Alta View Compliance and Governance Management
Console include the following enhancements:

= With the Import Data feature in Veritas Alta View Compliance and Governance
Management Console, you can import legacy email into the archive. Every
company has existing emails, whether located in the active user mailboxes,
personal stores, document management systems, or other communication
libraries. You can consolidate some or all of these legacy email sources into
your archive.

= Delegates can now view the mailbox folder structure. Administrators can control
whether the delegates can view the mailbox folder structure using Manage.

= Administrators can manage account provisioning remotely. You can sync users
from either Exchange Online or CloudLink. If users exist in only one environment,
their archives will not be overwritten or removed when they are synchronized
by either Exchange Online or CloudLink.

= Administrators can configure the Privilege Delete archive options and determine
whether Alta eDiscovery Administrator is enabled to delete emails in Alta
eDiscovery permanently.

= With the enhancements in the built-in administrator roles, you cannot edit the
System administrator role's permissions. Only the Share Export, Download
Export, and Privilege Delete permissions can be edited for the Alta eDiscovery
Administrator role.

= With the enhancements in reports, administrators can now create a Alta
eDiscovery Report and a Mail Reassignment status report. The 7-Day Rolling
Attachment Summary and 7-Day Rolling by User report are no longer available.
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Prerequisites for using Veritas Alta View Compliance and Governance Management Console

The Messaging Report now shows charts for the Number of emails imported
and the Size of emails imported and contains a Summary for the selected period.

= The passwords must be minimum of 8 characters long for enhanced security
instead of the earlier policy of 6 characters long passwords.

= Office 365 Sync provisioning has been enhanced to include more options, such
as Synchronize User Name from: Email Address and User Principal Name
and Archive Provisioning: Provision Dynamic Distribution Lists.

Information about the changes that were included with earlier releases of Veritas
Alta View Compliance and Governance Management Console is provided elsewhere
in this help.

For full details of all the updates in each release of the Veritas Alta Archiving service
suite, see the Veritas Alta Archiving release notes.

Prerequisites for using Veritas Alta View
Compliance and Governance Management
Console

To use Veritas Alta View Compliance and Governance Management Console, you
need the following:

= Your Veritas Alta View Compliance and Governance Management Console
URL.

= Your Veritas Alta Archiving user name.
= Your Veritas Alta Archiving password.

= Access permission to use Veritas Alta View Compliance and Governance
Management Console.

Note: Contact your administrator if you do not have this information or you need
access permission for Veritas Alta View Compliance and Governance Management
Console.

Veritas Alta View Compliance and Governance
Management Console web browser support

Veritas Alta View Compliance and Governance Management Console supports the
web browsers that are listed in the Veritas Alta Archiving Compatibility List. You


https://www.veritas.com/content/support/en_US/search-results.html?q=*&fq=(document_type%3A%22document%22)%20AND%20(product_name%3A%22Enterprise%20Vault.cloud%22)%20AND%20(category%3A%22Release%20Notes%22)%20AND%20(locale%3A%22en_US%22)&docRepo=true&requestedRecords=20
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What's new in this release

can obtain the Compatibility List from the following article on the Veritas Support
website:

http://www.veritas.com/docs/000016792

What's new in this release

Veritas constantly works on improving the Veritas Alta Archiving product and
introduces new features and enhancements release by release. For an
easy-to-reference source for all the ways the product is changing, refer to the release
notes and product documentation, which is available at:

https://www.veritas.com/support/en_US/article.100040129

We also recommend watching this space for the most up-to-date information on
the updates, patches, and Late Breaking News for Veritas Alta Archiving.

Signing in to Veritas Alta View Compliance and
Governance Management Console

Before you access Veritas Alta View Compliance and Governance Management
Console, you must log in using your Veritas Alta Archiving credentials.


http://www.veritas.com/docs/000016792
https://www.veritas.com/support/en_US/article.100040129
https://www.veritas.com/content/support/en_US/article.100050807
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Signing in to Veritas Alta View Compliance and Governance Management Console

To log in to Veritas Alta View Compliance and Governance Management
Console

1 In a supported browser, enter the Veritas Alta View Compliance and
Governance Management Console URL.

Note: Contact your administrator if you do not know your Veritas Alta View
Compliance and Governance Management Console URL or you need access
permission for Veritas Alta View Compliance and Governance Management
Console.

For more information on supported browsers, see Veritas Alta Archiving
Compatibility List.

Ig'." Veritas™ Enterprise
\®a Vault.cloud

Administration Console

Username *

Password *

Ll
Forgot your password?
Security *
This 5 a public computer w

Select thin option if you sve commectiog from a public computer Be murs
&= log off and cloae all browaer windoers 52 end your aeszicn, Reed
aboin the ne:

risks cf yaing & publc computer

Copyright & 2021 Veriae Technologien LLE. Al rights resenved

2 Enter your username and password on the authentication screen.

Note: Consecutive incorrect password entries lock your account. If you forget
your password, you can reset it. See “Resetting a forgotten password”
on page 14.

3 Under Security, select a security option.


https://www.veritas.com/support/en_US/doc/116255045-116255056-1
https://www.veritas.com/support/en_US/doc/116255045-116255056-1
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Refer to the following table for more information:

This is a public computer  Veritas Alta View Compliance and Governance
Management Console prompts you for your credentials
each time you access the Login page and automatically
logs you out after 20 minutes of inactivity.

This option is the default option selected.

If the ongoing session on the public computer remains
idle for 20 minutes, the application displays an alert to
extend the session.

Sessian Timeout

Your session is going 1o end in 52 seconds. Click on ‘Extend’ to continue,

= -

» Click Extend to extend the session within 60
seconds. Else, the session ends automatically. After
you extend the session, the session timeout interval
is set to another 20 minutes of the idle session.

= Click End to end the session.

This is a private computer Veritas Alta View Compliance and Governance
Management Console caches your credentials for one
year and lets you bypass the Login page after you log
in successfully. To clear your credentials from the cache,
log out of Veritas Alta View Compliance and Governance
Management Console.

Veritas Alta View Compliance and Governance
Management Console automatically logs you out after
10 hours of inactivity.

If the ongoing session on the private computer remains
idle for 10 hours, the application displays an alert to
extend the session.

= Click Extend to extend the session within 60
seconds. Else, the session ends automatically. After
you extend the session, the session timeout interval
is set to another 10 hours of the idle session.

» Click End to end the session.

4 Click Sign In.
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Signing out from Veritas Alta View Compliance and Governance Management Console

Signing out from Veritas Alta View Compliance
and Governance Management Console

To sign out from the current session

1 In the top-right corner of the page, click on your user profile icon.

? 0

admin - Administrator -

G, Change Password

= Log Off

2 Click Log Off.
Important!

If the ongoing session on the public computer remains idle for 20 minutes or the
session on the private computer remains idle for 10 hours, the application displays
an alert to extend the session.

Sessian Timeout

Your session is going 1o end in 52 seconds. Click on ‘Extend’ to continue,

= -

s Click Extend to extend the session within 60 seconds. Else, the session ends
automatically. After you extend the session, the session timeout interval is set
to another 20 minutes for the public computers and 10 hours for the private
computers of the idle session.

= Click End to end the session immediately.

Resetting a forgotten password

If you forget your password and need help resetting it, Veritas Alta View Compliance
and Governance Management Console can help you by sending a link to your
authenticated user name (email address).
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To reset your forgotten password

1
2
3

On the authentication screen, click the Forgot your password link.
In the User Name field, provide your user name (email address).

In the Validation Code field, enter the correct captcha from the image, without
spaces. Letters are not case-sensitive.

You cannot sign in if your archive fails to authorize your location or computer.
You can contact system administrator for assistance.

Click Send.

The Password Change page appears.

Note: After successful validation, you receive an email notification (Inbox,
Spam, or Junk emails folder) with the temporary password information.
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5 IntheCurrent Password field, enter the temporary password that is received
in email notification.

a Veritas™ Enterprise
'\. Vault.cloud

Administration Console

Password Change

To complete the password reset process, please
specify a new password below,

Requirements
+ The password must be at least 8 characters
long and must include a combination of alteast

two amang numbers, letters and special
characters (~2@e 8% & _-+="1\{H]: =)

Current Password *

New Password *

Mew password |s required

Confirm Mew Password *

6 Type a new password, retype to confirm it, and click Continue.
See “Changing your profile password” on page 16.

After successful validation, you receive an email notification that your password
has been changed successfully.

Changing your profile password

You can change the password that you use to access Veritas Alta View Compliance
and Governance Management Console whenever required. If your organization
uses the default password policy, your new password must be at least eight
characters long. In addition, your password must include two of the following
character types:
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A number between 0 and 9
A lowercase letter
An uppercase letter

A non-alphanumeric character

If your organization uses an advanced password policy, your new password must
meet the requirements of that policy.

See “Configuring an advanced password policy” on page 143.

Note: Changing your password for Veritas Alta View Compliance and Governance
Management Console also changes your password for other Veritas Alta Archiving
products.

To change your password

1

In the top-right corner of the page, click on your user profile icon.

70

admin - Administrator -

8 Change Password

= Log Off

Click Change Password.

On the Password Change page, in the Old Password field, enter your current
password.

In the New Password field, enter your new password.
In the Confirm Password field, enter your new password again.
Click Save.



Archive Overview

This chapter includes the following topics:
= About Archive Overview

= Viewing the Archive Usage Snapshot report

About Archive Overview

The Archive Overview page automatically displays when you log on to Veritas
Alta View Compliance and Governance Management Console. This page provides
general information and usage statistics for Veritas Alta Archiving. The information
available from the Archive Overview includes the following in a tabbed layout:

= Archive Usage

= The services that your company has purchased, and the usage for which
you are currently billed in a dashboard format.

s The table view shows minimum and actual number of users as well as
the total usage percentage.

= The chart view provides two horizontal bars.
= The green bar shows the quota of users.

= The red bar shows the actual count of users of that group.

= The current company contact details that Veritas can use to contact a system
administrator or billing contact with product-specific updates. These contact
details can also be accessed from a tab on the Account Management page.

= You can still automatically provision users to the archive when you reach
100% of usage quota. Note that you are charged for those users monthly in
arrears. When the service alert pop-up appears, click Acknowledge to
dismiss the alert and continuing using the Veritas Alta View Compliance and
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Governance Management Console console. When the alert is acknowledged,
the Service Alert does not pop up again on subsequent logons into Manage.
If you exceed the usage count again, a new pop-up appears.

Note: When your usage approaches your usage quota, your administrators
receive a daily email notification from Veritas to logon to Manage and click
Acknowledge on the service alert pop-up.

= Archive usage snapshot offers

A series of tables and graphs that present a snapshot of your company's archive
usage. The archive usage snapshot includes the following information:

= 10-Day Rolling Mail Volume
= Top ten Unprovisioned Accounts

= Sync Activity
This tab is populated only if you have setup either Exchange Online Sync or
CloudLink.

= On this tab, you can view the most recent sync details, last sync date and
number of active vs. inactive accounts.

= If a sync has not occurred in 30 days a warning is displayed.

= Click “see details” under the respective section, to view the Exchange Online
or CloudLink Config page.

= Roles

= The delegated roles to which your account is assigned.

Archive Usage

This page provides contact details that Veritas can use to contact a system
administrator or a billing department for the product-specific updates. These contact
details can also be accessed from a tab on the Account Management page.

To edit the contact details

1 On the Archive Usage tab, click Edit Contact Details.
2 Click Edit to enable the page for editing.

3 Update the contact details, and click Save.

This page outlines the current services that you have purchased and the usage for
which you are being billed. The information is provided in a dashboard (tables and
graphs) formats. The sample image is shown below.


https://www.veritas.com/content/support/en_US/doc/102184683-102515759-0/v97442680-102515759
https://www.veritas.com/content/support/en_US/doc/102184683-102515759-0/v97442680-102515759

Sync Activity

Archive Overview
About Archive Overview

Table view shows minimum and actual number of users as well as the total usage
percentage. The chart view provides two horizontal bars. The green bar shows the
quota of users, whereas, the red bar shows the actual count of users of that group.

Even if you reach 100% of usage quota, you can still automatically provision users
to the archive .However, you are charged for those users monthly in arrears. When
the service alert pop-up appears, click Acknowledge to dismiss the alert and
continuing using the Veritas Alta View Compliance and Governance Management
Console console. When the alert is acknowledged, the Service Alert does not pop
up again on subsequent logons into Veritas Alta View Compliance and Governance
Management Console console. If you exceed the usage count again, a new pop-up
appears.

Note: When your usage approaches your usage quota, your administrators receive
a daily email notification from Veritas to logon to Veritas Alta View Compliance and
Governance Management Console console and click Acknowledge on the service
alert pop-up.

Archive usage snapshot offers a series of tables and graphs that present a snapshot
of your company's archive usage. The archive usage snapshot includes the following
information:

= 10-Day Rolling Mail Volume

= Top ten unprovisioned accounts

This tab is displayed only if you have set up either Exchange Online Sync or
CloudLink.

20
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Viewing the Archive Usage Snapshot report

Anchivs Dindew
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On this page, you can view -

= the most recent sync details

= last sync date

= number of active and inactive accounts

= A warning message if a sync has not occurred in 30 days

To view the Exchange Online or CloudLink Config page, click see details under
the respective sections.

Roles

This page displays the delegated roles to which your account is assigned.

Archive Dverview
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Viewing the Archive Usage Snapshot report

In addition to the information available from the Archive Usage page, you can
access the Archive Usage Snapshot report for Veritas Alta Archiving. The
information available from the Full Archive Usage Report includes the following:


https://www.veritas.com/content/support/en_US/doc/102184683-102515759-0/v97442680-102515759

Archive Overview
Viewing the Archive Usage Snapshot report

= 10-Day Rolling Mail Volume report.

= 5-Month Rolling Mail Volume report.

= Total MTD Mail Usage Accounts report.

= 7-Day Rolling Un-provisioned Accounts report.
= Weekly Summary User Activity report.

» Detail 7-Day User Activity report.

Note: In the 7-Day Rolling by User Activity report, External users represent message
senders outside your organization sending messages to recipients in your
organization. Unrecognized users represent recipients in your organization with the
Admin and Unassigned user names. These user names represent the default
administrator and unassigned legacy accounts for Veritas Alta Archiving.

To view the Archive Usage Snapshot report
1 In the left navigation pane, click Archive Overview.

2 On the Archive Usage tab, click View Full Report.
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Working with Dashboard

This chapter includes the following topics:
= About dashboard
= Viewing and exporting statistics of Alta Capture-specific archives

= Viewing and exporting mail statistics of EVC-specific archives

About dashboard

To view the dashboard, you must be an Veritas Alta Archiving administrator and
the Alta Capture primary and the required secondary services are enabled for you.
For example, if you are the administrator, Alta Capture primary service is enabled
for you, and only the Yammer and Bloomberg secondary services are enabled,
then you can view and export statistical report for Yammer and Bloomberg
importers/collectors only. You cannot view the statistics for the importers/collectors
for other secondary services that are not enabled.

Dashboard consists of two tabs, namely, Capture tab and EV.C tab.

Note: If you cannot view the Capture or the EV.C tab even though the services
are enabled for you, contact Veritas Support.

On the Capture tab, you can select the importer/collector to view corresponding
metrics for certain duration. The information available from the Capture tab includes
the following in a tabbed layout, and you can export the report for future reference.

Importer jobs This statistic provides information about the import jobs for
all or the selected collector type.

You can customize the date range to get the records for a
specific duration.
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Monitored users by source  This statistic provides information about the number of
monitored users for each source.

Messages processed by Alta This statistic provides information about the number of
Capture imported, excluded, and failed messages in certain duration.
For example, 7 days.

You can print and download the charts as PNG, JPEG, PDF,
and SVG Vector format.

Number of messages by This statistic provides information about number of messages
importer by each importer.

For more information about Alta Capture Dashboard, refer to Alta Capture
documentation.

On the EV.C tab, you can view and export the statistical data about customer's
EVC-specific archives. The information available from the EV.C tab includes the
following in a tabbed layout, and you can export the report for future reference.

Total emails Provide total number of emails archived.
Active archives Provide number of active archives.
Total size of the archives Provides collective storage size of all archives.

Distribution by attachment Graphical statistics (in percentage) of the emails with and
without attachments.

Distribution by mail types Graphical statistics (in percentage) based on mail types, such
as Exchange Online, Domino, and so on.

Count by message size Graphical statistics (in numbers) based on messages sizes.

Count by direction type Graphical statistics (in percentage) of the Inbound and
Outbound emails, and internal and instant messages.

Top mail accounts List of top mail accounts that are getting archived.

Viewing and exporting statistics of Alta
Capture-specific archives

You can view and export statistics of Alta Capture collectors in the CSV format only.
The procedure to download the statistical report is mentioned below. For more
information, refer to the Alta Capture Collectors Configuration Guide.


https://www.veritas.com/support/en_US/doc/Merge1Collectors_ConfigurationGuide
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To view and export statistics of Alta Capture-specific archives

1 In the left navigation pane, click Dashboard.
The application displays the page that consists of the following tabs:
» Alta Capture
= EVC

2 Select the Capture tab to view the Dashboard page for Alta Capture archives.
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3 Inthe Importers Jobs pane, click the Collectors List drop-down to select the
collector.

Select All to export statistic of all the collectors simultaneously, or a required
collector of which you want to export the statistics.

4 In the Date Range field, select the duration for which you want to export the
statistics.

5 Click Export to CSV.

The application downloads the statistical report (Dashboard.csv) in the
Downloads folder of your computer.
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Viewing and exporting mail statistics of
EVC-specific archives

You can view mail statistics for all your Veritas Alta Archiving-specific archives on
the dashboard, and export the statistical report to share it with the intended authority.

To view and export mail statistics details of the EVC-specific archive
1 In the left navigation pane, click Dashboard.
The application displays the page that consists of the following tabs:
= Capture
= EVC
Select the EV.C tab to view the Mail Statistics page.

In the top-right corner of this page, select the duration for which you want to
view your mails and archiving statistics.

73 Cagars

Wail STatistics Laat b moeita w

=

408 15 0.002

-y ki
224 Tatal Mai 8% sctive Archive s Tofal Sze(GE]

Distribastion By Attachment Gount By Message Size

LY

Distnkastion By Mail Type Tount By Direction Type

The statistical information for the selected duration appears.

4 Click the Export icon to export the report in EXCEL, PDF, CSV, or WORD
format.
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This chapter includes the following topics:

About the Configuration page

Viewing provisioned services

Selecting the User Management options
About Provisioning

CloudLink Sync Summary

About Managed Tags

About Account Management

About the Configuration page

The Configuration page guides administrators through the administration setup
and provisioning process. The page presents:

A list of the Veritas Alta Archiving services that are available to your company.

The status of the setup, with information about any steps that are required to
complete the configuration.

Note: The displayed configuration steps reflect the account provisioning options
that are selected on the User Management page.
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Viewing provisioned services

The Services page displays a read-only information about the services that are
provisioned for your company. To make changes to this information, contact Veritas
Services & Support.

The page provides information on the following aspects as shown in the sample
image below.

General configuration

Expand the row to view general configurations such as Company Name, Parent
Partner, Manage Retention Settings, Import Data, Archive Encryption, Last
Access Date, and so on.

Primary Services
Expand the row to view the primary services that are either enabled or disabled
for your company and number of minimum and actual users.

Secondary Services

Expand the row to view the secondary services that are either enabled or
disabled for your company and number of minimum and actual users, and the
last archiving date for each product.

Capture Secondary Services

Expand the row to view the Capture secondary services that are either enabled
or disabled for your company and number of minimum and actual users, and
the last archiving date for each product.

Domains
Expand to view the configured domains.

Mail Continuity service
Expand the row to view the Mail Continuity services that are enabled for IP
address and the domains, and the corresponding mail servers.

Journal Addresses
Expand to view the configured Journal Addresses.

Selecting the User Management options

The User Management page under Configuration lets you select the options that
you use to provision and manage your Veritas Alta Archiving archive accounts. You
can perform the provisioning and management manually through Veritas Alta View
Compliance and Governance Management Console, or you can use remote

provisioning. Remote provisioning avoids the need to create a new archive account
manually in Veritas Alta View Compliance and Governance Management Console
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for each new user in your organization. If you configure remote provisioning, new
archive accounts appear automatically in Veritas Alta View Compliance and
Governance Management Console when the remote option synchronizes new
users.

The remote provisioning options are:

= CloudLink: This option lets you use the separately installable ArchiveTools
CloudLink tool to manage the provisioning of Microsoft Active Directory and IBM
Lotus Domino Directory accounts.

= Office 365 Sync: This option provides automatic provisioning for Office 365
accounts.

= System for Cross-domain Identity Management (SCIM): This option provides
provisioning of accounts by using SCIM.

User accounts can be synchronized with either Office 365 Sync, CloudLink, or
SCIM. You have the option to use any of the remote provisioning options together
to manage different groups of users. Since the users that are synchronized from
different remote options remain independent, the archive accounts that exist in one
group are not removed if those accounts do not exist in the other group.

To select the User Management options
1 In the left navigation pane, select Configuration > User Management.

2 On the User Management page, select one of the following provisioning
options:

= Manage account provisioning using the console application
= Manage account provisioning remotely

3 When you select the option to manage account provisioning remotely, select
Using on-premise CloudLink tool, or Using Microsoft Office 365, or both.

Note: Users can be synced from either Exchange Online, CloudLink, and SCIM.

= If users exist in only one environment, their archives cannot be overwritten
or removed when they are synchronized by either Exchange Online,
CloudLink, or SCIM.

= If users exist in a hybrid environment (setup), ensure that both the
above-mentioned options are selected. Otherwise, users that are migrated
from on-premise CloudLink to Exchange Online may not be provisioned
correctly.
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4 Click Save.
5 Click Go To Next Step.
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Veritas Alta View Compliance and Governance Management Console navigates
you to the My Configuration page and guides you to perform the required
configuration steps for the provisioning options you have selected.

About Provisioning

If you chose to manage account provisioning with the console application, you must
configure the settings on the Provisioning page, under Configuration.

Note: If you chose to manage account provisioning with CloudLink, you must use
CloudLink to configure its own provisioning settings. Refer to your CloudLink

documentation for more information.

Complete the required options, as follows:

Table 4-1 Provisioning steps for account management with the console

application

Provisioning step

Reference for more information

Configure the Alta Personal Archive
deployment options

See “Configuring the Alta Personal Archive
deployment options” on page 30.

Configure the administrator notification
options

See “Configuring the administrator notification
options” on page 32.

Configuring the Alta Personal Archive deployment options

If you chose on the User Management page to manage account provisioning with
the console application, you can specify the Alta Personal Archive deployment

options on the Provisioning page.

To configure the Alta Personal Archive deployment provisioning options

1 In the left navigation pane of Veritas Alta View Compliance and Governance
Management Console, select Configuration > Provisioning.

Expand Personal Archive Deployment Options, near the bottom of the page.

Under Personal Archive Access, configure whether Veritas Alta Archiving
automatically enables access to Alta Personal Archive and sends a welcome

message email to each user.
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Note: The options you see depend on whether single sign-on authentication
is configured for your company in Veritas Alta Archiving. The different options
reflect the fact that a welcome message is not essential for users with single
sign-on authentication.

If single sign-on authentication is not configured for your company in Veritas
Alta Archiving, the options are as follows:

Enable Personal Archive  Select this option to enable Alta Personal Archive

access and send Welcome access to each account that is provisioned, and to

Message enable welcome messages to be sent to the provisioned
users.

By default this option is not selected.

If you select this option you must select one of the
following sub-options:

= Don't send Welcome Select this option to send a welcome message to a
Message if already sent. provisioned user only once. This is the default option.

= SendWelcome Message Select this option to send a welcome message every
anyway. time that Exchange Online Sync synchronizes the
account, even if a welcome message was sent
previously.

If single sign-on authentication is configured for your company in Veritas Alta
Archiving, the options are as follows:

Enable Personal Archive Select this option to enable Alta Personal Archive
access access to each account that is provisioned.

By default this option is not selected.

If you select this option you can choose whether Veritas
Alta Archiving sends welcome messages to provisioned
users:

= Send Welcome Message Select this option to enable welcome messages to be
sent to the provisioned users.

By default this option is not selected for new
configurations.

If you select this option you must select one of the
following sub-options:

= Don't send Welcome Select this option to send a welcome message to a
Message if already sent. provisioned user only once. This is the default option.
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= Send Welcome Message Select this option to send a welcome message every
anyway. time that Exchange Online Sync synchronizes an
account, even if a welcome message was sent
previously.

4 Under Welcome Message Template, complete the details of the templates
for the following messages:

= The welcome message that can be sent to provisioned users.

» The notification message that is sent to the chosen administrator roles when
Veritas Alta Archiving provisions new archive accounts.

Select Template Select Account to configure the welcome message
template for provisioned users.

Select Administrator to configure the administrators'
notification message.

From Enter the sender email address for the message.

Subject Enter the information you want saved as the subject for
the message email.

Body Edit the body text for the message.

You can use the following macros that Veritas Alta
Archiving replaces with the relevant information, based
on archive information:

= {username} — automatically enters the user's login
user name

= {password} — automatically enters the user's login
password

» {accountlist} — automatically enters a list of newly
created email accounts, for use with the
Administrator template only

5 Click Save.

Configuring the administrator notification options

If you chose on the User Management page to manage account provisioning with
the console application, you can specify the administrator notification options on
the Provisioning page.
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To configure the administrator notification options

1 In the left navigation pane of Veritas Alta View Compliance and Governance
Management Console, Select Configuration > Provisioning.

Expand Notification Options, near the bottom of the page.

Under Administration Roles to Notify, select the Veritas Alta Archiving
administration roles that you want to receive the administrators' notification
message when Veritas Alta Archiving creates archive accounts.

Note: To see a list of administrators that are assigned to a role, click that role.

4 Click Save.

CloudLink Sync Summary

The CloudLink Sync Summary appears in the Configuration menu of the Veritas
Alta View Compliance and Governance Management Console console.

If you want to receive a warning email when a successful CloudLink Sync has not
occurred in the past month, you can enable notifications.

= To enable notifications, select the enable button, enter email addresses in the
text box and click Add.

= To disable notifications, select the disable button.

About Managed Tags

From the Managed Tags page, you can create global tags that you can assign to
users. Once you create a managed tag and associate a retention policy, users can
apply the tag to archived messages to extend their retention period. The retention
period of the retention policy determines how long tagged messages are retained
in Veritas Alta Archiving.

Table 4-2 lists the tasks that you can perform that are related to managed tags:

Table 4-2 Tasks with managed tags
Task Reference
Create new managed tags. See “Creating a managed tag” on page 34.

Assign managed tags to users. See “Assigning a managed tag to users” on page 35.
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Table 4-2 Tasks with managed tags (continued)

Task Reference

Change the retention policy that is | See “Changing the retention policy associated with a
associated with a managed tag. | managed tag” on page 36.

Edit and delete managed tags. See “Deleting a managed tag” on page 37.

Creating a managed tag

You can create a managed tag and assign an existing retention policy to it, if
required.

To create a managed tag

1
2
3

In the left navigation pane, select Configuration > Managed Tags.
In the top-right corner of the page, click Create New.

Under Create Managed Tag, do the following:

= In the Tag Name field, enter a new tag name.

= In the Policy Name field, select a policy.

Note: You must create a retention policy before you can associate it with
a managed tag.

See “Creating a retention policy” on page 158.

Click Assign Policy to associate a retention policy with the managed tag.

The Retention Policies dialog box appears.

Note: To clear the Policy Name field, click Remove Policy.

In the Retention Period (days) field, check the duration of the assigned policy.

If required, in the Description field, enter a description for the tag.
From the Target Type drop-down, specify the targeted users.
The currently available options are All, Group, and Tags.

If required, under Set Managed Tag Permissions, configure the settings for
Tagged Email Visibility and Remove Tags from Emails sections.
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= Selecting the Tagged Email Visibility options allow administrators,
reviewers, and users to view messages of other users that have the
managed tag applied.

= Selecting the Remove Tags from Emails options allow administrators,
reviewers, and users to remove the managed tag from messages belonging
to other users.

9 Click Save.

Assigning a managed tag to users

By default, the managed tags you have created are assigned to all users so that
any user in your organization can use these tags. If required, you can assign
managed tags to selected users.

Note: You can only assign existing managed tags to selected users. You cannot
assign a managed tag to selected users while creating a new tag.

To assign a managed tag to users
1 Inthe left navigation pane, select Configuration > Managed Tags.
2 On the Managed Tags page, select an existing managed tag.

The sample image is shown below.
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3 Under Users Assigned section, select Selected Users.

4 Click Add Users, and select the required users.
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5 To remove the users that are not required, search for and select the users,
and click Remove Checked as shown below.
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The application prompts you to confirm that you want to perform the operation.

Click OK.

6 If required, under Set Managed Tag Permissions, select the required
permissions.

7 Click Save.

Changing the retention policy associated with a managed tag

If required, you can change the retention policy that is associated with a managed
tag.
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To change the retention policy associated with a managed tag

1 In the left navigation pane, select Configuration > Managed Tags.

2 Onthe Managed Tags page, search for and select an existing managed tag.

3 Under Create Managed Tag section, click Remove Policy as shown in the

sample image below.
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4 In the Policy Name field, select the required policy, and click Assign Policy.

5 Click Save.

Deleting a managed tag

If required, you can delete any managed tags that are no long needed.

Note: You cannot delete a managed tag if it is associated with a retention policy.

To delete a managed tag

1 In the left navigation pane, select Configuration > Managed Tags.

2 Onthe Managed Tags page, search for and select the tag you want to delete.

The application displays the policy details of the tag.
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3 Click Remove Policy to disassociate the retention policy from the managed

tag.
4 Click Save.

About Account Management

From the Account Management page, you can manage archive accounts for

Veritas Alta Archiving.

Table 4-3 lists the tasks that you can perform from the Account Management
page, and where to find more information.

Table 4-3

Account management tasks

Task

Reference

Search for archive accounts

See “Searching for archive accounts” on page 39.

Filter the listed archive accounts

See “Using search filters” on page 42.

Create new archive accounts

See “Creating an archive account” on page 43.

View the details of an archive
account

See “Viewing and editing the archive account details”
on page 49.

See “About the Account Details page” on page 51.

Edit an archive account

Delete an archive account

See “Deleting an archive account” on page 55.

Deploy users

See “Deploying users” on page 56.

Remove user access

See “Removing user access” on page 59.

Enable services for existing archive
accounts

See “Enabling services for existing archive accounts”
on page 58.

Edit Mobile Web Access
permissions for existing archive
accounts

See “Editing Mobile Web Access permission for existing
archive accounts” on page 63.

Export archive account information

See “Exporting archive account information” on page 65.

Unlock archive accounts

See “Unlocking an archive account” on page 65.
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Searching for archive accounts

The Account Management page lists the archive accounts for your organization.
If you have a large number of archive accounts, the accounts are displayed on
multiple pages. You can scroll through the pages using the controls as the bottom
of the main pane.

A Quick Search and an Advanced Search are available to let you search for specific
archive accounts. Advanced Search lets you search according to the role that is
assigned to the account, or according to other Veritas Alta Archiving access options.

To use Quick Search
1 In the left navigation pane, select Configuration > Account Management.

The application displays a list of archive accounts as shown in the sample
image below.
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2 In the Search field, enter the user name or email address that is associated
with the archive account.

3 Click the Search icon.
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To use Advanced Search
1 In the left navigation pane, select Configuration > Account Management.

The application displays a list of archive accounts as shown in the sample

image below.
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Specify your search criteria in the following fields:

Email Address or Alias

Last Name
First Name
Notes

ReplD

Domain Name
Department
Role

Account Status

Personal Archive Access

Discovery Archive Access

Advanced Supervision Access

Welcome Message Sent

Account Status

Archive

Veritas Alta Archiving Mobile

Account Locked

Office 365 PA Collection

Enter an email address or associated alias email
address for the user.

Enter the last name of a user.
Enter the first name of a user.
type some text from the note.
Specify the ReplD.

Specify the domain name.

Specify the mane of department.

Select the type of role that is assigned to the user.

Select a status.

Select if the user has access to Alta Personal
Archive enabled.

Select if the user has access to Alta eDiscovery
enabled.

Select if the user has access to Advanced
Supervision enabled.

Select if the user has received a welcome
message.

Select if the account status for the user is active
or deleted.

Select if the archive for the user is currently active.

Select if the user has access to Mobile Web
Access.

Select if the user has been locked out of their
archive account.

Select if the user Office 365 Personal Archive
collection enabled.

Note: This feature is no longer supported in
Veritas Alta Archiving.

Y|
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3 Click Apply.

The application displays only those archive accounts that match with the
advanced filter criteria you set.

Using search filters

In addition to using Quick Search or Advanced Search, you can use search filters
to find archive accounts. You can use one of the predefined custom filters, or filter
by distribution lists.

To use search filters

1 In the left navigation pane, select Configuration > Account Management.
The application displays a list of archive accounts as shown in the sample
image below.

% Ancouri Managemen!

A e ey # [ Achives «  BF EnzbleSznaces  [§ Contact Details 0

o Chear T apely
B confguration

B Summary @ advanced Seans 'v ] Emasl Address LastMame  First Mame
- ¥ Cushom Fiters - [ smeeuns wrgLnm aertusL Al
Sarvices
o = [[] accoumonegmyon com ane wrcoum
P AT — [[] accoemione-pissbled_tn_ktar 7 . cne mccoun
| acountinessd akshaytheda.cnmi.. wwa o
W Mansged Tags [ sccounttmedgmyorg com o acoount

sediranEakahiybida onm kese Bhedi ki

& Account Managament [[] stmingbhedasksray enmicrosn_Eheda Skshay  Admin

[[] emenprise

foead Moiile (50)
Ee asmin
. hahed sonmicros... o adimin
T Distrization Lists |
| [ siminzgmyerg som adming
v | [ e e it
! [ sminsackusgmypen com [T wdmin

s Aok Management

Click Custom Filters, Distribution Lists, or Dynamic Distribution Lists.
Select a filter from the chosen group.
Click the Apply icon.

The application displays only those archive accounts that match the selected
search filter criteria.

5 To remove the search filter, click the Clear icon.
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Creating an archive account

To create an archive account

1 In the left navigation pane, select Configuration > Account Management.
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On the Accounts page, under Archive Detail, provide the following details:

Email Address

First Name
Last Name

User Name

Password

Confirm Password

Time Zone

Role

ReplD

Notes
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Enter the primary email address for the user.

Note: If your organization has more than one domain, select
the correct domain from the drop-down list.

Enter the first name of the user.
Enter the last name of the user.

The user name for the account. By default Veritas Alta View
Compliance and Governance Management Console uses
the email address as the user name, but you can change it
if you want.

Enter a password for the user that meets the password policy
requirements for your organization.
See “Configuring an advanced password policy” on page 143.

Note: This option does not appear if you selected Enable
Personal Archive Access and send Welcome Message
under Provisioning > Personal Archive Deployment
Options > Personal Archive Access. In that case, Veritas
Alta View Compliance and Governance Management Console
generates a password automatically to send to the user.

If you entered a password you must enter the password again
to confirm it.

Select the correct time zone for the user.

Indicates the role that is currently configured for this archive
account.

Provide the ReplID of the email address.

Specify any special notes for this archive, if required.
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Departments
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This option is available exclusively for the customers for
whom the Advanced Supervision primary service is enabled,
and not for all customers. If the Advanced Supervision primary
service is not enabled, the Veritas Alta View Compliance and
Governance Management Console console does not display
this option.

Click Edit to open the Add/Remove Departments dialog
box. Search for and select one or multiple departments
created in Advanced Supervision. Add or remove the monitor
employees of the departments, if required. Click Update to
save the selection.

After updating from Veritas Alta View Compliance and
Governance Management Console console, users
automatically get listed under the Monitored Employees
section of the selected department in Advanced Supervision.
If auditing of Monitored employees is enabled in Advanced
Supervision, the above action gets audited in Advanced
Supervision and the corresponding monitored employee audit
record can be viewed in the Audit Viewer section of
Advanced Supervision application.

However, for this synchronization, the SQL Server and the
Audit server must communicate with each other and the
Auditing service should be enabled for the selected
department.
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This option is available exclusively for the customers for
whom the Advanced Supervision primary service is enabled,
and not for all customers. If the Advanced Supervision primary
service is not enabled, the Veritas Alta View Compliance and
Governance Management Console console does not display
this option.

After you select this service, you can quickly access
departments and users available in Advanced Supervision
to manage their roles and permissions.

Click Add to search for and select one or multiple
departments. View the monitored employees of those
departments, and assign roles and permissions to them. Click
Update.

After updating from Veritas Alta View Compliance and
Governance Management Console console, user roles
automatically get updated in Advanced Supervision. If auditing
of Role Assignments is enabled in Advanced Supervision,
the above action gets audited in Advanced Supervision and
the corresponding role assignments audit record can be
viewed in the Audit Viewer section of Advanced Supervision
application.
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Under Status, select the status options for the user:

Account Select whether the account is created in an enabled or
disabled state.

Login Select whether Veritas Alta Archiving account logins are
unlocked or locked.

Archiving Select whether archiving is enabled or disabled.

If you select Enabled, the email messages for the user start
journaling to Veritas Alta Archiving immediately after you
create the archive account.

Folder Sync Indicates whether the Folder Sync feature is enabled or
disabled.

Note: This status is for information only. Folder Sync cannot
be enabled or disabled from Veritas Alta View Compliance
and Governance Management Console. Folder Sync is
enabled or disabled at an account level from the Folder Sync
application.

External Reviewer Select whether the user is to be an external reviewer. External
reviewers are the users that are not part of your organization,
but who need to review archived messages for a Alta
eDiscovery matter.

The following conditions apply to archive accounts for external
reviewers:

= Can only be assigned the Accounts role.

= Can be assigned to any matter like users with the normal
Reviewer role assigned.

= Canonly access the E-Discovery tab in Alta eDiscovery.

= Can only access the matters that are assigned to them.

= Can apply labels, review statuses, and notes to messages
if granted permission.

= Cannot access a matter once the matter expires.

= Cannotrestore, forward, or reply to messages regardless
of the configuration for your organization.

» Cannot edit the labels or the review statuses that are
already assigned to a message.

An external reviewer has their account disabled for archiving.

48



Managing Configurations
About Account Management

5 Under Services, select the services that you want to enable for the archive
account:

Alta Personal Archive Lets the user access Alta Personal Archive.

Alta Personal Archive Lets the user access Mobile Web Access.

Mobile Note: For this service to be enabled, you must also enable
the option for Mobile Web Access on the Archive Options
page.

Alta eDiscovery Lets the user access Alta eDiscovery.

Advanced Supervision Lets the user be granted Advanced Supervision access and
permissions.

Exchange Online Enables Exchange Online Personal Archive collections for
the user.

Note: This feature is no longer supported in Veritas Alta
Archiving and should not be selected.

6 Under Archive Aliases, if required, enter an alias email addresses that you
want to associate with the archive account. Click Add. Repeat to add more
aliases if necessary.

Note: Any messages that are sent to these alias email addresses are forwarded
automatically to the primary email address. If you do not associate an alias
email address with the archive account, messages that are sent to alias email
address are saved in the Unassigned Legacy Account.

7 Click Save to save the details you entered and to create the new user.

Viewing and editing the archive account details

You can view the details of an archive account from Account Management.
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In the left navigation pane, select Configuration > Account Management.

The application displays a list of archive accounts.

Search for and select the archive account of which you want to view the details.

For quick and advance searching, See “Searching for archive accounts”

on page 39.

The application displays the details of the selected archive account as shown
in the sample image below.
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3 Ifrequired, click Edit to make changes to the account details.

Be aware that if you manage account provisioning remotely with CloudLink or
with Exchange Online Sync, some of the account details cannot be updated
from within Veritas Alta View Compliance and Governance Management
Console.

Note: If you disable an archive account the user can no longer access Alta
Personal Archive and their messages are no longer journaled to Veritas Alta
Archiving.

4 Click Save.

About the Account Details page

If you view the details of an archive account, the account details page displays a
number of panels that provide information about the account.

The Archive Detail panel

The Archive Detail panel contains the following details for the archive account:

Email Address The primary email address for the user.

First Name The first name of the user.

Last Name The last name of the user.

User Name By default Veritas Alta View Compliance and Governance

Management Console uses the email address as the user name.
Time Zone The time zone that Veritas Alta Archiving uses for the user.

Role The role that is currently configured for this archive account.

The Status, Services, and Archive Aliases panel

The Status, Services, and Archive Aliases panel displays the current status of
the archive account, the Veritas Alta Archiving services that are currently configured
for it, and the account's email aliases.

Note: A red External flag next to the Status heading indicates that the archive
account is an external reviewer.

The Status section shows the following information about the status of the account:
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Account Indicates whether the account is in an enabled or disabled state.

Login Indicates whether Veritas Alta Archiving logins for the account are
unlocked or locked.

Archiving Indicates whether archiving is enabled or disabled.

Folder Sync Indicates whether the Folder Sync feature is enabled or disabled.

The Services section indicates which Veritas Alta Archiving services the account
is enabled for:

® Indicates that the service is enabled for the account.

The Archive Aliases section lists all the archive alias email addresses for the
account, and the date at which each alias was created.

Indicates that this email address is the primary administrator account.

The Delegate Access panel

The Delegate Access panel appears if one or more users or mail-enabled security
groups has synchronized delegate access permissions for the archive account.

Note the following:

= Atthis release, Veritas Alta Archiving can synchronize the delegate permissions
that are set on Exchange on-premises mailboxes and Exchange Online
mailboxes. The Exchange or Exchange Online administrator typically sets these
permissions. Veritas Alta Archiving does not synchronize the delegate access
to mailbox folders that users can set from Outlook.

= For Exchange on-premises mailboxes the synchronization of delegation
permissions requires CloudLink version 4.0. For more information, see the
CloudLink Administration Guide.

= For Exchange Online mailboxes the delegation permissions synchronization is
controlled through the Mailbox Delegation Permissions settings on the
Exchange Online Config page of Veritas Alta View Compliance and Governance
Management Console.

The Delegate Access panel shows:

= The delegate users and mail-enabled security groups that have synchronized
delegate access permissions for the archive account.

» For each of delegate, which delegate access permissions are granted in Veritas
Alta Archiving.
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The following icons indicate whether a delegate archive access permission is

granted:

[ ]

o

Indicates that the permission is granted in Veritas Alta Archiving

Indicates that the permission is not granted in Veritas Alta Archiving

The following tables list the delegate archive access permissions, and their effect
in Veritas Alta Archiving.

Table 4-4 Effect of delegate archive access permissions when granted to
a user
Delegate Granted in these Effect of granted permission
archive access | circumstances in Alta Personal Archive
permission
READ The user or a group to which they | The user is able to read the
belong has a synchronized Full delegated account's archived items
Access delegation permission. in their Alta Personal Archive.
SEND AS The user or a group to which they | No effect in Alta Personal Archive
belong has a synchronized Send | at this release.
As delegation permission.
ON BEHALF The user or a group to which they | No effect in Alta Personal Archive
belong has a synchronized Send | at this release.
On Behalf delegation permission.
Table 4-5 Effect of delegate archive access permissions when granted to
a mail-enabled security group
Delegate Granted in these Effect of granted permission
archive access | circumstances in Alta Personal Archive
permission
READ The group has a synchronized Full | Users who belong to the group can

Access delegation permission.

read the delegated account's
archived items in their Alta
Personal Archive.

Note: If the user has a
synchronized Deny Full Access
delegation permission, the Deny
permission takes precedence and
the user is not given read access.
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Table 4-5 Effect of delegate archive access permissions when granted to
a mail-enabled security group (continued)
Delegate Granted in these Effect of granted permission
archive access | circumstances in Alta Personal Archive
permission
SEND AS The group has a synchronized No effect in Alta Personal Archive
Send As delegation permission. | at this release.
ON BEHALF The group has a synchronized No effect in Alta Personal Archive
Send On Behalf delegation at this release.
permission.

The Delegate Access panel does not list any synchronized deny delegation
permissions, although Veritas Alta Archiving takes account of these permissions
when it determines whether to allow delegated access. If conflicting delegation
permissions are synchronized, Veritas Alta Archiving gives precedence to deny
permissions. For example, suppose that a user is granted Full Access delegation
permission for a mailbox. Suppose also that the user belongs to a mail-enabled
security group that has Deny Full Access delegation permission for the same
mailbox. If Veritas Alta Archiving synchronizes both of these delegation permissions,
then it does not grant the user read access permission for the mailbox archive.

The following illustration shows the Delegate Access panel for an example archive
account.

Delegate Access (3)

SEND ON
READ AS BEHALF

qagbr3@qa.07exch0L.com
gagbrgroupl
QAJournalDDG

® O O
C @ O
® O @

The panel shows that three users or groups have delegate archive access
permissions for this account:

= User qagbr3@qa.07exch01.com has READ permission. This permission means
that when qagbr3 logs in to Alta Personal Archive, qagbr3 is able to read the
archived items for the account.

= Group gagbrgroup1 has SEND AS permission. This SEND AS permission has
no effect in Veritas Alta Archiving at this release.

= Group QAJournalDDG has both READ permission and ON BEHALF permission.
The READ permission means that a user who belongs to this group can view
the account's archived items from Alta Personal Archive, unless the user has a
Deny Access delegation permission that Veritas Alta Archiving has
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synchronized. The ON BEHALF permission has no effect in Veritas Alta Archiving
at this release.
The History panel

The History panel contains a summary of the most recent changes that were made
to the archive account's settings. The panel logs any changes that relate to the
details that are shown on the account details page, including any of the following:

= The creation details for the account. This information is always shown at the
top of the History panel.

= Changes to the first name, last name, user name, primary email address, time
zone, or role.

= Changes to the account status, such as account enabling and login enabling.
= Changes to enabled services.

= Changes to archive aliases.

Note: Changes to Folder Sync status are not recorded in the History panel.

The History panel shows a maximum of 30 changes.

To obtain more details for a particular change, you can click View logs for more
details at the bottom of the history pane to explore the Veritas Alta Archiving logs.
The link takes you to the Logs page under Reporting in the left pane.

See “About Veritas Alta Archiving reports, logs, usage, and notifications” on page 170.

Deleting an archive account

You can delete an archive account if it is no longer required. However, you cannot
delete an archive account if it is part of a matter in Alta eDiscovery.

Note: If you delete an archive account, the archived messages for the user remain
in Veritas Alta Archiving. These archived messages are not searchable by reviewers
or administrators because the account and the associated user is not visible in both
Veritas Alta View Compliance and Governance Management Console Console and
Discovery Archive. Any new email messages that are sent to the user are archived
in the Unassigned Legacy account.
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To delete an archive account

1

Deploying users

In the left navigation pane, select Configuration > Account Management.
The application displays a list of archive accounts.
Search for and select the archive account of which you want to delete.

For quick and advance searching, See “Searching for archive accounts”
on page 39.

Click Edit.
To delete the selected archive account, click Delete Archive.
The application prompts you to confirm that you want to perform the operation.

Click Yes.

Once you have created new archive accounts you can give the users access to
Alta Personal Archive and Alta eDiscovery from Account Management. You can
also deploy Alta Personal Archive web folders and send welcome messages to
users.

To deploy users

1

In the left navigation pane, select Configuration > Account Management.
The application displays a list of archive accounts.
Search for and select the archive account for which you want to deploy users.

For quick and advance searching, See “Searching for archive accounts”
on page 39.

From the accounts list, select the check box for each archive account that you
want to deploy.
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4  On the action bar, click Archives and then click Deploy User as shown in the
sample image below.
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5 In the Deploy Users window, select one or more of the following deployment
tasks:
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= Enable DA Access — provides access to Alta eDiscovery.
= Enable VAS Access — provides access to Advanced Supervision.
= Enable PA Access — provides access to Alta Personal Archive.

= Deploy PA Web Folder — creates a Microsoft Outlook web folder for
accessing Alta Personal Archive.

= Send Welcome Message — sends a welcome message with login
credentials.

6 Click OK.



Managing Configurations | 58
About Account Management

Enabling services for existing archive accounts

In addition to enabling services when creating new archive accounts, you can enable
services for one or more existing archive accounts from the Account Management

page.

To enable services for existing archive accounts

1 Inthe left navigation pane, select Configuration > Account Management.
The application displays a list of archive accounts.

2 Search for and select the archive accounts whose services you want to enable.

For quick and advance searching, See “Searching for archive accounts”
on page 39.

3 Onthe action bar, click Enable Services as shown in the sample image below.
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4 In the Enable Services window, select one or more of the following option:
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Enable Services

[ Office 365 PA Collection
"% Exchange Online Folder Sync

= Office 365 PA Collection — Enables Exchange Online Personal Archive
collections.

= Exchange Online folder Sync — Enables Exchange Online folder
synchronization.

5 Click OK.

If the services are enabled successfully, the application displays the success
message.

6 On the account details page, ensure that the selected services are enabled.

Note: The accounts that are not created by using Office 365 or Exchange
online does not get enabled for Exchange Online Folder Synchronization. In
case you receive such notification, click Close.

The application displays the notification for successful enabling of services. In
case you receive such notification, click Close.

Removing user access

From the Account Management page you can remove Alta Personal Archive and
Alta eDiscovery user access to the archive accounts that you select.

Note: If you want to remove deployed Alta Personal Archive web folders, contact
Veritas Services & Support.
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To remove user access

1 In the left navigation pane, select Configuration > Account Management.

The application displays a list of archive accounts.
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2 Search for and select the archive account for which you want to remove user

access.

For quick and advance searching, See “Searching for archive accounts”

on page 39.

3 On the action bar, click Archives and then click Remove User as shown in

the sample image below.
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4 Onthe Remove Users page, select one or more of the following deployment

tasks:
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= Disable DA Access — removes Alta eDiscovery access.

= Disable VAS Access — removes Advanced Supervision access.
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= Disable PA Access — removes Alta Personal Archive access.

5 Click OK.

Disabling bulk user accounts

Prerequisite: Before you disable user accounts in bulk, ensure that the respective
customers, who own these user accounts, have unlicensed these users. Otherwise,
these user accounts get enabled again when you perform the O365 synchronization.
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To disable bulk user accounts
1 In the left navigation pane, select Configuration > Account Management.

The application displays a list of archive accounts.

2 On the action bar, click Bulk Disable Users as shown in the sample image
below.
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3 Before you select multiple users for bulk disabling, assuming user name is
AAA@test.com, select one of the following renaming patterns:
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Select the Rename with disabled string and datetime option to rename
it as AAA-Disabled_On_Feb 11 2021 3:48AM@test.com.

Select the Rename with custom string option, and specify the custom
string is Disabled to rename it as AAA-Disabled@test.com.

Select the Rename with custom prefix string option, and specify the
custom prefix string is ZZZ or ZZZ_to rename it as ZZZ_AAA@test.com.

4  Search for and select multiple user accounts you want to disable simultaneously.

5 Click Update to initiate bulk disabling of user accounts.

Editing Mobile Web Access permission for existing archive accounts

You can edit the Mobile Web Access permission for one or more existing archive
accounts.

Note: To make the Mobile Web Access feature available you must also enable
Mobile Web Access under Policy Management > Archive Options.

See “Configuring archive options” on page 138.

Use any of the following procedures to set Mobile Web Access permissions for the
existing archive accounts, as required.

To edit the Mobile Web Access permission for selected or all existing accounts

1

In the left navigation pane, select Configuration > Account Management.

The application displays a list of archive accounts.

Do any of the following as required.

To set the permission for the selected accounts, search for and select the
archive accounts whose Mobile Web Access permissions you want to edit.
Then, click Mobile Permissions.

To set the permissions for all existing archive accounts, do not select any
accounts. Instead, click Mobile Permissions on the action bar.

In the Mobile Interface Account Permissions window, select one of the
following options:

Permit Mobile Web Access for selected accounts
This option grants Mobile Web Access permission for the accounts you
selected.

Permit Mobile Web Access for all current accounts
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Note: Take care when using this option, as it grants Mobile Web Access
permission to all existing archive accounts.

= Deny Mobile Web Access for selected accounts
This option removes Mobile Web Access permission for the accounts you
selected.

= Deny Mobile Web Access for all current accounts

Note: Take care when using this option, as it removes Mobile Web Access
permission for all existing archive accounts.

4 Click Save.

To edit the Mobile Web Access permission for a single account

1 In the left navigation pane, select Configuration > Account Management.
The application displays a list of archive accounts.

2 Search for and select the archive account whose Mobile Web Access
permission you want to edit.

In the account details page, under Services, the Alta Personal Archive Mobile
status indicates whether the Mobile Web Access permission is set.
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3 To change the Mobile Web Access permission setting, click Edit.
4 Under Services, select or clear Alta Personal Archive Mobile as required.

5 Click Save to save your changes.
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Unlocking an archive account

As a security measure, Veritas Alta Archiving temporarily locks users out of their
archive accounts if they enter their login credentials incorrectly five times within one
hour. After users enter their credentials incorrectly three times, they are notified
they have two additionally attempts and are required to enter a CAPTCHA Validation
Code. After they enter their credentials incorrectly five times, Veritas Alta Archiving
locks the archive account. If an account becomes locked, an administrator can
remove the lock from Veritas Alta View Compliance and Governance Management
Console.

To unlock an archive account

In the left navigation pane, click Account Management.

N

From the accounts list, select the archive account that has been locked.
3 Inthe Services section of the account details page, clear Account Locked.

4 Click Save.

Exporting archive account information

You can export the account information for all archive accounts in your organization.
Password information is not included in the export file.

Note: You can currently only export account information for all of the archive
accounts. Even if you select individual accounts from the accounts list before you
export the account information, the export file contains information for all accounts.

To export archive account information

1 In the left navigation pane, select Configuration > Account Management.
The application displays a list of archive accounts.

2  On the action bar, click Export to Excel.

The application downloads the archive accounts information report on your
local computer.

Editing contact details of a system administrator
You can edit the administrator and the billing contact details from two places.

= From Archive Overview > Archive Usage page. See “Archive Usage”
on page 19.

= From Configuration > Account Management page.
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The procedure is explained below.
To edit contact details of a system administrator
1 In the left navigation pane, click Configuration > Account Management.
2 On the action bar, click Contact Details.
3 Click Edit and provide a new admin contact and billing contact details.
4 Click Save.
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Managing Archive
Collectors

This chapter includes the following topics:

About Archive Collectors

Adding new archive collectors

Updating configuration of existing archive collectors
Stopping the import job of archive collectors
Restarting import job of archive collectors
Viewing the latest status of Archive Collectors
Deleting an existing archive collector

About Exchange Online Archiving

About Bloomberg Archiving

About Microsoft Teams Archiving

About OneDrive for Business Archiving

About Data Uploading

About Alta Capture Services Archiving
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About Archive Collectors

In addition to email messages, your organization can use Veritas Alta Archiving to
archive items from other content sources. Currently, Veritas Alta Archiving supports
archiving of items from the following collectors:

= Exchange Online

= Microsoft Teams

= Bloomberg

= OneDrive for Business
= Enterprise Vault

= Alta Capture services
You can configure the following Alta Capture services if you have subscribed
for these services (purchased a user license).
Microsoft Teams via Export API | Microsoft Teams Meeting | Exchange Mailbox
Graph | Microsoft Teams via Webhooks | Slack PDGAIta eDiscovery | Bloomberg
| IceChat | Twitter | OneDrive for Business | Box | Google Drive | Citrix Workspace
& Sharefile | Dropbox Business | SharePoint | Amazon | EML | Blackberry |
Yammer | UBS | XSLT/XML | EWS | Pivot | Text-Delimited | Crowd Compass |
CellTrust | Refinitiv | Symphony | Workplace from Facebook | Salesforce Chatter
| Chatter Cipher Cloud | FXConnect | XIP | Yieldbroker | Webpage Capture |
Redtail Speak | ServiceNow | RingCentral | Zoom Meetings | Zoom Meetings
via Archiving API | Cisco Webex Teams | YouTube

From the Archive Collectors section, you can access the Veritas Alta View
Compliance and Governance Management Console pages to enable the
above-mentioned collectors.

Adding new archive collectors

Before you add a collector, ensure that you have purchased its license.
To add a new archive collector

1 In the left navigation pane, select Archive Collectors.

Note: The Archive Collectors node appears in the left navigation pane only
if -

= the customer has purchased the services like Exchange Online, Microsoft
Teams, OneDrive for Business and so on.
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= The service is enabled for the customer
2 On the Archive collector page, click Add collector.
All the available collector types appears.
3 Inthe Select type field, select the category to narrow down the list of collectors.
Alternatively, in the Search field, type the collector name you want to search.
4 Select the collector, and click Configure.

The corresponding collector configuration page appears.

Updating configuration of existing archive
collectors

To update configuration of an existing archive collector
1 In the left navigation pane, select Archive Collectors.
The application displays the available archive collector cards.

2 Select the archive collector for which you want to update the configuration.

Archivs CoBETKI

3 Click the kebab icon (three vertical dots) on the archive collector card, and
click Manage.

4  Provide the configuration details in the configuration wizard.

Refer to the Alta Capture Collectors Configuration Guide to understand
configuration fields of corresponding archive collectors (importers) and complete
the configuration steps. After successful configuration, the updated archive
collector appears in the Veritas Alta View Compliance and Governance
Management Console console.
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Stopping the import job of archive collectors

You can stop the running or queued import job of only Veritas Alta Archiving specific
Teams and OneDrive for Business, and any Alta Capture Archive Collectors.

To stop the import job of an archive collector
1 In the left navigation pane, select Archive Collectors.
The application displays the available archive collector cards.

2 Select the archive collector for which you want to stop the import job.
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3 Click the kebab icon (three vertical dots) on the archive collector card, and
click Stop.

The application stops the import job of the archive collector.

Restarting import job of archive collectors

Instead of waiting for the scheduled run, you can also manually trigger the collection
for idle Teams, OneDrive for Business, and any Alta Capture Archive Collectors.
When you run the collection job, the application queues up the selected archive
collector for collection.
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To restart the import job of an archive collector
1 In the left navigation pane, select Archive Collectors.
The application displays the available archive collector cards.

2 Select the stopped archive collector for which you want to restart the import
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3 Click the kebab icon (three vertical dots) on the archive collector card, and
click Run Now.

the application queue up the selected archive collector, and restarts its import
job.

Viewing the latest status of Archive Collectors

You can view the latest statuses (Idle, Queued, Running and Stopping) of the
archive collectors.
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To view the latest status of Archive Collectors

1

In the left navigation pane, select Archive Collectors.
The application displays the available archive collector cards.

Select the archive collector of which you want to view the latest status.

Click the kebab icon (three vertical dots) on the archive collector card, and
click Refresh.

Archivs CoBETKI

The application displays the latest state of the archive collector.

Deleting an existing archive collector

To delete an existing archive collector

1

In the left navigation pane, select Archive Collectors.

The application displays the available archive collector cards.

Note: The Archive Collectors node appears in the left navigation pane only

if -

= The customer has purchased the services like Exchange Online, Microsoft
Teams, OneDrive for Business and so on.
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= The primary and secondary service is enabled for the customer

2 Select the archive collector you want to delete.

3 Click the kebab icon (three vertical dots) on the archive collector card, and
click Delete.

The application prompts you to confirm that you want to perform the operation.

Confirm x

Are you sure you want to delete the imporer?
[JND

4 Click Yes.

About Exchange Online Archiving

Setting up modern authentication in Azure AD for Exchange Online
sync

If you want to use modern authentication for O365 sync, you need to configure an
app in Azure AD. After you complete this setup, you get the Application (Client) ID
and the primary domain details. These details are required to manage Exchange
Online synchronization.
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To set up modern authentication in Azure AD for Exchange Online sync

1 Create a new Azure AD app.

To create app on the Azure Active Directory, you need to select App
Registrations in the left navigation pane. Click New Registration, and provide
the user-facing display name of the application. Click Register.

= ModernAuthDemo = -

~ Essentials

UII:;-
]

Copy and note the Application (Client) ID.
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On the Azure AD portal, select Certificates & secrets, and upload the public
key for a self-signed certificate created by you for the Azure AD app.

Note: You can use any secured method to create a self-signed certificate and
a public key. However, in this sample scenario, to create a self-signed certificate
and a public key, the Create-SelfSignedCertificate.ps1 script is executed. This
script is available with the Exchange Online V2 module. Save or install the
module from
https://lwww.powershellgallery.com/packages/ExchangeOnlineManagement/2.0.3

Example to create a self signed certificate using
Create-SelfSignedCertificate.ps1

< Location where ExchangeOnlineManagement is installed or saved
>\ExchangeOnlineManagement\2.0.3\Create-SelfSignedCertificate.ps1

-CommonName AnimDemoCert -StartDate (Get-Date).Date -EndDate
(Get-Date).Date.AddYears(1)

After successful execution of this script, a self-signed certificate (.CER) and
the public key (.PFX) will be created in the current working directory. You can
use the .PFX certificate file in Veritas Alta Archiving, and corresponding .CER
certificate file in Azure Active Directory.

Note the password used for the certificate. You need this password later while
configuring the Exchange Online sync in Archive Administrator.

In the above example, the self-signed certificate is valid for a year. You can
choose the certificate expiry as required.

Upload the certificate (.CER file) that you have created in the previous step.

Select Certificates & secrets in the left navigation pane. Upload the certificate
(.CER file) that you have created in the previous step.

Note: Certificates are the recommended way to connect to a registered Azure
AD app and also Exchange Online V2 module only supports using certificates
to connect to Exchange Online using a registered Azure AD app.

Provide the required API permissions to the app.

The following Azure AD app permissions are required for configuring Exchange
Online sync with Modern Authentication:
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Note: The following permissions are required to support for full functionality of
this feature. Items noted below as optional can be omitted if the API
permission use and the associated functionality is not required for your

environment.

Exchange web
service (EWS
API\Proxy)

Exchange Online
V2 (PowerShell)

(Optional)
API permission use: Web folder deployment

Note: This permission is required for the initial configuration, but is
optional for ongoing use if this functionality is not required. You can
remove it after initial configuration.

How to configure: Exchange Online Exchange Online > Application
permissions > Other permissions > full_access_as_app

(Required)

API permission use: To get exchange related information like
delegated permissions, DL membership, and DDL membership.

API permission path: Exchange Online Exchange Online > Application
permissions > Exchange > Exchange.ManageAsApp

Note: Exchange.ManageAsApp permission is required. For reference,
see Set up app-only authentication

Role: One of the following roles is required.

= Need to assign RBAC roles to the app. You can assign any of the

following roles:

= Exchange Administrator: Use this role if you want the Exchange
Online Sync connector create and manage journal address and
journal rules in Exchange automatically for you.
How to configure: AAD->Roles and Administrators->Exchange
Administrator->Add Assignments->Search for the app-> Select
app-> Add Exchange Administrator

s Global Reader: Use this role if you prefer to create and manage
journal address and journal rules in Exchange manually.
How to configure: AAD->Roles and Administrators->Global
Reader->Add Assignments->Search for the app-> Select app->
Add Global Reader.

Note: You cannot see the App immediately after creating it.
This could take 12-24 or more hours for the app to show up in
the list to be selected.

= Need to assign the Exchange Administrator role to add journal
address in provisioning configuration automatically in exchange.
= Else, the Global Reader role serves the same purpose for syncs.


https://docs.microsoft.com/en-us/powershell/exchange/app-only-auth-powershell-v2?view=exchange-ps#set-up-app-only-authentication
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Graph API API permission use: To get user license and other information from
Azure AD.

How to configure:

= MS Graph > Application permissions > User > User.Read.All
= MS Graph > Application permissions > Directory > Directory.Read.All

Permissions to be assigned: You need to at least assign the
User.Read.All permission to the application.

Reference: See Permissions

5 To add the journal address automatically to Exchange, add app as an
Exchange Administrator.

Alternatively, if you want to add the journal address manually, assigning the
Global Reader role is enough.

6 From the Azure AD portal, select Custom domain names to view domain
names for the Tenant.

Copy and note a domain Name that is Available and contains
.onmicrosoft.com which is required to use as the Tenant Name for full
functionality in the configuration of Exchange Online sync in Veritas Alta
Archiving.

Example: evcloud.onmicrosoft.com

Configuring Exchange Online sync

You must configure Exchange Online Sync if you selected the option on the User
Management page to manage account provisioning with Exchange Online.

To set up Exchange Online Sync, you must first provide the credentials of a Office
365 account. After successful access to the Exchange Online Archiving service,
you can do the provisioning and configuring steps. Finally, you need to schedule
the Exchange Online sync.

To configure Exchange Online sync

1 Navigate to the Veritas Alta View Compliance and Governance Management
Console portal. Do any of the following:

= In the left navigation pane, select Configuration > User Management.

On the User Management page, ensure that the Using Office 365 check
box is selected. Click Save and then click Go to next step.
Click the Exchange Online link to navigate to the Archive Collectors portal.


https://docs.microsoft.com/en-us/graph/api/user-get?view=graph-rest-1.0&tabs=http#permissions
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Veritas Alta View Compliance and Governance Management Console
navigates you to the My Configuration page and guides you to perform
the required configuration steps for the provisioning options you have

selected.

In the left navigation pane, select Archive Collectors.
The Archive Collectors portal appears.

Note: The Archive Collectors node appears in the left navigation pane, only
when either of the following secondary services is selected:

= When the Using Microsoft Office 365 check box is selected on the User
Management page.

= When the Bloomberg Archiving check box is selected on the Customer
Details page of the Customer Service tab.

By default, the Exchange Online page appears.

On the Credential Management page, select the appropriate credential type
to connect to the Exchange Online portal.

You can switch between the modern and the legacy authentication process.
This affects how Veritas Alta Archiving connects to Microsoft to get your tenant
information.

If you want to select the modern authentication method, select the Azure
AD registered app configuration option. Specify the following:

Client ID

Tenant Name

Certificate

Client ID (also known as Registered Azure AD application ID) is the
unique identifier that gets generated while setting up the modern
authentication in Azure AD.

Provide this application ID in this field.

This is a Primary Domain for the Azure AD tenant. You can get this
ID from the Tenant Information section on Overview page of Azure
AD portal.

Certificate is the Self-signed .PFX file.

If a certificate is already uploaded, the Use existing certificate option
appears by default. The thumbprint and expiry details of this certificate
appears.

To upload a new certificate, select the Use new certificate option, and
upload the .PFX file.



Certificate
Password
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This is a password used for the self-signed certificate.

Provide this password when you upload a new certificate.

= If you want to use legacy authentication option, select the PowerShell
credential + Exchange services credentials option. Specify the following:

PowerShell
credentials

Exchange web
services
credentials

Provide the credentials for an Exchange Online account under which
Exchange Online Sync can run the PowerShell commands to
synchronize the accounts.

Username: Enter the email address of an Exchange Online account
that has the required permissions.

Password: Enter the password for the Exchange Online account.

Provide the credentials for an Exchange Online account under which
Exchange Online Sync can run the Exchange web services commands
to synchronize the accounts.

Use the same credentials as PowerShell: It is recommended to select
this check box, to use the same account that you specified for running
the PowerShell commands. Unless you have a requirement to use a
different account, ensure that this check box is selected, and go on to
the next step. To use a different Exchange Online account to deploy
the web folders, clear this check box and enter the account's Username
and Password.

Click Test to verify connection with Exchange Online endpoint.

Click Save to navigate to the Provisioning and configuration tab.

Else, you can manually to the Provisioning and configuration tab. The
application displays the connection confirmation notification and the last
successful connection date and time. This notification disappears in a few

seconds.

On the Provisioning page, do the following steps:

Synchronize user
name from

Select one of the following options:

Email Address: Select this option to match the Username with the
primary email address associated with the archive account.

User Principal Name: Select this option to match the Username with
the user principal name associated with the archive account.



Domain
Provisioning

Archive
Provisioning
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Select one of the following options:

Provision specific domains: Select this option to choose the Exchange
Online domains for which you want to provision archive accounts. Then
click Specify Domains and select the required domains from the list.
The Select Domains check box lists all the domains that are associated
with the configured Exchange Online account. To set a primary domain,
select Set as Primary for the required domain. When you have chosen
the domains, click OK to save the options you selected.

Provision all domains: Select this option to provision archive accounts
for all the Exchange Online domains that are associated with the
configured Exchange Online account.

Select one of the following options:

Provision Distribution Lists: Select this option to create archive
accounts for the users that are associated with specific Exchange Online
distribution lists for your company. Then click Specify Lists and select
the required distribution lists. When you have chosen the distribution
lists, click OK to save the options you selected.

Provision Dynamic Distribution Lists: Select this option to create
archive accounts for the users that are associated with specific
Exchange Online dynamic distribution lists for your company. Then
click Specify Lists and select the required dynamic distribution lists.
When you have chosen the dynamic distribution lists, click OK to save
the options you selected.

Provision all users: Select this option to provision archive accounts
for all the users in the domains that you specified in the previous step.
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Select whether to provision journaling for Exchange Online Sync
manually or automatically:

Manually provision journaling in Exchange Online: Select this option
if you want to configure Exchange Online journaling manually from
within the Exchange Online interface. If you choose this option, you
must configure a suitable journaling rule manually in Exchange Online
before you attempt to run a synchronization.

Choose manual provisioning if you want to configure specific journaling
rules, for example to journal for a named distribution group. Otherwise
you can choose automatic provisioning.

For information on how to configure journaling manually for Exchange
Online Sync, see Setting up Exchange Online journaling in the Veritas
Alta Archiving Journaling Guide.

Note: The journal address that you must provide if you configure
Exchange Online journaling manually is shown in the Journal address
box under the Automatically provision journaling in Exchange Online
option.

Automatically provision journaling in Exchange Online: Select this
option to let Veritas Alta View Compliance and Governance
Management Console configure a journaling rule automatically in
Exchange Online. Veritas Alta View Compliance and Governance
Management Console attempts to create the journaling rule when you
click Next at the end of this procedure. The rule journals all items to
the assigned Exchange Online journal address. Veritas Alta View
Compliance and Governance Management Console prepopulates the
Journal address box with the Exchange Online journal address that
Veritas Alta Archiving has assigned to your company.

Note: You must also set up a send connector for Exchange Online.
See Setting up Exchange Online journaling in the Veritas Alta Archiving
Journaling Guide.


https://origin-www-uat.veritas.com/support/en_US/doc/102694636-102700804-0/index
https://origin-www-uat.veritas.com/support/en_US/doc/102694636-102700804-0/index
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Under Web Folder Configuration, specify the following details:

Deploy Web Folder to Exchange Online: Select this check box if
you want Exchange Online Sync to deploy a Alta Personal Archive
web folder when it provisions an archive account.

Archive Folder Name: Enter the name to use for the Alta Personal
Archive web folder, such as Personal Archive.

Archive Folder URL: Enter your access URL for Alta Personal
Archive.

Under Personal Archive Access, configure whether Veritas Alta
Archiving automatically enables access to Alta Personal Archive and
sends a welcome message email to each user.

Enable Personal Archive access and send Welcome Message:
Select this option to enable Alta Personal Archive access to each
account that is provisioned, and to enable welcome messages to
be sent to the provisioned users. If you select this option, you must
select one of the sub-options.

Don't send Welcome Message if already sent: Select this option
to send a welcome message to a provisioned user only once. This
is the default option.

Send Welcome Message anyway: Select this option to send a
welcome message every time that Exchange Online Sync
synchronizes the account, even if a welcome message was sent
previously.

Click the Compose Welcome Message Template link to create a new
welcome message notification.

Under Administration Roles to Notify, do the following:

Show Notify Roles: Click this option to select the roles you want to
get notified. Expand the role to view number of users available under
that role.

Show Custom Roles: Click this option to select the customized roles
you have created.

Click Next to save the provisioning details, and navigate to the Configuration

page.
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7 On the Configuration page, do the following steps:

Synchronize Select this check box to target every shared mailbox for synchronization
Shared Mailboxes in all of your Exchange Online domains.

Mailbox Delegate  Select one of the following options to decide further action.

Permissions . . L.
Do not synchronize delegation permissions: Perform no

synchronization of mailbox delegation permissions. If any mailbox
delegation permissions are already synchronized, these remain
unaffected.

Synchronize delegation permissions: Synchronize the delegation
permissions that are applied to the targeted mailboxes. In Alta Personal
Archive a user is then able to access the archived content for each
mailbox to which they have been granted delegate access.

Remove synchronized delegation permissions: Remove any
synchronized Exchange Online delegation permissions. All delegated
access to Exchange Online archives is removed.

8 Click Next to save the configuration details, and navigate to the Exchange
Online Sync Schedular page.

9 On the Exchange Online Sync Schedular page, do the following steps:

Sync Schedular Select this option to set up a synchronization schedule. Specify the
start date and time for initiating the sync.

Sync Now Select this option to run the Exchange Online synchronization on
demand. Click Run Now for initiating the sync.

10 Click Next to navigate to the Summary page.

11 On the Summary page, ensure the details. In case, you want to modify
anything, click Edit to navigate to corresponding page.

About Exchange Online folder synchronization

Exchange Online folder synchronization is an add-on service for Veritas Alta
Archiving to synchronize Exchange Online mailbox folders of users to Alta Personal
Archive.

At present, customers are using the Folder Sync feature for folder synchronization
of the on premise and exchange online users . However, the Exchange Online
users are recommended to use the Exchange Online Folder Sync feature. Using
Exchange Online folder synchronization is easy and beneficial for the following
reasons:
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= No need of any on premise hardware
= No need of any licenses like SQL Server, Windows Server, and so on

= Everything can be managed using Veritas Alta View Compliance and Governance
Management Console console.

You must perform the following activities while managing Exchange Online folder
synchronization.

» Enabling the Exchange Online Folder Synchronization service
» Enabling individual users for folder synchronization

= Configuring App in Azure AD with required permissions. See “Setting up modern
authentication in Azure AD for Exchange Online sync” on page 73.

= Configuring Exchange Online folder synchronization

= Viewing status of individual users for Exchange Online folder synchronization

Prerequisite for migrating Exchange Online Users configured with
Folder Sync to Exchange Online Folder Synchronization

Before you migrate users from the Folder Sync option to the Exchange Online
Folder Sync option, you must understand the following aspects:

= Before you enable users for Exchange Online Folder Synchronization, make
sure that these users are disabled in Folder Sync.

= Ifthe users are enabled at both the places, then only the data received from the
Exchange Online Folder Sync option is updated. However, the data received
from the Folder Sync option is not considered while updating the folder structure.

Configuring Exchange Online folder synchronization

After specifying the required credentials, provisioning and configuring exchange
online, you can schedule the Exchange Online folder synchronization.

Like Exchange Online Sync, the Exchange Online folder synchronization process
uses modern authentication to use Graph APIs for fetching the folders related data
from Exchange Online. To use modern authentication, you need to create and
register an application Azure Active Directory for the tenant/domain in which the
user accounts are available.

To understand the procedure to create an app in Azure Active Directory and assign
Graph API permissions, See “Setting up modern authentication in Azure AD for
Exchange Online sync” on page 73. You can use the same app that is used for
Exchange Online Sync with the additional Mail.ReadBasic.All permission. The
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Mail.ReadBasic.All permission needs to be an Application type permission and not
a Delegated permission. Else, you can have a completely separate app for Exchange
Online Folder Synchronization.

To configure Exchange Online folder synchronization

1

In the left navigation pane, select Archive Collectors.

The Archive collector page appears.

Note: The Archive Collectors node appears in the left navigation pane, only
when either of the following secondary services is selected:

= When the Using Microsoft Office 365 check box is selected on the User
Management page.

=  When the Bloomberg Archiving check box is selected on the Customer
Details page of the Customer Service tab.

Click Add collector to view available collector cards.

Note: At the time of adding the first collector, the Add collector button appears
in the middle of the screen. If one or more collectors are already added, the
Add collector option appears on the top right-hand corner.

If you select the collector that is not supported in Veritas Alta Archiving, the
Configure button gets disabled. You cannot configure such collectors.

Select the Exchange Online collector for which you want to configure the folder
synchronization.

Note: If Exchange Online archive collector that you want to configure for folder
synchronization is not listed, add a new collector. See “Adding new archive
collectors” on page 68.

Click on the Kebab icon (three vertical dots), and click Manage.

On the Credential Management page, ensure that the 0365 Sync check box
is selected by default. Select the Folder Sync check box.
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Under Folder Sync, specify the following:

Use same Select this check box to use the same Azure AD application that is

credentials used in configured for O365 sync.

0365 Sync Note: If you do not select the Use same credentials used in 0365
Sync check box, specify other configuration parameters explained in
table below.

Client ID Provide the client ID of the application registered in the Azure Active
Directory.

One tenant can have different client IDs and certificates.
Tenant Name Provide the Tenant or Domain name.

Certificate Select the Use existing certificate option if you have already created
the .PFX certificate for the registered application.

Select the Add new certificate option to browse and select the new

certificate.
Thumbprint Specify the thumbprint which is used to validate the certificate.
Expires On Specify the date of expiry for the mentioned certificate

Click Test below the Folder Sync option to test information provided for Folder
Sync.

Click Save to navigate to the Provisioning and configuration tab.

Else, you can manually go to the Provisioning and configuration tab. The
application displays the connection confirmation notification and the last
successful connection date and time. This notification disappears in a few
seconds.

Note: If the Exchange Online collector is already provisioned and configured,
you can directly navigate to the Folder Sync Configuration tab (16). Else,
follow step 9 to step 15 to provision and configure the collector.

On the Provisioning page, do the following steps:
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Select one of the following options:

Email Address: Select this option to match the Username with the
primary email address associated with the archive account.

User Principal Name: Select this option to match the Username with
the user principal name associated with the archive account.

Select one of the following options:

Provision specific domains: Select this option to choose the Exchange
Online domains for which you want to provision archive accounts. Then
click Specify Domains and select the required domains from the list.
The Select Domains check box lists all the domains that are associated
with the configured Exchange Online account. To set a primary domain,
select Set as Primary for the required domain. When you have chosen
the domains, click OK to save the options you selected.

Provision all domains: Select this option to provision archive accounts
for all the Exchange Online domains that are associated with the
configured Exchange Online account.

Select one of the following options:

Provision Distribution Lists: Select this option to create archive
accounts for the users that are associated with specific Exchange Online
distribution lists for your company. Then click Specify Lists and select
the required distribution lists. When you have chosen the distribution
lists, click OK to save the options you selected.

Provision Dynamic Distribution Lists: Select this option to create
archive accounts for the users that are associated with specific
Exchange Online dynamic distribution lists for your company. Then
click Specify Lists and select the required dynamic distribution lists.
When you have chosen the dynamic distribution lists, click OK to save
the options you selected.

Provision all users: Select this option to provision archive accounts
for all the users in the domains that you specified in the previous step.
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Select whether to provision journaling for Exchange Online Sync
manually or automatically:

Manually provision journaling in Exchange Online: Select this option
if you want to configure Exchange Online journaling manually from
within the Exchange Online interface. If you choose this option, you
must configure a suitable journaling rule manually in Exchange Online
before you attempt to run a synchronization.

Choose manual provisioning if you want to configure specific journaling
rules, for example to journal for a named distribution group. Otherwise
you can choose automatic provisioning.

For information on how to configure journaling manually for Exchange
Online Sync, see Setting up Exchange Online journaling in the Veritas
Alta Archiving Journaling Guide.

Note: The journal address that you must provide if you configure
Exchange Online journaling manually is shown in the Journal address
box under the Automatically provision journaling in Exchange Online
option.

Automatically provision journaling in Exchange Online: Select this
option to let Veritas Alta View Compliance and Governance
Management Console configure a journaling rule automatically in
Exchange Online. Veritas Alta View Compliance and Governance
Management Console attempts to create the journaling rule when you
click Next at the end of this procedure. The rule journals all items to
the assigned Exchange Online journal address. Veritas Alta View
Compliance and Governance Management Console prepopulates the
Journal address box with the Exchange Online journal address that
Veritas Alta Archiving has assigned to your company.

Note: You must also set up a send connector for Exchange Online.
See Setting up Exchange Online journaling in the Veritas Alta Archiving
Journaling Guide.


https://origin-www-uat.veritas.com/support/en_US/doc/102694636-102700804-0/index
https://origin-www-uat.veritas.com/support/en_US/doc/102694636-102700804-0/index
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Under Web Folder Configuration, specify the following details:

= Deploy Web Folder to Exchange Online: Select this check box if
you want Exchange Online Sync to deploy a Alta Personal Archive
web folder when it provisions an archive account.

= Archive Folder Name: Enter the name to use for the Alta Personal
Archive web folder, such as Personal Archive.

= Archive Folder URL: Enter your access URL for Alta Personal
Archive.

Under Personal Archive Access, configure whether Veritas Alta
Archiving automatically enables access to Alta Personal Archive and
sends a welcome message email to each user.

= Enable Personal Archive access and send Welcome Message:
Select this option to enable Alta Personal Archive access to each
account that is provisioned, and to enable welcome messages to
be sent to the provisioned users. If you select this option, you must
select one of the sub-options.

= Don't send Welcome Message if already sent: Select this option
to send a welcome message to a provisioned user only once. This
is the default option.

= Send Welcome Message anyway: Select this option to send a
welcome message every time that Exchange Online Sync
synchronizes the account, even if a welcome message was sent
previously.

Click the Compose Welcome Message Template link to create a new
welcome message notification.
Under Administration Roles to Notify, do the following:

Show Notify Roles: Click this option to select the roles you want to
get notified. Expand the role to view number of users available under
that role.

Show Custom Roles: Click this option to select the customized roles
you have created.

10 Click Next to save the provisioning details, and navigate to the Configuration

page.

11 On the Configuration page, do the following steps:
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Select this check box to view the following options:

Synchronize Shared Mailboxes: Select this check box to target
every shared mailbox for synchronization in all of your Exchange
Online domains.

» Keep Personal Archive Login enabled for all Shared Mailboxes:
Select this check box to allow users (who are blocked by Microsoft
to access Exchange Online) to access their shared mailboxes
available on Personal Archive.

Usually, when Microsoft blocks the sign-in status of a user, the
Veritas Alta Archiving administrator also blocks that user to access
Exchange Online and Personal Archive. After you select this check
box, all the shared mailboxes, which are in the scope of
synchronization, with a sign-in status as Blocked from Microsoft,
remain enabled in Veritas Alta Archiving.

Select one of the following options to decide further action.

Do not synchronize delegation permissions: Perform no
synchronization of mailbox delegation permissions. If any mailbox
delegation permissions are already synchronized, these remain
unaffected.

Synchronize delegation permissions: Synchronize the delegation
permissions that are applied to the targeted mailboxes. In Alta Personal
Archive a user is then able to access the archived content for each
mailbox to which they have been granted delegate access.

Remove synchronized delegation permissions: Remove any
synchronized Exchange Online delegation permissions. All delegated
access to Exchange Online archives is removed.

12 Click Next to save the configuration details, and navigate to the Exchange
Online Sync Schedular page.

13 On the Exchange Online Sync Schedular page, specify the following:

Sync Schedular

Sync Now

Select this option to set up a synchronization schedule. Specify the
start date and time for initiating the sync.

Select this option to run the Exchange Online synchronization on
demand. Click Run Now for initiating the sync.

14 Click Next to navigate to the Summary page.

15 On the Summary page, ensure the details. In case, you want to modify
anything, click Edit to navigate to corresponding page.
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16 On the Folder Sync Configuration page, specify the following:

Mailbox Settings

Autoselect new Select this option to enable folder synchronization for the shared and
Mailboxes user mailboxes of a newly added user.

Deselect disabled Select this option to disable folder synchronization for the mailboxes of

Mailboxes the deleted user.

Concurrent Select the number of user mailboxes to be processed at the same time.
Mailboxes

Schedule

Next run at Scheduled date and time at which folder synchronization will take place.
Repeat Frequency at which folder synchronization takes place, such as daily,

weekly, monthly.

Skip these folders  Select the folders that need to be skipped while performing folder
while syncing synchronization.

17 Click Save.

18 To view your folder synchronization job progress and status, select the Job
List tab.

The page displays the last successful run date and time, total number of
exchange online accounts available, and number of accounts that are enabled
for folder synchronization.

= To view Exchange Online Folder Synchronization jobs, select Exchange
Online Sync.

= To view Folder Sync jobs, select Folder Sync.
= To refresh the page details, click the Refresh icon.

= If required, click the Export icon to export the job list in the CSV format.

About Bloomberg Archiving

The Bloomberg Archiving service is an add-on feature that lets customers archive
the files and instant messages that are associated with their Bloomberg L.P.
Professional service (Bloomberg Terminal). A Veritas Veritas Alta Archiving super
administrator can only enable the Bloomberg Archiving secondary service for the
customers.
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The administrator from the customer’s side can then configure the Bloomberg
collector. This collector lets customers archive the Bloomberg Terminal emails and
also Bloomberg Terminal instant message transcripts of their configured users in
Veritas Alta Archiving. At the time of archiving, the Bloomberg emails and instant
message transcripts are converted to email messages.

Before Bloomberg Archiving service can archive files, you must do the following
for the Bloomberg firm code:

= Add the details of the firm code and its FTP login credentials.
» Upload the associated PGP private key file for the firm code.

Veritas Alta Archiving uses this information to log on to the Bloomberg FTP site on
a scheduled basis and download the encrypted files for the Bloomberg firm code.
Veritas Alta Archiving then decrypts the files and reconstitutes the messages for
archiving.

Configuring the Bloomberg Synchronization
To configure the Bloomberg Synchronization
1 In the left navigation pane, select Archive Collectors.

The Archive Collector page appears.

Note: The Archive Collectors node appears in the left navigation pane, only
when either of the following secondary services is selected:

=  When the Using Microsoft Exchange Online check box is selected on
the User Management page.

=  When the Bloomberg Archiving check box is selected on the Customer
Details section of the Customer Service tab.

2 Click Add collector to view available collector cards.

Note: At the time of adding the first collector, the Add collector button appears
in the middle of the screen. If one or more collectors are already added, the
Add collector option appears on the top right-hand corner.

If you select the collector that is not supported in Veritas Alta Archiving, the
Configure button gets disabled. You cannot configure such collectors.

3 Select Bloomberg, and click Configure.

The Bloomberg page appears.
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4 Under Bloomberg Settings, specify the following and click Save.

Firm Code Enter the Bloomberg firm code that identifies the Bloomberg
customer whose Bloomberg messages you want to be able
to archive

Note: Firm Code cannot be edited once it has been saved.

FTP Login Enter the FTP login name for the Bloomberg firm code.
FTP Password Enter the FTP password for the Bloomberg firm code.

Confirm Password Enter the same FTP password again for the Bloomberg firm
code.

5 Under Encryption Key, do the following:

Upload encryption Click Browse to access the encryption key, and click Upload.

key Note: The token-signing certificate that you upload must
have a .CER, .CRT or .PGP extension.

Passphrase Enter the pass phrase for the PGP private key.

Confirm Enter the same pass phrase for the PGP private key.

passphrase

Click Upload to upload the encryption keys to Veritas Alta Archiving.
To view the configuration-specific logs, navigate to the History pane.
The application displays the available history of the last 20 changes.
8 To obtain more details for a particular change, click View logs for more details.

Alternatively, in the left navigation pane, select Reports and Notifications >
Logs, where you can view Activity Log, Message Log, Usage Log, Mobile
Browser Log, Personal Browser Log, and Discovery Browser Log.

About Microsoft Teams Archiving

The Microsoft Teams service is an add-on feature that lets customers archive the
files that are associated with their Microsoft Teams service. A Veritas Veritas Alta
Archiving super administrator can only enable the Microsoft Teams secondary
service for the customers.



Managing Archive Collectors | 94
About Microsoft Teams Archiving

The administrator from the customer’s side can then configure the Microsoft Teams
collector. This collector lets customers archive the Microsoft Teams collaboration
data (chats and files) of their configured users in Veritas Alta Archiving.

Registering a Microsoft Azure App for Teams Collector

You need to register an app on Microsoft Azure Portal to use Microsoft Teams
Collector. After you create this app, you get the Azure Tenant ID, Azure Client ID,
and the primary domain details. These details are required for Microsoft Teams
collector configuration.

To create a Microsoft Azure App for Teams Collector
1 Access the Azure Portal using the 0365 (Global Admin) credentials.

2 In the left navigation pane, select App registrations.

Microsoft Azure 0 Search resources, senvices, and docs (G+)

Welcome to Azure!

Dan't have a subscription? Check out the following options

& Home
] Castbowd

Al services

* AVORITES

@ o sarvioss

Start with an Azure free trial

Azure services

e >

mmm i * registiations
EEE  App registrations gistan
[

3 Click + New registration.

Globanet - App registrations
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Provide a unique application name.

Ask the Veritas support team to provide the Redirect URI (along with the
certificate) that you require while performing step 7.

Under Redirect URI (optional), select Web and enter the Redirect URI provided
by the Veritas support team. Veritas support provides this complete URL.

Register an application

Name
The user-tacing display name for this application (s can be changed ater

Supported

unt types

Redirect URI {optional)

Click Register.

On the Overview page, search and note down the Azure Tenant ID and the
Azure Client ID. These IDs are required for configuring the Microsoft Teams
source in Archive Collectors.

;il L Dy
3 o > &
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In the left navigation pane, select Certificates & secrets. Upload the certificate
provided by Veritas.

Veritas provides this certificate.

1723112207 | Certificatos & secrets ¢

In the left navigation pane, select APl permissions.

Click Microsoft Graph, and in the opened pane select Application
permissions.

Select the following permissions:

= Channel:Channel.ReadBasic.All

= ChannelMember: ChannelMember.Read.All

= ChannelMessage: ChannelMessage.Read.All
s Chat: Chat.Read.All; Chat.ReadBasic.All

= ChatMember: ChatMember.Read.All

= ChatMessage: ChatMessage.Read.All
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= Files: Files.Read.All

= Group: Group.Read.All

= Team: Team.ReadBasic.All
» User: User.Read.All

After you select all these check boxes, click Add permissions.

= st s [

- Testing | API parmissions =

Navigate to the APl permissions section, click + Add a permission. Select
SharePoint > Application permissions. Grant the following permissions:

s Sites: Sites.Read.All
s User: User.Read.All

After you select all these check boxes, click Add permissions.

& Teating | APl permissions &

Recuest API permissions

14 After you select all these check boxes, click Grant Admin Consent.

Note: Due to the Microsoft APl issues, you may encounter the following issues:

If the message contains hosted content, there could be a delay in synchronizing
the messages with attachments in chats and conversations.

After deleting, the deleted messages are available for capture for 21 days only.
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Requesting access to protected APIs in Microsoft Graph

After creating the Microsoft Teams app on the Azure Portal, you need to request
access to the protected APIs in Microsoft Graph. For more information, see Protected
APIs in Microsoft Teams.


https://aka.ms/teamsgraph/protectedAPIs
https://aka.ms/teamsgraph/protectedAPIs

To request access to protected APIs

1
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Open https://aka.ms/teamsgraph/requestaccess.

* Requirsd
1.¥our email address and any others you veant to list as an owner [semicolon separated) *

i

2.May wie contact you about your 3pp's use of non-protected APIs? (Eq. reliability issues,
advanced notice of breaking changes. throttling, etc) =
® e
o

3.Publicher name *

‘ Gt Devd

4.App name *

[

S.App idis) 1o enable application permissions for *

‘ £ab30253-6360 4

6.What does your app do? Why does it exist? (23 sentences explaining to an admin who has never
heard of your app what it is and why they wantit) *

feteh and anchive Micsosolt Teams conversations for xonplunce and eliscoveny purpeses and FNRA regulstony
requieivants

7.Why does your app need read access to all messages in the tenant? (if you clon't, you don't need
protected AP} *

Because it needs to beich and archive Microsoft Teams somvetsatons for comphance and eDiscovery purposes and
FINRA reguiatory requirements,

8.Data retention - select one of these options: *

This apge will no1 ke 3 copy of Mieoss? Teams meages.

@) 125 olbvious ta any admin installing this 3pe that sl make 3 copy o Microsoh Tearns mestages.

This app will store & copy ar summary of massage metacits but wil not make 8 cepy of e mesaga bady.
the subject fives, of any attachenants. This s disclased in the app's privicy palicy,

This app should net be atiowes irsicns for peading messages. (Vou o not eed prosecred
APy

9. What are the tenant ID's that this app needs to run in? (semicolon-separated. Put "ali" if you're
wiiting software for other arganizations fo use) *

B161b03a-abac-250:

10.Does your organization ovn all those tenants? §f no, your answer above should be "all", or you

should get the tenant owner to submit the request) *

P L o i, Bt st
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2 Provide the required information, click Next.

ot

own all the te the app will be run in.

ot lopement, crosia 3

11.What is the homepage URL registered for the appid? (Requests for multitenant access will be
deniad withou this)

12.Terms of service URL? (Requests for multitenant access will be denied without this)

13. Privacy statement URL? (Reguests for multitenant access will be denied without this)

Enter your answer

3 Provide the required information, click Next.

14 Anything else we need to know that deesn' fit in the above?
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Provide the required information, click Submit.

After Microsoft grants access to the protected APIs, contact Veritas Support,
and mention your organization name and e-mail address, and request an
account.

Enabling Microsoft Teams Archiving service for customer

On the Veritas Alta View Compliance and Governance Management Console
console, only the super administrator can view the Customer Service tab. Therefore,
to enable the Microsoft Teams Archiving service for customers, you must possess
the super administrator role . Before you enable the Microsoft Teams Archiving
service for a customer, ensure that the customer is added to the Veritas Alta
Archiving. See Creating the archive instance for a customer in the Veritas Alta
Archiving Customer Administration Guide.

To enable the Microsoft Teams Archiving service

1
2
3

In the left navigation tab, select Customer Service.
In the left navigation pane, click Customers.

On the Customers page, search for and select the customer for whom you
want to enable this service.

Note: If the customer is new, you need to add the customer in Veritas Alta
Archiving. See Creating the archive instance for a customer in the Veritas Alta
Archiving Customer Administration Guide.

In the Services section, do the following:

= Ensure that, under Primary Services, the Discovery Archive service is
already enabled for the customer. If this service is not enabled, select the
Discovery Archive check box in the Enabled column to enable the service.
Unless the Discovery Archive service is enabled, you cannot enable the
Microsoft Teams Archiving service for this customer.

= Under Secondary Services, select the Microsoft Teams check box in the
Enabled column.
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Click Save.

To verify if the Microsoft Teams service is enabled for the customer, login as
a Customer Administrator.

7 In the left navigation pane, select Configuration > Services.

Servicwn

TR b oL 158 BATVACIL 0L COMMpAR LR PErald Bl B rovitioass For, PR 5l VEar CHTIOnuH GG TRaneLantaries i you ant 10 it CABGH 80y of el BHVCEL

Froiect raske [rorrs =y » wmanuAzan Lt Archived use

8 Ensure that the Microsoft Teams Archiving service is selected under the
Secondary Services section.

Note: You cannot disable or enable this service from this page. To disable this
service, select Customer Service > Customers. Select the customer and
clear the check box of the Microsoft Teams Archiving service in the Enabled
column.

Configuring Microsoft Teams Synchronization

You must have a Customer Administrator role to configure Microsoft Teams
synchronization.
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To configure Microsoft Teams Synchronization
1 In the left navigation pane, select Archive Collectors.
The Archive Collector page appears.

2 Click Add collector to view available collector cards.

Note: At the time of adding the first collector, the Add collector button appears
in the middle of the screen. If one or more collectors are already added, the
Add collector option appears on the top right-hand corner.

If you select the collector that is not supported in Veritas Alta Archiving, the
Configure button gets disabled. You cannot configure such collectors.

3 Select the Microsoft Teams card and click Configure.
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On the Configuration tab, specify the following:

Name Provide a unique name for this collector.
Description Provide appropriate description to easily identify the collector.
X509 Certificate thumbprint ~ Specify the thumbprint to validate the certificate.

Azure Tenant ID Use the Azure Tenant ID that you have noted down while
registering the Azure App for OneDrive for Business. (Azure
Tenant ID is a property of the Subscription.)

Azure Client ID Azure Client ID is generated when you register an App on
the Azure portal. After registering an App, you need to note
down this ID.

Use the Azure Client ID that you have noted down while
registering the Azure App for OneDrive for Business.

Advanced configuration Select the Capture all activities check box to include all
options Microsoft Teams activities in collector.

Select the Capture certain activities check box to select
the activities (Chats, Public Channel, and Private Channel)
you want in collector.

Primary time zone By default, user's time zone is displayed. If required, select
your preferred time zone.

Import scheduler Select the Run every hour option to schedule hourly import
job frequency.

Select the Schedule time option to schedule the import job
to be applied on a specific day and time.

Click Save and Next to navigate to the User Source tab.

On the User Source tab, under User source configuration, select any of the
following options:

= Select the All users option to include all the available users.

= Select the Select users from list option to open the list of all users. Select
the users whose activities you want to archive, and click Confirm.

Click Save and Next to navigate to the Review tab.
On the Review tab, do the following:

= Check the configuration information to ensure accuracy.
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= To modify configuration information, click the corresponding Edit link.
9 If the data is correct, click Complete.

The Microsoft Teams archive collector appears on the Archive collectors
page.

About OneDrive for Business Archiving

The OneDrive for Business service is an add-on feature that lets customers archive
the files that are associated with their OneDrive for Business service. A Veritas
Veritas Alta Archiving super administrator can only enable the OneDrive for Business
secondary service for the customers.

The administrator from the customer’s side can then configure the OneDrive for
Business collector. This collector lets customers archive the OneDrive files and
folders of their configured users in the Veritas Alta Archiving.

Registering a Microsoft Azure App for OneDrive for Business

Collector

You need to create a OneDrive for Business App to use OneDrive for Business
Collector. After you create this app, you get the Azure Tenant ID, Azure Client ID,
and Azure Client Secret. These details are required for OneDrive for Business
collector configuration.
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To create a Microsoft Azure App for OneDrive for Business Collector
1 Access the Microsoft Azure Portal using the 0365 (Global Admin) credentials.
2 In the left navigation pane, select App registrations.

Microsoft Azure £ Search resources, services, and decs (G+/)

“

+ Create a resource

& Home

L Dashboard

Welcome to Azure!

Don't have a subscription? Check out the following options

i= All servicas

Hr FAVORITES

@ oo Senvices

T Azure Cosmas DB
B 50L databages
B3 virual machines

Load balancers o 2
A4 Start with an Azure free trial

= Storage accounts Get §200 free credit toward Azure products and services,

lus 12 months of popular free services.
43 Virtual netwarks o P

Learn mare &
b fzure Active Directony m :

) Maonitor

& Advisor
9 Security Center

B Help + suppart

Azure services

+ & ]

B e registration®

W fzure AD Conditional A.

B Entenprice applications

E; Cost Mﬂn.:tgl:ml:n! =+ Bill...

Click + New registration.

Home » Giobanet - App regstrations

Globanet - App registrations

0 Overview

o Getting stared
Manage

M Users

s Groups

BF Orgarizational relatianships

App V
=== App registrations L registrations
1

T View
L

L B Endpoints K Troutileshosting W Got teedbuack?
= o e TR T T e 3] g el A 16 B [ Gebrueially Arvadable] S whald e

Fiy Looking to learn how &'s changed froen App regestrations (Legacy]? Learn more

Soll want ko use App regisirabons (Legacy]? Go back ard el us w
i Dwresd applcations
RSN M APFUCATION CLINT) ID
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Provide a unique application name.

Ask the Veritas support team to provide the Redirect URI (along with the
certificate) that you require while performing step step 7.

Under Redirect URI (optional), select Web and enter the Redirect URI provided
by the Veritas support team. Veritas support provides this complete URL.
Register an application

* Name

The user-facing display name for this apphcation (this can be changed later).

| Sample Application |

Supported account types

'Whao can use this application or access this API?
®) Accounts in this organizational directory only (Globanet)
) Accounts in any ovqanlrnrmml directony

J Accounts in any organizational directory and personal Microsolt accounts (e.g. Skype. Xbox, Qutlook.com)

Redirect URI (optional)

‘Wl return the authentication response to this URI after successully authenticating the user. Prowiding this now is
optionad and it can be changed later, but a value is required for most authentication scenarios,

Web w | https./figlabanetlabs comyConfigurationOauthC allback

Click Register.
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6 Onthe Overview page, search and note down the Azure Tenant ID, the Azure
Client ID.

Note down these IDs as these are required for configuring the OneDrive for
Business source in Archive Collectors.

B new APP &

Seanch [Chilt <

& Quckstart

cur feadsadk on Micraso® identity platicrm [pres

# Integration assistank {praview)

Manage

B Eranding

¥ Essential

Call ARls

i R |hi.‘.-:: admiessteions (Previewt -~ @} ol F x5
B resnifes ﬂ & . b. E
. B fis th user

Support + Tresdileshoating

nG buziness daty
arys cata

& Méew support request B

Vi AP premissions

7 In the left navigation pane, select Certificates & secrets, do the following:
» Click Upload certificate to upload the certificate that is provided by Veritas.
» Click New client secret, provide a description, specify a duration, and click
Add.
Note down the Azure Client Secret immediately as this secret value is

required for configuring the OneDrive for Business source in Archive
Collectors.
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At & chiinst ingnetl

Client secrets

100 ¢ apphiation paosword

B SBTRE S T The MpRCTION s 12 pA0w S Kby when requesting 2 toloen, o £n be refen
[— - s
M et secrets b e For thes appleat

8 In the left navigation pane, select API permissions.

9 Click Microsoft Graph, and in the opened pane select Application

permissions.

Sample Application - API permiscions

Jpen—

Request APl permissions

Fcrauk Gragh
g

“hikai oy of perrictions dost your spEboation equine

[T

el e

A pE

10 Select the following permissions:

n Files: Files.Read.All

= Directory: Directory.Read.All

»  User: User.Read.All

= Applications: Applications.Read.All

= Applications: Applications.ReadWrite.All
This permission is required only if the certificate has not been already
uploaded to the Azure App.
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11 After you select all these check boxes, click Update permissions.

Request APl permissions

Sample Application - API permissions
¥ Contacts
B Overvew APl permissions ¥ hawen.

= Directory (1)

Cuickstart

) Directorg Resdall

it RN RE—— 1 8 ¥es
B Bandng r] Directory Resdriie Al o
- i " lats gy
2 Autherticatan
¥ Domain
Certficatey & secrets
v ,
AP pemmivions EduBdrminitration
& Expoie an &F1 ¥ [duAsignments
E Ownoes ¥ Edueater
LR = Files (1)
[ FiesResdn v
d § g o
T
[ Fibes Reachtirie. Al -
I ; e - °
¥ Group
e oo |

12 Navigate to the API permissions section, click + Add a permission. Select
SharePoint > Application permissions. Grant the following permissions:

= Sites: Sites.Read.All
»  User: User.Read.All

s TermStore: TermStore.Read.All
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13 After you select all these check boxes, click Add permissions.
Request AP permissions
5. Sample Application | APl permissions

L -

14 After you select all these check boxes, click Grant Admin Consent.

Enabling the OneDrive for Business Archiving service for customer

On the Veritas Alta View Compliance and Governance Management Console
console, only the super administrator can view the Customer Service tab. Therefore,
to enable the OneDrive for Business Archiving service for customers, you must
possess the super administrator role . Before you enable the OneDrive for Business
Archiving service for a customer, ensure that the customer is added to the Veritas
Alta Archiving. See Creating the archive instance for a customer in the Veritas Alta
Archiving Customer Administration Guide.

To enable the OneDrive for Business Archiving service
1 In the left navigation tab, select Customer Service.
2 In the left navigation pane, click Customers.

3 On the Customers page, search for and select the customer for whom you
want to enable this service.

Note: If the customer is new, you need to add the customer in Veritas Alta
Archiving. See Creating the archive instance for a customer in the Veritas Alta
Archiving Customer Administration Guide.

4 In the Services section, do the following:
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= Ensure that, under Primary Services, the Discovery Archive service is
already enabled for the customer. If this service is not enabled, select the
Discovery Archive check box in the Enabled column to enable the service.
Unless the Discovery Archive service is enabled, you cannot enable the
OneDrive for Business Archiving secondary service for this customer.

» Under Secondary Services, select the OneDrive for Business Archiving
check box in the Enabled column.

Click Save.

To verify if the OneDrive for Business Archiving service is enabled for the
customer, login as a Customer Administrator.

In the left navigation pane, select Configuration > Services.

bR S e bt [ i ) s (e (o P sl i G o s s sl o e v 12 e o0 thvirge gy of e e,

Exaied 8 U iy [ L Brchived Disle

& imgort Data

Ensure that the OneDrive for Business Archiving service is displayed under
the Secondary Services section.

Note: You cannot disable or enable this service from this page. To disable this
service, select Customer Service > Customers. Select the customer and
clear the check box of the OneDrive for Business Archiving service in the
Enabled column.
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Configuring OneDrive for Business Synchronization

You must have a Customer Administrator role to configure OneDrive for Business
synchronization.

Customers enabled for MS Teams and OneDrive for Business secondary services
can now configure OneDrive collectors by using the Alta Capture native user
interface instead of a custom user interface. The simplified target configuration
required for the Veritas Alta Archiving data collection is set up for customers, by
default. The additional configuration workflow remains similar. Refer to the Alta
Capture Collectors Configuration Guide.

The existing Teams and OneDrive connectors that were created in V6 cannot be
migrated over to Alta Capture V7. However, The record of such connectors, such
as previously run import jobs and data populated from the importers, remains
available in the database.

To configure OneDrive for Business Synchronization
1 In the left navigation pane, select Archive Collectors.

The Archive Collector page appears.

Note: The Archive Collectors node appears in the left navigation pane, only
when either of the following secondary services is selected:

=  When the Using Microsoft Exchange Online check box is selected on
the User Management page.

=  When the Bloomberg Archiving check box is selected on the Customer
Details section of the Customer Service tab.

2 Click Add collector to view available collector cards.

Note: At the time of adding the first collector, the Add collector button appears
in the middle of the screen. If one or more collectors are already added, the
Add collector option appears on the top right-hand corner.

If you select the collector that is not supported in Veritas Alta Archiving, the
Configure button gets disabled. You cannot configure such collectors.
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Select the OneDrive for Business card, and click Configure.

The Add Importer dialog box appears.

Name Provide a unique name for this collector.
Description Provide appropriate description to easily identify the collector.
Click Next.

The Configuration Wizard appears.
On the Source tab, specify the following information:
Application ID Application ID is generated when you register an App on the

Azure portal. After registering an App, you need to note down
this ID.

Use this Application ID for OneDrive for Business.

Application Secret Key Use the application secret key value configured in the
Microsoft Azure App under Certificates & secrets

X509 Certificate file Click Change to browse to the X509 Certificate file of your
OneDrive app.

X509 Certificate Password Provide the X509 Certificate Password.
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Click Next to specify the advanced configuration options and the attachment

options.

Advanced Configuration Options

Subject Prefix

Do not download data
modified before

Include original data as
attachment

Attachment Configuration

Ignore attachments

Do not download files greater
than...megabytes

Custom Message

Primary time zone

Import scheduler

Specify the Subject Prefix that you want to add to the subject
line of imported items. This is useful for organizing imported
data especially when multiple sources share a common
target.

Select this check box to set the cut off date to capture data.

Click the calender icon to specify the cut off date.

Select or clear this check box to include or exclude the
original data as attachment.

Select or clear this check box to exclude or include the
attachments during the import job.

Ignoring attachments enhance the connector performance.
Each message will contain only information and the link of
the excluded attachment.

Specify the cut off size of the attached files in megabytes.

For example, if you have specified the cut off size of the
attached files as 500 MB, and selected this check box, the
application will not download the attachments that are more
than 500 MB size.

Specify the text for the excluded attachments.

For example: “Files {0} are not imported, because they are
greater than {1) megabytes”. {0} is used to add the name of
the file and {1} is used to add the number of megabytes
specified above.

By default, user's time zone is displayed. If required, select
your preferred time zone.

Select the Do not schedule option to restrict Import
Scheduler from importing OneDrive files.

Select the Run every hour option to schedule hourly import
job frequency.

Select the Schedule time option to schedule the import job
to be applied on a specific day and time.
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Click Next. On the Monitored Users tab, provide the required information.

For more information on configuring monitored users for OneDrive, refer to the
Alta Capture Collectors Configuration Guide.

Click Next to open the Target tab.

For OneDrive for Business, the Target configuration is already populated.
Optionally, you can also replace the Empty TO field by specifying an SMTP
address in this field. For more information on configuring target for OneDrive,
refer to the Alta Capture Collectors Configuration Guide.

Click Next. On the Settings tab, configure the required parameter.

For more information on configuring settings for OneDrive, refer to the Alta
Capture Collectors Configuration Guide.

If the data is correct, click Save and Finish.

The OneDrive for Business archive collector appears on the Archive collectors
page.

About Data Uploading

Configuring data uploading collection

You must have a Customer Administrator role to configure data uploading collection.

To configure data uploading collection

1

In the left navigation pane, select Archive Collectors.

The Archive Collector page appears.

Note: The Archive Collectors node appears in the left navigation pane, only
when either of the following secondary services is selected:

=  When the Using Microsoft Exchange Online check box is selected on
the User Management page.


https://www.veritas.com/support/en_US/doc/Merge1Collectors_ConfigurationGuide
https://www.veritas.com/support/en_US/doc/Merge1Collectors_ConfigurationGuide
https://www.veritas.com/support/en_US/doc/Merge1Collectors_ConfigurationGuide
https://www.veritas.com/support/en_US/doc/Merge1Collectors_ConfigurationGuide
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=  When the Bloomberg Archiving check box is selected on the Customer
Details section of the Customer Service tab.

2 Click Add collector to view available collector cards.

Alternatively, in the Select Type drop-down, select File Sharing. The
corresponding collector cards are displayed as shown in the sample image
below:

1o ¢ ddd collectar

Google Drive

3 Select the Data uploading card and click Configure.

4 On the Add Importer tab, specify the following:

Name Provide a unique name for this file import collector.
Description Provide appropriate description to easily identify the file import
collector.
5 Click Save.

The File Import archive collector appears on the Archive collectors page.

Note: If the File Import archive collector is no more required, select this collector
on the Archive Collectors page. Click the kebab icon (three vertical dots) on the
archive collector card, and click Delete. The application prompts you to confirm
that you want to perform the operation. Click Yes.
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About Alta Capture Services Archiving

The existing Alta Capture customers can now use Veritas Alta Archiving to enable
Alta Capture primary and secondary services, and configure archive collectors
accordingly.

The customers who are enabled for only the Alta Capture primary service get lesser
administration options when they login to the Veritas Alta View Compliance and
Governance Management Console console.

= Under Account Management, they can create new users (who will be
Administrators by default) and update the administrator contact details. These
customers do not require Journaling Address.
While adding the customer account, on the Accounts > Add Account page,
the Admin check box is available but not selected by default,. If you are creating
the administrator account, select it manually. See the sample image below.
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Add Account

First name: *
PDGAdmMIN

Last Mame:

Primary email address: *

PDGAdmMIN @ toggle.com W

Admin
[ ] Auto Generate Password

Password: *

uuuuuuuuuu

Cancel E

= These administrators can do the following operations:

= Configure archive collectors (importers) for the selected/enabled Capture
secondary services under Archive Collectors.

= Manage policies for Trusted Networks, Password Policy, and Authentication
Management under Policy Management.

You can configure the following Alta Capture Secondary Services if you have
subscribed for these services (purchased a user license).

Microsoft Teams via Export API | Microsoft Teams Meeting | Exchange Mailbox
Graph | Microsoft Teams via Webhooks | Slack Alta eDiscovery | Bloomberg |
IceChat | Twitter | OneDrive for Business | Box | Google Drive | Citrix Workspace
& Sharefile | Dropbox Business | SharePoint | Amazon | EML | Blackberry | Yammer
| UBS | XSLT/XML | EWS | Pivot | Text-Delimited | Crowd Compass | CellTrust |
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Refinitiv | Symphony | Workplace from Facebook | Salesforce Chatter | Chatter
Cipher Cloud | FXConnect | XIP | Yieldbroker | Webpage Capture | Redtail Speak
| ServiceNow | RingCentral | Zoom Meetings | Zoom Meetings via Archiving API |
Cisco Webex Teams | YouTube

Enabling Alta Capture Services for Archiving

On the Veritas Alta View Compliance and Governance Management Console
console, only the super administrator can view the Customer Service tab. Therefore,
to enable the Alta Capture services for customers, you must possess the super
administrator role . Before you enable the Alta Capture services for a customer,
ensure that the customer is added to the Veritas Alta Archiving. See Creating the
archive instance for a customer in the Veritas Alta Archiving Customer
Administration Guide.

To enable Alta Capture Services for Archiving
1 In the left navigation tab, select Customer Service > Customers.
2 On the Customers page, do any of the following:

= [fthe customer is new, click Add Customer and specify the required details.
See Creating the archive instance for a customer in the Veritas Alta
Archiving Customer Administration Guide.

Note: The customers who are enabled for the Alta Capture services only
can see lesser Administration options when they login to the Veritas Alta
View Compliance and Governance Management Console console. Such
customers do not require Journaling Address. In addition, while adding
the customer account, on the Accounts > Add Account page, the Admin
check box is selected, but remains disabled.

= Ifthe customer already exists, search for and select the customer for whom
you want to enable this service.

3 Inthe Services section, do the following as shown in the sample image below.
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= Under Primary Services, select Capture.

Note: Unless the Capture option is enabled under primary services, you
cannot enable the Capture Secondary Services secondary service for

this customer.

= Under Capture Secondary Services, in the Enabled column, select the

check box next to the service that you want to enable.

Click Save.

To verify if the selected Capture secondary services are enabled for the
customer, in Veritas Alta View Compliance and Governance Management

Console console, login as a Customer Administrator.

In the left navigation pane, select Configuration > Services.

Ensure that the selected Capture secondary services are selected under the

Secondary Services section.

Note: You cannot disable or enable this service from this page. To disable this
service, select Customer Service > Customers. Select the customer and
clear the check box of the selected Capture secondary services in the Enabled

column.
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Configuring Capture Services for Archiving

You must have a Customer Administrator role to configure Capture services
synchronization.

To configure Capture Services for Archiving
1 In the left navigation pane, select Archive Collectors.
The Archive Collector page appears.

2 Click Add collector to view available collector cards as shown in the sample

image below.
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Note: At the time of adding a collector for the first time, the Add collector
button appears in the middle of the screen. If one or more collectors are already
added, the Add collector option appears on the top right-hand corner.

If you select the collector that is not supported in Veritas Alta Archiving, the
Configure button gets disabled. You cannot configure such collectors.
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Hover over the collector card that you want to configure.

You will be able to select the collector card if the customer has purchased the
software license for this service. If the customer has not purchased the software
license for this service, after hover over, the card flips and informs that the
software license is required to add a collector.

& Archwve Collectar / Add collector
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Select the collector that you want to configure, and click Configure.

The Add Importer dialog box appears.
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Enter a unique name and description for the archive collector (importer), and
click Next.

The application redirects you to the Alta Capture portal. On the Alta Capture
portal, when you attempt to configure the archive collector of every secondary
service for the first time, a software license agreement appears. After that,
when you add another archive collector of the same secondary service, the
application does not show the software license agreement. The sample software
license agreement image is shown below.

VERITAS SOFTWARL LICENSE AGREEMENT

Scroll down to read the software license agreement carefully and accept the
agreement to proceed to the configuration wizard for this archive collector
(importer).

Note: The configuration wizard fields vary with the archive collector (importer)
you have selected.

Provide the configuration details in the configuration wizard.

Note: Refer to the Capture Collectors Configuration Guide to understand
configuration fields of corresponding archive collectors (importers) and complete
the configuration steps.

After successful configuration, the archive collector appears in the Veritas Alta
View Compliance and Governance Management Console console.


https://www.veritas.com/support/en_US/doc/Merge1Collectors_ConfigurationGuide
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On the Veritas Alta View Compliance and Governance Management Console
console, select Archive Collectors.

The application displays the successfully configured archive collector of the
selected Capture service.

To update the configuration of selected Capture specific archive collector, click
the kebab icon (three vertical dots) on the archive collector card, and click
Manage.

The application navigates you to the configuration wizard. Modify the details
and save the configuration.

To delete the selected Capture specific archive collector, click the kebab icon
(three vertical dots) on the archive collector card, and click Delete.
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Permissions

This chapter includes the following topics:

= About Role Management

= Editing the built-in administrator roles

= Creating custom administrator roles

= Assigning administrator roles to an archive account
= Assigning the reviewer role to an archive account

= Assigning several archive accounts for monitoring

About Role Management

From the Role Management section, you can customize permissions for the archive
administrator roles for your organization. You can also assign these roles to archive
accounts within your organization.

You can perform the following tasks from this section:

» Edit permissions for built-in administrator roles.

s Create and edit permission for custom administrator roles.
= Assign roles to archive accounts.

Additionally, from the Role Management page you can view the built-in and custom
administrator roles that are currently in use. The number that appears next to each
administrator role indicates the number of archive accounts that have that role
assigned.
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Editing the built-in administrator roles

Veritas Alta View Compliance and Governance Management Console includes a
set of built-in administrator roles to assign to archive accounts. By default, each
role has a different set of permissions granted. You can edit these roles by
customizing the permissions that are granted to each role.

The built-in administrator roles include:

Account manager — manages users, aliases, settings, and passwords

Role manager — configures administrator roles and permissions for archive
accounts

Policy manager — specifies archiving options and settings
Retention manager — specifies archive retention policies and settings

Continuity manager — manages email continuity feature (only available if your
organization subscribes to the email continuity service)

Alta eDiscovery Administrator — configures and manages Veritas Alta eDiscovery
usage

System administrator — oversees all Alta Personal Archive accounts including
other administrators

Archive collections manager — configures and manages archiving from
third-party content sources

Note: You cannot edit the permissions for the System administrator roles. You can
only edit Share Export, Download Export, and Privilege Delete permissions for
the Alta eDiscovery Administrator role.

To edit the built-in administrator roles

1
2

In the left navigation pane, click Role Management > Administration Roles.

In the Built-in Roles section, click the expand icon next to the role for which
you want to edit the permissions.

Note: You cannot remove the Archive Overview permission.

Select or clear the check boxes next to the permissions you want to add or
remove for the selected role.

Click Save.
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Creating custom administrator roles

If required, you can also create custom administrator roles to assign to archive
accounts. After you create a custom administrator role, you can edit the permissions

for the role.

To create custom administrator roles

1 Inthe left navigation pane, click Role Management > Administration Roles.

2 Inthe Custom Roles section, click the plus icon.
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3 In the blank text box, enter a name for the custom administrator role.

Note: After creating the custom roles, you can do the following:

= To rename the custom role you have created, click the Edit icon in the

corresponding row.

» To delete the custom role that is no more required, click the Delete icon in

the corresponding row.
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4 Click the expand icon next to the role added for which you want to configure

the permissions.
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5 Select the check box next to the permissions you want to add for the custom

role.

6 Click Save.

Assigning administrator roles to an archive

account

By default, all archive accounts that you create in Veritas Alta View Compliance
and Governance Management Console are automatically assigned the Accounts
role. If required, you can assign the built-in administrator roles or custom
administrator roles you created to an archive account.
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To assign administrator roles to an archive account
1 Inthe left navigation pane, select Role Management > Assign Accounts.

2 Search for and select the archive account to which you want to assign the
administrator role.

The application displays the Role Change page.

Note: To search for the required archive account, you can use any of the
following methods. The sample image for better understanding is given below.

A. Quick search: In the search field, enter the user name or email address
that is associated with the archive account, and click the Search icon.

B. Advanced search: Under the Advanced Search section, specify the email
address, last name, first name, or role, and then click Apply.

C. Roles-based search: Under the Roles section, select the role from the
available options. The result appears in the right pane. You do not need to
click Apply.

3 Inthe Role drop-down, select Administrator.

In the Privilege field, select the Monitor All Accounts check box to let the
selected account view the archived messages of all other archive accounts.

Note: This option is only available if your organization subscribes to Veritas
Alta eDiscovery.

5 Under Built-in Roles section, select one or more built-in administrator roles
or custom a new role you want to assign. (See “Creating custom administrator
roles” on page 129.)

6 Click Save.
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If your organization subscribes to Veritas Alta eDiscovery, you can assign the
reviewer role to an archive account. The reviewer role includes an additional
functionality of searching and reviewing an organization’s data to respond to any
discovery or investigation request.

To assign the reviewer role to an archive account

1
2

In the left navigation pane, select Role Management > Assign Accounts.

Search for and select the archive account to which you want to assign the
administrator role.

The application displays the Role Change page.

Note: To search for the required archive account, you can use any of the
following methods. The sample image for better understanding is given below.

A. Quick search: In the search field, enter the user name or email address
that is associated with the archive account, and click the Search icon.

B. Advanced search: Under the Advanced Search section, specify the email
address, last name, first name, or role, and then click Apply.

C. Roles-based search: Under the Roles section, select the role from the
available options. The result appears in the right pane. You do not need to
click Apply.

In the Role drop-down, select Reviewer.

Refer to the sample image below.
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oma;
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After you select the Reviewer option, the Privilege field displays the following
check boxes. Do the following as required.

= Discovery Reviewer: This option is selected by default. When you define
a user as a reviewer, this user gets access to the Alta eDiscovery
application. The Discovery Reviewer Privileges section lists all the privileges
for your reference. These privileges vary with the case levels. As an
administrator, you can assign these privileges to the Discovery Reviewers
to perform various actions while reviewing the cases.

= Monitor All Accounts: Select this option if you want to let the selected
account view the archived messages of all other archive accounts. If you
select this option, you do not need to complete the steps in the Accounts
to Monitor section.

= Disable Preview Emails: Select this option if you want to prohibit the
reviewer to preview content of emails.

Under Accounts to Monitor, perform the following steps as required.

To add or remove monitored accounts, click Add/Remove Monitored
Accounts. In the Add/Remove Accounts window, search for and select the
archive accounts that you want the reviewer to monitor. Click Save.

To specify expiry of a reviewer privilege of monitored accounts, clear the check
box in the Never Expires column. Then, in the Expiration column, click the
Calendar icon and select the date that you want the reviewer privilege to expire.
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7 To remove the previously added monitored accounts, click the Delete icon in
the corresponding rows.

8 On the Role Change page, click Save.

Assigning several archive accounts for monitoring

You can simultaneously assign multiple archive accounts to the reviewer by importing
the .CSV file. The .CSV file is not directly available. Instead, you can download the
sample .XLS file and save it as .CSV. The sample .XLS file is available when you
click Import under the Accounts to Monitor section.

To assign the reviewer role to an archive account
1 In the left navigation pane, select Role Management > Assign Accounts.

2 Search for and select the archive account to which you want to assign the
administrator role.

The application displays the Role Change page.

Note: To search for the required archive account, you can use any of the
following methods. The sample image for better understanding is given below.

A. Quick search: In the search field, enter the user name or email address
that is associated with the archive account, and click the Search icon.

B. Advanced search: Under the Advanced Search section, specify the email
address, last name, first name, or role, and then click Apply.

C. Roles-based search: Under the Roles section, select the role from the
available options. The result appears in the right pane. You do not need to
click Apply.

3 Inthe Role drop-down, select Reviewer.

Refer to the sample image below.
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After you select the Reviewer option, the Privilege field displays the following
check boxes. Do the following as required.

= Discovery Reviewer: This option is selected by default. When you define
a user as a reviewer, this user gets access to the Alta eDiscovery
application. The Discovery Reviewer Privileges section lists all the privileges
for your reference. These privileges vary with the case levels. As an
administrator, you can assign these privileges to the Discovery Reviewers
to perform various actions while reviewing the cases.

= Monitor All Accounts: Select this option if you want to let the selected
account view the archived messages of all other archive accounts. If you
select this option, you do not need to complete the steps in the Accounts
to Monitor section.

= Disable Preview Emails: Select this option if you want to prohibit the
reviewer to preview content of emails.

Under Accounts to Monitor, click Import.
The Import Monitor Accounts window appears.
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Before you import the file, understand and perform the following steps.
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Click Sample ".xIs" file to download the sample file. The sample file available
to download is the .XLS file. Save this file as .CSV to provide email addresses
of archive accounts you want to assign to reviewers for monitoring purpose.

Retain (do not delete) the PrimaryEmailAddress column heading in the .CSV
file.

Delete all the text (including these instructions) below the
PrimaryEmailAddress column heading.

Use only primary email addresses of the archive accounts.

After the .CSV file (in which you have mentioned the primary email addresses
of the archive accounts that you want to assign in bulk for monitoring) is ready
and saved, click Browse and select it.

Click Import in the Import Monitor Accounts window.

On the Role Change page, click Save.
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This chapter includes the following topics:

= About Policy Management

= Configuring archive options

= Enabling and disabling account archiving

= Configuring an advanced password policy

= Configuring trusted networks for Veritas Alta Archiving access
= Managing Custom Headers

= Managing Discard Rules

About Policy Management

You can perform the following tasks from the Policy Management section:
» Configure various archiving options.

= Disable archiving for selected archive accounts.

= Configure an advanced policy for passwords.

= Configure trusted networks for Veritas Alta Archiving access.

Note: From the Policy Management section the administrators with the required
privileges can also configure authentication management for Veritas Alta Archiving.

See “Configuring the Veritas Alta Archiving authentication service” on page 148.
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Configuring archive options

The Archive Options page under the Policy Management node lets you configure
the following options for Veritas Alta Archiving:

Email Direction — determines whether inbound, outbound, and internal
messages are archived in Veritas Alta Archiving.

Active Folder Synchronization — determines whether Outlook folder
synchronization is enabled, for those organizations that subscribe to the Folder
Sync service.

Veritas Alta Archiving Actions — determines whether Alta Personal Archive
users can send, reply, forward, print, or save messages.

Time Zone and Date Format — sets the default time zone and date format for
Veritas Alta Archiving.

Mobile Web Access — determines whether Mobile Web Access is enabled or
disabled, and controls related settings.

Privilege Delete — determines whether Alta eDiscovery Administrator is enabled
to permanently delete emails in Alta eDiscovery.

To configure archive options

1
2
3

In the left navigation pane, select Policy Management > Archive Options.
Click Edit.

Under Email Direction, select the check box for one or more of the following
message types:

= Inbound Emails — archive the email messages that are sent to email
addresses within your domain from outside your domain.

» Outbound Emails — archive the email messages that are sent to email
addresses outside your domain from inside your domain.

= Internal Emails — archive the email messages that are sent between email
addresses within your domain.

Note: By default, all message types are selected.
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Under Active Folder Synchronization, choose whether folder synchronization
is Enabled or Disabled.

Note: This feature uses the Folder Sync application to synchronize Microsoft
Outlook folders to Veritas Alta Archiving. The option is only available if your
organization subscribes to the service and has the Folder Sync application
configured.

Under Veritas Alta Archiving Actions, select the check boxes for the actions
that you want to enable in Alta Personal Archive:

= Send, Reply and Forward — enables the options to send, reply, and
forward messages in Alta Personal Archive.

= Save — enables the option to save archived messages to your computer
from Alta Personal Archive.

= Print — enables the option to print archived messages from Alta Personal
Archive.

Under Time Zone and Date Format, configure the following options:

= Personal Time Zone — the time zone for your archive account.

» Default Company Time Zone — the default time zone for your organization.
= Date Format — the default date format for your organization.

Under Mobile Web Access, select the required options:

» Select the Status option as Enabled or Disabled to determine whether
Mobile Web Access is enabled or disabled for all archive accounts that
have Mobile Web Access permission.

Note: An archive account must have Mobile Web Access permission before
the user can use this feature.

See “Editing Mobile Web Access permission for existing archive accounts”
on page 63.

» Select Automatically grant Mobile Web Access permission for new
accounts if you want Veritas Alta Archiving to grant Mobile Web Access
permission for new archive accounts when you create them manually in
Veritas Alta View Compliance and Governance Management Console.

139



Managing Policies
Configuring archive options

Note: This option does not apply to archive accounts that are created
through CloudLink or Exchange Online Sync.

= Select Send, Reply and Forward from Mobile Web Access to enable
the Send, Reply, and Forward options in Mobile Web Access.

Under Privilege Delete, do the following as required:

= Toggle the switch adjacent to Alta eDiscovery to choose whether to enable
or disable the delete emails permission for Alta eDiscovery users.

= Toggle the switch adjacent to Personal Archive to choose whether to
enable or disable the delete emails permission for Personal Archive users.

Note: To use this feature, the Alta eDiscovery Administrator requires Privilege
Delete permission. You can set Privilege Delete for the Alta eDiscovery
Administrator role. See “Editing the built-in administrator roles” on page 128.

Under View Delegate Folder Structure, choose whether the ability to view
delegate archive folders in PA is Enabled or Disabled.

Note: To use this feature, Folder Sync must be enabled for the account and
delegate archives. For delegate archives with Folder Sync enabled, user would
be able to see the folder structure on selection in Alta Personal Archive.

If you have over 4,000 synchronized monitored and delegate archive folders,
the loading time in the Active Folders tab might take up to five minutes.

The delegate archive folder structure keeps synchronizing even though the
View Delegate Folder Structure option in manage is enabled or disabled.

When the delegate account users logs in to Alta Personal Archive, they can
view their folder structure.
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10 Under Export to Azure private storage location, if the status is set to Enabled,
the Create new Storage Account button is displayed. Click Create new
Storage Account to allow a customer to create an Azure storage account
during exporting items from Alta eDiscovery.

Note: This is an on-demand feature and is enabled for the customers only after
their request for it. It allows customers to create their private storage account
and get a storage account SAS URL to work with their storage account. You
can configure the status (Enabled or Disabled) and the retention period of this
feature from the database only. If the status is set to Disabled, you cannot see
the Create new Storage Account button.

You can generate only one Azure storage account per customer. After creating
a storage account, the Create new Storage Account button gets disabled. If
you hover over the disabled button, the Storage account is already created
tooltip is displayed.

11 Click Save.

Enabling and disabling account archiving

By default, the messages for all archive accounts are automatically journaled to
Veritas Alta Archiving. From the Enable/Disable Archiving page, you can disable
archiving for certain archive accounts. However, you cannot disable the external
users as archiving for these users is disabled by default.
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To disable account archiving

1 In the left navigation pane, select Policy Management > Enable/Disable
Archiving.
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2 Select one of the following archiving options:

= Archive emails for all users — archives the email messages for all archive
accounts.

= Archive emails for all users, except anyone listed below — archives
the email messages for all archive accounts except the ones that you select.

= Archive emails only for the users listed below — only archives email
messages for the archive accounts that you select.

3 Ifrequired, click Add/Remove Accounts to select the archive accounts that
you want to exclude or include for archiving.
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4 Inthe Add/Remove Accounts window, search for and select the archive
accounts that you want to exclude or include for archiving.
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5 Click Save to close the Add/Remove Accounts window.

6 On the Enable/Disable Archiving page, click Save.

Configuring an advanced password policy

The default password policy for Veritas Alta Archiving requires that all account

passwords be at least eight characters long. Additionally, all passwords must contain

at least two of the following character types:

= A number between 0 and 9
= Alowercase letter
= An uppercase letter

= A non-alphanumeric character

From the Password Policy page, you can configure an advanced password policy

for all archive accounts.

Note: The Password Policy page is not available if you have configured Single

Sign-On for account authentication.

To configure an advanced password policy

1 Inthe left navigation pane, under Policy Management, click Password Policy.

2 Inthe Password Policy section, under Advanced Password Policy, select

the requirements you want to include in your password policy.
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Refer to the following table for more information:

Enforce Password History Select this requirement and enter a value for the
number of past passwords that you want stored.
Users cannot change their current password to a
stored password.

Maximum Password Age Select this requirement and enter a value for the
number of days between required password
changes.

Minimum Password Age Select this requirement and enter a value for the

minimum of days between password changes. This
option controls how often users can change their
passwords.

Minimum Password Length Select this requirement and enter a value for the
minimum password length.

Password Must Meet Complexity Select this requirement and choose up to three of
Requirements the following password complexity requirements:

= Use base-10 digits characters in password
— requires at least one number between 0 and
9

= Use lowercase characters in password —
requires at least one lowercase letter

= Use non-alphanumeric characters in
password — requires at least one symbol

= Use uppercase characters in password —
requires at least one uppercase letter

Prevent Username in Passwords Select this requirement to prevent users from using

their user name in their password.

If required, select Enforce the password policies for all users if you want
to require all users to change their passwords during their next login.

Note: If you select this option, all users must change their password during
their next login even if the password meets the specified requirements. If you
do not select this option, users do not have to change their password until it
expires even if the password does not meet the specified requirements.

Click Save.
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Configuring trusted networks for Veritas Alta
Archiving access

By default, users can access Veritas Alta Archiving from any Internet Protocol (IP)
address. From the Set Trusted Networks page, you can restrict access to specific
IP address range.

To configure trusted networks for Veritas Alta Archiving access

1 Inthe left navigation pane, select Policy Management > Set Trusted
Networks.

The Add Trusted Network window appears.
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In the Starting field, enter the starting IP address of the address range.
In the Ending field, enter the ending IP address of the address range.

4 Under Select Application, select the check box for the Veritas Alta Archiving
products that you want access restricted.

Click Save.

To modify the trusted network, click the Edit icon in the corresponding rows.
Modify the IP address range, and click Save.

7 To delete the trusted network, click the Delete icon in the corresponding rows.

Managing Custom Headers

A custom header is a title or a description that a user can customize to label specific
review items. To add new custom headers and mark these headers as active or
inactive, you must have access to the Policy Management page.

Note: You cannot edit or delete the custom header name and datatype values.
However, you can activate the required custom headers and deactivate the headers

that are no more required.
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To add a new custom header
1 Inthe left navigation pane, select Policy Management > Custom Header.
2 Click Add Row.

3 Inthe newly added row, in the Name field, type a custom header
title/description.

Note: This is a mandatory field. It can be an alphanumeric value and can
contain space. You can use only dot(.) and hyphen(-) as special characters.

4 In the Datatype drop-down, specify if the data type is a number, a string, or a
date.

5 Ensure that the Active check box is selected.

If the Active check box is selected, the custom header remains available for
use. You cannot use the custom header if it is not Active.

6 Click Save.
The application prompts you to confirm that you want to perform the operation.
7 Click Yes.

Discard Rules

A Discard Rule was previously referred as a Bypass Rule. A discard rule is an
instruction that bypasses specific review items when the rule is active and applied.
To add new discard rules and mark these rules as active or inactive, you must have
access to the Policy Management page.

Note: You cannot edit or delete the discard rule. However, you can activate the
required rules and deactivate the rules that are no more required.

To add a new discard rule
1 In the left navigation pane, select Policy Management > Discard Rules.
2 Click Add Row.
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In the newly added row, specify the following details:

SenderAddress
RecipientAddress

Subject

AttachmentType

Specify the value in the name@example.com format only.

Specify the value in the name@example.com format only.

Specify text, number, or an alphanumeric value. You can
include spaces and special characters if required.

Specify the type of attachment.

If you do not explicitly specify the attachment type, the
application considers all types of attachments in the rule.

Ensure that the Active check box is selected.

If the Active check box is selected, the discard rule remains available for use.
You cannot use the discard rule if it is not Active.

Click Save.

The application prompts you to confirm that you want to perform the operation.

Click Yes.
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This chapter includes the following topics:

» Configuring the Veritas Alta Archiving authentication service

= Enabling the Authentication Settings permission for the Policy Manager role
= Assigning the Policy Manager role to an administrator

= Selecting an authentication method

= Uploading a token-signing certificate

» Validating the Identity Provider URL

= Activating single sign-on

Configuring the Veritas Alta Archiving
authentication service

This section describes how to configure the Veritas Alta Archiving authentication
service to work with your Active Directory Federation Services (AD FS) environment.

Note: The Veritas Alta Archiving Compatibility List provides information about other
single sign-on solutions and how to get assistance with configuring them.

See the Veritas Alta Archiving Compatibility List

After you configure the Veritas Alta Archiving authentication service and your AD
FS environment, you can provide single sign-on access to Veritas Alta Personal
Archive users.
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Note: These instructions apply to the provision of single sign-on access for Alta
Personal Archive users only. For assistance with the provision for Alta eDiscovery
and Veritas Alta View Compliance and Governance Management Console, contact
Veritas Services & Support.

Table 8-1 summarizes the steps to configure the Veritas Alta Archiving authentication
service to work with your AD FS environment.

Table 8-1 Veritas Alta Archiving authentication service configuration

Step Action Reference

Step 1 In Veritas Alta View Compliance and | See “Enabling the Authentication
Governance Management Console, | Settings permission for the Policy
enable the Authentication Settings | Manager role” on page 149.
permission for the Policy Manager
role.

Step 2 Assign the Policy Manager role with | See “Assigning the Policy Manager
the Authentication Settings role to an administrator” on page 150.
permission enabled to an
administrator.

Step 3 On the Authentication Management | See “Selecting an authentication
page, select AD FS as the method” on page 150.
authentication method for your
organization.

Step 4 Upload the token-signing certificate | See “Uploading a token-signing
that you generated from your AD FS | certificate” on page 153.
environment.

Step 5 Validate the Identity Provider URL for | See “Validating the Identity Provider
your organization. URL” on page 154.

Step 6 Activate single sign-on for Alta See “Activating single sign-on”
Personal Archive users. on page 155.

Enabling the Authentication Settings permission
for the Policy Manager role

The Authentication Management page in Veritas Alta View Compliance and
Governance Management Console lets you configure the Veritas Alta Archiving
authentication service. Only the administrators that have the Authentication
Settings permission enabled can access the Authentication Management page.
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By default, only the System Administrator role has the Authentication Settings
permission enabled. If required, you can enable this permission for the Policy
Manager role and assign the role to an administrator that is not a system
administrator. Since the Policy Manager role has limited permissions, you can
provide the Authentication Settings permission to an administrator without
providing them the full system administrator permissions.

To enable the Authentication Settings permission for the Policy Manager role

1 In the left navigation pane, under Role Management, click Administration
Roles.

2 In the Built-in Roles section, click Policy Manager, and then select
Authentication Settings.

3 At the top of the Administration Roles page, click Save.

Assigning the Policy Manager role to an
administrator

After you enable the Authentication Settings permission for the Policy Manager
role, you can assign the role to the administrator that you want to manage the
Veritas Alta Archiving authentication service.

Note: The administrator may need to log out and log back in to Veritas Alta View
Compliance and Governance Management Console before they can access the
Authentication Management page.

To assign the Policy Manager role to an administrator
1 In the left navigation pane, click Assign Accounts.

2 From the user list, select the administrator to which you want to assign the
role.

3 On the Role Change page, select Policy Manager, and then click Save at
the top of the page.

Selecting an authentication method

You can configure the Veritas Alta Archiving authentication service from the
Authentication Management page. To begin the configuration process, you must
select AD FS as the authentication method that you want to use for authenticating
Alta Personal Archive users.
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Note: The Your Trust Information section displays after you select AD FS as the
authentication method that you want to use. You must use the value that is provided
in the Entity ID field of this section when you configure your AD FS environment.
The Entity ID varies based on the location of your organization. If you cannot find
the Entity ID for your organization, contact Veritas Services & Support.
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To select an authentication method

1 In the left navigation pane, select Policy Management > Authentication
Management.
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2 Under the Setup Authentication section, click Edit.
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3 In the Authentication Type drop-down, select Single Sign-On ADFS.
In the Hybrid Login Allowed? drop-down, select Yes.

5 Ifrequired, in the Unique OWA IdP field, select Yes if you have set up a unique
Identity Provider (IdP) URL for logging in to Alta Personal Archive.

6 If required, in the Unique OWA CID field, select Yes if you want a unique
Customer ID (CID) associated with the OWA IdP URL.

Note: The Unique OWA CID field only displays if you selected Yes in the
Unique OWA IdP field. It is recommend that you do not select Yes in the
Unique OWA CID field unless Veritas Services & Support instructs you to do
so. If you select Yes for this option, Veritas Alta View Compliance and
Governance Management Console automatically appends the value to the
OWA IdP URL that is provided when you activate single sign-on.

7 Ensure that, under Your Trust Information, The customer ID and the Unique
OWA CID details are displayed.

8 Select | have read the instructions for setting the provided Entity ID and
created my public key for upload after you review the provided instructions.

9 Click Save to proceed to the next step.

Uploading a token-signing certificate
After you select AD FS as the authentication method for your organization, you
must upload a token-signing certificate from your AD FS environment.
See “Configuring AD FS to work with Veritas Alta Archiving” on page 195.

From the Upload Your Public Key section on the Authentication Management
page, you can upload your token-signing certificate. The Upload Your Public Key
section displays after you complete the Setup Authentication section.

To upload a token-signing certificate

1 In the left navigation pane, select Policy Management > Authentication
Management.

2 Under the Upload Your Public Key section, click Browse and Upload.
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3 Select the token-signing certificate that you have generated.

Note: The token-signing certificate that you upload must have a .ceror .cert
file extension.

4 In the Public Key Upload confirmation window, click Return to Setup to
proceed to the next step.

Validating the Identity Provider URL

After you upload a token-signing certificate, you must validate the Identity Provider
URL for your organization. From the Validate Relying Trust section on the
Authentication Management page, you can validate the Identity Provider URL
and the OWA Identity Provider URL, if necessary. The Validate Relying Trust section
displays after you complete the Upload Your Public Key section.

To validate the Identity Provider URL

1 In the left navigation pane, select Policy Management > Authentication
Management.

2 Under the Validate Relying Trust section, enter the Identity Provider URL for
your organization in the Identity Provider URL field.

Note: The Identity Provider URL is normally the fully qualified domain name
of the AD FS server or AD FS proxy, followed by adfs/ls. For example, the
Identity Provider URL for an AD FS server named adfs with a fully qualified
domain name of example.com is https://adfs.example.com/adfs/Is. The
Veritas Alta Archiving authentication service currently does not support Identity
Provider URLs that contain a dash. If you have an Identity Provider URL that
contains a dash, contact Veritas Services & Support.

3 Ifrequired, enter the OWA Identity Provider URL for your organization in the
OWA Identity Provider URL field.

Note: The OWA Identity Provider URL field only displays if you selected Yes
in the Unique OWA IdP field in the Setup Authentication section.

Click Validate.

5 After the Validation Successful message displays, click Save to proceed to
the next step.
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Activating single sign-on

After you validate the Identity Provider URL, you must activate single sign-on for
Alta Personal Archive users. From the Activate SSO section on the Authentication
Management page, you can activate single sign-on. The Activate SSO section
displays after you complete the Validate Relying Trust section.

To activate single sign-on
1 Inthe Activate SSO section, click Activate SSO.

2 Afterthe Activation Successful message displays, you can provide the URLs
that are listed in the Application Login URL(s) section to Alta Personal Archive
users.

Note: The Veritas Alta Archiving credentials that you provided to users before
you configured the authentication service and activated single sign-on can still
be used to log in to Alta Personal Archive.
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Policies

This chapter includes the following topics:

About Retention Management

Configuring the default retention period

Creating a retention policy

Editing a retention policy

Deleting a retention policy

Associating a retention policy with a policy target
Disassociating a retention policy from a policy target
Enabling and disabling the storage expiry setting

Viewing the storage expiry status table

About Retention Management

From the Retention Management section, you can manage the settings and polices
that determine how long archived messages are retained in Veritas Alta Archiving.
By default, Veritas Alta Archiving retains archived messages indefinitely (although
this is not recommended since it will result in Storage overages in future). If required,
you can configure Veritas Alta Archiving to collect archived messages for removal
after those messages have been retained for a defined retention period.

The default retention period is a global setting that determines how long archived
messages are retained before they are collected for removal. After you configure
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the global retention period and enable the storage expiry setting, the collection of
archived messages for removal begins. During the daily collection events, any
messages that have been retained for longer than the default retention period are
scheduled for removal 14 days later. The Retention Administrator receives daily
notification emails during the 14-day grace period informing them of the number of
archived messages that are scheduled for removal.

Note: Any archived messages that have a matter-level, search-level, or
message-level legal hold applied from Veritas Alta eDiscovery are not removed.

Beyond the global retention period, the retention period for archived messages can
be reduced or extended by creating retention policies to associate with the following
policy targets:

= Managed tags — A global tag that you create and assign to users. Once you
create a managed tag and associate a retention policy, users can apply the tag
to archived messages to reduce or extend their retention period. The retention
period of the associated retention policy determines how long tagged messages
are retained in Veritas Alta Archiving.

= Active Directory distribution groups — The distribution groups that are
synchronized from Active Directory using ArchiveTools CloudLink. Associating
a retention policy with a distribution group reduces or extends the retention
period of the archived messages for all members of that group. The retention
period of the associated retention policy determines how long the messages for
the distribution group members are retained in Veritas Alta Archiving.

Note: Because archived messages are retained in accordance with the longest
retention period, you should create retention policies with retention periods that
exceed the default retention period.

Configuring the default retention period

The default retention period determines how long archived messages are retained
in Veritas Alta Archiving. To begin the process of removing messages from Veritas
Alta Archiving, you configure the default retention period and enable the storage
expiry setting.

Note: If Advanced Supervision service is enabled, Default Retention Period appears
as read only and cannot be modified.
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To configure the default retention period

A WO D

In the left navigation pane, click Retention Policies.
In the Default Retention Period section, click Edit.
In the Days field, enter the retention period.

Click Save.

Note: After you configure the default retention period for the first time, you can
only edit the existing period. If you no longer want to collect archived messages
for removal from Veritas Alta Archiving, you can disable the storage expiry
setting.

Creating a retention policy

Beyond the default retention period, the retention period for archived messages
can be extended by creating retention policies to associate with policy targets. The
policy targets that can be associated with a retention policy include managed tags
and Active Directory distribution groups.

To create a retention policy

1

In the left navigation pane, select Retention Management > Retention
Policies.

Click Create New.

On the Retention Policy page, specify the following: in the Policy Name field.

Policy Name Enter a unique name for the retention policy.
Retention Period (in days) Enter the retention period for the policy in days.
Description Provide a short description for the retention policy.

Policy Status Set the status as Enabled if you want the retention
policy to be enabled once you create it.

Set the status as Disabled if you want to create a
policy, but do not want the retention policy to be
disabled till further decision.

Click Save.
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Editing a retention policy

If required, you can edit the details of existing retention policies. The details you
can edit include the policy name, the retention period, the policy status, and the
policy description.

To edit a retention policy

1

In the left navigation pane, select Retention Management > Retention
Policies.

In the Policy Name column of the retention policies list, click the name of the
retention policy you want to edit.

In the top-right corner of the Retention Policy page, click Edit.
Edit the following details of the retention policy.
Policy Name Update a unique name for the retention policy, if

required.

Retention Period (in days) Change the retention period for the policy in days,

if required.
Description Provide a short description for the retention policy.
Policy Status Set the status as Enabled if you want the retention

policy to be enabled once you create it.

Set the status as Disabled if you want to create a
policy, but do not want the retention policy to be
disabled till further decision.

Click Save.

Deleting a retention policy

You can delete any retention policies that are no longer needed. However, you
cannot delete a retention policy if it is associated with a policy target.

To delete a retention policy

1

2

In the left navigation pane, select Retention Management > Retention
Policies.

Select the policy you want to delete.
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3 In the Delete column of the retention policies list, click the Deleteicon in the
corresponding row.

The application prompts you to confirm that you want to perform the operation.
4 Click Yes.

Associating a retention policy with a policy target

After you create a retention policy, you can associate it with a policy target. The
policy targets that can be associated with a retention policy include managed tags
and Active Directory distribution groups.

Note: You can associate a retention policy with more than one policy target.
However, each policy target can only be associated with one retention policy.

To associate a retention policy with a policy target

1 Inthe left navigation pane, select Retention Management > Retention
Policies.

Under Policy Details, ensure that the policy details are appropriate.
Under Targets, click Add Targets.
The Policy Target window appears.

4 In the Target Type drop-down, search for and select the check box s of the
target you want to associate.

Note: You can filter the target types to show all targets, only managed tags,
or only distribution groups.

5 Click Add.

Disassociating a retention policy from a policy
target

If required, you can disassociate a retention policy from a policy target.
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To disassociate a retention policy from a policy target

1 In the left navigation pane, select Retention Management > Retention
Policies.

Under Policy Details, ensure that the policy details are appropriate.

Under Targets, select the target you want to disassociate.
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4 Inthe Remove column of the target list, click the Delete icon.
The application prompts you to confirm that you want to perform the operation.
5 Click Yes.

Enabling and disabling the storage expiry setting

After you configure a default retention period, you must enable the storage expiry
setting before the collection of archived messages for removal begins.

Any archived messages that meet one or more of the following conditions are not
removed from Veritas Alta Archiving:

= Messages that have a matter-level, a search-level, or message-level legal hold
applied from Veritas Alta eDiscovery.

= Messages that have a managed tag applied that is associated with a retention
policy that has a retention period that exceeds the default retention period.

» Messages of an Active Directory distribution group member that is associated
with a retention policy that has a retention policy that exceeds the default
retention period.
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Note: Any archived messages that are removed from Veritas Alta Archiving cannot
be retrieved after removal is complete.

If Advanced Supervision service is enabled, Storage Expiry is set to Daily by

defa

ult and cannot be modified.

Toe
1
2
3

nable or disable the storage expiry setting

In the left navigation pane, select Retention Management > Storage Expiry.
On the top-right corner of the page, click Edit.

In the Storage Expiry section, do one of the following:

= Select Daily to enable the storage expiry setting.

= Select Never to disable the storage expiry setting.

Click Save.

Viewing the storage expiry status table

After you configure the default retention period and enable the storage expiry setting,
the collection of archived messages for removal begins. From the Storage Expiry
page, you can view a status table with the following information about each batch

of m

essages being removed:

Date Indicates the date and time the batch was created
Number of Emails Indicates the number of archive messages in the batch.
Expiration Status Indicates the current status for the batch.

s Completed — the batch of messages have been
removed.

= In progress — the batch of messages are in the process
of being removed.

= Not started — the batch of messages are in the queue
for removal.

To view the storage expiry status table

1
2

In the left navigation pane, select Retention Management > Storage Expiry.

If required, select one of the following options in the Expiration Status field
to filter the table:

= All — select to view the status of all batches of messages being removed.
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Not Started — select to view only the batches of messages that are in the
queue for removal.

In Progress — select to view only the batches of messages that are in the
process of being removed.

Completed — select to view only the batches of messages that have been
removed.
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This chapter includes the following topics:

About Email Continuity

Email Continuity prerequisites

Configuring Email Continuity

Provisioning the Email Continuity service for your mail servers

Adding the Email Continuity IP ranges to your firewall and mail server allowlists
Updating your email security provider routing configuration

Testing the Email Continuity configuration

Managing Email Continuity

Email Continuity FAQ

About Email Continuity

Email Continuity is an add-on feature that allows Alta Personal Archive users to
send and receive email messages during a mail server outage.

Incoming email messages are typically routed through your email security provider
to your mail server. After the messages reach the mail server, they are journaled
to Veritas Alta Archiving. Outgoing messages from your mail server are typically
journaled to Veritas Alta Archiving before they reach their recipients. However,
during a mail server outage your mail server cannot receive, send, or journal email
messages.



Email Continuity lets you configure your email security provider to use Veritas Alta

Managing Email Continuity Services
Email Continuity prerequisites

Archiving as a secondary gateway for your email when your mail server is
unavailable. During a mail server outage your email security provider routes mail

to Veritas Alta Archiving, and users can receive and send email messages through

Alta Personal Archive. When the mail server outage ends the Email Continuity
service automatically flushes all the email messages that were sent and received
during the outage to your mail server or relay server, for normal delivery.

Note: During an outage, the Email Continuity service attempts to flush messages

to your mail server every 5 minutes for up to 7 days.

Email Continuity prerequisites

Before you can configure Email Continuity you must ensure that you use a
compatible email security platform.

For information about the email security platforms that Email Continuity supports,
refer to the Veritas Alta Archiving Compatibility List.

Configuring Email Continuity

Table 10-1 lists the steps you need to take to configure Email Continuity.

Table 10-1

Steps to configure Email Continuity

Step

Action

Reference

Step 1

Get Veritas Services & Support to
provision the Email Continuity service
for your mail servers.

See “Provisioning the Email
Continuity service for your mail
servers” on page 166.

Step 2

Add the Email Continuity IP ranges
to your firewall and to your mail server
allowlists, as required.

See “Adding the Email Continuity IP
ranges to your firewall and mail server
allowlists” on page 167.

Step 3

Configure your email security provider
to use Email Continuity as a
secondary route for email.

See “Updating your email security
provider routing configuration”
on page 167.

Step 4

Test the new setup to ensure that
Email Continuity is configured
correctly.

See “Testing the Email Continuity
configuration” on page 168.
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Provisioning the Email Continuity service for your mail servers

Provisioning the Email Continuity service for your

mail servers

You must get Veritas Services and Support to provision the Email Continuity service
for your company, and to give you the additional information, you need to set up
Email Continuity.

To provision the Email Continuity service for your mail servers

1
2

Obtain a list of all the inbound domains that your mail server uses.

Log on to the Veritas Alta Archiving Veritas Alta View Compliance and
Governance Management Console console.

In the left navigation pane, select Configuration > Services.

Under the Domains section, check whether all of your mail server's inbound
domains are listed.
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If any of the domains are not present, make a note of the missing domains.
Contact Veritas Services & Support and do as follows:

= Inform Veritas Services & Support that you want to add Email Continuity
as an Veritas Alta Archiving service for your organization.

= [f you found in step 4 that any of your mail server inbound domains were
not configured in Veritas Alta View Compliance and Governance
Management Console, ask Veritas Services & Support to add the required
inbound domains to your Veritas Alta Archiving company configuration.

= Provide Veritas Services & Support with the IP address and the domain
name for each mail server for which you want to enable Email Continuity.
They can then provision the Email Continuity service for your company.
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Note: Email Continuity can be configured for only one mail server per
domain.

= From Veritas Services & Support, obtain the following information that needs
to be used in the next steps:

= The Veritas Alta Archiving Email Continuity IP ranges for your Veritas
Alta Archiving instance.

= The Veritas Alta Archiving Email Continuity mail server domain for your
geographical region.

Adding the Email Continuity IP ranges to your
firewall and mail server allowlists

You must add the Email Continuity IP ranges that you obtained from Veritas Services
& Support to your firewall allowlist and your mail server allowlist, as appropriate.

To add the Email Continuity IP ranges to your firewall and mail server allowlists
1 Log on to the control panel for your firewall or mail server.
2 Add the IP ranges for your Veritas Alta Archiving instance to port 25 (SMTP).

3 If Email Continuity is to flush back messages to your mail server rather than
to a relay server, add the same IP address range to your Exchange receive
connector or to your Domino allowed hosts. This step enables the mail server
to relay the flushed back messages on to your users.

Updating your email security provider routing
configuration

You must configure your email security provider to route email to Email Continuity
as the last route in its routing list. The email security provider needs to route the
mail to the Email Continuity server domain when your normal message routes fail.

For this procedure you need the Veritas Alta Archiving Email Continuity mail server
domain that you obtained from Veritas Services & Support.

To update your email security provider routing configuration
1 Log on to the control panel for your email security provider.

2 Add the Veritas Alta Archiving Email Continuity mail server domain as the last
domain to use when routing mail.
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Testing the Email Continuity configuration

You must confirm that Email Continuity has been configured correctly and that it
works successfully in the event of a mail server failure.

To test the Email Continuity configuration

1

Contact Veritas Services & Support, and have them test the Email Continuity
connectivity, to confirm that flush back is configured correctly.

At a convenient time such as out of normal office hours, pause the SMTP
receiver of your mail server to simulate a mail server failure. This action should
now trigger your email security provider to fail over to Email Continuity. Then
try each of the following:

= Test that you can receive email from external email addresses to your
account in Alta Personal Archive.

= Test that you can send email from Alta Personal Archive to an external
email address.

= Test that you can send email from Alta Personal Archive to an internal email
address.

Restart your email service and verify that the test emails you sent and received
in Alta Personal Archive in the previous step are flushed back to your mail
server.

Managing Email Continuity

You can configure the option to display the Email Continuity status to users and to
view a summary of the service. The Continuity Management option is available
only if your organization subscribes to Email Continuity.

To manage Email Continuity

1
2

In the left navigation pane, select Continuity Management.

Under Email Continuity Settings, select the Indicate EC Active check box
to notify users during a mail server outage.

In the summary table, review the information that is provided about the Domain
Names, respective Mail Servers, and the Email Continuity service during
outages is active or not.
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Email Continuity FAQ

The following frequently asked questions provide more information about Email
Continuity.

During Email Continuity configuration, which IP address ranges do | need
to add to my firewall or mail server allowlist?
The IP ranges vary by region. For details, contact Veritas Services & Support.

How do | enable Email Continuity during a mail server outage?
Email Continuity is enabled automatically during an outage.

How do | flush email messages to our mail server after an outage?
After an outage, the Email Continuity service automatically flushes all the email
messages that were sent and received during the outage to your mail server.

Where do the email messages that are flushed to our mail server appear
in Microsoft Outlook?

All the email messages that were sent and received during the outage appear
in your Outlook Inbox folder.

After a mail server outage, do | receive a notification once email messages
are flushed to our mail server?

No, no notification is provided after the Email Continuity service finishes flushing
email messages back to your mail server.

Do distribution lists get expanded by the Email Continuity service?

No, the Email Continuity service does not expand distribution lists. However,
distribution lists are expanded for the email messages that are flushed back to
your mail server after an outage.
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Managing Reports and
Notifications

This chapter includes the following topics:

= About Veritas Alta Archiving reports, logs, usage, and notifications
= Reports

= Usage

= Logs

= Notifications

About Veritas Alta Archiving reports, logs, usage,
and notifications

From the Reports and notifications section, you can access the logs, reports,
and notifications that provide information about Veritas Alta Archiving usage by
your organization. You can export the logs and reports in various file formats.

Reports
This section describes procedures to generate various reports in Veritas Alta View

Compliance and Governance Management Console console.

Generating a Messaging Report

The Messaging Report displays information about Veritas Alta Archiving usage
based on the following parameters:
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The average size of archived messages by user.

The average number of messages that are archived per user each day.
The average size of message attachments.

The average search speed for users in your organization.

The total number of archived messages that have been imported and their sizes.
This report contains a summary for the selected period. Click on any date to
view corresponding detailed report.

To generate a Messaging Report

1
2
3

In the left navigation pane, select Reports and Notifications > Reports.
On the Archiving Scorecard page, select the Messaging tab.

In the top-right corner of the page, select the parameter for which you want to
generate a report.

Select a predefined duration, or select Custom if you want to specify a start
and end date for the report.

If required, select Compare to All Companies to compare your usage to other
organizations.

Click Apply.

If required, switch between the Line Chart and Bar Chart display options to
view chart in the report.

To export the report in EXCEL, PDF, CSV, or WORD format., click the Export
icon.

Generating a Personal Archive Report

The Personal Archive report displays information about Alta Personal Archive usage
based on the following parameters:

The number of users that have logged in to Alta Personal Archive.
The number of managed tags that have been created per user.
The number of managed tags that have been applied per user.
The number of searches that have been performed.

The average search speed for users in your organization.

A list of the search strings that have been used.

A list of user accounts who have crossed 80 percent limit of their folder count.
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Additionally, you can compare the Alta Personal Archive usage of your organization
with the usage of other organizations

To generating a Personal Archive Report
1 In the left navigation pane, select Reports and Notifications > Reports.
2 On the Archiving Scorecard page, select the Personal Archive tab.

3 Inthe top-right corner of the page, select the parameter for which you want to
generate a report.

4 Select a predefined duration, or select Custom if you want to specify a start
and end date for the report.

5 Ifrequired, select Compare to All Companies to compare your usage to other
organizations.

Click Apply.

If required, switch between the Line Chart and Bar Chart display options to
view chart in the report.

8 To export the report in EXCEL, PDF, CSV, or WORD format., click the Export
icon.

Generating a Mobile Web Access Report

The Mobile Web AccessMobile Web Access report displays information about usage
based on the following parameters:

= The number of users that have logged in to Mobile Web Access.
= The number of searches that have been performed.
= Alist of the search strings that have been used.

Additionally, you can compare the Mobile Web Access usage of your organization
with the usage of other organizations.

To generate a Mobile Web Access Report
1 In the left navigation pane, select Reports and Notifications > Reports.
2 On the Archiving Scorecard page, select the Mobile Web Access tab.

3 In the top-right corner of the page, select the parameter for which you want to
generate a report.

4  Select a predefined duration, or select Custom if you want to specify a start
and end date for the report.

5 Ifrequired, select Compare to All Companies to compare your usage to other
organizations.
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Click Apply.

If required, switch between the Line Chart and Bar Chart display options to
view chart in the report.

8 To export the report in EXCEL, PDF, CSV, or WORD format., click the Export
icon.

Generating a Discovery Archive Report

The Discovery Archive report displays information about Alta eDiscovery
administration actions based on the following parameters:

s Hidden Emails — shows detailed report of hidden emails from end users.

= Unhidden Emails — shows detailed report of unhidden emails to end users.

» Delete Emails — shows detailed report of deleted emails of end users.

= Mail Reassignment — shows detailed report of reassigned emails of end users.
To generate a Discovery Archive Report

1 In the left navigation pane, select Reports and Notifications > Reports.

2 On the Archiving Scorecard page, select the Discovery Archive tab.

3 In the top-right corner of the page, select the parameter for which you want to
generate a report.

4  Select a predefined duration, or select Custom if you want to specify a start
and end date for the report.

5 Ifrequired, select Compare to All Companies to compare your usage to other
organizations.

Click Apply.

If required, switch between the Line Chart and Bar Chart display options to
view chart in the report.

8 To export the report in EXCEL, PDF, CSV, or WORD format., click the Export
icon.

See “About Veritas Alta Archiving reports, logs, usage, and notifications” on page 170.

Generating an Advanced Supervision specific Report

You can generate the Account Mapping report for Advanced Supervision.
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To generate the Account Mapping report for Advanced Supervision

1
2
3

In the left navigation pane, select Reports and Notifications > Reports.
On the Archiving Scorecard page, select the Advanced Supervision tab.

In the top-right corner of the page, select the Account Mapping option for
which you want to generate a report.

Provide the ail address, ReplD, and last name of the account in the respective
fields.

Click Apply.

If required, switch between the Line Chart and Bar Chart display options to
view chart in the report.

To export the report in EXCEL, PDF, CSV, or WORD format., click the Export
icon.

See “About Veritas Alta Archiving reports, logs, usage, and notifications” on page 170.

Usage

This section describes procedures to generate various usage-specific reports in
Veritas Alta View Compliance and Governance Management Console console.

Generating a service usage report

The Service Usage tab provides run usage reports based on date range and interval.
You can run and export reports based on the following services.

Note: Data can take up to 24 hours to refresh once you’'ve enabled or disabled
mailboxes.

User Statistics: Generates a report for the number of user(s) that are enabled
and disabled.

Personal Archive: Generates a report for the number of Personal Archive
User(s) enabled and quota (minimum license count).

Discovery Archive: Generates a report for the number of Discovery Archive
User(s) enabled and quota (minimum license count).

Folder Synchronization (Vault Solution): Generates a report for the number
of Folder Sync User(s) enabled and quota (minimum license count) for Vault
Solution.
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Folder Synchronization (EV.C): Generates a report for the number of Folder
Sync User(s) enabled and quota (minimum license count) for Veritas Alta
Archiving.

Email Continuity: Generates a report for the number of Email Continuity User(s)
enabled and quota (minimum license count).

To generate a service usage report

1
2
3

In the left navigation pane, select Reports and Notifications > Usage.
On the User Scorecard page, select the Service Usage tab.

In the top-right corner of the page, select the any of the above-mentioned
services for which you want to generate a user report.

Select a predefined duration, or select Custom if you want to specify a start
and end date for the report.

Select the predefined frequency (Daily, Weekly, Monthly, Quarterly, or Yearly.)
Click Apply.

If required, switch between the Line Chart and Bar Chart display options to
view chart in the report.

To export the report in EXCEL, PDF, CSV, or WORD format., click the Export
icon.

Generating a mailbox statistics report

The Mailbox Statistics tab provides reports for the number of mailboxes that are
added and deleted, and enabled and disabled. You can run and export reports
based on the following services.

Note: Data can take up to 24 hours to refresh once you've enabled or disabled
mailboxes.

Mailboxes Added/Deleted: Generates a report for the number of mailboxes
that are added or deleted for a group.

Mailboxes Enabled/Disabled: Generates a report for the number of mailboxes
that are enabled and disabled.

To generate a service usage report

1
2

In the left navigation pane, select Reports and Notifications > Usage.

On the User Scorecard page, select the Mailbox Statistics tab.
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In the top-right corner of the page, select the any of the above-mentioned
services for which you want to generate a report.

Select a predefined duration, or select Custom if you want to specify a start
and end date for the report.

Select the predefined frequency (Daily, Weekly, Monthly, Quarterly, or Yearly.)
Click Apply.

If required, switch between the Line Chart and Bar Chart display options to
view chart in the report.

To export the report in EXCEL, PDF, CSV, or WORD format., click the Export
icon.

Generating an archived message size report

The Archived Message Size tab provides reports for the total archive size in GB
and GB archived per account. You can run and export reports based on the following
parameters.

Note: Data can take up to 24 hours to refresh once you’ve enabled or disabled
mailboxes.

GB archived: Generates a report to display total size in GB and count of the
messages that are archived for a group.

GB archived per account: Generates a report to display total size in GB and
count of the messages that are archived per account.

To generate a service usage report

1
2
3

In the left navigation pane, select Reports and Notifications > Usage.
On the User Scorecard page, select the Archived Message Size tab.

In the top-right corner of the page, select the any of the above-mentioned
services for which you want to generate a report.

Select a predefined duration, or select Custom if you want to specify a start
and end date for the report.

Select the predefined frequency (Daily, Weekly, Monthly, Quarterly, or Yearly.)
Click Apply.
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If required, switch between the Line Chart and Bar Chart display options to
view chart in the report.

To export the report in EXCEL, PDF, CSV, or WORD format., click the Export
icon.

This section describes procedures to generate various log reports in Veritas Alta
View Compliance and Governance Management Console console.

Viewing the Activity Log

The Activity Log displays all events that occur in Veritas Alta Archiving including
user logins, password resets, and user role changes. From the Activity Log page,
you can view the full log or filter the log by date range, user name, events, or event
details.

To view the Activity Log

1
2
3

In the left navigation pane, select Reports and Notifications > Logs.
Select the Activity Log tab.

If required, filter the log using the following criteria:

= From Date/To Date — filter the log by entering a date range.

= Detail Substring — filter the log by entering event detail keywords such
as success or failure.

= User — filter the log by entering a user name or email address.
= Event — filter the log by selecting a specific event type.
Click Search.

The resulting Activity Log report appears in the main pane.

Note: The report does not display the private IP addresses of events that the
Veritas Alta Archiving services have logged. Instead the IP Address column
displays Internal Service.

To export the log in EXCEL, PDF, CSV, or WORD format, click the Export
icon.
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Viewing the Message Log

The Message Log displays information about the archived messages in Veritas
Alta Archiving. From the Message Log page, you can view the full log or filter the
log by date range, message sender, message recipient, or subject.

To view the Message Log

1
2
3

In the left navigation pane, select Reports and Notifications > Logs.
Select the Message Log tab.

If required, filter the log using the following criteria:

= From Date/To Date — filter the log by entering a date range.

= Sender — filter the log by entering the message sender email address.

= Recipient —filter the log by entering the message recipient email address.

= Subject — filter the log by entering message subject keywords.

= Has Attachment — filter the log by selecting Yes for messages with
attachments or No for messages without attachments.

Click Search.

To export the log in EXCEL, PDF, CSV, or WORD format, click the Export
icon.

Viewing the Usage Log

The Usage Log displays information about Veritas Alta Archiving usage. You can
view the following information:

The total number of messages that have been archived.

The number of new messages that have been archived in the last 24 hours.
The average number of messages that are archived each day.

The average size of messages that have been archived.

The total storage that has been used for archiving messages.

To view the Usage Log

1
2
3

In the left navigation pane, click Reports and Notifications > Logs.
Select the Usage Log tab.

To export the log in EXCEL, PDF, CSV, or WORD format, click the Export
icon.
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Creating a Retention Log Report

A Retention Log Report displays usage information for retention policies. You can
create a report with the full log. You can also filter the log by date range, user name,
action type, or policy name.

To create a Retention Log Report

1
2
3

In the left navigation pane, click Reports and Notifications > Logs.
Select the Retention Log tab.

If required, filter the log using the following criteria:

= From Date/To Date — filter the log by entering a date range.

= User Name — filter the log by entering a user name.

= Action Type — filter the log by selecting a specific type of action.

= Policy Name — filter the log by entering the name of a retention policy.
Click Search.

To export the log in EXCEL, PDF, CSV, or WORD format, click the Export
icon.

Viewing the Mobile Browser Log

The Mobile Browser Log displays information about Enterprise Vault.cloud Mobile
Web Access usage. You can view the full log or filter the log by date range.

To view the Mobile Browser Log

a h~h WODN

In the left navigation pane, click Reports and Notifications > Logs.

Select the Mobile Browser Log tab.

If required, filter the log by date range using the From Date and To Date fields.
Click Search.

To export the log in EXCEL, PDF, CSV, or WORD format, click the Export
icon.

Viewing the Personal Browser Log

The Personal Browser Log displays information about Veritas Alta Personal Archive
usage. From the Personal Browser Log tab, you can view the full log or filter the
log by date range.

179



Managing Reports and Notifications
Notifications

To view the Personal Browser Log

a h~h WODN

In the left navigation pane, click Reports and Notifications.

Select the Personal Browser Log tab.

If required, filter the log by date range using the From Date and To Date fields.
Click Search.

If required, click Export icon to export the log in EXCEL, PDF, CSV, or WORD
format.

Viewing the Discovery Browser Log

The Discovery Browser Log displays information about Veritas Alta eDiscovery
usage. You can view the full log or filter the log by the date range.

To view the Discovery Browser Log

1 Inthe left navigation pane, click Reports and Notifications > Logs.
2 Select the Discovery Browser Log tab.
3 Ifrequired, filter the log by date range using the From Date and To Date fields.
4 Click Search.
5 To export the log in EXCEL, PDF, CSV, or WORD format, click the Export
icon.
Notifications

This section describes procedures to configure notification-specific parameters in
Veritas Alta View Compliance and Governance Management Console console.

Enabling or disabling usage notifications

You can enable or disable the usage notifications only if you possess a System
Administrator role. However, if you disable the notifications, the notification threshold
and frequency are reset to the default settings.

To enable or disable usage notifications

1

In the left navigation pane, select Reports and Notifications > Notifications.

The Notifications option appears only if you are logged in with a System
Administrator role.

Click Edit.
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3 Under Usage Notifications, click Enabled or Disabled.
4 Click Save.
See “Changing the usage notification threshold and frequency” on page 181.

See “Adding or removing email addresses for usage notifications” on page 182.

Changing the usage notification threshold and frequency

As a system administrator, you can change the percentage at which notification
emails are sent and the frequency of notification emails.

To change usage notification threshold and frequency
1 Inthe left navigation pane, select Reports and Notifications > Notifications.

The Notifications option appears only if you are logged in with a System
Administrator role.

Click Edit.

Do any of the following:

To do this Do this

To change the percentage at Under Usage Notification Threshold, in the Notify if
which notification emails are committed usage exceeds option, select a new percentage.
sent

To change the frequency of  Under Notification Frequency, select the interval you want
notification emails to use.

The following intervals are available:

= Quarterly - Notifications are sent on the first Monday of
each quarter. The quarters start in January, April, July,
and October.

= Monthly - Notifications are sent on the first Monday of
each month.

= Weekly - Notifications are sent every Monday. This setting
is the default frequency.

= Daily - Notifications are sent every day.

Notification emails are sent at 9:00 A.M. in the default
company time zone.

4 Click Save.
See “Enabling or disabling usage notifications” on page 180.

See “Adding or removing email addresses for usage notifications” on page 182.
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Adding or removing email addresses for usage notifications

Any system administrator's email addresses are added automatically to the list of
notification recipients. You can add up to 50 additional email addresses.

To add or remove email addresses for usage notifications
1 Inthe left navigation pane, select Reports and Notifications > Notifications.
2 Click Edit.
3 Under Notification Emails, do any of the following as required:
= To add an email address, type an email address, and click Add.

s Toremove an email address, select an email address and click the Delete
icon in the corresponding row.

4 Click Save.
See “Enabling or disabling usage notifications” on page 180.

See “Changing the usage notification threshold and frequency” on page 181.
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This chapter includes the following topics:

= About classification

= Which emails get classified?

= Steps for setting up classification

= Accessing the Veritas Alta Classification

= Veritas Alta Archiving item properties for use in custom classification policies

About classification

With the continuous growth of unstructured data in the business environment, taking
decisions to archive and delete content of business or legal value is a challenge.
You can simplify data management decisions by categorizing and organizing data
based on classification policies.

If your company has the Veritas Alta Classification service enabled, the service can
apply classification tags to Veritas Alta Archiving's incoming emails that match the
enabled policies in the Veritas Alta Classification. Alta eDiscovery users can then
search for the emails that are tagged with the classification tags, during investigations
and PDGAIta eDiscovery.

Administrators with the classification administrator role can access the Veritas
Alta Classification from Veritas Alta View Compliance and Governance Management
Console, to enable the policies that your organization wants to use. Each policy
specifies the conditions that an email must meet to be assigned one or more related
classification tags. The built-in policies address many of the regulatory requirements
and corporate standards for which you may want to classify emails.

For example, you can help meet privacy regulations, including the General Data
Protection Regulation (GDPR), through the policies that detect personally identifiable
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information. The Personally Identifiable Information (PIl) policies look for content
like credit card numbers, email addresses, dates of birth, passport numbers, and
driver's license numbers. When an email that is incoming to Veritas Alta Archiving
matches the criteria for the policy, the associated PII classification tag is assigned
in the email header. Alta eDiscovery reviewers can search for emails with the
assigned PI| tag. In this way, classification can help to reduce the number of emails
to review as part of meeting your organization's regulatory requirements.

For information on how to configure classification policies and classification tags,
see the help that is provided with the Veritas Alta Classification.

For information on working with the emails that contain classification tags, see the
Alta eDiscovery User Guide.

Which emails get classified?

If your company has the Veritas Alta Classification service enabled, the service can
apply classification tags to Veritas Alta Archiving's incoming emails that match the
enabled policies in the Veritas Alta Classification.

Once a policy is enabled in the Veritas Alta Classification, the classification process
is performed for the new emails that Veritas Alta Archiving ingests. Note that:

= The classification tags that are associated with a policy get applied only to
matching emails that are ingested into Veritas Alta Archiving after the policy is
enabled. Any previously archived emails do not get tagged.

= If the system administrator changes or disables a classification policy, the
changes affect the emails that are subsequently ingested into Veritas Alta
Archiving. The changes are not reflected in the existing archived emails. For
example if you disable a previously enabled classification policy, any archived
emails that were tagged as a result of matching the policy remain tagged in
Veritas Alta Archiving.

Note: Classification tags are only assigned through the Veritas Alta Classification.
Unlike other types of tag, you cannot assign or remove classification tags manually.

Steps for setting up classification

Table 12-1 provides the steps for setting up classification of emails that are ingested
into Veritas Alta Archiving, using the Veritas Alta Classification.



Table 121

Classification

Accessing the Veritas Alta Classification

Process for setting up classification

Step

Description

Further Information

Step 1

Ensure that the Veritas Alta
Classification service is enabled for
your company in Veritas Alta Archiving.

To enable your organization for
classification, contact Veritas Services
& Support.

Step 2

Set up the required account access to
the Veritas Alta Classification.

Assign the classification
administrator role to the required
accounts.

See “About Role Management”
on page 127.

Step 3

Access the Veritas Alta Classification.

You can access the Veritas Alta
Classification directly from Veritas Alta
View Compliance and Governance
Management Console.

See “Accessing the Veritas Alta
Classification” on page 185.

Step 4

Decide on the classification policies
you require, and enable those policies.

You can create custom policies if
required.

See the Veritas Alta Classification help.

See “Veritas Alta Archiving item
properties for use in custom
classification policies” on page 186.

Accessing the Veritas Alta Classification

You must possess the Classification Administrator role if you want to access
Veritas Alta Classification from Veritas Alta View Compliance and Governance
Management Console console.
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To access the Veritas Alta Classification
1 In the left navigation pane, click Classification.

The Policies page of the Veritas Alta Classification application appears. The
first classification policy in the list is selected by default.

Note: If you click the Classification node again while the Veritas Alta
Classification tab is open, the Veritas Alta Classification user interface gets
refreshed.

Clear the check box of the first policy
Search for and select the policies that you want to enable.

For more information about enabling classification policies, refer to the Veritas
Alta Classification Online Help.

Veritas Alta Archiving item properties for use in
custom classification policies

When Veritas Alta Archiving indexes an item, it populates the item's metadata
properties with information about the item. Some examples of this information
include the display name and email address of the message author, the archived
date, and the file size of the item.

Indexed items can have a large number of properties, but only a subset is relevant
for classification purposes. Veritas Alta Archiving passes this subset of properties
and their associated values to the Veritas Alta Classification for use in classification.
When you create a custom Veritas Alta Classification policy you can enter the
names of these properties in the custom date, custom number, or custom string
fields, when you define the policy conditions.

Table Table 12-2 lists the item properties that Veritas Alta Archiving passes to the
Veritas Alta Classification.

Table 12-2 Item properties passed to the Veritas Alta Classification
Property Type Description
adat Date The date on which the item was
archived.
audn String The display names of the author and, if
applicable, of the person on whose
behalf the item was sent.
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Table 12-2 Item properties passed to the Veritas Alta Classification
(continued)

Property Type Description

auea String The email addresses of the author and,
if applicable, of the person on whose
behalf the item was sent.

date Date The created, sent, received, or archived
date.

natc Number The number of attachments.

nrcp Number The number of recipients (the total of
the To, CC, and BCC recipients)

rbdn String The display names of the BCC
recipients.

rbea String The email addresses of the BCC
recipients.

rcdn String The display names of the CC recipients.

rcea String The email addresses of the CC
recipients.

rtdn String The display names of the To recipients.

rtea String The email addresses of the To
recipients.

size Number The size of the item in KB.

subj String The subject or title.

Table Table 12-3 lists the properties of message attachments that Veritas Alta
Archiving passes to the Veritas Alta Classification.

Table 12-3 Attachment properties passed to the Veritas Alta Classification
Property Type Description
a_dat Date The created, sent, received, or archived
date of the attachment.
a_dtyp String The data type of the attachment. For
example, DOCX, XSLX, or MSG.
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Attachment properties passed to the Veritas Alta Classification

Table 12-3
(continued)
Property Type Description
a_size Number The size of the attachment in KB.
a_subj String The file name of the attachment or, if it
is a message, the subject.

Note: The classification feature treats attachments as files. So if an attachment is
an email message, its sender information and recipient information are not available

for classification.

For more information on creating custom classification policies, see the Veritas Alta
Classification help.
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This chapter includes the following topics:
= About Import Data

= Importing data into archives

About Import Data

Every company has existing emails, whether located in active user mailboxes,
personal stores, document management systems, or other communication libraries.
You can consolidate some or all of these legacy email sources into your Archive.
This section outlines the data import process, explaining how your company's legacy
email can be transferred to the Archive correctly-- and in its entirety.

Legacy email refers to data sitting on local archives on desktops or laptops, email
storage on servers, or email on backup tapes. By moving your legacy email into
the Cloud Archive, you have a complete, living record of your past and present
email history.

The legacy email has context, unlike active email that is saved into your Archive
via journaling. A journaled message is captured in transit and saved in its original,
pristine form, while legacy email may have been altered before it is placed in the
Archive. Legacy messages have previously arrived within the user mailbox and
may have been copied into a folder, forwarded to other recipients, or otherwise
acted on by the user.

Messages may also have metadata fields altered when information is copied into
PST files. To capture the additional information of a legacy message, the import
process into the Archive is entirely different than the transfer of journal email. During
this process, all legacy email contextual elements are preserved.

You can import legacy email into the archive using Veritas Alta Archiving Veritas
Alta View Compliance and Governance Management Console. You can use the
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Import Data feature to import items into archives. You can upload items up to 12
GB per calendar year (January 1 to December 31). Over the period of one year,
you may choose to upload an item of 12 GB in one go or upload multiple smaller
items with a collective size of a maximum of 12 GB.

You need to collect the legacy email in the proper format from your email
environment and then send-- either electronically or physically-- to Veritas for import
into the archive in the following scenarios:

= If the file that you want to import is larger than 12 GB and less than 20 GB.

= If the file format is .NSF

Guidelines to use the Import Data feature:

= To Import MSG or EML files, It needs to compressed MSG or EML files in ZIP
file.
The Quota limit for zip files will be calculated at Import time. So please check

content size manually before creating ZIP file.

= PST and ZIP file names should not contain commas. However, special or
double-byte characters are allowed.

s PST and ZIP files need to be 12 GB or less in size.
= PST and ZIP files cannot be password protected.

= Run scanpst.exe, a utility included with Microsoft® Outlook, to determine if your
PST files are corrupt before uploading the data to ensure the ingestion of the
PST’s into the archive.

= A message size limit of 50 MB is applicable for imported and journaled email
messages. Any oversized messages will not be imported. A report is provided
for any message that exceeds this limit.

= Non-email items such as drafts, tasks, and calendar entries are not imported.
Read receipts and calendar notice acceptances can be imported.

The Import Data feature is available for administrators of those customers for whom
the Enable Import Data check-box is selected while creating or updating the
customer. The users who have the Import Data privilege can view the Import Data
option.

Note: Summary and detailed report for the uploaded PST and ZIP files with the
count and size of emails imported is available in the reports section of Manage
Archive. See “Generating a Messaging Report” on page 170..
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Importing data into archives

Before you use the Import Data feature, note that:

The Import Data feature is available for administrators of those customers for
whom the Enable Import Data option is selected while creating or updating
customer details. The users who have the Import Data privilege can view the
Import Data option.

The yearly quota limit indicator is available that indicates the available data limit
for the current year and the consumed limit. The in-progress upload data is
considered as a consumed limit. In case of upload failure for upload in-progress
files, the data is added back to the available limit within 5 to 10 minutes of the
upload failure. (The duration of the yearly quota period is considered from
January 1 to December 31.)

When you consume the data limit you are entitled, you would be notified when
you attempt to upload a file.

Only PST, MSG, and EML files can be imported. To import the MSG and EML
files, you must create a ZIP file.

While uploading a ZIP file, the application does not identify its actual content
size. The quota limit changes as per the actual data size imported. It is
recommended to check and ensure the actual content size manually while
creating a ZIP file. Else, the import batch may fail due to exceeded quota limit.

You can select and upload multiple PST and ZIP files simultaneously.

You can select multiple PST files and/or one CSV file. If the CSV file has a valid
account mapping, then account IDs automatically populate on the user interface,
along with the valid PST file name. Only PST files are displayed on the user
interface.

For PST files, the messages are archived in sender's and recipients' archives
by default.

For PST files, you can archive messages in the PST owner's archive.

In this case, an account must be mapped with the specified email address of
the PST owner. If required, create an account for the PST owner's email address
in the Veritas Alta View Compliance and Governance Management Console
Console.
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To import data into archives

1

On the Veritas Alta View Compliance and Governance Management Console
console, in the left navigation pane, click Import Data.

Note: You must launch Import Data from the Veritas Alta View Compliance
and Governance Management Console Console. Never use a direct URL of
Import Data.

If you have uploaded data earlier using Import Data, the import data page
displays the details about the uploaded PST and ZIP (MSG and EML) files and
the status of upload process. Else, the page does not show any record.

On the top-right corner of the page, the application displays the available limit
for uploading the files. Ensure that you have sufficient limit available for
uploading the files.
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Click Import.

The application displays the Upload PST or ZIP(MSG/EML) file and import
data page.

To browse for the files that you want to upload, either click Add upload items
or click Browse. Search for and select the required files.

Note: The application displays a list of selected PST, ZIP, and CSYV files. You
can upload multiple PST and ZIP (MSG and EML) files, and one CSV mapping
files simultaneously.

To remove the files that are added but do not need to be uploaded for some
reason, click the Delete icon in the corresponding row.




10

11
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In the Import Type column, do the following:

= If you have selected a PST file for uploading, ensure that the Import Type
is displayed as PST by default.
The list of PST files is displayed along with the mapped email IDs that are
populated in the Owner Email field from the selected CSV file.

= If you have selected a ZIP file for uploading, select the Import Type as
MSG or EML.
For example, if the ZIP file contains the MSG files, you must select Import
type as MSG. If the ZIP file contains the EML files, you must select Import
type as EML.

» If you have selected the CSV mapping file and if that file finds a valid PST
and Account ID, then the account email ID appears in the Owner Email
field.

You can select or clear this check box for your entries and update the owner
email field.

In the Journal Address column, select an appropriate journal address for each
item.

By default, the Archive message in sender's and recipients’ archive check
box is selected for all the selected files.

If you clear this check box, the application displays the following error message.
At least one archive option should be selected to process the PST file.

Select the Archive messages in PST owner's archive check box if you need
to archive messages in the PST owner's archive along with the sender's and
recipients' archive.

Ensure that all the error messages for the selected messages are resolved.
Else, the Upload button remains disabled.

Click Upload to send the file to the server, and do not refresh the page during
the upload of the files.

The Import Data page displays the status of files that you have uploaded.

Expand individual rows to view the import history of items uploaded. It provides
details such as import start and end dates, total items in a file, number of items
imported, number of items failed, number of non-email items, number of
oversized items, and error messages if any.

The following statuses are shown with file entry:



Status

Upload in progress
Upload complete
Import in progress

Queued For import

Error
Import complete

Import partially successful

Managing Data Import
Importing data into archives

Description

Uploading the files

File upload process completed.
File is in import process.

Job is in queue and waiting to be picked for Import
process.

Error occurred while importing file.
All found items are imported.

All found items are not imported (contains some
non email items or failed to import some items or
oversized items).

Note: Summary and detailed report for the uploaded PST and ZIP files with the
count and size of emails imported is available in the reports section of Veritas Alta
View Compliance and Governance Management Console console. See “Generating

a Messaging Report” on page 170..
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This chapter includes the following topics:
= Configuring AD FS to work with Veritas Alta Archiving
» Adding a relying party trust for Veritas Alta Archiving

= Generating a token-signing certificate

Configuring AD FS to work with Veritas Alta

Archiving

This section describes how to configure your Active Directory Federation Services
(AD FS) environment to work with the Veritas Alta Archiving authentication service.
After you configure your AD FS environment and the Veritas Alta Archiving
authentication service, you can provide single sign-on access to Veritas Alta
Personal Archive users.

For information about the supported AD FS versions, see the Veritas Alta Archiving
Compatibility List.

Note: These instructions apply to the provision of single sign-on access for Alta
Personal Archive users only. For assistance with the provision for Alta eDiscovery
and Veritas Alta View Compliance and Governance Management Console, contact
Veritas Services & Support.

The following table describes the required steps to configure AD FS to work with
the Veritas Alta Archiving authentication service.


https://www.veritas.com/support/en_US/doc/116255045-116255056-1
https://www.veritas.com/support/en_US/doc/116255045-116255056-1
http://www.veritas.com/docs/000076264
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Table 14-1
authentication service

Steps to configure AD FS to work with the Veritas Alta Archiving

Action

Reference

Use the AD FS Management Console to add
arelying party trust for Veritas Alta Archiving.

See “Adding a relying party trust for Veritas
Alta Archiving” on page 196.

Generate and export a token-signing
certificate from the AD FS Management

See “Generating a token-signing certificate”
on page 199.
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Console for upload in Veritas Alta View
Compliance and Governance Management
Console.

These instructions do not provide information on how to set up your AD FS
environment. Refer to the following Microsoft documentation for information on to
set up your AD FS environment:

= AD FS 2.0 (Windows Server 2008 R2)
= ADFS 2.1 (Windows Server 2012)
= AD FS 3.0 (Windows Server 2012 R2)

Network clock synchronization requirements for SSO

Veritas Alta Archiving honors the NotBefore and NotOnOrAfter conditions that
are presented during Secure Assertion authentication and authorization exchanges.

We recommend that you review your SSO Authority/ldentity Provider settings to
understand the values that are presented to Veritas Alta Archiving during the SAML
exchange. You need to ensure that the NotBefore and NotOnOrAfter values and
drift values are configured in a way that is secure but that does not inadvertently
cause authentication issues. Veritas Alta Archiving synchronizes with several
external UTC time sources and we recommend that you do the same to minimize
the drift between our networks. Refer to your Microsoft documentation for information
about configuring these values in an AD FS environment.

For information on how to set a NotBeforeSkew condition to allow for time
discrepancies, see the following article on our Support website:

http://www.veritas.com/docs/000097921

Adding a relying party trust for Veritas Alta
Archiving

The first step to configure your AD FS environment is to add a relying party trust
for Veritas Alta Archiving.


http://technet.microsoft.com/en-us/library/cc772593(WS.10).aspx
http://technet.microsoft.com/en-us/library/dd807092.aspx
http://technet.microsoft.com/en-us/library/dn486820.aspx
http://www.veritas.com/docs/000097921

AD FS Configuration Guide
Adding a relying party trust for Veritas Alta Archiving

Note: We recommend that you do not change the Index Value of the Endpoint from
its default value. Changing the Index Value of the Endpoint can prevent the Veritas
Alta Archiving authentication service from working properly with your AD FS
environment.

To add a relying party trust for Veritas Alta Archiving

1
2

10

Access the AD FS Management console.

In the left pane of the AD FS Management console, expand Trust
Relationships, right-click Relying Party Trusts, and then click Add Relying
Party Trust.

In the Welcome panel of the Add Relying Party Trust Wizard, click Start.

In the Select Data Source panel, select Enter data about the relying party
manually, and then click Next.

In the Specify Display Name panel, enter Cloud Archive in the Display Name
field, and then click Next.

In the Choose Profile panel, select a profile, and then click Next.

In the Configure Certificate panel, click Next to skip this optional step.

Note: We recommend that you do not configure a certificate. Configuring a
certificate prevents the Veritas Alta Archiving authentication service from
working properly with your AD FS environment.

In the Configure URL panel, select Enable support for the SAML 2.0
WebSSO protocol.

In the Configure URL panel, enter the Entity ID from the Your Trust
Information section on the Authentication Management page of Veritas Alta
View Compliance and Governance Management Console in the Relying party
SAML 2.0 SSO service URL field, and then click Next.

Note: The Entity ID varies based on the location of your organization. If you
cannot find the Entity ID for your organization, contact Veritas Services &
Support.

In the Configure Identifiers panel, enter the Entity ID again in the Relying
party trust identifier field, click Add to add the identifier, and then click Next.
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For AD FS 3.0 only, in the Configure Multi-factor Authentication Now?
panel, select | do not want to configure multi-factor authentication settings
for this relying party trust at this time, and then click Next.

In the Choose Issuance Authorization Rules panel, select Permit all users
to access this relying party, and then click Next.

In the Ready to Add Trust panel, review the configured settings, and then
click Next.

In the Finish panel, select Open the Edit Claim Rules dialog for this relying
party trust when the wizard closes, and then click Close.

In the Edit Claim Rules for Cloud Archive window, click Add Rule.

In the Select Rule Template panel of the Add Transform Claim Rule Wizard,
select Send LDAP Attributes as Claims in the Claim rule template field, and
then click Next.

In the Configure Rule panel, enter Send Claims to Cloud Archive in the
Claim rule name section.

In the Configure Rule panel, select Active Directory in the Attribute store
section.

In the Configure Rule panel, select the following sets of LDAP attributes and
outgoing claim types in the Mapping of LDAP attributes to outgoing claim
types section.

LDAP attribute Outgoing claim type
E-Mail-Addresses E-Mail Address
Given-Name Given Name

Surname Surname

In the Configure Rule panel, click Finish to close the Add Transform Claim
Rule Wizard.

In the Edit Claim Rules for Cloud Archive window, click OK to close the
window.

In the AD FS Management Console, select Cloud Archive in the Relying
Party Trusts pane.

In the Cloud Archive section of the Actions pane, click Properties.
In the Cloud Archive Properties window, select the Advanced tab.

In the Secure hash algorithm field, select one of the following algorithms:
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= SHA-1
= SHA-256

Note: We recommend that you select the SHA-1 algorithm.

26 Click OK to close the Cloud Archive Properties window.

Generating a token-signing certificate

The second step to configure your AD FS environment is to generate a token-signing
certificate for upload on the Authentication Management page in Veritas Alta View
Compliance and Governance Management Console.

Note: We recommend that you use the default key size for the certificate, which is
20438 bits. The largest certificate key size that we currently support is 4096 bits.

To generate a token signing certificate
1 Do one of the following to access the AD FS Management console:

s For AD FS 2.0 click Start, select Administrative Tools, and then click AD
FS 2.0 Management.

s For AD FS 2.1, click Start, enter AD FS Management in the Search field,
and then press Enter.

= For AD FS 3.0, click Tools in Server Manager, and then select AD FS
Management.

2 Inthe left pane of the AD FS Management console, expand Service, and then
select Certificates.

3 Inthe Certificates pane, select the certificate that is listed under the
Token-signing section.

In the Actions pane, click View Certificate.
In the Certificate window, select the Details tab, and then click Copy to File.
In the Welcome panel of the Certificate Export Wizard, click Next.

In the Export File Format panel, select Base-64 encoded X.509 (.CER), and
then click Next.

N o a b~

8 In the File to Export panel, enter a file path in the File Name field, and then
click Next.
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9 In the Completion panel, review the specified information, and then click
Finish.

10 Click OK to close the export confirmation dialog box. You can find the exported
certificate in the file location you previously designated.
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This chapter includes the following topics:

= Alta Personal Archive deployment for IBM Notes

Alta Personal Archive deployment for IBM Notes

From IBM Notes, users can access the Internet using the Notes browser or Notes
with Internet Explorer. The functionality lets Notes users access Alta Personal
Archive from within the Notes application. Using the Active Directory Group Policies
in a Microsoft Windows environment, you can deploy the Alta Personal Archive
access URL to Notes users as a Favorite.

Note: You must be familiar with basic Active Directory concepts such as managing
Group Policies to deploy the Alta Personal Archive access URL. We recommend
that you test the deployment on a group of test users before deploying the access
URL to all users.

To deploy the Alta Personal Archive access URL

1 Inthe Group Policy Management console, expand User Configuration and
then expand Internet Explorer Maintenance.

2 InInternet Explorer Maintenance, select URLs.

3 Inthe right pane, double-click Favorites and Links.
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In the Favorites and Links window, click Add URL.

Note: Do not select Place favorites and links at the top of the list in the
order specified below.

In the Details window, enter Alta Personal Archive in the Name field and
then enter the Alta Personal Archive access URL in the URL field.

Click OK to close the Details window and then close the Favorites and Links
window.
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Releases

About the

This chapter includes the following topics:

= About the updates for previous releases

updates for previous releases

The introduction to this help includes a description of the most recent updates for
Veritas Alta View Compliance and Governance Management Console:

See “About Veritas Alta View Compliance and Governance Management Console”
on page 8.

For full details of all the updates in each release of the Veritas Alta Archiving service
suite, see the Veritas Alta Archiving release notes. You can access the release
notes from the following article on the Veritas Support website:

https://www.veritas.com/support/en_US/article.100040129


https://www.veritas.com/support/en_US/article.100040129
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