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Strengthen Your Cyber Resiliency with an Isolated
Recovery Environment (IRE)
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IS THE BEST PRACTICE

The 3-2-1+1 backup methodology calls for at least three copies
of your data, at least two distinct medium types (such as disk and
cloud), at least one offsite or segregated copy, and at least one
copy on immutable and indelible storage with an air gap creating
a data vault.
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PROTECT, DETECT, AND RECOVER

WITH TURNKEY IRE

The Veritas turnkey IRE is
based on our powerful Flex
Appliances, which enable - . Storage
container-based multi-tenant
WORM storage with
hardened OS and a Zero
Trust architecture—all with

no additional license cost. = STIG fully compliant OS hardening
=  FIPS 140-2 compliant data encryption

Comprehensive security access controls

Compliance

* * * * * *

* * * *

With integrated anomaly and
malware detection, the Veritas IRE
provides a built-in intrusion
prevention system designed to stop
cyber threats from propagating
across your operating environments.

Unique to the Veritas turnkey IRE
solution is the method of replication via
a pull request from the source through a
specific window as defined in the IRE air
gap schedule, giving you greater control
over data flow and security.

* * * * * *

ENSURE RECOVERY IS ALWAYS CLEAN

With the Veritas IRE, you enable predictable o B
recovery processes that can be rehearsed to — g
on-premises or cloud infrastructure with ease.

VERITAS

Improve Data Recovery —
with Air Gaps and Isolation

ﬂ Download the white paper now.
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