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INTRODUCTION

The ability to manage risk is a foundation of a successful organisation. Those who do it well can navigate challenges
while their competitors struggle. Recent years have seen a succession of heightened risks with contributing factors
including a pandemic, geopolitical tensions, and economic turmoil.

As aresult, organisations are facing risks from every conceivable angle. Those that manage them best are the most
likely to succeed. Individual countries and markets approach the topic of risk management differently. As do individual
organisations and employee groups. This report is a subsection of 100 business executives and IT practitioners in the
United Kingdom from a global research project with 1,600 survey respondents.

This report looks to answer the following questions:

= What are the greatest risks that organisations in the United Kingdom face today?
How does this compare to the rest of the world?

= When it comes to data security, how have organisations in the United Kingdom
adapted to threats in recent history?

= Do organisations and their employees in the United Kingdom believe themselves
to be at risk? How does this translate into action?
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KEY FINDINGS

UK organisations have
experienced fewer successful
ransomware attacks

than most markets.

é UK organisations
prioritise data security

as their top risk.

= 50% of UK organisations identified risks

to data security—such as those from = 51% of UK organisations experienced a
ransomware, data loss, or data theft—as the successful ransomware attack in the last two years.
top risk to their organization, higher than the This is much lower than the global figure, where
global average of 46%. 65% of organisations reported a successful attack.

* Risks from economic uncertainty (39%) and » 49% suffered data loss from sources other than
emerging technologies like Al (837%) ranked ransomware in the same period.

second and third.

= 81% of UK organisations report actual
damage resulting from risks.

Organisations report
increasing risk levels,
yet most mainly consider
themselves safe.

1\

Organisations are
increasing budgets and

|
‘S | staffing in response to = Substantially more UK respondents report
data security risks. increased risk across categories than those who

say it has declined. When evaluating data security

= To mitigate risks and support risk management, risks, 70% say the risk level increased while only
UK organisations have increased data 11% report a decline. This exceeds the global
protection budgets by 30% to 32% across T perception of risks increasing by 54% on average.

environments over the past 12 months. - Despite increased risk, only 57% of UK

* Additionally, they've increased staffing for respondents believe their organisation is currently
data protection and data security teams by an at risk. However, when asked to consider individual
average of 21 employees per team. risk factors, 99% believe their organisations

experience risk.
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UK organisations consider data
security their top risk, more so than

the rest of the world.

Every organisation faces risks to differing degrees and from multiple angles. The
situation is no different in the United Kingdom. It's essential that organisations
understand the risks they face. The ability to mitigate and reduce consequences is

fundamental to survival.

Those surveyed in the United Kingdom were most likely to rank risks from data

security—such as ransomware attacks, data theft, and data loss—as a top-three

threat (50%) to their organisation today, a higher proportion than the global

average (46%).

The Greatest Risks to Organisations in the United Kingdom Today

Data security
(i.e., ransomware, data loss, data theft)

Economic uncertainty
(i.e., financial instability, rising costs)

Emerging technologies like Al

Talent shortage

Geopolitical factors
(i.e., trade sanctions, political instability)

Weak sustainability measures

Competition
(i.e., price competition, competitor innovation)

Brand

(i.e., scandal, crisis)

Failing to meet regulatory requirements

My organisation does not face any risks

39%

37%

34%

30%

29%

27%

26%

25%

'1%

509%

Data Security

50%

Figure 1. Which of the following are the greatest risks to your organisation today? Combination of responses ranked first, second, and third. [100]
Chart shows data only from organisations in the United Kingdom; not all options shown.
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We've become accustomed to daily headlines about major
cyberattacks, and UK organisations are not immune.

In fact, in August 2023, the UK Electoral Commission
announced that it had experienced a complex cyberattack
threatening the country's democratic processes. Data
breaches in the United Kingdom affect organisations and
people of all backgrounds and ages. In 2022, hackers
leaked confidential documents from 14 UK schools
(containing children's SEN information, pupil passport
scans, staff pay scales, and contract details) after schools
refused to pay their ransom demands.

Every risk has a consequence with differing impacts
across organisations, whether reputational or financial

in nature. In fact, 81% of respondents in the United
Kingdom report risks have resulted in actual damage to
their organisation over the past two years. Reporting of
damage is slightly less than the global average, but higher
than all other countries interviewed apart from the United
States and South Korea.

Differing from global reporting, UK respondents are
more likely to report experiencing actual damage from
economic uncertainty (36%) or talent shortages (35%)
than from data security (33%). By contrast, the global
results show data security is the highest source of
damage at 40%.

With these attacks in mind, it's not surprising that data
security ranks more than 10 points higher than the next
priorities on the list—economic uncertainty (39%) and
emerging technologies like Al (37%).

It's clear that risk is multifaceted and it's important to
address all concerns when creating mitigation strategies.
UK organisations should make every effort to understand
how to manage the risks they face so they can handle
them should they arise.

-

8 1 % of respondents

say risks have resulted in actual
damage to their organisation.

o
3 6 % report that the

top cause of damage is risks from

\economic uncertainty.

y

There is also a greater gap in the United Kingdom when
it comes to how distinct roles report damage to the
organisation. Whereas 90% of UK executives say that
risks have resulted in actual damage over the past two
years, only 72% of practitioners interviewed report the
same. The misalignment between levels of seniority here
suggests a difference in transparency, which won't help
mitigate the situation.

Regardless, with the risk levels and previous damage,
it's evident the UK is under considerable threat.
There are clear opportunities for improvement. It's
vital for organisations to understand more details
surrounding what they have experienced so far to
minimise future threats.
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UK organisations experience fewer successful
ransomware attacks, but data loss is prevalent.

Just more than half (51%) of UK
respondents report that their
organisation experienced a
ransomware attack over the past
two years in which an attacker

gained access to their organisation’s

system, creating further damage as
they went. This is much lower than the global average of

65%, and the third lowest of all markets surveyed.

51k

Unlike the global trend, there is stronger alignment

on the rate of reporting attacks between executives
(50%) and practitioners (52%). It's an encouraging sign
that both levels are equally aware of the successful
infiltrations. On the other hand, smaller organisations
(1,000-2,999 employees) are more likely to have
reported a successful ransomware attack (60%) than
their counterparts (46%) with 3,000 or more employees.
This may indicate that smaller organisations lack
expertise to overcome the threats.

While the rate of ransomware attacks in the United
Kingdom is lower than most markets, it is still more than

half. With cybercriminals increasing the sophistication of
attacks, it's important for organisations to remain vigilant
to avoid significant data loss.

Ransomware attacks are not the only type of risk or
event that can lead to data loss. In fact, 49% of UK
organisations have experienced data loss over the past
two years from sources other than ransomware attacks.
While ransomware attacks are less pervasive in the
United Kingdom, this level of data loss aligns to the global
average (48%).

Organisations experience data loss across all
infrastructure environments: on-premises, private cloud,
public cloud, and edge. The average amount lost is similar
across each environment (16% to 17%) and slightly
higher than the global average of 13% to 14%. UK
organisations may have a better approach to the threat
posed by ransomware attacks, but there are still gaps

in infrastructure security leaving them vulnerable. Risk
levels will likely continue growing, so UK organisations
need to prioritise their efforts to prevent the negative
consequences of data loss.

Have Experienced a Successful Ransomware Attack

Global

Yes, we have experienced an attack,
and reported it publicly

Yes, we have experienced an attack,
but did not report it publicly

No, we have not experienced
an attack

@ Total (1,600)
@ Executives (791)
. Practitioners (809)
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Figure 2. Has your organisation experienced a successful ransomware attack in the last two years? [Base sizes in chart] Data split by respondent type,
showing data for global and the United Kingdom; not all answer options are shown.

2023 UNITED KINGDOM REPORT | DATA RISK MANAGEMENT



Organisations in the United Kingdom
are responding to data security risk
by increasing budgets and staffing.

Although UK organisations don't consider it their greatest danger, data security risks are still widespread. It's promising

to see that organisations are responding by increasing budgets across different environments, which generally aligns
with their global counterparts. This spending should help reduce data loss and lower the number of successful attacks
(Figure 3).

Average Budget Increase per Environment

® &

On-premises data centres Private cloud environments Public cloud environments

28%

32%

@ Global (1,600 (@ UK (100)

Figure 3. Approximately, how has your organisation’s budget for data protection changed in the last 12 months over the following environments?
[Base sizes in chart] Shows UK and global data; shows only the average percentage increase per environment.

In addition to increasing budgets, UK organisations are adding staff
within their data protection and data security teams by an average of
21 people per team—again aligning with the global average. Given that
the rate of data loss is still on par with that elsewhere in the world, it's
encouraging to see that UK organisations remain vigilant when it comes
to these continued efforts.

Nearly 8 in 10 (79%) of UK respondents say they have adequate staffing 2 1 Peo p I e

to keep their organisation secure. However, executives are more likely Average staffing increase
to say they have adequate staffing (84%) than practitioners (74%). of data protection and
Considering that practitioners are closer to the day-to-day work involved data security teams.

in securing the organisation, leaders may be slightly more complacent.
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Risk levels have increased in nearly all
categories, yet most consider themselves safe.

In all but one category, most UK respondents say that
the level of risk has increased over the last 12 months
(Figure 4). Alarmingly, in some cases, nearly seven times
as many respondents report an increase than those that
say it has decreased.

Data security leads the list of increasing risk levels—and
by a higher margin than any other market surveyed. This
despite the fact that UK respondents don't perceive it
to be the greatest risk to their organisations. Perhaps
combined with the lower rate of successful ransomware
attacks, organisations feel they are prepared despite
increasing risk levels.

UK respondents report similar levels of increase from
economic uncertainty and talent shortage. Again, the
perception of increase in these areas exceeds anywhere
else around the globe. With the United Kingdom's current
economic climate and ongoing cost of living crisis,

it's not surprising that organisations have suffered
their impacts.

Despite the widespread reporting of increased threats—
and higher rates for some key areas—it's surprising

to note that only 57% of UK respondents feel their
organisation is currently at risk. This is higher than the
global average (52%), but lower than expected given the
reporting of increases. Like the global trend, it's likely UK
respondents don't consider all the avenues from which
their organisation faces threats. For instance, when
presented with a list of individual risk factors, 99% said
their organisation experiences risk currently, highlighting
a difference in perception versus reality.

Taken as a whole, it is clear that UK respondents
underestimate risk. It would be wise for leaders to
consider the full range of threats they face to ensure
they're well prepared to mitigate the heightened risk.

How the Level of Risk Has Changed in the United Kingdom

Data security

o)
(i.e., ransomware, data loss, data theft) 70%
Economic uncertainty 3
(i.e., financial instability, rising costs) 68%
Talent shortage  NeWAZ)
Emerging technologies like Al PRz
Geopolitical factors o
(i.e., trade sanctions, political instability) 61%
Competition ¥
(i.e., price competition, competitor innovation)
Weak sustainability measures [ReEEZ)
Brand A
(i.e., scandal, crisis)
Not meeting regulatory requirements  REEZ)

@ The level of risk has increased

@ The level of risk has not changed

19% 11%
22% 9%
24% 9%
26% 11%
27% 11%

34% 9%

38% 8%
41% 10%
44% 11%

@ The level of risk has decreased

Figure 4. How has the level of risk to your organisation over the following categories changed over the past 12 months? [99] Question only shown to
those who report they experience risks today. Chart shows only UK data and does not include all answer options.
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CONCLUSION

Risks vary and change, with new risks emerging
constantly. Navigating this turbulent environment is
essential to prevent damage.

Respondents in the United Kingdom are more likely

to rank data security as a top-three risk than the
global average. Other current risks include economic
uncertainty, emerging technologies such as Al, and
talent shortages. Unsurprisingly, these are also the
risks with the highest increases in the past 12 months
according to UK respondents.

Research Scope and Methodology

Organisations are moving in the right direction with
their responses to growing risk levels. They have
increased data protection budgets and staffing levels
in line with global averages. Despite this, the theme
of underestimating threat levels—where respondents
recognise the growing risks, but many don't consider
their own organisation currently at risk—is still
prevalent. It's important for organisations in the United
Kingdom to be aware of all the risks they face if they
are to prevent and mitigate against potential damage
effectively.

Veritas Technologies commissioned independent market research specialist Vanson Bourne to undertake the
quantitative research upon which this report is based. A total of 1,600 business executives and IT practitioners were
interviewed during August and September 2023, with representation from the following regions and individual markets

(number of interviews in brackets):

= Americas (300): US (200), Brazil (100)

» EMEA (500): UK (100), France (100), DACH (100), Nordic (100), UAE (100)
= APAC (800): China (200), South Korea (100), Singapore (100), India (200), Japan (100), Australia (100)

All respondents are from organizations with more than 1,000 employees and represent a range of private and public
sector organizations. All respondents had to at least influence technology purchasing within their organizations.

Vanson Bourne conducted interviews using a rigorous multi-level screening process to ensure that only suitable

candidates were given the opportunity to participate.

This executive summary is based on the data from the United Kingdom, with comparisons made to the global data

where applicable.
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About Vanson Bourne

Vanson Bourne is an independent specialist in market research for the technology

sector. Their reputation for robust and credible research-based analysis is

founded upon rigorous research principles and their ability to seek the opinions

of senior decision makers across technical and business functions, in all business VansonBourne
sectors and all major markets. For more information, visit www.vansonbourne.com.

About Veritas VE [2 IT/\S

Veritas Technologies is the leader in secure multi-cloud data management. Over 80,000
customers—including 91% of the Fortune 100—rely on Veritas to help ensure the protection,
recoverability, and compliance of their data. Veritas has a reputation for reliability at scale, which
delivers the resilience its customers need against the disruptions threatened by cyberattacks,
like ransomware. No other vendor is able to match the ability of Veritas to execute, with support For global contact

for 800+ data sources, 100+ operating systems and 1,400+ storage targets through a single, information visit:

unified approach. Powered by Cloud Scale Technology, Veritas is delivering today on its strategy veritas.com/ k/company/
for Autonomous Data Management that reduces operational overhead while delivering greater contact

value. Learn more at veritas.com/en/uk. Follow us on X at @veritastechllc.

(44)08002-799810
veritas.com/en/uk
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