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INTRODUCTION

Effectively managing risk is a foundation of a successful organization. Those that do it well can navigate 
challenges while their competitors struggle. Recent years have seen a succession of heightened risks 
with contributing factors including a pandemic, geopolitical tensions, and economic turmoil. As a result, 
organizations are facing risks from every conceivable angle.

Individual countries and markets approach the topic of risk management differently, as do individual 
organizations and employee groups. This report is based on responses from 100 business executives and 
IT practitioners in Singapore from a global research project, which had a total of 1,600 survey respondents.

•	 What are the greatest risks facing organizations in Singapore? How does this 
compare to the rest of the world?

•	 When it comes to data security, how have organizations in Singapore adapted to 
threats in recent history? 

•	 Do organizations and their employees in Singapore believe themselves to be at risk? 
How does this translate into action?

This report looks to answer the following questions:
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Singapore prioritizes  
risks differently than the 
rest of the world.

•	 Respondents in Singapore consider economic 
uncertainty (40%) and competition (40%) 
equally as the greatest risks to their 
organizations. Risks to data security, such as 
those from ransomware, data loss, or theft 
(36%) ranked third.

•	 91% of organizations in Singapore report 
actual damage as a result of risks.

Organizations are 
responding to data security 
risk by increasing budgets 
and staffing.

•	 To help mitigate risks, organizations in 
Singapore have increased data protection 
budgets by 29% to 31%, on average, across 
IT environments over the past 12 months.

•	 Data protection and data security teams 
have increased by an average of 26 people, in 
the same time period, higher than the global 
averages of 21 and 22 people.

The prevalence of ransomware 
attacks and data loss is 
similar to global levels.

•	 68% of organizations in Singapore have 
experienced a successful ransomware attack in 
the last two years, whereby the attacker gained 
direct access or entry into the system. The figure 
is slightly higher than the global average (65%). 

•	 Also similar to the global average (48%), 49% 
of organizations have suffered loss of data from 
sources other than ransomware attacks in the 
same time period. 

•	 The average data loss ranges from 14% to 16% 
across IT environments measured (on-premises, 
private cloud, public cloud, and edge).

Risk levels in Singapore 
have increased across 
many categories.

•	 Most respondents in Singapore report that risk 
levels have increased across almost all categories. 

•	 Despite increasing risk levels, only 59% of 
respondents believe their organization is currently 
“at risk.”

•	 However, when asked to consider individual risk 
factors, 100% report that their organizations 
currently experience risk.

KEY FINDINGS
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The greatest risks in Singapore 
differ from the rest of the world.
Every organization faces risks from multiple angles. The picture is 
no different for those in Singapore. It’s essential that organizations 
understand the risks they face, as the ability to mitigate and reduce 
consequences will be fundamental to their future survival. 

Contrary to global results, respondents in Singapore were most likely to 
rank risks from economic uncertainty (40%) or competition (40%) as 
the greatest risks they face today. In third place, risks to data security 
(36%)—such as ransomware attacks, data theft, and data loss—ranked 
notably lower than the 46% global average (Figure 1).

The Greatest Risks to Organizations in Singapore Today

Figure 1. Which of the following are the greatest risks to your organization today? Combination of responses ranked first, second, and third. [100]
Data shown only from organizations in Singapore; not all answer options shown.
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In mid-2023, Singapore ranked as one of the top 10 global 
startup ecosystems in the Global Startup Ecosystem 
Report 2023 for the first time, also marking the biggest 
improvement in ranking. Home to about 4,000 technology 
startups and with deep tech continuing to thrive, it’s 
unsurprising that many respondents in Singapore consider 
competition as a top risk. The city-state weathered 
COVID-19, but like many markets around the globe, 
economic growth momentum slowed significantly in 2023, 
compared to 3.6% annual GDP growth in 2022. In fact, 
economists believe Singapore narrowly missed a recession 
in the first half of 2023. It’s therefore no surprise that 
respondents consider these areas as their greatest risks.

While data security may not rank as highly compared 
to other countries, Singapore can’t avoid the risks it 
presents. Cyberattacks here saw a year-on-year increase 
of 145% between 2021 and 2022, so decision makers 
can’t become complacent to this aspect either.

Risks are truly multifaceted. It’s vital that organizations in 
Singapore address all concerns when creating strategies 
to address them. They need to make every effort to 
understand how to handle the risks they face to be ready 
should they arise.

Every risk has a consequence with impacts differing by 
organization, whether they be reputational or financial. 
In fact, 91% of respondents in Singapore report risks 
have resulted in actual damage to their organization over 
the past two years. This is slightly higher than the global 
average of 87% and in the top half of all markets  
we surveyed.

Organizations in Singapore are more likely to report actual 
damage as a result of risks from emerging technology like 
AI (39%) and weak sustainability measures (37%), both 
of which rank lower at the global level (33% and 30%, 
respectively). Actual damage from the areas considered 
the greatest risks to this market—competition (35%) and 
economic uncertainty (32%)—don’t fall too far behind. 

There is also a gap in Singapore in perception between 
executives and technology practitioners. While 94% of 
executives in Singapore report that risks have caused 
actual damage to their organization over the past two 
years, just 88% of practitioners say the same. While the 
difference between groups isn’t as great as in some other 
markets, even the slightest difference can affect the 
ability to mitigate the situation.

With current risk levels and past damage, it’s evident that 
Singapore is under considerable threat. There are clear 
improvements to be made. Organizations in Singapore 
need to assess more completely the details of what 
they’ve experienced in recent years to minimize  
future threats.
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39% report that the 
top cause of damage is risks from 
emerging technology like AI.

91% of respondents  
say risks have resulted in actual 
damage to their organization.
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The rate of ransomware attacks and data 
loss in Singapore is similar to global levels.

In the last two years, 68% of 
organizations in Singapore 

experienced a successful 
ransomware attack (Figure 
2). Attackers were able 
to gain access to an 

organization’s system, 
creating further damage as 

they went. This rate is slightly 
higher than the 65% global average.

Following the global trend, when it comes to awareness  
of ransomware attacks, there is less alignment  
between executives (80%) and practitioners (56%). 
It’s a worrying sign that transparency is lacking in these 
organizations. If those executives aren’t being truthful 
with their employees, it could hamper their ability to  
take a united approach toward addressing future risks.  

With cybercriminals increasing the sophistication of 
attacks, it’s important for organizations to remain vigilant.

Ransomware attacks aren’t the only type of incidents that 
can lead to data loss. In fact, 49% of organizations in 
Singapore have experienced data loss over the past two 
years from sources other than ransomware attacks, close 
to the global average of 48%.

The amount of data loss was roughly similar (14%  
to 16%) across all infrastructure environments— 
on-premises, private cloud, public cloud, and  
edge—and slightly higher than the global average of 
13% to 14%. Gaps in infrastructure security may 
be leaving organizations vulnerable. With risk levels 
likely to continue to grow, Singaporean organizations 
need to prioritize their efforts to prevent the negative 
consequences of data loss.

Figure 2. Has your organization experienced a successful ransomware attack in the last two years? [Base sizes in chart] Data split by respondent type for 
both, showing data for global and Singapore; not all answer options are shown.
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While data security risks aren’t considered the greatest danger in Singapore, they are still fairly widespread and 
higher than the global average. It’s promising to see that organizations are responding by increasing budgets across 
environments at rates generally in alignment with their global counterparts (Figure 3). These efforts should help reduce 
both successful attacks and data loss.

As well as increasing budgets, organizations in Singapore are also 
increasing the headcount within their data protection and data security 
teams—by an average of 26 people over the last 12 months. This exceeds 
the global average of 21 and 22 people, respectively. 

It’s unsurprising to see that 80% of respondents say they have adequate 
staffing to keep their organization secure. Even at a strong majority, it’s 
lower than the global average of 89%. Still, it seems that the increases are 
raising confidence levels in the ability to secure the organization.

Again, however, there is a significant delta between executive and 
practitioner perspectives. While 90% of executives say they have adequate 
staffing, only 70% of practitioners—those closer to the day-to-day work 
involved to secure the organization—share that confidence.

Organizations in Singapore are responding to 
data security risk by increasing budgets and staff.

Figure 3. Approximately, how has your organization’s budget for data protection changed in the last 12 months over the following environments? 
[Base sizes in chart] Chart shows only the average increase per environment; showing data from global and Singapore.
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Risk levels have increased across many 
different categories in Singapore.
The majority of respondents in Singapore say that the 
level of risk has increased for all but one category over the 
last 12 months (Figure 4). In some cases, those reporting 
increased levels are more than four times higher than 
those reporting decreases over the same time period. 

Respondents are most aligned when it comes to 
acknowledging increased risks from economic 
uncertainty—this level of perception is among the highest 
of all markets surveyed. Given the pervasiveness of 
ransomware attacks in the region, it’s unsurprising that 
respondents report continued increase in data security 
risks. More than half of organizations report increasing 
risks from talent shortages, emerging technologies, and 
competition. The variety of areas showing increased risk 
shows that Singaporean organizations must track their 
efforts on several fronts.

Despite the widespread level of risks increasing, only 
59% of respondents in Singapore feel their organization 
is currently “at risk,” similar to the global average (52%). 
It is likely that when assessing risk, respondents don’t 
consider all the avenues that place their organization 
under threat. Proving this, when later presented with a list 
of individual risk factors, 100% said their organization 
experiences risk currently. 

One thing is clear—teams in Singapore seem to 
underestimate risk levels. It would be wise for leaders to 
consider the range of threats they face to ensure they’re 
better prepared to mitigate heightened threats.

Figure 4. How has the level of risk to your organization over the following categories changed over the past 12 months? [100] Question shown only to 
those who state they experience risks today. Chart shows data only from Singapore and does not include all answer options.
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CONCLUSION

Risks are changing and evolving, with new risks emerging 
constantly. Navigating instability will be essential for 
organizations to ensure long-term survival. 

It’s important that individual markets are aware of 
the risks most common in their region to ensure they 
implement appropriate mitigation strategies. For 
organizations in Singapore, respondents consider 
economic uncertainty and competition their greatest 
threats. However, this doesn’t mean data security isn’t 
equally pressing. It simply means that respondents are 
feeling more vulnerable to the turbulent economic and 
competitive environment than other factors.

It’s promising to see that many organizations are 
increasing their budgets and staff for data protection and 
security much in line with the global average. This will be 
beneficial to mitigate growing data security risks. 

However, some organizations continue to underestimate 
the level of risk they face. Leaders must not become 
complacent in their current protection strategies. 
Ensuring that protection and mitigation policies and 
processes are in place to address risks is essential 
to prevent the potential of significant losses, whether 
financial or reputational.

Research Scope and Methodology

Veritas Technologies commissioned independent market research specialist Vanson Bourne to undertake the 
quantitative research upon which this report is based. A total of 1,600 business executives and IT practitioners were 
interviewed during August and September 2023, with representation from the following regions and individual markets 
(number of interviews in brackets):

•	 Americas (300): US (200), Brazil (100)

•	 EMEA (500): UK (100), France (100), DACH (100), Nordic (100), UAE (100)

•	 APAC (800): China (200), South Korea (100), Singapore (100), India (200), Japan (100), Australia (100)

All respondents are from organizations with more than 1,000 employees and represent a range of private and public 
sector organizations. All respondents had to at least influence technology purchasing within their organizations.

Vanson Bourne conducted interviews using a rigorous multi-level screening process to ensure that only suitable 
candidates were given the opportunity to participate.

This executive summary is based on the data from Singapore, with comparisons made to the global data where 
applicable.
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About Veritas

Veritas Technologies is the leader in secure multi-cloud data management. Over 80,000 
customers—including 91% of the Fortune 100—rely on Veritas to help ensure the protection, 
recoverability, and compliance of their data. Veritas has a reputation for reliability at scale, which 
delivers the resilience its customers need against the disruptions threatened by cyberattacks, 
like ransomware. No other vendor is able to match the ability of Veritas to execute, with support 
for 800+ data sources, 100+ operating systems and 1,400+ storage targets through a single, 
unified approach. Powered by Cloud Scale Technology, Veritas is delivering today on its strategy 
for Autonomous Data Management that reduces operational overhead while delivering greater 
value. Learn more at veritas.com/en/aa. Follow us on X at @veritastechllc.

About Vanson Bourne

Vanson Bourne is an independent specialist in market research for the technology 
sector. Their reputation for robust and credible research-based analysis is 
founded upon rigorous research principles and their ability to seek the opinions 
of senior decision makers across technical and business functions, in all business 
sectors and all major markets. For more information, visit www.vansonbourne.com.
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