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INTRODUCTION

The ability to manage risk is a foundation of a successful organization. Those that do it well can navigate 
challenges, while their competitors struggle. Recent years have seen a succession of heightened risks with 
contributing factors, including a pandemic, geopolitical tensions, and economic turmoil. As a result, organizations 
are facing risks from every conceivable angle. Those that manage them best are the most likely to succeed.

Individual industries approach the topic of risk management differently, as do individual organizations and 
employee groups. This report is a subset of 170 business executives and IT practitioners in the manufacturing and 
production sector from a global research project with 1,600 respondents.

This report looks to answer the following questions:

What are the 
greatest risks facing 

manufacturing 
and production 

organizations today? 
How does this compare 

to other industries?

When it comes to 
data security, how 

have manufacturing 
organizations 

adapted to threats in 
recent years?

Do manufacturing 
organizations and their 

employees believe 
themselves to be at 
risk? How does this 

translate into action?

22023 MANUFACTURING REPORT | DATA RISK MANAGEMENT



Data security is the top 
concern for manufacturing 
organizations.

•	 Aligning with the trend seen across all sectors, 
risks to data security (51%) ranked highest 
for organizations in manufacturing, followed by 
economic uncertainty (43%).

•	 Manufacturing sector respondents rate both 
higher than the average across all sectors— 
46% and 38%, respectively. 

•	 90% of manufacturing organizations report 
actual damage, such as financial and reputational, 
from risks.

Organizations are  
increasing budgets and 
staffing in response to  
data security risks.

•	 To mitigate risk and support risk management, 
manufacturing organizations have increased 
budgets by 26% to 30% across IT 
environments over the past 12 months. 

•	 Additionally, they’ve increased staffing of data 
protection and data security teams by an 
average of 31 people; much higher than in other 
industries. 

•	 85% of organizations believe they now have 
adequate staffing to keep their organization 
secure.

Manufacturing organizations 
are more likely to have 
experienced a successful 
ransomware attack.

•	 78% of manufacturing respondents have 
experienced a successful ransomware attack 
in the past two years, whereby the attacker has 
infiltrated the system.

•	 This figure is substantially higher than the  
all-sector average of 65%.

•	 58% of organizations have experienced loss of 
data in the same period from actions other than 
ransomware attacks, exceeding the average 
(48%).

Risk levels have increased 
across most types for those 
in the manufacturing sector.

•	 Manufacturing respondents are more likely to 
report that risk levels have increased rather than 
decreased over the last 12 months for all types  
of risks measured. 

•	 Respondents rank economic uncertainty (60%) 
and data security (57%) highest for increase. 

•	 62% of respondents believe their organization 
is currently “at risk” when initially asked, a figure 
substantially higher than the all-sector average 
(52%).

KEY FINDINGS
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Data security and economic 
uncertainty are the greatest risks to 
manufacturing organizations.
Every organization faces risks to differing degrees and from multiple angles. Adapting 
to address these risks is essential for survival. The story is no different in the 
manufacturing and production industry. 

It’s imperative to identify the greatest risks these organizations face. When asked, 
51% of manufacturing respondents ranked risks to data security—such as 
ransomware attacks, data theft, and data loss—as the greatest threat facing their 
organization today. Economic uncertainty followed second with 43% of respondents.

The Greatest Risks to Manufacturing Organizations Today

Figure 1. Which of the following are the greatest risks to your organization today? Combination of responses ranked first, second, and third. [170] 
Chart shows data only from organizations in the manufacturing and production sector; not all options shown.

Data security
(i.e., ransomware, data loss, data theft)

Economic uncertainty
(i.e., financial instability, rising costs)

Competition
(i.e., price competition, competitor innovation)

Talent shortage

Emerging technologies like AI

Geopolitical factors
(i.e., trade sanctions, political instability)

Weak sustainability measures

Brand
(i.e., scandal, crisis)

Failing to meet regulatory requirements

My organization does not face any risks

51%

43%

36%

34%

33%

29%

26%

25%

21%

1%

51%
Data Security
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Every risk can potentially cause damage, whether 
financial, reputational, or both. In fact, 90% of 
manufacturing respondents report they’ve experienced 
actual damage in the past two years. If organizations 
don’t consider and prepare for every risk factor, the 
consequences could be disastrous.

On a positive note, the manufacturing sector appears to 
be more aware of current risks than many peers in other 
industries. For example, 62% report feeling currently at 

risk, substantially more than the cross-sector average 
of 52%. This threat awareness will be advantageous, 
allowing leaders to make informed decisions around 
strategy and protection that align to the specific needs of 
manufacturing. At the same time, it highlights the strain 
this sector is currently experiencing. 

Although some damage from risks is inevitable, 
awareness and preparation can lessen the impact.

The prioritization of data security and economic 
uncertainty as top concerns aligns with the overall 
respondent pool, although the levels of concern for 
each are lower in other industries at 46% and 38%, 
respectively.

The last few years have seen manufacturing organizations 
challenged by a continual increase in cyberattacks. 
Looking at the distribution of cyberattacks across 
industries in 2022, manufacturing companies accounted 
for nearly a quarter of the global total.

Unsurprisingly, economic uncertainty is a top concern. 
Manufacturing organizations worldwide have faced rising 
costs as inflation increases. Prices of raw materials, 

energy, water, and other needs have affected profit 
margins. The industry is experiencing pressure from a 
bleak economic outlook as well as rising costs of goods 
and services across the supply chain.

This vulnerability means manufacturers can’t afford to 
suffer the consequences of other risks. Manufacturers 
already experience greater operational and revenue 
losses due to cyberattacks, which either force the closure 
of plants or require high ransoms to recover operations 
as quickly as possible. According to IBM, the average 
$4.47M cost of a data breach in 2022 for manufacturing 
companies exceeded the overall average of $4.35M. Even 
so, organizations need to understand the wider variety of 
risks affecting their sector to best protect themselves.
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62% of manufacturing 
organizations report feeling 
currently at risk.

90% of respondents  
say risks have resulted in actual 
damage to their organization.
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Manufacturing organizations are more likely 
to have experienced a successful ransomware 
attack than peers in other industries.

In the past two years, 78% of manufacturing respondents report they’ve experienced a 
successful ransomware attack in which an attacker successfully gained access to the 

targeted system (Figure 2). This exceeds the all-sector average of 65%. In fact, the 
attack rate in manufacturing is second only to the media, leisure, and entertainment 
sector, in which 81% of respondents report successful attacks. 

However, ransomware is not the only source of damage—58% of manufacturing 
respondents report a loss of data other than from ransomware attacks. Once again, the 

rate is higher than the average (48%). The manufacturing sector faces a variety of risks. 
Long-term organizational success will depend on organizations protecting themselves.

Figure 2. Has your organization experienced a successful ransomware attack in the last two years? [Base sizes in chart] Data split by sector, showing 
data for manufacturing and production, healthcare, and financial services; not all answer options are shown.

Have Experienced a Successful Ransomware Attack

  All Sectors (1,600)            Manufacturing and Production (170)            Healthcare (202)            Financial Services (219)

Yes, we have experienced an attack, and reported it publicly

No, we have not experienced an attack

Yes, we have experienced an attack, but did not report it publicly

78%

39%
52%

60%
31%

26%
26%

16%
22%

35%
21%

24%
47%
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Organizations in manufacturing report similar, or lower, data loss (26% 
to 30%) than the average across all sectors and the environments 
measured—on-premises, private cloud, public cloud, and edge. This 
highlights the strengths of current protection strategies to protect data, 
especially as the attack rates are much higher than the average. 

Open awareness of threats is a likely contributor to the strength of the 
mitigation strategies. For instance, although the financial services sector 
reports lower-than-average threat levels, organizations are losing data at 
higher percentages than the average. Meanwhile, manufacturing reports 
higher-than-average threat levels, but has experienced lower-than-average 
data loss. 

Risk awareness will be fundamental in ensuring long-term survival using tailored approaches to address risks. Although 
those in the manufacturing sector have not perfected their defense—as seen in the high rate of successful attacks—
organizations have made strong starts. Regardless of strategies, ransomware attacks will continue as they become 
increasingly more sophisticated. The degree of damage they incur will contribute to organizational survival rates.
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28%

Average data loss across all 
environments measured.



Manufacturing organizations are increasing their data protection budgets to better protect data security. Given that 
data security events are the top source of damage in manufacturing, it’s somewhat surprising to find these organizations 
aren’t increasing their budgets as quickly as their counterparts in other sectors (Figure 3). Perhaps lower rates of data 
loss are a contributing factor. 

Regardless of the reason, organizations mustn’t grow complacent with their current strategy. Risks are constantly 
evolving. The origin of a risk this year won’t necessarily be the same in the next.

While budgets are lower than their counterparts, staffing increases 
are higher. Organizations in manufacturing have added to their data 
protection and data security teams by an average of 30 and 32 people, 
respectively. This rate is substantially greater than the average across 
all sectors (21 and 22). It’s possible that although economic turbulence 
has restricted budgets, organizations still prioritize security protection 
through increasing staff. And given that talent shortages rank fourth 
highest in manufacturing, it’s promising to see a focus on building teams 
to mitigate risks to data. 

Likewise, given the emphasis on hiring, it is understandable that most 
manufacturing respondents (85%) feel they have adequate staff to 
keep them secure.

Organizations in manufacturing are increasing 
budgets and staffing to address data security risk.

Figure 3. Approximately, how has your organization’s budget for data protection changed in the last 12 months over the following environments? [Base 
sizes in chart] Shows data for all sectors and the manufacturing and production sector; shows only the average percentage increase per environment.

Average Budget Increase per Environment

On-premises data centersPrivate cloud environments Public cloud environments

  All Sectors (1,600)            Manufacturing and Production Sector (170)

30%

29%

28%

26%

30%

30%

31 People
Average staffing increase 

of data protection and data 
security teams.
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Risk levels have increased across categories 
for those in the manufacturing sector.
In general, respondents are more likely to report that 
risk levels have increased than decreased in the last 12 
months. Risks from economic uncertainty have risen the 
most, as noted by 60% of manufacturing respondents. 
Risks from data security (57%) and emerging technologies 
like AI (56%) follow closely. 

The perception of which trends are rising matches the 
trend in other sectors. The rate of increase is unique in 
the manufacturing sector, however. The perception of risk 

across all three risk factors exceeds the average across 
all industries (Figure 3). On average, 52% of respondents 
across sectors report rising economic uncertainty risks, 
followed by 54% for data security and 54% for emerging 
technologies. By comparison, 60% of manufacturing 
respondents highlight economic uncertainty, followed by 
data security (57%) and emerging technologies (56%). 
Has the manufacturing industry experienced higher threat 
levels over the last 12 months than other industries? Or 
have other organizations underestimated the increases?

Figure 4. How has the level of risk to your organization over the following categories changed over the past 12 months? [169] Question shown only to 
those who state they experience risks today. Chart shows data only from the manufacturing and production sector; does not include all answer options.

How Risk Levels Have Changed in the Manufacturing Sector

  The level of risk has increased            The level of risk has not changed            The level of risk has decreased

                       28%

                   22%

                  27%

                  21%

               30%

           33%

       31%

    30%

  35%

60%

57%

56%

56%

53%

50%

46%

44%

42%

                   12%

        20%

             17%

      22%

             17%

             18%

      23%

  26%

      23%

Economic uncertainty 
(i.e., financial instability, rising costs)

Data security 
(i.e., ransomware, data loss, data theft)

Emerging technologies like AI

Talent shortage

Geopolitical factors 
(i.e., trade sanctions, political instability)

Competition 
(i.e., price competition, competitor innovation)

Weak sustainability measures

Not meeting regulatory requirements

Brand 
(i.e., scandal, crisis) 
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of respondents admit 
their organization 
faces risks today.

While 62% of the manufacturing sector currently feels at risk, only 8% 
fear their organization won’t last another 12 months. Across industries, 
these numbers are 52% and 15%, respectively. It appears that the 
manufacturing industry is generally more aware of the dangers different 
risks pose—a strength that will hopefully help the sector to be less at risk 
of damage and consequences.

Despite this higher level of awareness, there is still some complacency. 
When asked about individual risks, 99% admitted their organization faces 
risks today, underscoring that respondents aren’t considering the full 
range of risk factors when evaluating overall risk. Long-term organizational 
survival depends on open and transparent communication about risks. 
Building strong awareness can help organizations be better prepared to 
mitigate threats and damage.

Conclusion
Managing risk is foundational for organizations, regardless 
of industry. The risk landscape for manufacturing continues 
to evolve. Manufacturing respondents were more likely 
to see their organization as currently at risk. They’ve also 
experienced more successful ransomware attacks than 
counterparts in most other sectors. 

Regarding risk, they cited data security and economic 
uncertainties most often as their biggest risk factors today. 
They also point to these risks as growing fastest, although 
plenty of other significant risks remain. 

The manufacturing sector is aware of the turbulent risk 
environment, which has helped them experience below 
average data loss over the past two years. The additional 
investment in data protection budgets and staffing will 
help keep them more secure. Despite any advantage 
manufacturing organizations have over peers in other 
industries, all organizations remain vulnerable. Risks are 
constantly changing—it’s essential the manufacturing 
sector doesn’t become complacent, but continues growing 
and evolving strategies to address risks and stay ahead.

99%
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RESEARCH SCOPE AND METHODOLOGY

Veritas Technologies commissioned independent market research specialist Vanson Bourne to undertake the 
quantitative research upon which this report is based. A total of 1,600 business executives and IT practitioners 
were interviewed during August and September 2023, with representation from the following regions and individual 
markets (number of interviews in brackets):

•	 Americas (300): US (200), Brazil (100)

•	 EMEA (500): UK (100), France (100), DACH (100), Nordic (100), UAE (100)

•	 APAC (800): China (200), South Korea (100), Singapore (100), India (200), Japan (100), Australia (100)

All respondents had to be from organizations with more than 1,000 employees and represent a range of private 
and public sectors including: Biopharma; Business and Professional Services; Construction and Property; Consumer 
Services; Energy, Oil/Gas, and Utilities; Financial Services; Healthcare; Healthcare Products and Technology; IT, 
Technology, and Telecoms; Manufacturing and Production; Media, Leisure, and Entertainment; Retail, Distribution, 
and Transport; and Other Commercial Sectors. All respondents had to at least influence technology purchasing 
within their organizations. 

Vanson Bourne conducted interviews using a rigorous multi-level screening process to ensure that only suitable 
candidates were given the opportunity to participate.

This executive summary is based on the data from the manufacturing and production sector, with comparisons 
made to the data from other sectors where applicable.
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About Veritas

Veritas Technologies is the leader in secure multi-cloud data management. Over 80,000 
customers—including 91% of the Fortune 100—rely on Veritas to help ensure the protection, 
recoverability, and compliance of their data. Veritas has a reputation for reliability at scale, which 
delivers the resilience its customers need against the disruptions threatened by cyberattacks, 
like ransomware. No other vendor is able to match the ability of Veritas to execute, with support 
for 800+ data sources, 100+ operating systems and 1,400+ storage targets through a single, 
unified approach. Powered by Cloud Scale Technology, Veritas is delivering today on its strategy 
for Autonomous Data Management that reduces operational overhead while delivering greater 
value. Learn more at veritas.com. Follow us on X at @veritastechllc.

About Vanson Bourne

Vanson Bourne is an independent specialist in market research for the technology 
sector. Their reputation for robust and credible research-based analysis is 
founded upon rigorous research principles and their ability to seek the opinions 
of senior decision makers across technical and business functions, in all business 
sectors and all major markets. For more information, visit www.vansonbourne.com.
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