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Chapter

1

Introducing Veritas
CommandCentral 5.2
This chapter includes the following topics:
■

About Veritas CommandCentral 5.2

■

About Veritas CommandCentral Storage

■

About Veritas CommandCentral Storage Change Manager

■

About CommandCentral components

■

About CommandCentral documentation

About Veritas CommandCentral 5.2
The Veritas CommandCentral 5.2 release lets you use the following modules from
the CommandCentral product family:
■

CommandCentral Storage
See “About Veritas CommandCentral Storage” on page 16.

■

CommandCentral Storage Change Manager
See “About Veritas CommandCentral Storage Change Manager” on page 16.

For information about what's new in this release, see the CommandCentral Storage
Release Notes.
See “About CommandCentral Storage documentation” on page 20.
For information about how to install CommandCentral Enterprise Reporter (the
third module in the CommandCentral product family), see the CommandCentral
Enterprise Reporter Installation Guide.
See “About CommandCentral Enterprise Reporter documentation” on page 22.
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About Veritas CommandCentral Storage
Veritas CommandCentral™ Storage by Symantec is a storage resource management
(SRM) solution that helps you manage your storage infrastructure more effectively.
CommandCentral Storage includes the following capabilities:
■

Offers a single console that lets you visualize your networked storage
environment through graphical and textual displays. The CommandCentral
Storage Console seamlessly integrates performance and policy management
to ensure that the storage infrastructure runs efficiently. The Console also
lets you set the policies that automate notification, recovery, and other
user-definable actions.

■

Discovers and tracks the utilization and allocation of storage resources down
to the disk level. Reporting features provide a detailed view into how and where
storage is used in your enterprise.

■

Shows the usage trends. Armed with this data, you can analyze the return on
your storage investment. You also have what you need to implement a program
of departmental chargeback.

Using CommandCentral Storage with other Symantec software, IT managers have
tools to perform end-to-end storage resource management and make strategic
decisions about future storage needs.

About Veritas CommandCentral Storage Change
Manager
Veritas CommandCentral™ Storage Change Manager by Symantec provides
enterprise–wide insight into storage infrastructure–related changes in your
datacenter. With this insight, you can maximize storage availability and minimize
downtime due to planned and unplanned changes.
CommandCentral Storage Change Manager includes the following capabilities:
■

Discovers the storage resources in your datacenter. This allows storage
administrators to monitor your storage infrastructure.

■

Detects the changes made to your storage resources. This allows storage
administrators to monitor changes and assess the impact those changes have
on your storage infrastructure.

■

Assesses the changes to storage resources against custom policies and
best-practice policies. With custom policies, storage administrators can define
connectivity, configuration, and compliance requirements for your storage
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assets. Best-practice policies monitor your storage assets with
industry–recognized best practices for storage management.
■

Notifies you of changes to storage resources that violate your custom policies.
This allows storage administrators to correct the changes that can potentially
disrupt your storage infrastructure.

■

Identifies potential risks to your storage infrastructure based on best-practice
policies. With risks, storage administrators can identify the affected storage
resources and take the necessary action to remove the risk from your storage
infrastructure.

■

Lets you view reports that provide an enterprise–wide view of the changes
that occur in your datacenter.

Use CommandCentral Storage Change Manager as your solution for storage change
and configuration management to ensure the availability of your storage
infrastructure, manage service level agreements more effectively, and improve
operational efficiency.

About CommandCentral components
CommandCentral includes several components that discover information about
your storage infrastructure. Based on a distributed client-server architecture,
CommandCentral consists of the following components:
■

The Management Server
See “About the Management Server” on page 17.

■

Control Hosts
See “About the Control Host” on page 18.

■

Standard Agents
See “About the Standard Agent” on page 19.

■

Unified Agents
See “About the Unified Agent” on page 19.

For more information about CommandCentral components, see the
CommandCentral Administrator’s Guide.
See “About CommandCentral Storage documentation” on page 20.

About the Management Server
The Management Server is the central host in CommandCentral. The Management
Server does the following:
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■

Provides the discovery of network and storage resources through explorers.
Explorers discover information about the hardware and software in your
storage network. For example, explorers discover switches, storage arrays,
and applications.

■

Provides the discovery of hosts through agentless capabilities. Agentless
capabilities let you discover information about a host without installing an
agent on the host.
See “How you can discover hosts in CommandCentral” on page 27.

■

Coalesces data from Standard Agents, Unified Agents, and Control Hosts.
See “About the Standard Agent” on page 19.
See “About the Unified Agent” on page 19.
See “About the Control Host” on page 18.

■

Displays the information about storage resources through the Console. The
Console provides graphical and textual displays with which you can display
the data that CommandCentral discovers.

About the Control Host
The Control Host is a special type of Standard Agent.
See “About the Standard Agent” on page 19.
The Control Host includes the same capabilities as the Standard Agent, but it also
lets you do the following:
Discover remote hosts The Control Host includes the collector explorer that manages
through agentless
agentless explorers. This explorer enables the Control Host to
discovery
collect data from agentless hosts and then send the data to the
Management Server. This setup is an alternative to the typical
setup in which you configure agentless hosts to report directly to
the Management Server.
See “How you can discover hosts in CommandCentral” on page 27.
Discover arrays and
switches

The Control Host includes Fibre Channel switch and array
management capabilities. These capabilities allow the Control
Host to discover arrays and switches as the Management Server
can. Before CommandCentral 5.2, it was possible to enable these
capabilities in the Standard Agent (previously known as the
managed host).

Discover VMware ESX The Control Host includes the VMware explorer, which lets you
servers
discover VMware ESX servers from a host other than the
Management Server.
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Note: The Control Host cannot collect data from Unified Agents. Unified Agents
can report to the Management Server only.
You can read more information about these capabilities to determine if you need
to install a Control Host.
See “When you need to use a Control Host” on page 34.

About the Standard Agent
The Standard Agent assists the Management Server in the discovery of storage
resources.
See “About the Management Server” on page 17.
You can install Standard Agents to enable discovery, monitoring, and reporting
of the storage resources that are connected to the hosts in your network.
Like the Management Server, the Standard Agent includes the explorers that
discover information about the hardware (HBAs) and software in your storage
network.
Before CommandCentral 5.2, the Standard Agent was known as the managed host.

About the Unified Agent
The Unified Agent is a part of Veritas Storage Foundation. It consists of the
VRTSsfmh package, which collects information about a host that includes a Storage
Foundation product. Wherever Storage Foundation is installed, CommandCentral
can use the agent to discover information about the host. This feature lets you
leverage the existing agents that you have installed in your environment without
having to install a Standard Agent.
Your Storage Foundation hosts already include the VRTSsfmh package if:
■

You use Veritas Operations Manager and have configured the host to report
to the Management Server.

■

You have Storage Foundation 5.1 or higher (the VRTSsfmh package is included
with Storage Foundation starting in the 5.1 release).

See “About the Management Server” on page 17.
See “About the Standard Agent” on page 19.

Versions of VRTSsfmh that CommandCentral supports
The Unified Agent consists of the VRTSsfmh package. CommandCentral 5.2
supports the following versions of VRTSsfmh on the Unified Agent:
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■

2.1

■

3.0

■

3.1

Versions 2.1 and 3.0 include limited support. We recommend version 3.1 as it
includes more functionality and has less known issues.

About CommandCentral documentation
For information about CommandCentral product documentation, refer to the
following:
■

See “About CommandCentral Storage documentation” on page 20.

■

See “About CommandCentral Storage Change Manager documentation”
on page 21.

■

See “About CommandCentral Enterprise Reporter documentation” on page 22.

About CommandCentral Storage documentation
You can access CommandCentral Storage documentation at the Symantec
Technical Support Web site:
http://www.symantec.com/enterprise/support/documentation.jsp?pid=50379
Table 1-1 describes the CommandCentral Storage documentation.
Table 1-1

CommandCentral Storage documentation

Guide

Description

CommandCentral
Administrator’s Guide

Provides information about how to administer the product.
For example, the guide describes how to manage licenses
and user accounts, configure product components, and
work with diagnostic information.

CommandCentral Getting
Started Guide

Provides a high-level overview of how you can use
CommandCentral Storage.

CommandCentral Hardware
and Software Configuration
Guide

Provides setup requirements for applications and devices
and instructs you how to configure CommandCentral
Storage to discover them.

CommandCentral Hardware
Lists the devices and applications that CommandCentral
and Software Compatibility List Storage supports.

Introducing Veritas CommandCentral 5.2
About CommandCentral documentation

Table 1-1

CommandCentral Storage documentation (continued)

Guide

Description

CommandCentral Installation
Guide

Instructs you how to install CommandCentral Storage.

CommandCentral Storage
Release Notes

Provides information about supported operating systems,
host resource requirements, software limitations, and
known issues.

CommandCentral Storage
User’s Guide

Describes how you can use CommandCentral Storage to
monitor, manage, and report on your storage
infrastructure.

CommandCentral Third-Party Provides information about third-party software that is
License Agreements
used in CommandCentral Storage and CommandCentral
Storage Change Manager.

About CommandCentral Storage Change Manager documentation
You can access CommandCentral Storage Change Manager documentation at the
Symantec Technical Support Web site:
www.symantec.com/enterprise/support/documentation.jsp?pid=54974
Table 1-2 describes the CommandCentral Storage Change Manager documentation.
Table 1-2

CommandCentral Storage Change Manager documentation

Guide

Description

CommandCentral
Administrator’s Guide

Provides information about how to administer the product.
For example, the guide describes how to manage licenses
and user accounts, configure product components, and
work with diagnostic information.

CommandCentral Getting
Started Guide

Provides a high-level overview of how you can use
CommandCentral Storage Change Manager.

CommandCentral Hardware
and Software Configuration
Guide

Provides setup requirements for applications and devices
and instructs you how to configure CommandCentral
Storage Change Manager to discover them.

CommandCentral Hardware
Lists the devices and applications that CommandCentral
and Software Compatibility List Storage Change Manager supports.
CommandCentral Installation
Guide

Instructs you how to install CommandCentral Storage
Change Manager.
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Table 1-2

CommandCentral Storage Change Manager documentation
(continued)

Guide

Description

CommandCentral Storage
Provides information about supported operating systems,
Change Manager Release Notes host resource requirements, software limitations, and
known issues.
CommandCentral Storage
Describes how you can use CommandCentral Storage
Change Manager User’s Guide Change Manager to view your storage resources, view
descriptions of changes to those storage resources, define
policies, and view violations to those policies.
CommandCentral Third-Party Provides information about third-party software that is
License Agreements
used in CommandCentral Storage and CommandCentral
Storage Change Manager.

About CommandCentral Enterprise Reporter documentation
You can access Enterprise Reporter documentation at the Symantec Technical
Support web site:
www.symantec.com/enterprise/support/documentation.jsp?pid=54971
Table 1-3 describes the Enterprise Reporter documentation.
Table 1-3

Enterprise Reporter documentation

Guide

Description

CommandCentral Enterprise
Reporter Release Notes

Provides information about supported operating systems,
host resource requirements, software limitations, and
known issues.

CommandCentral Getting
Started Guide

Provides a high level overview of how you can use
Enterprise Reporter.

CommandCentral Enterprise
Reporter Installation Guide

Instructs you how to install Enterprise Reporter.

CommandCentral Enterprise
Reporter User's Guide

Describes how you can use Enterprise Reporter to create
and manage reports.

CommandCentral Enterprise
Provides information about managing your data, including
Reporter Administrator’s Guide rolling up data from CommandCentral Storage and
managing storage tiers, business views, and custom
attributes. The guide also includes information about
managing licenses and user accounts.
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Table 1-3

Enterprise Reporter documentation (continued)

Guide

Description

CommandCentral Enterprise
Reporter Third-Party License
Agreements

Provides information about third-party software that is
used in Enterprise Reporter.
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Chapter

2

Planning your deployment
of CommandCentral 5.2
This chapter includes the following topics:
■

Deploying CommandCentral 5.2

■

How you can discover hosts in CommandCentral

■

Supported features for host discovery options

■

When you need to use a Control Host

■

Host recommendations for the Management Server

■

Firewall requirements for CommandCentral

■

Methods that you can use to deploy the Standard Agent

■

Downloading CommandCentral installation files

Deploying CommandCentral 5.2
Deploying CommandCentral 5.2 includes several steps. The following table outlines
the deployment process.
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Table 2-1

Process to deploy CommandCentral 5.2

Step

Description

1

Decide how you want to discover hosts.
See “How you can discover hosts in CommandCentral” on page 27.
See “Supported features for host discovery options” on page 30.
See “When you need to use a Control Host” on page 34.

2

Identify the hosts on which you want to install the following:
■

■

■

■

■

3

The Management Server
See “Host recommendations for the Management Server” on page 35.
See “Host requirements for the Management Server” on page 44.
Control Hosts
See “Host requirements for the Control Host” on page 100.
Standard Agents
See “Host requirements for the Standard Agent” on page 60.
Unified Agents
See “Host requirements for the Unified Agent” on page 86.
Agent Push Install Utility
See “Host requirements for the Agent Push Install Utility ” on page 55.

Review firewall requirements.
See “Firewall requirements for CommandCentral” on page 36.

4

Download installation files.
See “Downloading CommandCentral installation files” on page 40.

5

Install the Management Server.
See “Installing the Management Server” on page 47.

6

If necessary, install Control Hosts.
See “When you need to use a Control Host” on page 34.
See “Installing Control Hosts” on page 101.

7

If necessary, install the Agent Push Install Utility.
See “Installing the Agent Push Install Utility” on page 56.
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Table 2-1

Process to deploy CommandCentral 5.2 (continued)

Step

Description

8

Discover hosts. To discover hosts, do any of the following:
Create host objects.
For information about how to create host objects, see the CommandCentral
Storage User’s Guide.
See “About CommandCentral Storage documentation” on page 20.
■ Configure agentless discovery of hosts.
For information about how to configure agentless discovery of hosts, see the
CommandCentral Administrator’s Guide.
■ Install Standard Agents.
See “Methods that you can use to deploy the Standard Agent” on page 39.
See “Installing Standard Agents interactively” on page 62.
See “Installing Standard Agents silently” on page 68.
See “Installing Standard Agents on Windows using the Agent Push Install
Utility” on page 72.
■ Install Unified Agents.
See “Installing the Unified Agent” on page 86.
■

9

Configure CommandCentral to discover hardware and software.
For information about the hardware and software that CommandCentral supports,
see the CommandCentral Hardware and Software Compatibility List.
For information about how to configure CommandCentral to discover your
hardware and software, see the CommandCentral Hardware and Software
Configuration Guide.

How you can discover hosts in CommandCentral
CommandCentral provides several ways to discover hosts and their associations
to storage resources and network devices. To discover a host, you can use agentless
capabilities or you can install an agent.
Out of the box, the Management Server can discover the storage resources in your
storage area network. To get up and running, you can use agentless capabilities
to discover hosts and their connections to storage resources. Agentless capabilities
include the following:
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Host discovery by
remotely running
agentless discovery
scripts

CommandCentral can discover a remote host by running the
scripts that collect data from the host. You can run the scripts in
the following ways:
You can let CommandCentral remotely access the host and
run the scripts.
■ You can copy the scripts to the remote host, run the scripts,
and then send the output file to the Management Server.
■

CommandCentral identifies this type of host as an agentless host.
For more information about agentless discovery, see the
CommandCentral Administrator’s Guide.
See “About CommandCentral Storage documentation” on page 20.
Host discovery by
associating HBAs to
user-created hosts

If CommandCentral does not discover a host through an agent or
through agentless discovery scripts, it cannot discover that host's
associations to storage resources. However, if a host connects to
a fabric that the Management Server discovers, the Management
Server discovers the HBAs to which the host connects.
CommandCentral identifies the HBAs as unidentified adapters.
You can use agentless capabilities to create a host object and
associate the unidentified adapter to that host. After you create
the host object, CommandCentral can associate objects such as
zones and LUNs to the host.
To perform this process, you can match patterns in the name of
the zone or zone alias to which the HBA is associated. You can
also specify the mapping information between HBAs and hosts.
The host object is an object that exists in the CommandCentral
database. CommandCentral does not communicate with the
physical host. CommandCentral identifies this type of host as a
user-created host.
For more information about user-created hosts, see the
CommandCentral Storage User’s Guide.

An agent is a software package that runs on a host. It discovers information about
a host and relays the information to the Management Server. You can install the
following types of agents:
Standard Agents

The Standard Agent discovers and monitors the storage resources
that are associated with a host.
See “About the Standard Agent” on page 19.
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Unified Agents

The Unified Agent is a part of Veritas Storage Foundation. It
consists of the VRTSsfmh package, which collects information
about a host that includes a Storage Foundation product. Wherever
Storage Foundation is installed, CommandCentral can use the
agent to discover information about the host.
See “About the Unified Agent” on page 19.

CommandCentral also lets you discover a host through the Control Host, which
is a special type of Standard Agent. The Control Host helps you manage discovery
data from agentless hosts and can discover arrays, switches, and VMware ESX
servers.
See “About the Control Host” on page 18.
See “When you need to use a Control Host” on page 34.
To decide which host discovery option you want to use, you can review information
about the supported features for each option.
See “Supported features for host discovery options” on page 30.
Through each of these host discovery options, the Management Server is the
central point to which all of the discovered data flows. The following figure depicts
the flow of data with each of the host discovery options.
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Figure 2-1

How CommandCentral components work together to discover hosts
Management
Server
Storage
arrays

Control
Host

Agentless
hosts

Control
Host

Agentless
hosts

Switches

Agentless
hosts

Unified
Agents

Standard
Agents

Supported features for host discovery options
CommandCentral provides several ways to discover hosts and their associations
to storage resources and network devices.
See “How you can discover hosts in CommandCentral” on page 27.
Table 2-2 identifies the use cases that each host discovery option provides at the
storage array, network-attached storage (NAS), and storage area network (SAN)
switch level.
Table 2-2

Use cases for discovery options at the storage array, NAS, and SAN
switch level

Use case

User-created Agentless
host
host

Unified
Agent

Standard
Agent

Discovery and inventory reporting

X

X

X

X
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Table 2-2

Use cases for discovery options at the storage array, NAS, and SAN
switch level (continued)

Use case

User-created Agentless
host
host

Capacity planning and utilization reporting (array X
and switch port level only)

X

Unified
Agent

Standard
Agent

X

X

Table 2-3 identifies the use cases that each host discovery option provides at the
host level.
Table 2-3

Use cases for discovery options at the host level

Use case

User-created Agentless
host
host

Unified
Agent

Standard
Agent

Storage allocation and chargeback reporting

X*

X

X

X

(by allocated storage, file system, or volume
manager capacity)

*By allocated
storage
capacity only

End-to-end visibility

X*

X*

X*

X

*Only from the *Only from the * Storage
HBA
file system
Foundation
downwards
downwards
hosts only
Capacity planning and utilization reporting

X*

X*

X

X

(at the file system, volume manager, database, and *Allocation
application levels)
level only

*Not available
for databases
and
applications

Reclamation reporting

X

X

X

X

X

X

Storage path and configuration management

X*

(includes path connectivity, redundancy, array
RAID type, multipathing, and volume manager
configuration)

*Includes path
connectivity,
redundancy,
and array
RAID type

CommandCentral includes the ability to discover virtualization servers (VMware
ESX servers and Solaris global zones). You can choose from different discovery
options to discover virtualization servers; however, the information that
CommandCentral discovers is the same:
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■

For VMware ESX servers, the Management Server and Control Host can perform
remote discovery by using VMware Infrastructure SDK (VI SDK).

■

For global zones, you can install the Standard Agent on the global zone or you
can configure agentless discovery of the global zone. (Agentless discovery
provides the same level of discovery as the Standard Agent as long as you use
an account with the required privileges.) Discovering a global zone initiates
discovery of all non-global zones.

You can also discover VMware guest operating systems. The information that
CommandCentral discovers depends on the discovery option that you choose.
Table 2-4 identifies the use cases that each host discovery option provides at the
VMware guest operating system level.
Table 2-4

Use cases for discovery options at the VMware GOS level

Use case

VMware
Tools ¹

Volume manager utilization
File system utilization

X*

Agentless
host

Unified
Agent

Standard
Agent

X

X

X

X

X

X

X

X

* Windows
only
Application utilization

¹ When you configure CommandCentral to discover an ESX server, the VMware
explorer can also discover information about guest operating systems if you install
VMware Tools.
The previous tables provide a high-level comparison of the host discovery options.
The following tables identify the objects that CommandCentral can discover and
report on with each host discovery option.
Table 2-5 compares the storage resources that CommandCentral can discover
with each host discovery option.
Table 2-5

Discovery of storage resources by host discovery option

Discovery area

User-created host Agentless host

Unified Agent

Standard Agent

Host

X*

X

X

*Host name and IP
address only

X
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Table 2-5

Discovery of storage resources by host discovery option (continued)

Discovery area

User-created host Agentless host

Unified Agent

Standard Agent

HBA

X*

X

X

X

X

X

X

LUNs and multipathing

X

X

X

Volume managers and file
systems

X

X

X

X

X

*WWN,
connectivity, and
number of ports
only
Storage allocation and
connectivity

X

Databases and applications

Table 2-6 compares the reports that CommandCentral Storage can generate with
each host discovery option.
Table 2-6

Reporting capabilities by host discovery option

Report category

User-created host Agentless host

Unified Agent

Standard Agent

Storage reports

X¹

X²

X

X

Reclamation reports

X¹

X²

X

X

Resource reports

X¹

X²

X

X

Performance reports

X¹

X²

X

X

History reports

X

¹ Some data is not available for reports in this category. Data is available for the
discovery areas that are listed in Table 2-5.
² Some data is not available for reports in this category. For more information,
see the CommandCentral Administrator’s Guide.
See “About CommandCentral Storage documentation” on page 20.
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When you need to use a Control Host
The Control Host is similar to a Standard Agent, except that it also lets you discover
the following:
■

Remote hosts through agentless discovery
See “How you can discover hosts in CommandCentral” on page 27.

■

Arrays and switches

■

VMware ESX servers

See “About the Control Host” on page 18.
See “About the Standard Agent” on page 19.
You might use a Control Host to discover remote hosts, arrays, switches, or VMware
ESX servers for the following reasons:
Network configurations
prohibit discovery

Network configurations might prohibit discovery from the
Management Server if you need to:
■

Perform discovery of an object that is behind a firewall.
If you do not want to install the Management Server in
the firewall, you can:
■ Install a Control Host in the firewall.
Grant the Management Server access to the Control
Host.
■ Configure discovery from the Control Host.
■

■

Run the EMC Solutions Enabler Command Line Interface
(SYMCLI) to discover an EMC Symmetrix array, but you
cannot run the SYMCLI from the Management Server.

You have a Solaris
Management Server

CommandCentral cannot perform agentless discovery of a
remote Windows host from a Solaris Management Server
or Solaris Control Host. If you have a Solaris Management
Server and you want to perform agentless discovery of a
Windows host, initiate discovery from a Windows Control
Host.

You want to distribute the
discovery of hosts, arrays,
switches, and VMware ESX
servers

The Control Host can discover remote hosts, arrays,
switches, and ESX servers and then send the discovery data
to the Management Server. As a result, the Control Host
can lessen the amount of computing that the Management
Server would have to do to discover these objects directly.

Install a Control Host only if you need to use these capabilities. If you do not need
these capabilities, use a different method to discover a host.
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See “How you can discover hosts in CommandCentral” on page 27.

Host recommendations for the Management Server
The Management Server is the primary component in your CommandCentral
deployment.
See “About the Management Server” on page 17.
When you identify the host on which you want to run the Management Server,
we recommend that the host:
■

Provides data security.

■

Provides sufficient disk space for the Management Server as it discovers new
network objects and monitors network events.
For information about disk space recommendations, see the CommandCentral
Storage Release Notes.
See “About CommandCentral Storage documentation” on page 20.

■

Includes RAID-protected storage and the capacity to grow its file systems.

■

Connects to the principal switch on your storage network fabric with redundant
connections, if possible. If you use zones, the host should be zoned together
with the switch to which it connects.

Note the following guidelines for installing the Management Server in single-fabric
and multi-fabric networks:
Single-fabric storage
networks

To optimize discovery, monitoring, and management
capabilities, ensure that every object on the fabric is visible
to the Management Server or a discovered host. If an object
is zoned apart from all hosts on the fabric, CommandCentral
cannot fully discover that object’s attributes.

Multi-fabric storage
networks

On a multi-fabric storage network, decide whether to manage
the fabrics together or individually. If the fabrics are each
managed individually, then use the configuration described
for single-fabric storage networks for each fabric.
To manage all fabrics from a single install, use the following
guidelines:
Install the Management Server on any fabric. We
recommend the largest or most important fabric.
■ For comprehensive discovery, discover as many hosts as
possible on the same fabric as the Management Server.
See “How you can discover hosts in CommandCentral”
on page 27.
■
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Before you install the Management Server, review host requirements.
See “Host requirements for the Management Server” on page 44.

Firewall requirements for CommandCentral
CommandCentral components use several ports to discover, monitor, and manage
your storage infrastructure.
See “About CommandCentral components” on page 17.
If CommandCentral cannot communicate across these ports, certain features do
not function properly. Note the following examples:
■

The Management Server communicates with Standard Agents and Control
Hosts through port 1556. If this port is blocked, the Management Server cannot
receive discovery data from Standard Agents and Control Hosts.
See “About the Standard Agent” on page 19.
See “About the Control Host” on page 18.

■

The Management Server communicates with Unified Agents through port
5634. If this port is blocked, the Management Server cannot receive discovery
data from the Unified Agent.
See “About the Unified Agent” on page 19.

■

The CommandCentral Console is accessible through port 8443. If this port is
blocked, users cannot access the Console.
See “About the Management Server” on page 17.

Table 2-7 identifies the default ports that CommandCentral components use to
transfer information. Ensure that these ports are accessible to CommandCentral.
Note: The following ports are for communication between CommandCentral
components. When CommandCentral discovers devices, it uses ports to
communicate between its device explorers and command line tools from hardware
vendors. For information about the specific ports that are required to communicate
between device explorers and device controllers, see the CommandCentral
Hardware and Software Configuration Guide.

Note: If you install the Management Server on Windows and the host has the
Windows Firewall enabled, open port 4032 or disable the Windows Firewall. If
you do not make one of these changes, authorization commands may hang.

Planning your deployment of CommandCentral 5.2
Firewall requirements for CommandCentral

Table 2-7

CommandCentral default port assignments

Port

Protocol

Initiator - Recipient

Bidirectional? Purpose

22

TCP

Management Server or
Control Host - remote
UNIX host

Yes

Agentless discovery of Incomplete discovery
remote UNIX hosts

135

TCP

Management Server or
Control Host - remote
Windows host

Yes

Agentless discovery of Incomplete discovery
remote Windows
hosts

161

SNMP

Devices - Alarm Service
on Management Server

No

Alert and
performance data in
CommandCentral
Storage

Incomplete alert and
performance data in
CommandCentral
Storage

162

UDP

Management Server other

No

UDP traps, sent as a
notification
mechanism

Cannot use traps to send
information to another
management application

162

UDP

Devices - Management
Server

No

UDP traps, used as a
data source for
monitoring the
storage network

Cannot use traps as a
backup mechanism for
SNMP polling

1556

CORBA

Various communications No
to and from the
Management Server,
Authentication Broker,
Control Hosts, and
Standard Agents

Authentication,
CommandCentral does
monitoring, discovery, not function
etc.

1556

CORBA

Simple Instrumentation Yes
Collection Layer on the
Standard Agent and
Control Host - Alert
Manager on the
Management Server

Alert and
performance data in
CommandCentral
Storage

Incomplete alert and
performance data in
CommandCentral
Storage

1885

TCP/IP

Alarm Service on the
Management Server Alert Manager on the
Management Server

Trap sharing

None—the port is not
used across the firewall

No

Impact if blocked
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Table 2-7

CommandCentral default port assignments (continued)

Port

Protocol

Initiator - Recipient

Bidirectional? Purpose

Impact if blocked

2821

TCP/UDP

Web Engine on the
No
Management Server Authentication Service
running within Symantec
Web Server (VRTSweb)

User authentication

Cannot log in to the
Console

2821

TCP/UDP

Authentication Service No
running within Symantec
Web Server (VRTSweb) Authentication Service
and Authorization
Service on the
Management Server

User authorization

Cannot log in to the
Console

2994

JDBC

Database on the
Management Server Web Engine on the
Management Server

Yes

Store settings

None—the port is not
used across the firewall

2994

JDBC

Database on the
Management Server Central HAL Manager
(CHM) on the
Management Server

No

Agent discovery and
store settings

None—the port is not
used across the firewall

2994

JDBC

Database on the
Management Server Alert Manager on the
Management Server

Yes

Policy, collectors,
alerts, and store
settings

None—the port is not
used across the firewall

5634

TCP

Unified Agents Yes
Management Server and
Control Hosts Management Server

Obtain discovery
Incomplete discovery
information from
data
Unified Agents and
communication
between Control Hosts
and the Management
Server

8181

HTTP over
TCP/IP

Web browser - Web
Engine on the
Management Server

Yes

Runs the Console

No access to the Console

8443

HTTPS over Web Browser - Web
TCP/IP
Engine on the
Management Server

Yes

Runs the Console

No access to the Console
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Methods that you can use to deploy the Standard
Agent
You can use several methods to install, configure, upgrade, and uninstall a
Standard Agent.
See “About the Standard Agent” on page 19.
Table 2-8 describes the methods that you can use to deploy the Standard Agent.
Table 2-8

Methods to install, configure, upgrade, and uninstall a Standard
Agent
Remote
installs
possible?

Description

Interactive UNIX and
deployment Windows

UNIX: Yes

In an interactive installation, the
CommandCentral installer asks you questions
to determine how you want to install,
configure, upgrade, or uninstall the Standard
Agent.

Silent
UNIX and
deployment Windows

UNIX: Yes

Method

Operating
system

Windows: No

Windows: No

In a silent installation, you prepare a response
file (UNIX) or type a command (Windows) that
defines the configuration of the Standard
Agent. This non-interactive deployment is
fast and helps you deploy the Standard Agent
on a large number of hosts.

Note: Silent upgrades are possible on UNIX
hosts only.
Remote
Windows
deployment
with the
Agent Push
Install
Utility

Yes

The Agent Push Install Utility is a Windows
application that lets you install, configure,
upgrade, or uninstall the Standard Agent on
multiple remote Windows hosts.

With any of these methods, you can install the Standard Agent in one of the
following ways:
Install only

The installer installs the Standard Agent without configuring it. You can
then configure the Standard Agent at a later time. You might use this
feature to clone the Standard Agent for a faster deployment.
See “Cloning CommandCentral Standard Agents” on page 82.
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Install and
configure

The installer installs the Standard Agent and configures it to report to a
Management Server.

Note: The install only option is available for new installations only. You cannot
use this option when you upgrade an existing Standard Agent.

Downloading CommandCentral installation files
You can obtain CommandCentral installation files electronically.
To download CommandCentral installation files

1

Acquire a serial number from the Symantec Customer Care team or by
accessing the Symantec Licensing Portal:
https://licensing.symantec.com

2

Go to the Symantec FileConnect Web site:
https://fileconnect.symantec.com

3

Select your preferred language.

4

Type your serial number and click Enter.

5

Read the End User License Agreement and click I Agree.

6

Select the language of the product that you want to download.

7

On the File Selection page, select the file that you want to download and click
Begin Downloading.
After the download completes, you can extract the file and start your
installation.

Section
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■
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■
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■
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Chapter 7. Installing and configuring Control Hosts
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3

Installing the Management
Server
This chapter includes the following topics:
■

Overview of the Management Server installation

■

Host requirements for the Management Server

■

Deploying the Symantec Product Authentication Service on the
CommandCentral Management Server

■

Installing the Management Server

■

Performing post-installation setup for the Management Server

■

Logging in to the CommandCentral Console

■

Enabling and disabling the CommandCentral modules

Overview of the Management Server installation
To install the Management Server, you need to do the following:
■

Verify host requirements.
See “Host requirements for the Management Server” on page 44.

■

Determine how you need to deploy the Symantec Product Authentication
Service.
See “Deploying the Symantec Product Authentication Service on the
CommandCentral Management Server” on page 46.

■

Start the installation.
See “Installing the Management Server” on page 47.
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Once you start the installation, the CommandCentral installer guides you through
the installation process. The process involves the following decisions:
■

Selecting which CommandCentral modules to install.
See “About Veritas CommandCentral Storage” on page 16.
See “About Veritas CommandCentral Storage Change Manager” on page 16.

■

Selecting the directories in which to install program files and data files.

After the installation completes, you can perform post-installation setup.
See “Performing post-installation setup for the Management Server” on page 52.

Host requirements for the Management Server
Table 3-1 lists the requirements for the host on which you install the Management
Server.
Table 3-1

Host requirements for the Management Server

Requirement

Description

A supported operating
system

You can install the Management Server on Solaris and
Windows.
For information about specific versions, see the
CommandCentral Storage Release Notes.
See “About CommandCentral Storage documentation”
on page 20.

Specific operating system Specific packages and patches are required for supported
packages and patches
operating systems. For example, we require additional
packages for core Solaris 10 hosts.
For information about operating system packages and patches,
see the CommandCentral Storage Release Notes.
Sufficient memory, CPU,
and disk space

For information about memory, CPU, and disk space, see the
CommandCentral Storage Release Notes.

No unsupported
CommandCentral
components

The Management Server can co-exist with the Agent Push
Install Utility. We do not support installation of the
Management Server on a host that includes other
CommandCentral components.

Note: You can install the Management Server and Agent Push
Install Utility on the same host during initial installation only.
That is, you cannot install the Management Server or Agent
Push Install Utility and then install the other component later.
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Table 3-1

Host requirements for the Management Server (continued)

Requirement

Description

No unsupported
The CommandCentral Management Server cannot co-exist
co-existence scenarios with with some Symantec products. For example, we do not support
other Symantec products the CommandCentral Management Server on a host that
includes the Veritas Operations Manager Management Server
or managed host.
For more information about the co-existence of
CommandCentral components with other Symantec products,
see the CommandCentral Storage Release Notes.
Accurate clock settings

Verify that the host’s clock and time zone settings are correct.
Installation may fail if the host’s clock and time zone settings
are not accurate to its location.

The Sun Enterprise
For Solaris hosts, verify that the Sun Enterprise
Authentication Mechanism Authentication Mechanism (SEAM) is present. During
installation, the CommandCentral installer checks for the
following files:

Zone support

■

/etc/gss/mech

■

/usr/lib/libgss.so.1

■

/usr/lib/gss

Installation fails if a Solaris 10 host does not have zone
support installed. If zone support is not installed, create an
executable in the /usr/bin directory that is called zonename.
Add the following command to it:
echo "global"

Windows Management
Instrumentation

Use Windows’ Services utility to ensure that the Windows
Management Instrumentation (WMI) service is enabled.

Version 1.1 or later of the
Windows Installer

If you do not have version 1.1 or later of the Windows Installer,
CommandCentral components do not install properly.
The Windows Installer is available for download from the
Microsoft Web site:
http://msdn.microsoft.com/downloads/
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Deploying the Symantec Product Authentication
Service on the CommandCentral Management Server
The Symantec Product Authentication Service is a common Symantec component
that validates identities based on private domains or network operating system
domains (like NIS and NT). The Authentication Service protects communication
channels between Symantec application clients and services through message
integrity and confidentiality services.
The Authentication Service includes a Root Broker (RB) and Authentication Brokers
(AB). The Root Broker resides at the top level of the authentication hierarchy and
implements a registration authority to validate Authentication Brokers. In a
typical network that includes several Symantec products, you deploy a Root Broker
and several Authentication Brokers.
The Authentication Service is required on the host on which you install the
Management Server. Because you may have multiple Symantec products that use
the Authentication Service, you need to determine the mode in which to run the
Authentication Service on the Management Server.
When you deploy the Authentication Service on the Management Server, you
typically want to use the Authentication Service in RB + AB mode or AB only mode.
The following table identifies the possible scenarios for deploying the
Authentication Service on the Management Server.
Table 3-2

Scenarios for deploying the Authentication Service on the
Management Server

Scenario

Action

You have not
established a Root
Broker in your
network.

Install the Management Server. By default, the Authentication
Service installs in RB + AB mode when you install the Management
Server. This is the optimal configuration if you do not have a Root
Broker currently installed in your network.

You have established a Before you install the Management Server, we recommend that
Root Broker in your
you install the Authentication Service in AB only mode. This
network.
ensures the optimal configuration of only one Root Broker in the
network.
See “To install the Authentication Service in Authentication
Broker Only mode” on page 47.
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To install the Authentication Service in Authentication Broker Only mode

1

Download the following file from FileConnect:
VRTS_CommandCentral_5.2_ICS_MULTI.tar.gz

See “Downloading CommandCentral installation files” on page 40.

2

Extract VRTS_CommandCentral_5.2_ICS_MULTI.tar.gz.

3

Open the Symantec Product Authentication Service Installation Guide. Click
here to acccess the guide.

4

In the Basic Installation Instructions chapter, follow the installation
instructions in the section titled Installing and Configuring an Authentication
Broker.
When you install and configure the Authentication Service, we recommend
the following:
Windows

Perform an interactive installation or silent installation using
VxSSVRTSatSetup.exe. After you extract
VRTS_CommandCentral_5.2_ICS_MULTI.tar.gz,
VxSSVRTSatSetup.exe resides in the following directory:
\win\Authentication

Solaris

Perform an interactive installation using the ICS installer. After
you extract VRTS_CommandCentral_5.2_ICS_MULTI.tar.gz,
the ICS installer resides in the following directory: /sunos

Installing the Management Server
You can install the Management Server on the following operating systems:
Solaris

See “To install the Management Server (Solaris)” on page 48.

Windows

See “To install the Management Server (Windows)” on page 50.

See “About the Management Server” on page 17.
On Windows, you must run the wizard from the product disc or from a local drive.
Installation from a network or shared drive is not supported.
Before you install the Management Server, verify that the host meets all
requirements.
See “Host requirements for the Management Server” on page 44.
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To install the Management Server (Solaris)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Do one of the following:

3

If you have the
installer

Extract the install files to the local host or mount the product disc.

If you do not
have the
installer

Download the installer and extract the install files to the local host.

See “Mounting the product disc on a Solaris host” on page 171.

See “Downloading CommandCentral installation files” on page 40.

Open an operating system console and change to the following directory:
installer_location/MS/sol_sparc/

Where installer_location is one of the following:

4

■

The directory in which you extracted the tar file

■

The location in which the DVD is mounted

To start the installation, type the following command:
./installer

5

Type I for the Install/Upgrade a Product task and press Enter.

6

Type the menu number that corresponds to the CommandCentral modules
that you want to install. You can install:
■

CommandCentral Storage only
See “About Veritas CommandCentral Storage” on page 16.

■

CommandCentral Storage Change Manager only
See “About Veritas CommandCentral Storage Change Manager” on page 16.

■

CommandCentral Storage and CommandCentral Storage Change Manager

7

After the welcome screen, press Enter to begin the initial system check.

8

After the list of shared components appears, type y and press Enter to
continue the installation.
Shared components are components that other Symantec products use.
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9

After the list of relocatable and non-relocatable packages appears, do one of
the following to define the installation directory for the packages:
To use the default directory
(/opt)

Press Enter.

To use an alternate directory

Type the directory and press Enter.

See “Component packages for the Management Server on a Solaris host”
on page 183.

10 Specify the directories in which you want to store the following:
Data and configuration
files

This is the location where CommandCentral stores data
and configuration files. The default location is
/var/VRTSccs.

Temporary space for the
database server

This is the location where CommandCentral stores
temporary data. Depending on the size of your
environment, CommandCentral may require up to 1 GB.
The default location is /var/VRTSccs/database.

11 Type the fully qualified host name (FQHN) of the host and press Enter.
12 Review the configuration summary of the Management Server and do one of
the following:
If the settings are correct

Type y and press Enter to continue the installation.

If the settings are not
correct

Type n and press Enter to change the configuration.

The installation completes when you see the following message:
CommandCentral Storage Management Server installation completed.

13 If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

14 (Optional) Verify that the installation completed successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

15 Perform post-installation setup.
See “Performing post-installation setup for the Management Server”
on page 52.
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To install the Management Server (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or insert the product disc
into your DVD-ROM drive.
If autorun is enabled, proceed to step 4.

If you do not
have the
installer

3

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.

Open the following directory and run Setup.exe:
installer_location\MS\win

Where installer_location is one of the following:
■

The directory in which you unzipped the zip file

■

The location of your DVD-ROM drive

4

In the Welcome panel of the CommandCentral Installation Wizard, click
Next.

5

In the License Agreement panel, read the license agreement. If you agree,
click I accept the terms of the license agreement and then click Next.

6

In the Components panel, do the following:
■

Under Install Core Components, select one of the following:
■

CommandCentral Storage (CCS) Management Server
See “About Veritas CommandCentral Storage” on page 16.

■

Storage Change Manager (SCM)
See “About Veritas CommandCentral Storage Change Manager”
on page 16.

■

CCS Management Server + SCM
If you choose to install only one of these modules, you do not have to
run the installer again to install the other module. The Management
Server includes commands that you can run to activate the modules.
See “Enabling and disabling the CommandCentral modules” on page 53.

■

(Optional) check Install Push Install Console.

■

Click Next.
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7

In the Destination Folders panel, do one of the following to define the location
for program files and data files:
To keep the default location
Click Next.
(C:\Program Files\VERITAS)
To change the location

Click Change and select a new folder. Then, click
Next.
Do not select a directory that includes Unicode
characters in its name.

8

In the Symantec Shared Components panel, click Next to confirm the
installation or upgrade of the shared components.
Shared components are components that other Symantec products use.

9

In the Start Copying Files panel, review the installation settings and do one
of the following:
If the settings are correct

Click Next to start the installation.

If the settings are not correct

Click Back to return to the previous panels and make
changes.

10 In the Configuration Status panel, do the following:
■

Read the information about configuration.

■

If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

■

Click Next.

11 In the Installation Complete panel, read the information about how to access
product documentation and the CommandCentral Console. Then, click Finish.

12 (Optional) Verify that the installation completed successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

13 Perform post-installation setup.
See “Performing post-installation setup for the Management Server”
on page 52.
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Performing post-installation setup for the
Management Server
After you install the Management Server, we recommend that you do the following:
Log in to the
CommandCentral
Console

CommandCentral ships with one default user account. The user
name is admin and the password is password.

Install a permanent
license

When you install CommandCentral 5.2, an evaluation license
installs. The evaluation license is valid for 60 days. For
information about how to obtain a permanent license, go to the
Symantec Licensing Portal:

See “Logging in to the CommandCentral Console” on page 52.

www.symantec.com/business/products/licensing/activation
For information about how to install a license, see the
CommandCentral Administrator’s Guide.
See “About CommandCentral Storage documentation”
on page 20.
Change the password for For information about how to change a password, see the
the default admin user CommandCentral Administrator’s Guide.
account

Logging in to the CommandCentral Console
At the heart of CommandCentral is a graphical user interface called the Console.
The Console lets you view the data that CommandCentral discovers about your
storage infrastructure through graphical and textual displays. You access the
Console through a Web browser.
For information about supported Web browsers and Web browser requirements,
see the CommandCentral Storage Release Notes.
See “About CommandCentral Storage documentation” on page 20.
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To log in to the CommandCentral Console

1

On a host that has a network connection to the Management Server, open a
Web browser.

2

In the browser’s address field, type the following URL and press Enter:
https://HostName:portNumber

Where:
HostName

is the IP address or fully qualified host name of the host on which
the Management Server is installed.

portNumber

is the port that allows https connections. The default port number
is 8443.

Example: https://myhost.example.com:8443

3

Click the product that you want to use. For example, click CommandCentral
Storage or CommandCentral Storage Change Manager.

4

In the Login page, do the following and click Login:
■

Type your user name and password in the respective fields.

■

In the Domain list, select the domain in which your user name is defined.
Example: cc_users@myhost.example.com

Enabling and disabling the CommandCentral modules
When you install CommandCentral, you specify which modules you want to enable
on the Management Server. You can choose one of the following:
■

CommandCentral Storage only
See “About Veritas CommandCentral Storage” on page 16.

■

CommandCentral Storage Change Manager only
See “About Veritas CommandCentral Storage Change Manager” on page 16.

■

CommandCentral Storage and CommandCentral Storage Change Manager

After you install the Management Server, you can enable and disable these modules
at any time. For example, if you chose to enable CommandCentral Storage only
and decide later that you want to use CommandCentral Storage Change Manager
as well, you can run a script that enables the CommandCentral Storage Change
Manager module.
To verify which CommandCentral modules are enabled, load the Console.
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See “Logging in to the CommandCentral Console” on page 52.
For example, if CommandCentral Storage Change Manager is enabled, a link for
the CommandCentral Storage Change Manager Console appears.
To enable and disable modules on the Management Server

1

Open an operating system console and log on as root (Solaris) or as a user
with administrator-level privileges (Windows).

2

Change to the directory where the mode change script resides. By default,
the directory is as follows:

3

Solaris

/opt/VRTSccs/VRTSccsts/bin

Windows

\Program Files\VERITAS\CommandCentral
Storage\Tools\ModeChangeScripts

Type the following command:
Solaris

ccmode mode

Windows

Mode_Change.bat mode

Where mode is one of the following:
CCS

Enables CommandCentral Storage and disables CommandCentral
Storage Change Manager.

SCM

Enables CommandCentral Storage Change Manager and disables
CommandCentral Storage.

ALL

Enables both CommandCentral Storage and CommandCentral Storage
Change Manager.

Based on your selection, the Management Server enables or disables the
modules.
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Installing the Agent Push
Install Utility
This chapter includes the following topics:
■

Host requirements for the Agent Push Install Utility

■

Installing the Agent Push Install Utility

Host requirements for the Agent Push Install Utility
Table 4-1 lists the requirements for the host on which you install the Agent Push
Install Utility.
Table 4-1

Host requirements for the Agent Push Install Utility

Requirement

Description

A supported operating
system

You can install the Agent Push Install Utility on Windows.
For information about specific versions, see the
CommandCentral Storage Release Notes.
See “About CommandCentral Storage documentation”
on page 20.

Sufficient memory, CPU,
and disk space

For information about memory, CPU, and disk space, see the
CommandCentral Storage Release Notes.
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Table 4-1

Host requirements for the Agent Push Install Utility (continued)

Requirement

Description

No unsupported
CommandCentral
components

The Agent Push Install Utility can co-exist with the
Management Server. We do not support installation of the
Agent Push Install Utility on a host that includes the Standard
Agent or Control Host.

Note: You can install the Management Server and Agent Push
Install Utility on the same host during initial installation only.
That is, you cannot install the Management Server or Agent
Push Install Utility and then install the other component later.
A network connection to
remote hosts

The Agent Push Install Utility lets you remotely install
Standard Agents. Ensure that the host has a network
connection to the remote hosts on which you want to install
Standard Agents.

Installing the Agent Push Install Utility
Use the CommandCentral Installation Wizard to install the Agent Push Install
Utility on a Windows host. You must run the wizard from the product disc or from
a local drive. Installation from a network or shared drive is not supported.
Before you install the Agent Push Install Utility, verify that the host meets all
requirements.
See “Host requirements for the Agent Push Install Utility ” on page 55.
To install the Agent Push Install Utility

1

Log on to the host as a user with administrator-level privileges.

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or insert the product disc
into your DVD-ROM drive.
If autorun is enabled, proceed to step 4.

If you do not
have the
installer

3

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.

Open the following directory and run Setup.exe:
installer_location\MS\win
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where installer_location is one of the following:
■

The directory in which you unzipped the zip file

■

The location of your DVD-ROM drive

4

In the Welcome panel of the CommandCentral Installation Wizard, click
Next.

5

In the License Agreement panel, read the license agreement. If you agree,
click I accept the terms of the license agreement and then click Next.

6

In the Components panel, do the following:

7

■

Uncheck Install Core Components.

■

Check Install Push Install Console.

■

Click Next.

In the Destination Folders panel, do one of the following to define the location
for the program files:
To keep the default location
Click Next.
(C:\Program Files\VERITAS)
To change the location

8

9

Click Change and select a new folder. Then, click
Next.

In the Start Copying Files panel, review the installation settings and do one
of the following:
If the settings are correct

Click Next to start the installation.

If the settings are not correct

Click Back to return to the previous panels and make
changes.

In the Installation Complete panel, click Finish.

10 If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

11 (Optional) Verify that the installation completed successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.
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Chapter

5

Installing and configuring
Standard Agents
This chapter includes the following topics:
■

Overview of the Standard Agent installation

■

Host requirements for the Standard Agent

■

About installing the Standard Agent on a user-created host

■

Installing Standard Agents interactively

■

Installing Standard Agents silently

■

Installing Standard Agents on Windows using the Agent Push Install Utility

■

Configuring Standard Agents interactively

■

Configuring Standard Agents silently

■

Configuring Standard Agents on Windows hosts using the Agent Push Install
Utility

■

Cloning CommandCentral Standard Agents

Overview of the Standard Agent installation
To install the Standard Agent, you need to do the following:
■

Verify host requirements.
See “Host requirements for the Standard Agent” on page 60.

■

Choose an installation method.
See “Methods that you can use to deploy the Standard Agent” on page 39.
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■

Start the installation.
See “Installing Standard Agents interactively” on page 62.
See “Installing Standard Agents silently” on page 68.
See “Installing Standard Agents on Windows using the Agent Push Install
Utility” on page 72.

Once you start the installation, the CommandCentral installer guides you through
the installation process. The process involves the following decisions:
■

Choosing whether or not to configure the Standard Agent.
See “Methods that you can use to deploy the Standard Agent” on page 39.

■

Selecting the directories in which to install program files and data files.

■

Identifying the Management Server to which you want the Standard Agent to
report.
See “About the Management Server” on page 17.

After the installation completes, the Standard Agent discovers the host and sends
the data to the Management Server. You can view this data in the Console.
For information about the Console, see the CommandCentral Storage User’s Guide
and the CommandCentral Storage Change Manager User’s Guide.
See “About CommandCentral Storage documentation” on page 20.
See “About CommandCentral Storage Change Manager documentation” on page 21.

Host requirements for the Standard Agent
Table 5-1 lists the requirements for the host on which you install the Standard
Agent.
Table 5-1

Host requirements for the Standard Agent

Requirement

Description

A supported operating
system

You can install the Standard Agent on AIX, HP-UX, Linux,
Solaris, and Windows.
For information about specific versions, see the
CommandCentral Storage Release Notes.

Specific operating system Packages and patches are required for some operating systems.
packages and patches
For information about operating system packages and patches,
see the CommandCentral Storage Release Notes.
Sufficient memory, CPU,
and disk space

For information about memory, CPU, and disk space, see the
CommandCentral Storage Release Notes.
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Table 5-1

Host requirements for the Standard Agent (continued)

Requirement

Description

No other CommandCentral The Standard Agent cannot co-exist with other
components
CommandCentral components.
Port 1556 open for
communication

The Management Server communicates with the Standard
Agent through port 1556. Ensure that this port is open for
bidirectional communication between the Standard Agent
and the Management Server.

Accurate clock settings

Verify that the host’s clock and time zone settings are correct.
Installation may fail if the host’s clock and time zone settings
are not accurate to its location.

Default permissions for the On Solaris, verify that the /tmp directory has default
/tmp directory
permissions. Installation fails if the user, group, and other
profiles do not have write permission to the /tmp directory.
No processes that use the
InstallShield scripting
engine

If a process uses the InstallShield scripting engine
(IDriver.exe) on Windows, the following error message
displays:
Windows Installer Error code: 1618. Error:
Another installation is already in progress.
Ensure that any processes that use the InstallShield scripting
engine are not running when you attempt to install the
Standard Agent.

Windows Management
Instrumentation

Use Windows’ Services utility to ensure that the Windows
Management Instrumentation (WMI) service is enabled.

Version 1.1 or later of the
Windows Installer

If you do not have version 1.1 or later of the Windows Installer
on your Windows host, CommandCentral components do not
install properly.
The Windows Installer is available for download from the
Microsoft Web site:
http://msdn.microsoft.com/downloads/

About installing the Standard Agent on a user-created
host
If you used agentless capabilities to create a user-created host, you may decide to
install the Standard Agent on that host at a later time. If you install the Standard
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Agent and use the same host name that you used to create the user-created host,
CommandCentral does the following:
■

Assigns the HBAs to the Standard Agent

■

Purges the user-created host object

■

Preserves the annotations and groups created for the host

However, if any of the HBAs that were assigned to the user-created host do not
connect to that host, then CommandCentral does the following:
■

Purges the HBAs that do not connect to the host (CommandCentral now
identifies these as unidentified adapters)

■

Purges the user-created host object

■

Preserves the annotations and groups created for the host

See “How you can discover hosts in CommandCentral” on page 27.

Installing Standard Agents interactively
You can install the Standard Agent interactively.
See “Methods that you can use to deploy the Standard Agent” on page 39.
You can install the Standard Agent on the following operating systems:
UNIX

See “To install the Standard Agent interactively (UNIX)” on page 63.

Windows

See “To install the Standard Agent interactively (Windows)”
on page 66.

See “About the Standard Agent” on page 19.
On Windows, run the wizard from the product disc or from a local drive. We do
not support installation from a network or shared drive.
Before you install the Standard Agent, verify that the host meets all requirements.
See “Host requirements for the Standard Agent” on page 60.
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To install the Standard Agent interactively (UNIX)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or mount the product disc.
See “Mounting the product disc on an AIX host” on page 169.
See “Mounting the product disc on an HP-UX host” on page 170.
See “Mounting the product disc on a Linux host” on page 171.
See “Mounting the product disc on a Solaris host” on page 171.

If you do not
have the
installer

3

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.

Open an operating system console and change to the following directory:
installer_location/MH/platform/

Where:
installer_location

platform

4

is one of the following:
■

The directory in which you extracted the tar file

■

The location in which the DVD is mounted

is one of the following:
■

aix

■

hpux

■

linux_i686

■

sol_sparc

To start the installation, do one of the following:
To install the Standard
Agent on the local host
only

Type the following command:
./installccsmh [-installonly] [-agentpwd
password]
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To install the Standard
Agent on multiple remote
hosts

You can install the Standard Agent on remote hosts only
if the hosts run the same operating system as the local
host. Do one of the following:
■

To use the ssh utility, type the following command:
./installccsmh host_names [-installonly]
[-agentpwd password]

■

To use the rsh utility, type the following command:
./installccsmh -rsh host_names
[-installonly] [-agentpwd password]

Where:
-installonly

is an optional flag that installs the Standard Agent without
configuring it.
See “Methods that you can use to deploy the Standard Agent”
on page 39.

-agentpwd

is an optional flag that is required if you changed the default
password for the Management Server's Agent principal account.
See “About the Agent’s cached certificate” on page 181.

host_names

are the names of the hosts on which you want to install the
Standard Agent. Separate the host names with spaces. You can
add as many hosts as needed.

5

At the welcome screen and the informational prompts, read the information
and press Enter to continue.

6

If you are prompted, type the host name, IP address, or fully-qualified host
name of the hosts on which you want to install the Standard Agent.
If you want to use this Standard Agent as a template for a cloned image, do
not provide the IP address.
See “Cloning CommandCentral Standard Agents” on page 82.

7

After the list of relocatable and non-relocatable packages appears, do one of
the following to define the installation directory for the packages:
To use the default directory
(/opt)

Press Enter.

To use an alternate directory

Type the directory and press Enter.

See “Component packages for the Standard Agent on a UNIX host” on page 185.
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8

If you chose to install and configure the Standard Agent, specify the
directories in which you want to store the following:
Data and configuration
files

9

This is the location in which CommandCentral stores
data and configuration files. The default location is
/var/VRTSccs. When you specify an alternate path,
the installer creates a folder named VRTSccs in the path.

If you chose to install and configure the Standard Agent, type the host name
or IP address of the Management Server that you want to manage the Standard
Agent(s).

10 Review the configuration summary of the Standard Agent(s) and then do one
of the following:
If the settings are correct

Type y and press Enter to confirm the configuration.

If the settings are not correct

Type n and press Enter to revise the configuration.

11 After the list of shared components appears, type y and press Enter to
continue the installation.
Shared components are components that other Symantec products use.

12 To start the installation, press Enter.
The installation completes when you see the following message:
CommandCentral Storage installation completed.

13 If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

14 If you chose the install only option, configure the Standard Agent to report
to a Management Server.
See “Configuring Standard Agents interactively” on page 76.

15 (Optional) Verify that the installation and configuration completed
successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.
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To install the Standard Agent interactively (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or insert the product disc
into your DVD-ROM drive.
If autorun is enabled, proceed to step 4.

If you do not
have the
installer

3

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.

Open the following directory and run Setup.exe:
installer_location\MH\win

where installer_location is one of the following:
■

The directory in which you unzipped the zip file

■

The location of your DVD-ROM drive

4

In the Welcome panel of the CommandCentral Installation Wizard, click
Next.

5

In the License Agreement panel, read the license agreement. If you agree,
click I accept the terms of the license agreement and then click Next.

6

In the Actions panel, select one of the following and click Next:
Install Only

Select to install the Standard Agent without configuring it to
report to a Management Server. You can configure the Standard
Agent at a later time. You might select this option if you want to
clone the Standard Agent for a faster deployment.
See “Cloning CommandCentral Standard Agents” on page 82.

Install and
Configure

Select to install the Standard Agent and configure it to report to
a Management Server.
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7

In the Destination Folders panel, do one of the following to define the location
for program files and data files:
To keep the default location
Click Next.
(C:\Program Files\VERITAS)
To change the location

8

9

Click Change and select a new folder. Then, click
Next.

If you chose the install and configure option, in the Target Management
Server panel, do the following and click Next:
■

Type the fully qualified host name or IP address of the Management Server
that you want to manage the Standard Agent.

■

If you changed the default password for the Management Server's Agent
principal account, check Advanced Security Settings and type the
password.
See “About the Agent’s cached certificate” on page 181.

In the Symantec Shared Components panel, click Next to confirm the
installation or upgrade of the shared components.
Shared components are components that other Symantec products use.

10 In the Start Copying Files panel, review the installation settings and do one
of the following:
If the settings are correct

Click Next to start the installation.

If the settings are not correct

Click Back to return to the previous panels and make
changes.

11 If you chose the Install and Configure option, in the Configuration Status
panel, do the following:
■

Read the information about the configuration of the Standard Agent.

■

If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

■

Click Next.

12 In the Installation Complete panel, click Finish.
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13 If you chose the install only option, configure the Standard Agent to report
to a Management Server.
See “Configuring Standard Agents interactively” on page 76.

14 (Optional) Verify that the installation and configuration completed
successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

Installing Standard Agents silently
You can install the Standard Agent silently.
See “Methods that you can use to deploy the Standard Agent” on page 39.
You can install the Standard Agent on the following operating systems:
UNIX

See “To install Standard Agents silently (UNIX)” on page 68.

Windows

See “To install Standard Agents silently (Windows)” on page 71.

See “About the Standard Agent” on page 19.
Before you install the Standard Agent, verify that the host meets all requirements.
See “Host requirements for the Standard Agent” on page 60.
To install Standard Agents silently (UNIX)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or mount the product disc.
See “Mounting the product disc on an AIX host” on page 169.
See “Mounting the product disc on an HP-UX host” on page 170.
See “Mounting the product disc on a Linux host” on page 171.
See “Mounting the product disc on a Solaris host” on page 171.

If you do not
have the
installer

3

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.

Change to the following directory:
installer_location/MH/platform/silent
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Where:
installer_location

platform

is one of the following:
■

The directory in which you extracted the tar file

■

The location in which the DVD is mounted

is one of the following:
■

aix

■

hpux

■

linux_i686

■

sol_sparc

4

Open the sample response file (ccs.response) in a text editor.

5

Edit the $CPI::CFG{RF_HALCHM} variable by specifying the IP address or name
of the Management Server to which you want the Standard Agents to report.

6

(Optional) Edit any of the other configuration variables.
See “Variables for silent deployments on UNIX hosts” on page 178.

7

Change to the following directory:
installer_location/MH/platform

Where:
installer_location

platform

is one of the following:
■

The directory in which you extracted the tar file

■

The location in which the DVD is mounted

is one of the following:
■

aix

■

hpux

■

linux_i686

■

sol_sparc
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8

Type one of the following commands:
To install the
Standard Agent
without
configuring it

./installccsmh -responsefile response_file
-installonly mode host_names [-agentpwd password]

To install and
configure the
Standard Agents

./installccsmh -responsefile response_file mode
host_names [-agentpwd password]

Where:
response_file

is the name and path to the response file.

mode

is the mode of communication that you want to use to install the
Standard Agent on remote hosts. type -rsh or -ssh
If you only want to install the Standard Agent on the local host,
omit this option.

host_names

is the host name, IP address, or fully-qualified host name of the
hosts on which you want to install the Standard Agent. Separate
the host names with spaces.

-agentpwd

is an optional flag that is required if you changed the default
password for the Management Server's Agent principal account.
See “About the Agent’s cached certificate” on page 181.

The installation completes when you see the following message:
Startup completed successfully on all systems.

9

If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

10 If you chose the install only option, configure the Standard Agent to report
to a Management Server.
See “Configuring Standard Agents silently” on page 79.

11 (Optional) Verify that the installation and configuration completed
successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.
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To install Standard Agents silently (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Do one of the following:

3

If you have the
installer

Extract the install files to the local host or insert the product disc
into your DVD-ROM drive.

If you do not
have the
installer

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.

Open the following directory:
installer_location\MH\win\packages

where installer_location is one of the following:
■

The directory in which you unzipped the zip file

■

The location of your DVD-ROM drive

4

Copy the CCStorage Managed Host.msi to a local or network directory.

5

In a command prompt, change to the directory where you copied the file in
step 4.

6

To install the Standard Agent, type the following command:
msiexec.exe /LV* "log_file_name" /qn /I "msi_directory\CCStorage
Managed Host.msi" INSTALLDIR="C:\Program Files\VERITAS" ALLUSERS=1
INSTALLLEVEL=1 REBOOT=ReallySuppress DATADIR="C:\Program
Files\VERITAS\" PBXCONFIGURECS=FALSE

7

To configure the Standard Agent, type the following command:
"C:\Program Files\VERITAS\CommandCentral
Storage\Tools\ConfigureVCC.exe" Fresh
"management_server_ip_address_or_name" "Agent_password"

Where Agent_password specifies the password for the Management Server’s
Agent principal account. This parameter is required only if you changed the
password for the Agent principal account.
See “About the Agent’s cached certificate” on page 181.
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8

Installation completes. If you encountered any errors, troubleshoot your
installation.
See “Troubleshooting your CommandCentral installation” on page 150.

9

(Optional) Verify that the installation and configuration completed
successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

Installing Standard Agents on Windows using the
Agent Push Install Utility
You can install the Standard Agent on Windows hosts using the Agent Push Install
Utility.
See “About the Standard Agent” on page 19.
See “Methods that you can use to deploy the Standard Agent” on page 39.
Before you install the Standard Agent, verify that the host meets all requirements.
See “Host requirements for the Standard Agent” on page 60.
To install Standard Agents using the Agent Push Install Utility

1

Log on to the Agent Push Install Utility host as a user with administrator-level
privileges.

2

Click Start > All Programs > Symantec > Veritas CommandCentral Storage
> Agent Push Install Utility.

3

If you have not already done so, add details about the target host to the Agent
Push Install Utility.
See “Selecting target hosts for the Agent Push Install Utility” on page 74.

4

In the Hosts Tree pane, select a host.

5

In the Settings pane, double-click any of the following options:
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Recommended Action

Select one of the following:
Install and Configure: Select to install the Standard
Agent and configure it to report to a Management
Server. This is the default selection.
■ Install Only: Select to install the Standard Agent
without configuring it. You can configure the
Standard Agent at a later time. You might use this
feature to clone the Standard Agent for a faster
deployment.
See “Cloning CommandCentral Standard Agents”
on page 82.
■

Installation Directory

Type the installation path for the Standard Agent. The
default path is C:\Program Files\VERITAS

Hostname or IP of
CommandCentral
Management Server

Type the fully qualified host name or IP address of the
Management Server that you want to manage the
Standard Agent. This field is required if you select the
Install and Configure option. The field is optional if
you select the Install Only option.

Network Check

Select one of the following:
Enable: Verifies the connection between the
Management Server and the remote host.
■ Disable: Does not verify the connection between
the Management Server and the remote host.
■

This option is enabled by default.

6

Do one of the following:
To install on a
single host

Click the host in the Hosts Tree pane and then click Action >
Start Recommended Action on host "hostname".

To install on all
Click Action > Start Recommended Actions for all hosts.
hosts in the queue

In the Hosts Tree pane, a green and white arrow icon displays next to each
host as it updates. If the installation succeeds, a green and white check mark
icon displays next to the host. The Status pane displays status messages for
each host.
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7

If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

8

(Optional) Verify that the installation and configuration completed
successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

Selecting target hosts for the Agent Push Install Utility
Before you can install, upgrade, configure, or uninstall a Standard Agent using
the Agent Push Install Utility, you must add details about the target host to the
utility.
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To add hosts to the Agent Push Install Utility

1

Click Start > All Programs > Symantec > Veritas CommandCentral Storage
> Agent Push Install Utility.

2

In the Select Hosts for Managing Installations dialog box, use the following
methods to add one or more target hosts:
Add a host name or IP
address one at a time

In the Host Name or IP Address field, type the name or IP
address of a host and click Add Host.
When you enter host names, the utility does not check for
invalid characters (:/\[]=,_?+|;). This can result in a failed
(System error 53) operation, which prevents the utility
from connecting to the target host. Use the host’s IP
address if its name includes any invalid characters.

Browse across one or
more network domains

Click Browse, select hosts from the list that displays, and
click OK.

Enter a contiguous IP
address range

Click Select by IP Range. In the Add Hosts in IP Range to
List dialog box, type the beginning and ending IP address
range, and then click OK.
You can specify an IP range within a subnet only.
The following example is correct:
10.212.105.1 to 10.212.105.254
The following example is incorrect:
10.212.105.1 to 10.212.106.254
The first three fields of the starting IP address must match
the corresponding fields of the ending IP address.
When you enable the Show only these hosts running SAN
Access Layer checkbox, the utility filters the selected IP
range and searches for the Windows hosts on which port
2802 (the default HAL port) is available.

Load a list of remote
hosts

Click Load from file, and in the Open dialog box, type the
file name of a previously saved hosts list file and click OK.
The utility does not prompt you if any of the hosts were
not loaded. After you load the file, verify that all of the
hosts were added. If all of the hosts were not added,
manually add the missing hosts.

3

Select one or more hosts and click Edit Login.
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4

In the Login Information dialog box, modify the fields as follows and click
OK:
Login

Type a user name that has administrative privileges for the host.
You can specify user names in the following Windows formats.
This information shows the Windows format, example, and
explanation:
■

Local administrator user name
Example: admin

Where admin is the local administrator user name for the
destination remote host.
■ Host and local administrator user name
Example: myhost\admin
Where myhost is the host name and admin is the user name
of the local administrator.
■ Domain and domain administrator user name
Example: cc-lab\admin2
Where cc-lab is the domain and admin2 is the user name
of the domain-level administrator.
Password

Type the password for the specified user name.

Management
Server Name

Type the fully qualified host name or IP address of the
Management Server that you want to manage the Standard Agent.

5

Repeat step 4 for each target host in the list.

6

In the Select Hosts for Managing Installations dialog box, click OK.
In the Hosts Tree pane, you should see the hosts that you added. The utility
attempts to establish a connection to each host in the Hosts Tree pane.

Configuring Standard Agents interactively
If you chose the install only option when you installed a Standard Agent, you need
to configure that Standard Agent to report to a Management Server. You can
configure the Standard Agent interactively.
See “Methods that you can use to deploy the Standard Agent” on page 39.
You can configure the Standard Agent on the following operating systems:
UNIX

See “To configure a Standard Agent interactively (UNIX)” on page 77.
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Windows

See “To configure a Standard Agent interactively (Windows)”
on page 78.

To configure a Standard Agent interactively (UNIX)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Change to the following directory:
/opt/VRTS/install

3

Type the following command:
./installccsmh -configure [-agentpwd password]

Where -agentpwd is an optional flag that is required if you changed the default
password for the Management Server's Agent principal account.
See “About the Agent’s cached certificate” on page 181.

4

At the welcome screen, press Enter to continue.

5

Type the host name, IP address, or fully-qualified host name of the hosts that
you want to configure. Separate multiple hosts by spaces.

6

Read the informational prompts and press Enter to continue.

7

Specify the directories in which you want to store the following:
Data and configuration
files

This is the location in which CommandCentral stores
data and configuration files. The default location is
/var/VRTSccs. When you specify an alternate path,
the installer creates a folder named VRTSccs in the path.

8

Type the host name or IP address of the Management Server that you want
to manage the Standard Agent(s).

9

Review the configuration summary and then do one of the following:
If the settings are correct

Type y and press Enter to confirm the configuration.

If the settings are not correct

Type n and press Enter to revise the configuration.

10 To start the configuration, type y and press Enter.
11 After successful configuration of the Hardware Abstraction Layer, press
Enter to start the Standard Agent.
The configuration completes when you see the following message:
CommandCentral Storage configuration completed.
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12 If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

13 (Optional) Verify that the configuration completed successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.
To configure a Standard Agent interactively (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Open the following directory and run Setup.exe:
installer_location\MH\win

where installer_location is one of the following:
■

The directory in which you unzipped the CommandCentral 5.2 installation
files

■

The location of your DVD-ROM drive

3

In the Welcome panel of the CommandCentral Installation Wizard, click
Next.

4

In the License Agreement panel, read the license agreement. If you agree,
click I accept the terms of the license agreement and then click Next.

5

In the Action panel, click Next.

6

In the Target Management Server panel, do the following and click Next:

7

8

■

Type the fully qualified host name or IP address of the Management Server
that you want to manage the Standard Agent.

■

If you changed the default password for the Management Server's Agent
principal account, select Advanced Security Settings and type the
password.
See “About the Agent’s cached certificate” on page 181.

In the Start Copying Files panel, review the installation settings and do one
of the following:
If the settings are correct

Click Next to start the installation.

If the settings are not correct

Click Back to return to the previous panels and make
changes.

In the Configuration Status panel, do the following:
■

Read the information about configuration.
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9

■

If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

■

Click Next.

In the Installation Complete panel, click Finish.

10 (Optional) Verify that the configuration completed successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

Configuring Standard Agents silently
If you chose the install only option during installation of a Standard Agent, you
need to configure that Standard Agent so that it reports to a Management Server.
You can configure the Standard Agent silently.
See “Methods that you can use to deploy the Standard Agent” on page 39.
You can configure the Standard Agent on the following operating systems:
UNIX

See “To configure Standard Agents silently (UNIX)” on page 79.

Windows

See “To configure Standard Agents silently (Windows)” on page 80.

To configure Standard Agents silently (UNIX)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Change to the following directory:
installer_location/MH/platform

Where:
installer_location

platform

is one of the following:
■

The directory in which you extracted the tar file

■

The location in which the DVD is mounted

is one of the following:
■

aix

■

hpux

■

linux_i686

■

sol_sparc
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3

Type the following command:
./installccsmh -responsefile response_file -configure mode
host_names [-agentpwd password]

Where:
response_file

is the name and path to the response file that you used to install
the Standard Agent(s).

mode

is the mode of communication that you want to use to configure
the Standard Agent on remote hosts. Type -rsh or -ssh
If you only want to configure the Standard Agent on the local
host, omit this option.

host_names

is the host name, IP address, or fully-qualified host name of the
hosts on which you want to configure the Standard Agent.
Separate the host names with spaces.

-agentpwd

is an optional flag that is required if you changed the default
password for the Management Server's Agent principal account.
See “About the Agent’s cached certificate” on page 181.

The configuration completes when you see the following message:
Startup completed successfully on all systems.

4

If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

5

(Optional) Verify that the configuration completed successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

To configure Standard Agents silently (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

To configure the Standard Agent, type the following command:
"C:\Program Files\VERITAS\CommandCentral
Storage\Tools\ConfigureVCC.exe" Fresh
"management_server_ip_address_or_name" "Agent_password"

Where Agent_password specifies the password for the Management Server’s
Agent principal account. This parameter is required only if you changed the
password for the Agent principal account.
See “About the Agent’s cached certificate” on page 181.
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3

If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

4

(Optional) Verify that the configuration completed successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

Configuring Standard Agents on Windows hosts using
the Agent Push Install Utility
If you chose the install only option when you installed a Standard Agent, you need
to configure that Standard Agent to report to a Management Server. You can use
the Agent Push Install Utility to configure Standard Agents that run on Windows.
See “Methods that you can use to deploy the Standard Agent” on page 39.
Note: After you install a Standard Agent with the install only option, you need
disconnect and then reconnect the Agent Push Install Utility from the host before
you configure the Standard Agent.
To configure Standard Agents using the Agent Push Install Utility on Windows

1

Log on to the Agent Push Install Utility host as a user with administrator-level
privileges.

2

Click Start > All Programs > Symantec > Veritas CommandCentral Storage
> Agent Push Install Utility.

3

In the Hosts Tree pane, select a host.

4

In the Settings pane, double-click Recommended Action.

5

In the Edit Package Settings dialog box, click Configure and then click OK.

6

If you have not yet entered the host name or IP address of the Management
Server, do the following:
■

In the Settings pane, double-click Hostname or IP of CommandCentral
Management Server.

■

Type the name or IP address of the Management Server.

■

Click OK.
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7

Do one of the following:
To run the action on a
single host

Select that host in the Hosts Tree pane and then click
Action > Start Recommended Action on host
"hostname".

To run the actions on all
hosts in the queue

Click Action > Start Recommended Actions for all hosts.

In the Hosts Tree pane, a green and white arrow icon displays next to each
host as it updates. If the installation succeeds, a green and white check mark
icon displays next to the host. The Status pane displays status messages for
each host.

8

If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

9

(Optional) Verify that the configuration completed successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

Cloning CommandCentral Standard Agents
To quickly deploy Standard Agents throughout your network, you may want to
clone a host that includes the Standard Agent.
See “About the Standard Agent” on page 19.
CommandCentral helps you clone Standard Agents by including the install only
option, which lets you install a Standard Agent without configuring it. After you
install a Standard Agent without configuring it, you can then clone that host.
Later, you can configure the Standard Agents.
Warning: When you install the Standard Agent that you want to use as an image
for cloning, provide the host name of the host. Do not provide the IP address of
the host. If you provide the IP address, the host’s unique host identifier does not
reset, which results in multiple host’s with the same unique host identifier.

Note: The install only option applies to new installs only. You cannot use the
install only option when you upgrade an existing Standard Agent.
Table 5-2 identifies the process that you can use to clone Standard Agents.
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Process for cloning Standard Agents

Table 5-2
Step UNIX

Windows

1

Install the Standard Agent using the
install only option.

Install the Standard Agent using the
install only option.

See “Installing Standard Agents
interactively” on page 62.

See “Installing Standard Agents
interactively” on page 62.

See “Installing Standard Agents silently” See “Installing Standard Agents silently”
on page 68.
on page 68.
See “Installing Standard Agents on
Windows using the Agent Push Install
Utility” on page 72.
2

Do the following:

On the Standard Agent, set the
VCC_CLONE_HOST=1 registry key at:

Use server provisioning software to
designate the Standard Agent as the HKEY_LOCAL_MACHINE\SOFTWARE\Veritas\VCC
image or template host from which
you clone additional hosts.
■ Clone the host.
■

■

3

Ensure that each cloned host has a
unique host name.

On the host from which you want to
configure the Standard Agents, set the
following environment variable:
VCC_CLONE_HOST=1

Do the following:
Use server provisioning software to
designate the Standard Agent as the
image or template host from which
you clone additional hosts.
■ Clone the host.
■

■

4

Ensure that each cloned host has a
unique host name.

Configure each Standard Agent.

Configure each Standard Agent.

See “Configuring Standard Agents
interactively” on page 76.

See “Configuring Standard Agents
interactively” on page 76.

See “Installing Standard Agents silently” See “Installing Standard Agents silently”
on page 68.
on page 68.
See “Configuring Standard Agents on
Windows hosts using the Agent Push
Install Utility” on page 81.
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Chapter

6

Installing and configuring
Unified Agents
This chapter includes the following topics:
■

Overview of the Unified Agent installation

■

Host requirements for the Unified Agent

■

Installing the Unified Agent

■

Configuring Unified Agents to report to CommandCentral

■

Performing post-configuration setup for the Unified Agent

■

Verifying the version of the VRTSsfmh package

Overview of the Unified Agent installation
To install the Unified Agent, you need to do the following:
■

Verify host requirements.
See “Host requirements for the Unified Agent” on page 86.

■

Install the VRTSsfmh package.
See “Installing the Unified Agent” on page 86.

■

Configure the Unified Agent to report to the Management Server.
See “Configuring Unified Agents to report to CommandCentral” on page 89.
After the configuration completes, the Unified Agent discovers the host and
sends the data to the Management Server. You can view this data in the Console.

■

Perform post-configuration setup.
See “Performing post-configuration setup for the Unified Agent” on page 95.
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Host requirements for the Unified Agent
Table 6-1 lists the requirements for the host on which you install the Unified
Agent.
Table 6-1

Host requirements for the Unified Agent

Requirement

Description

A Storage Foundation
product

We do not support the Unified Agent unless a Storage
Foundation product is installed on the host.

A supported operating
system and sufficient
system resources

For a list of supported operating systems, see the
CommandCentral Storage Release Notes. For more information
about system requirements, refer to your Storage Foundation
documentation.

Port 5634 open for
communication

The Unified Agent uses port 5634 to communicate with the
Management Server. Ensure that this port is open for
bidirectional communication between the Unified Agent and
Management Server.
See “Firewall requirements for CommandCentral” on page 36.

No other CommandCentral The Unified Agent cannot co-exist with other
components
CommandCentral components. For example, you cannot run
the Standard Agent and Unified Agent on the same host.

Installing the Unified Agent
The Unified Agent consists of the VRTSsfmh package. CommandCentral 5.2 ships
with the installer for VRTSsfmh 3.0 RU1. You can use this installer to install the
package. We support the Unified Agent only if a Storage Foundation product is
installed on the host.
Note: The VRTSsfmh package is included with Storage Foundation starting in the
5.1 release.
See “About the Unified Agent” on page 19.
See “Versions of VRTSsfmh that CommandCentral supports” on page 19.
See “Host requirements for the Unified Agent” on page 86.
If the VRTSsfmh package is already installed, you only need to configure the
Unified Agent to report to the CommandCentral Management Server.
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See “Verifying the version of the VRTSsfmh package” on page 96.
See “Configuring Unified Agents to report to CommandCentral” on page 89.
You can install the Unified Agent on the following operating systems:
UNIX

See “To install the Unified Agent (UNIX)” on page 87.

Windows

See “To install the Unified Agent (Windows)” on page 88.

After you install the Unified Agent, you need to configure it to report to the
CommandCentral Management Server.
See “Configuring Unified Agents to report to CommandCentral” on page 89.
To install the Unified Agent (UNIX)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or mount the product disc.
See “Mounting the product disc on an AIX host” on page 169.
See “Mounting the product disc on an HP-UX host” on page 170.
See “Mounting the product disc on a Linux host” on page 171.
See “Mounting the product disc on a Solaris host” on page 171.

If you do not
have the
installer

3

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.

Open an operating system console and change to the following directory:
installer_location/UA/platform/

Where:
installer_location

is one of the following:
■

The directory in which you extracted the tar file

■

The location in which the DVD is mounted
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platform

is one of the following:
■

aix

■

hpux/11.11

■

hpux/generic

■

linux_i686

■

sol_i386

■

sol_sparc

4

For AIX and HP-UX hosts, extract the compressed file and change the working
directory to the path in which you extracted the compressed file.

5

Type one the following commands:

6

AIX

installp -ac -d VRTSsfmh-RU1_3.0.357.0_AIX.bff
VRTSsfmh

HP-UX

swinstall -s $PWD VRTSsfmh

Linux

rpm -ivh VRTSsfmh-RU1_3.0.357.0_Linux.rpm

Solaris (SPARC)

pkgadd -d
VRTSsfmh-RU1_3.0.357.0_SunOS_arch_sparc.pkg

Solaris (x86)

pkgadd -d
VRTSsfmh-RU1_3.0.357.0_SunOS_arch_i386.pkg

(Optional) After installation completes, you can verify that the package
installed successfully.
See “Verifying the version of the VRTSsfmh package” on page 96.

To install the Unified Agent (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or insert the product disc
into your DVD-ROM drive.
If autorun is enabled, proceed to step 5.

If you do not
have the
installer

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.
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3

Depending on the host’s architecture, open one of the following directories:
32-bit hosts

installer_location\UA\win\x86

64-bit hosts

installer_location\UA\win\x64

IA64 hosts

installer_location\UA\win\ia64

Where installer_location is one of the following:
■

The directory in which you unzipped the zip file

■

The location of your DVD-ROM drive

4

Run the msi file.

5

In the Welcome panel, click Next.

6

In the Ready to Install the Program panel, click Install.

7

Click Finish.

8

(Optional) After installation completes, you can verify that the package
installed successfully.
See “Verifying the version of the VRTSsfmh package” on page 96.

Configuring Unified Agents to report to
CommandCentral
You can use the following scripts to configure Unified Agents to report to a
CommandCentral Management Server:
UAUtil.pl

The UAUtil.pl script lets you configure Unified Agents to report to
CommandCentral if the Unified Agents:
■

Run on UNIX hosts

■

Report to Veritas Operations Manager

The script runs remotely from the CommandCentral Management Server
and does not require you to log on to individual hosts and specify
credentials.
You can either configure all hosts that report to Veritas Operations
Manager or you can configure specific hosts. To configure specific hosts,
you need to prepare a file that lists each host name or IP address.
See “To configure Unified Agents with the UAUtil.pl script” on page 90.
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gendeploy.pl

The gendeploy.pl script lets you configure Unified Agents to report to
CommandCentral. The gendeploy.pl script generates a configuration script
that you need to run on each host that you want to configure.
See “To configure Unified Agents with the gendeploy.pl script” on page 93.

Before you configure the Unified Agent to report to CommandCentral, verify that
the version of the VRTSsfmh package is supported.
See “Versions of VRTSsfmh that CommandCentral supports” on page 19.
See “Verifying the version of the VRTSsfmh package” on page 96.
After you configure the Unified Agent, you need to perform post-configuration
setup.
See “Performing post-configuration setup for the Unified Agent” on page 95.
To configure Unified Agents with the UAUtil.pl script

1

Log on to the CommandCentral Management Server and open an operating
system console.

2

Change to the following directory:

3

Solaris

/opt/VRTSccs/bin/

Windows

\Program Files\VERITAS\CommandCentral Storage\bin

Do one of the following:
■

If you want to configure some, but not all of the UNIX hosts that report
to a Veritas Operations Manager Management Server, proceed to step 4.

■

If you want to configure all of the UNIX hosts that report to a Veritas
Operations Manager Management Server, proceed to step 6.
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4

To obtain the list of hosts that currently report to a Veritas Operations
Manager Management Server, type the following command:
Solaris

./perl UAUtil.pl list-vom-mh --vom-server ServerName
--user UserName --password Password

Windows

perl UAUtil.pl list-vom-mh --vom-server ServerName
--user UserName --password Password

Where:

5

ServerName

is the host name of the Veritas Operations Manager Management
Server.

UserName

is the user name of an account with admin privileges on the Veritas
Operations Manager Management Server.

Password

is the password for the user account.

Prepare a file that includes the host names or IP addresses of the Unified
Agents that you want to configure to report to CommandCentral. Enter the
host names or IP addresses on separate lines. Enter the host names or IP
addresses as they appear in the output of the command that you ran in step
4.
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6

To configure the Unified Agents, type the following command:
Solaris

./perl UAUtil.pl vom-attach --vom-server ServerName
--user UserName --password Password --agent-password
AgentPassword [--hostfile HostFile] [--ttl ttl]

Windows

perl UAUtil.pl vom-attach --vom-server ServerName
--user UserName --password Password --agent-password
AgentPassword [--hostfile HostFile] [--ttl ttl]

Where:
ServerName

is the host name of the Veritas Operations Manager Management
Server.

UserName

is the user name of an account with admin privileges on the Veritas
Operations Manager Management Server.

Password

is the password for the user account.

AgentPassword is the password of the CommandCentral Management Server's Agent
principal account. The default password is agent123
See “About the Agent’s cached certificate” on page 181.
HostFile

is the location of a file that includes the host names or IP addresses
of the Unified Agents that you want to configure. Enter the host
names or IP addresses on separate lines. If you do not use this option,
the script configures all UNIX hosts that currently report to the
Veritas Operations Manager Management Server. In addition, the
script configures any new UNIX hosts that are added to Veritas
Operations Manager in the future.

ttl

is the number of days that the script keeps a record of the request.
If you do not use this option, the script defaults to seven days. Once
the request expires, you cannot use the view-attach-status command
to query the status of the request. If you do not want the request to
expire, you can enter the value forever (for example, --ttl
forever).

The command places an asynchronous request with the Veritas Operations
Manager Management Server. The command also provides a request ID that
you can use to track the status of the request. If you want to track the status,
you need this request ID for step 7.
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7

(Optional) To display the status of the configuration, type the following
command:
Solaris

./perl UAUtil.pl view-attach-status --vom-server
ServerName --user UserName --password Password
--reqid ReqId

Windows

perl UAUtil.pl view-attach-status --vom-server
ServerName --user UserName --password Password
--reqid ReqId

Where:
ServerName

is the host name of the Veritas Operations Manager Management
Server.

UserName

is the user name of an account with admin privileges on the Veritas
Operations Manager Management Server.

Password

is the password for the user account.

ReqId

is the request ID of the vom-attach command that you ran in step 6.

To configure Unified Agents with the gendeploy.pl script

1

Log on to the CommandCentral Management Server and open an operating
system console.

2

Change to the following directory:
Solaris

/opt/VRTSccs/bin

Windows

\Program Files\VERITAS\CommandCentral Storage\bin
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3

Type the following command:
Solaris

./perl gendeploy.pl get-config-script --password
AgentPassword --outfile output_file

Windows

perl gendeploy.pl get-config-script --password
AgentPassword --outfile output_file

Where:
AgentPassword is the password of the Management Server's Agent principal account.
The default password is agent123
See “About the Agent’s cached certificate” on page 181.
output_file

includes the path and name of the configuration script that
gendeploy.pl generates. For example, /tmp/config-ua.pl or
C:\temp\config-ua.pl
There are no restrictions for the name of the configuration script.

The gendeploy.pl script generates a configuration script that you use to
configure a Unified Agent to report to CommandCentral.

4

Copy the configuration script to each host that you want to configure.

5

Open an operating system console on the host that you want to configure.

6

Change to the following directory:
UNIX

/opt/VRTSsfmh/bin/

Windows

\Program Files\VERITAS\VRTSsfmh\bin
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7

Type the following command:
UNIX

./perl config_script --password AgentPassword
[--hostname HostName] [--control-host CH] [--silent]
[--force]

Windows

perl config_script --password AgentPassword
[--hostname HostName] [--control-host CH] [--silent]
[--force]

Where:
config_script

is the full path and file name of the script. For example,
/tmp/config-ua.pl or C:\temp\config-ua.pl

AgentPassword is the password of the Management Server's Agent principal account.
The default password is agent123
See “About the Agent’s cached certificate” on page 181.

8

HostName

is the host name of the Unified Agent. If you do not specify the host
name, the script uses the host name which is resolvable from the
Management Server. If a host name is not resolvable, then the script
uses the IP address of the host.

CH

is an alternate name (host name or IP address) for the Management
Server to which the Unified Agent reports. If you do not specify an
alternate name, the script uses the name that it obtained when you
ran the gendeploy.pl script.

--silent

forces the script to not print any messages during its execution.

--force

reconfigures the Unified Agent if it is already configured to the
Management Server.

(Optional) Verify that the configuration completed successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

Performing post-configuration setup for the Unified
Agent
After you configure the Unified Agent to report to a CommandCentral Management
Server, you need to perform post-configuration setup.
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The Unified Agent automatically discovers any Sybase, MS-SQL, or Oracle
databases that run on the host. However, discovery is minimal until you edit each
database's device configuration by entering the database credentials (user name
and password).
To edit a device’s configuration

1

In the CommandCentral Console, click Settings > Devices.

2

In the Configured Devices table, in the Device Configuration Name column,
check the device whose configuration you want to edit.

3

In the drop-down list, click Edit Device Configuration. Then, click Go.

4

In the Configure Device dialog box, make the necessary configuration
changes.
For more information on particular device settings, see the CommandCentral
Hardware and Software Configuration Guide.

5

Click Next.

6

Click Finish to complete device configuration.

See “About the Unified Agent” on page 19.
See “Configuring Unified Agents to report to CommandCentral” on page 89.

Verifying the version of the VRTSsfmh package
You can verify the version of the VRTSsfmh package that is installed on a host.
For example, you might check the version to verify that the installation completed
successfully.
The Unified Agent consists of the VRTSsfmh package.
See “About the Unified Agent” on page 19.
See “Versions of VRTSsfmh that CommandCentral supports” on page 19.
To verify the version of the VRTSsfmh package (UNIX)
◆

On the host where the VRTSsfmh package is installed, type one of the
following commands:
AIX

lslpp -l VRTSsfmh

HP-UX

swlist VRTSsfmh

Linux

rpm -q VRTSsfmh

Solaris

pkginfo -l VRTSsfmh

Installing and configuring Unified Agents
Verifying the version of the VRTSsfmh package

To verify the version of the VRTSsfmh package (Windows)

1

On the host where the VRTSsfmh package is installed, click Start > Control
Panel > Add or Remove Programs.

2

Select one of the following:
Veritas Operations Manager (Host The product name for version 3.0 and later.
Component)
Veritas Storage Foundation
Manager for Windows (Host
Component)

3

The product name for version 2.1 and previous
versions.

Click Click here for support information.
The Support Info dialog box displays the version of the package.
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7

Installing and configuring
Control Hosts
This chapter includes the following topics:
■

Overview of the Control Host installation

■

Host requirements for the Control Host

■

Installing Control Hosts

Overview of the Control Host installation
To install the Control Host, you need to do the following:
■

Verify host requirements.
See “Host requirements for the Control Host” on page 100.

■

Start the installation.
See “Installing Control Hosts” on page 101.

Once you start the installation, the CommandCentral installer guides you through
the installation process. The process involves the following decisions:
■

Selecting the directories in which to install program files and data files.

■

Identifying the Management Server to which you want the Control Host to
report.
See “About the Management Server” on page 17.

After the installation completes, the Control Host discovers the host and sends
the data to the Management Server. You can view this data in the Console.
For information about the Console, see the CommandCentral Storage User’s Guide
and the CommandCentral Storage Change Manager User’s Guide.
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See “About CommandCentral Storage documentation” on page 20.
See “About CommandCentral Storage Change Manager documentation” on page 21.

Host requirements for the Control Host
Table 7-1 lists the requirements for the host on which you install the Control
Host.
Table 7-1

Host requirements for the Control Host

Requirement

Description

A supported operating
system

You can install the Control Host on Solaris and Windows.
For information about specific versions, see the
CommandCentral Storage Release Notes.

Specific operating system Packages and patches are required for some operating systems.
packages and patches
For information about operating system packages and patches,
see the CommandCentral Storage Release Notes.
Sufficient memory, CPU,
and disk space

For information about memory, CPU, and disk space, see the
CommandCentral Storage Release Notes.

No other CommandCentral The Control Host cannot co-exist with other CommandCentral
components
components.
No unsupported
The CommandCentral Control Host cannot co-exist with some
co-existence scenarios with Symantec products. For example, we do not support the
other Symantec products CommandCentral Control Host on a host that includes the
Veritas Operations Manager Management Server or managed
host.
For more information about the co-existence of
CommandCentral components with other Symantec products,
see the CommandCentral Storage Release Notes.
Port 1556 and port 5634
open for communication

The Management Server communicates with the Control Host
through port 1556 and port 5634. Ensure that these ports are
open for bidirectional communication between the Control
Host and the Management Server.

Antivirus programs in
During installation, turn off any antivirus programs that are
auto-protect mode turned in auto-protect mode. The antivirus program can interfere
off during installation
with file installation and cause the Veritas Enterprise
Administrator service to hang on startup.

Installing and configuring Control Hosts
Installing Control Hosts

Table 7-1

Host requirements for the Control Host (continued)

Requirement

Description

Accurate clock settings

Verify that the host’s clock and time zone settings are correct.
Installation may fail if the host’s clock and time zone settings
are not accurate to its location.

Default permissions for the On Solaris, verify that the /tmp directory has default
/tmp directory
permissions. Installation fails if the user, group, and other
profiles do not have write permission to the /tmp directory.
No processes that use the
InstallShield scripting
engine

If a process uses the InstallShield scripting engine
(IDriver.exe) on Windows, the following error message
displays:
Windows Installer Error code: 1618. Error:
Another installation is already in progress.
Ensure that any processes that use the InstallShield scripting
engine are not running when you attempt to install the Control
Host.

Windows Management
Instrumentation

Use Windows’ Services utility to ensure that the Windows
Management Instrumentation (WMI) service is enabled.

Version 1.1 or later of the
Windows Installer

If you do not have version 1.1 or later of the Windows Installer
on your Windows host, CommandCentral components do not
install properly.
The Windows Installer is available for download from the
Microsoft Web site:
http://msdn.microsoft.com/downloads/

Installing Control Hosts
You can install the Control Host on the following operating systems:
Solaris

See “To install Control Hosts (Solaris)” on page 102.

Windows

See “To install Control Hosts (Windows)” on page 104.

See “About the Control Host” on page 18.
On Windows, you must run the wizard from the product disc or from a local drive.
Installation from a network or shared drive is not supported.
Before you install the Control Host, verify that the host meets all requirements.
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See “Host requirements for the Control Host” on page 100.
To install Control Hosts (Solaris)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Do one of the following:

3

If you have the
installer

Extract the install files to the local host or mount the product disc.

If you do not
have the
installer

Download the installer and extract the install files to the local host.

See “Mounting the product disc on a Solaris host” on page 171.

See “Downloading CommandCentral installation files” on page 40.

Open an operating system console and change to the following directory:
installer_location/CH/sol_sparc/

Where:
installer_location

4

is one of the following:
■

The directory in which you extracted the tar file

■

The location in which the DVD is mounted

To start the installation, type the following command:
./installccsch [-agentwpd password] [-admnpwd password]

Where:
-agentpwd

is an optional flag that is required if you changed the default
password for the Management Server's Agent principal account.
See “About the Agent’s cached certificate” on page 181.

-admnpwd

is an optional flag that is required if you changed the default
password for the Management Server's admin user.

5

At the welcome screen and the informational prompts, read the information
and press Enter to continue.

6

Type the name of the host on which you want to install the Control Host.
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7

After the list of relocatable and non-relocatable packages appears, do one of
the following to define the installation directory for the packages:
To use the default directory
(/opt)

Press Enter.

To use an alternate directory

Type the directory and press Enter.

See “Component packages for the Control Host on a Solaris host” on page 186.

8

Specify the directory in which you want to store the following:
Data and configuration
files

9

This is the location in which CommandCentral stores
data and configuration files. The default location is
/var/VRTSccs. When you specify an alternate path,
the installer creates a folder named VRTSccs in the path.

Type the host name or IP address of the Management Server that you want
to manage the Control Host.

10 Review the configuration summary and then do one of the following:
If the settings are correct

Type y and press Enter to confirm the configuration.

If the settings are not correct

Type n and press Enter to revise the configuration.

11 After the list of shared components appears, type y and press Enter to
continue the installation.
Shared components are components that other Symantec products use.

12 To start the installation, press Enter.
13 When you are prompted, enter the user name and password of an account
that has root or administrator-level privileges on the host where the
Management Server is installed. CommandCentral requires the user account
to configure the Control Host with the Management Server.

14 After successful configuration of the Hardware Access Layer, press Enter to
start the Control Host.
The installation completes when you see the following message:
CommandCentral Storage installation completed.
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15 If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

16 (Optional) Verify that the installation and configuration completed
successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.
To install Control Hosts (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or insert the product disc
into your DVD-ROM drive.
If autorun is enabled, proceed to step 4.

If you do not
have the
installer

3

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.

Open the following directory and run Setup.exe:
installer_location\CH\win

where installer_location is one of the following:
■

The directory in which you unzipped the zip file

■

The location of your DVD-ROM drive

4

In the Welcome panel of the CommandCentral Installation Wizard, click
Next.

5

In the License Agreement panel, read the license agreement. If you agree,
click I accept the terms of the license agreement and then click Next.

6

In the Actions panel, click Next.
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7

In the Destination Folders panel, do one of the following to define the location
for program files and data files:
To keep the default location
Click Next.
(C:\Program Files\VERITAS)
To change the location

Click Change and select a new folder. Then, click
Next.
Do not select a directory that includes Unicode
characters in its name.

8

In the Target Management Server panel, do the following and click Next:
■

Type the fully qualified host name or IP address of the Management Server
that you want to manage the Control Host.

■

If you changed the default password for the Management Server's Agent
principal account:
■

Check Advanced Security Settings.

■

In the Agent user password to add host text box, type the password.

See “About the Agent’s cached certificate” on page 181.
■

9

If you changed the default password for the Management Server's admin
user:
■

Check Advanced Security Settings.

■

In the Admin user password to add host text box, type the password.

In the Symantec Shared Components panel, click Next to confirm the
installation or upgrade of the shared components.
Shared components are components that other Symantec products use.

10 In the Start Copying Files panel, review the installation settings and do one
of the following:
If the settings are correct

Click Next to start the installation.

If the settings are not correct

Click Back to return to the previous panels and make
changes.

11 When you are prompted, enter the user name and password of an account
that has root or administrator-level privileges on the host where the
Management Server is installed. CommandCentral requires the user account
to configure the Control Host with the Management Server.
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12 In the Configuration Status panel, do the following:
■

Read the information about configuration.

■

If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

■

Click Next.

13 In the Installation Complete panel, click Finish.
14 (Optional) Verify that the installation and configuration completed
successfully.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.
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Upgrading
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components to 5.2
This chapter includes the following topics:
■

Upgrade overview for CommandCentral 5.2

■

Supported upgrade paths to CommandCentral 5.2

■

Upgrading the Management Server

■

Upgrading the Agent Push Install Utility

■

Upgrading Standard Agents

■

Upgrading Unified Agents

■

Upgrading Control Hosts

Upgrade overview for CommandCentral 5.2
Before you upgrade to CommandCentral 5.2, note the following:
■

We support upgrading to version 5.2 from specific versions.
See “Supported upgrade paths to CommandCentral 5.2” on page 111.

■

Upgrade your Management Server before you upgrade any Standard Agents
or Control Hosts.

■

CommandCentral 5.2 introduces the Control Host installer. In previous versions
of CommandCentral, you could install a Standard Agent (previously called the
managed host) with Fibre Channel switch and array management capabilities.
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This type of host is now known as the Control Host. If you want to upgrade a
Standard Agent that includes Fibre Channel switch and array management
capabilities, you need to use the Control Host installer.
Note: The Control Host is supported on Solaris and Windows only.
See “About the Control Host” on page 18.
See “Upgrading Control Hosts” on page 127.
■

CommandCentral 5.2 does not include the ability to scan file systems and
Microsoft Exchange mail servers. All Data Module features have been removed,
except for the file systems projections feature, which provides projected storage
consumption for file systems. If you want to continue to use all Data Module
features, you should not upgrade to CommandCentral 5.2.

■

As an optional, best-practice redundancy measure, we recommend that you
save your data and configuration files in temporary (non-default) directories
before you upgrade your Management Server.
For information about how to back up CommandCentral data and configuration
files, see the CommandCentral Administrator’s Guide.
See “About CommandCentral Storage documentation” on page 20.

■

Upgrade the Agent Push Install Utility before you use it to install or upgrade
Standard Agents.

■

Ensure that the clock and time zone settings on the Standard Agent are accurate
to its location. The upgrade may fail if the Management Server host clock,
adjusted to GMT, is ahead of the Standard Agent clock, adjusted to GMT, by
more than 75 minutes.

■

Before CommandCentral 5.1.1, it was possible to install the Agent Push Install
Utility and the Standard Agent on the same host. This setup is no longer
supported. You cannot install the Agent Push Install Utility on the same host
as the Standard Agent.
If a host includes the Standard Agent and Agent Push Install Utility, and you
want to upgrade the Standard Agent to 5.2, you cannot use the Agent Push
Install Utility to upgrade the Standard Agent. You need to perform a local
upgrade. When you perform a local upgrade, the installer upgrades the
Standard Agent and removes the Agent Push Install Utility.
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Supported upgrade paths to CommandCentral 5.2
We support upgrading CommandCentral to version 5.2 from specific versions.
The following table identifies the versions that you can upgrade to 5.2 for each
CommandCentral component.
Table 8-1
Version

Versions that you can upgrade to 5.2
Management
Server

Standard
Agent ¹

Control Host ² Agent Push
Install Utility

5.0 MP1-RP6

X

X

X

5.1

X

X

X
X

4.x
5.0

5.1.1

X

X

X

5.1.2

X

X

X

¹ Before CommandCentral 5.2, the Standard Agent was known as the managed
host.
² In previous versions of CommandCentral, you could install a Standard Agent
with Fibre Channel switch and array management capabilities. This type of host
is now known as the Control Host. The Control Host is supported on Solaris and
Windows only. If you have a Standard Agent with Fibre Channel switch and array
management capabilities that runs on AIX, HP-UX, or Linux, you cannot upgrade
it to 5.2. Rather, you can do any of the following:
■

Continue to use that version

■

Uninstall that version and then do one of the following:
■

Install the 5.2 Standard Agent.

■

Install the 5.2 Control Host.

■

Install and configure the Unified Agent.

■

Configure agentless discovery of the host.

See “How you can discover hosts in CommandCentral” on page 27.
If you have a version that we do not support upgrading to 5.2, you can first upgrade
to a version that we do support. You can then upgrade that version to 5.2.
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Upgrading the Management Server
You can upgrade the Management Server on the following operating systems:
Solaris

See “To upgrade the Management Server (Solaris)” on page 112.

Windows

See “To upgrade the Management Server (Windows)” on page 114.

See “Upgrade overview for CommandCentral 5.2” on page 109.
To upgrade the Management Server (Solaris)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Do one of the following:

3

If you have the
installer

Extract the install files to the local host or mount the product disc.

If you do not
have the
installer

Download the installer and extract the install files to the local host.

See “Mounting the product disc on a Solaris host” on page 171.

See “Downloading CommandCentral installation files” on page 40.

Open an operating system console and change to the following directory:
installer_location/MS/sol_sparc/

where installer_location is one of the following:

4

■

The directory in which you extracted the tar file

■

The location in which the DVD is mounted

Type the following command:
./installer [-agentwpd password]

Where -agentpwd is an optional flag that is required if you changed the default
password for the Management Server's Agent principal account.
See “About the Agent’s cached certificate” on page 181.

5

Type I to select the Install/Upgrade a Product task and press Enter

6

Type the menu number that corresponds to the CommandCentral modules
that you want to install. You can install:
■

CommandCentral Storage only
See “About Veritas CommandCentral Storage” on page 16.

■

CommandCentral Storage Change Manager only
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See “About Veritas CommandCentral Storage Change Manager” on page 16.
■

CommandCentral Storage and CommandCentral Storage Change Manager

7

Review the component summary of the Management Server upgrade and
press Enter to continue.

8

After the list of shared components appears, type y and press Enter to
continue the installation.
Shared components are components that other Symantec products use.

9

To define the location for the database server’s temporary space, do one of
the following:
To use the default directory
(/var/VRTSccs/database)

Press Enter.

To use an alternate directory

Type the directory and press Enter.

10 To specify the host’s fully qualified host name (FQHN), do one of the following:
To use the FQHN that the
installer discovered

Press Enter.

To use an alternate FQHN

Type the FQHN and press Enter.

11 After the upgrade summary appears, type y and press Enter to proceed with
the upgrade.

12 Choose whether or not to back up the database.
13 To start the upgrade, type y and press Enter.
The upgrade completes when you see the following message:
CommandCentral Storage upgrade completed.

14 If you encountered any errors, troubleshoot your upgrade.
See “Troubleshooting your CommandCentral installation” on page 150.

15 (Optional) Verify that the upgrade was successful.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.
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To upgrade the Management Server (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or insert the product disc
into your DVD-ROM drive.
If autorun is enabled, proceed to step 4.

If you do not
have the
installer

3

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.

Open the following directory and run Setup.exe:
installer_location\MS\win

Where installer_location is one of the following:
■

The directory in which you unzipped the zip file

■

The location of your DVD-ROM drive

4

In the Welcome panel of the CommandCentral Installation Wizard, click
Next.

5

In the License Agreement panel, read the license agreement. If you agree,
click I accept the terms of the license agreement and then click Next.

6

In the Components panel, select one of the following and click Next:
■

CommandCentral Storage (CCS) Management Server
See “About Veritas CommandCentral Storage” on page 16.

■

Storage Change Manager (SCM)
See “About Veritas CommandCentral Storage Change Manager” on page 16.

■

CCS Management Server + SCM

7

In the Save data and configuration files panel, choose whether or not to save
the existing configuration and data files. Then, click Next.

8

In the Destination Folders panel, review the information about the space
that is required to upgrade. Then, click Next.

9

In the Symantec Shared Components panel, click Next to confirm the
installation or upgrade of the shared components.
Shared components are components that other Symantec products use.
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10 In the Start Copying Files panel, review the installation settings and do one
of the following:
If the settings are correct

Click Next to start the installation.

If the settings are not correct

Click Back to return to the previous panels and make
changes.

11 In the Database Upgrade panel, read the information about the upgrade and
click Next.

12 In the Configuration Status panel, do the following:
■

Read the information about configuration.

■

If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

■

Click Next.

13 In the Installation Complete panel, read the information. Then, click Finish.
14 (Optional) Verify that the upgrade was successful.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

Upgrading the Agent Push Install Utility
You can upgrade the Agent Push Install Utility. After you upgrade the utility, you
can use it to install and upgrade 5.2 Standard Agents on remote Windows hosts.
See “Upgrade overview for CommandCentral 5.2” on page 109.
To upgrade the Agent Push Install Utility

1

Log on to the host as a user with administrator-level privileges.

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or insert the product disc
into your DVD-ROM drive.
If autorun is enabled, proceed to step 4.

If you do not
have the
installer

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.
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3

Open the following directory and run Setup.exe:
installer_location\MS\win

where installer_location is one of the following:
■

The directory in which you unzipped the zip file

■

The location of your DVD-ROM drive

4

In the Welcome panel of the CommandCentral Installation Wizard, click
Next.

5

In the License Agreement panel, read the license agreement. If you agree,
click I accept the terms of the license agreement and then click Next.

6

In the Components panel, click Next.

7

In the Start Copying Files panel, click Next.

8

In the Installation Complete panel, click Finish.

9

If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

10 (Optional) Verify that the upgrade was successful.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

Upgrading Standard Agents
You can use any of the following methods to upgrade a Standard Agent:
■

An interactive installation
See “Upgrading Standard Agents interactively” on page 116.

■

A silent installation (UNIX only)
See “Upgrading Standard Agents silently” on page 120.

■

A remote installation through the Agent Push Install Utility (Windows only)
See “Upgrading Standard Agents on Windows using the Agent Push Install
Utility” on page 123.

See “Methods that you can use to deploy the Standard Agent” on page 39.
See “About the Standard Agent” on page 19.

Upgrading Standard Agents interactively
You can upgrade the Standard Agent interactively.
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See “About the Standard Agent” on page 19.
See “Methods that you can use to deploy the Standard Agent” on page 39.
You can upgrade the Standard Agent on the following operating systems:
UNIX

See “To upgrade the Standard Agent interactively (UNIX)” on page 117.

Windows

See “To upgrade the Standard Agent interactively (Windows)”
on page 119.

See “Upgrade overview for CommandCentral 5.2” on page 109.
If you want to upgrade a Standard Agent that includes Fibre Channel switch and
array management capabilities, you need to use the Control Host installer.
See “Upgrading Control Hosts” on page 127.
To upgrade the Standard Agent interactively (UNIX)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or mount the product disc.
See “Mounting the product disc on an AIX host” on page 169.
See “Mounting the product disc on an HP-UX host” on page 170.
See “Mounting the product disc on a Linux host” on page 171.
See “Mounting the product disc on a Solaris host” on page 171.

If you do not
have the
installer

3

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.

Open an operating system console and change to the following directory:
installer_location/MH/platform/

Where:
installer_location

is one of the following:
■

The directory in which you extracted the tar file

■

The location in which the DVD is mounted
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platform

4

is one of the following:
■

aix

■

hpux

■

linux_i686

■

sol_sparc

Type the following command:
./installccsmh

5

At the welcome screen and the informational prompts that follow, read the
information and press Enter to continue.

6

Type the host name, IP address, or fully-qualified host name of the hosts on
which you want to upgrade the Standard Agent.

7

Press Enter to detect the Standard Agent’s configuration.

8

Review information about the Standard Agent’s current configuration and
press Enter to continue.

9

After the list of the packages that CommandCentral needs to upgrade or
install appears, press Enter to continue.

10 After the configuration summary appears, press Enter to continue.
11 After the list of shared components appears, type y and press Enter to
continue the installation.
Shared components are components that other Symantec products use.

12 To start the preparation for the upgrade, press Enter.
13 To start the upgrade, type y and press Enter.
14 After successful configuration of the Hardware Abstraction Layer, press
Enter to start the Standard Agent.
The upgrade completes when you see the following message:
CommandCentral Storage upgrade completed.

15 If you encountered any errors, troubleshoot your upgrade.
See “Troubleshooting your CommandCentral installation” on page 150.

16 (Optional) Verify that the upgrade was successful.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.
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To upgrade the Standard Agent interactively (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or insert the product disc
into your DVD-ROM drive.
If autorun is enabled, proceed to step 4.

If you do not
have the
installer

3

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.

Open the following directory and run Setup.exe:
installer_location\MH\win

where installer_location is one of the following:
■

The directory in which you unzipped the zip file

■

The location of your DVD-ROM drive

4

In the Welcome panel of the CommandCentral Installation Wizard, click
Next.

5

In the License Agreement panel, read the license agreement. If you agree,
click I accept the terms of the license agreement and then click Next.

6

In the Actions panel, click Next.

7

In the Save Data and Configuration Files panel, do one of the following to
define the location for data and configuration files:
To keep the default location

Click Next.

To change the location

Click Change and select a new folder. Then, click
Next.

8

In the Destination Folders panel, review the information about the space
that is required to upgrade. Then, click Next.

9

In the Target Management Server panel, click Next.

10 In the Symantec Shared Components panel, click Next to confirm the
installation or upgrade of the shared components.
Shared components are components that other Symantec products use.
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11 In the Start Copying Files panel, review the installation settings and do one
of the following:
If the settings are correct

Click Next to start the installation.

If the settings are not correct

Click Back to return to the previous panels and make
changes.

12 In the Installation Complete panel, click Finish.
13 If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

14 (Optional) Verify that the upgrade was successful.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

Upgrading Standard Agents silently
You can upgrade UNIX Standard Agents silently.
See “About the Standard Agent” on page 19.
See “Methods that you can use to deploy the Standard Agent” on page 39.
See “Upgrade overview for CommandCentral 5.2” on page 109.
If you want to upgrade a Standard Agent that includes Fibre Channel switch and
array management capabilities, you need to use the Control Host installer.
See “Upgrading Control Hosts” on page 127.
To upgrade Standard Agents silently (UNIX)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or mount the product disc.
See “Mounting the product disc on an AIX host” on page 169.
See “Mounting the product disc on an HP-UX host” on page 170.
See “Mounting the product disc on a Linux host” on page 171.
See “Mounting the product disc on a Solaris host” on page 171.

If you do not
have the
installer

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.
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3

Do one of the following:
■

Locate the response file that you used for a previous install of
CommandCentral.

■

Use the sample response file that ships with CommandCentral. The sample
response file resides in the following location:
installer_location/MH/platform/silent

Where:
installer_location

is one of the following:
■ The directory in which you extracted the tar file
■

platform

4

The location in which the DVD is mounted

is one of the following:
■ aix
■

hpux

■

linux_i686

■

sol_sparc

Ensure that the response file includes the desired configuration variables.
See “Variables for silent deployments on UNIX hosts” on page 178.
If you use a response file from a previous version of CommandCentral, note
that the value for the $CPI::CFG{UPI} variable has changed from "CCS" to
"CCSMH"

For example, you might set up the configuration variables as follows:
■

$CPI::CFG{RF_BASEDIR}="/opt/VRTSccs";

■

$CPI::CFG{RF_DM_DBDIR}="/var/VRTSccs/data/VRTSccdam";

■

$CPI::CFG{RF_DROOTDIR}="/var/VRTSccs";

■

$CPI::CFG{RF_FIVXRESTOREFLS}="Y";

■

$CPI::CFG{RF_FORXRESTOREFLS}="N";

■

$CPI::CFG{RF_HALCHM}= "management_server_IP_address_or_name;"

■

$CPI::CFG{RF_IGNOR_HOST}="Y";

■

$CPI::CFG{RF_IGNOR_WARNG}="N";

■

$CPI::CFG{RF_MEMREQDCONT}="N";

■

$CPI::CFG{RF_SAVED_DATA_DIR}="/var/VRTSccs";

■

$CPI::CFG{RF_SAVE_DATA}="Y";
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5

■

$CPI::CFG{RF_SHDCOMPCONT}="Y";

■

$CPI::CFG{UPI}="CCSMH";

Change to the following directory:
installer_location/MH/platform

Where:
installer_location

platform

6

is one of the following:
■

The directory in which you extracted the tar file

■

The location in which the DVD is mounted

is one of the following:
■

aix

■

hpux

■

linux_i686

■

sol_sparc

Type the following command:
./installccsmh -responsefile response_file mode host_names

Where:
response_file

is the name and path to the response file.

mode

is the mode of communication that you want to use to upgrade
the Standard Agent on remote hosts. type -rsh or -ssh
If you only want to configure the Standard Agent on the local
host, omit this option.

host_names

is the host name, IP address, or fully-qualified host name of the
hosts on which you want to upgrade the Standard Agent. Separate
the host names with spaces.

The upgrade completes when you see the following message:
Startup completed successfully on all systems.

7

If you encountered any errors, troubleshoot your upgrade.
See “Troubleshooting your CommandCentral installation” on page 150.

8

(Optional) Verify that the upgrade was successful.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.
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Upgrading Standard Agents on Windows using the Agent Push Install
Utility
You can use the Agent Push Install Utility to upgrade Standard Agents that run
on Windows hosts.
See “About the Standard Agent” on page 19.
See “Methods that you can use to deploy the Standard Agent” on page 39.
If you want to upgrade a Standard Agent that includes Fibre Channel switch and
array management capabilities, you need to use the Control Host installer.
See “Upgrading Control Hosts” on page 127.
See “Upgrade overview for CommandCentral 5.2” on page 109.
To upgrade Windows Standard Agents using the Agent Push Install Utility

1

If you have not already done so, add details about the target host to the Agent
Push Install Utility.
See “Selecting target hosts for the Agent Push Install Utility” on page 74.

2

In the Hosts Tree pane, select a host.

3

In the Settings pane, do the following:

4

■

Double-click Recommended Action.

■

Click Upgrade.

■

Click OK.

Do one of the following:
To upgrade a single host

Click the host in the Hosts Tree pane and then click
Action > Start Recommended Action on host
"hostname".

To upgrade all hosts in the
queue

Click Action > Start Recommended Actions for all
hosts.

In the Hosts Tree pane, a green and white arrow icon displays next to each
host as it updates. If the installation succeeds, a green and white check mark
icon displays next to the host. The Status pane displays status messages for
each host.
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5

If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

6

(Optional) Verify that the upgrade was successful.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

Upgrading Unified Agents
The Unified Agent consists of the VRTSsfmh package. CommandCentral 5.2
includes the installer for VRTSsfmh 3.0 RU1. If you have version 2.1 or earlier,
you can use this installer to upgrade to version 3.0 RU1.
See “About the Unified Agent” on page 19.
See “Versions of VRTSsfmh that CommandCentral supports” on page 19.
You can upgrade the Unified Agent as follows:
From Veritas
Operations Manager

You can upgrade the Unified Agent from Veritas Operations
Manager (formerly Veritas Storage Foundation Manager), if Veritas
Operations Manager manages the host. For information about
how to upgrade VRTSsfmh with Veritas Operations Manager, see
the Veritas Operations Manager Administrator's Guide.
You can find the guide at the following URL:
www.symantec.com/business/support/overview.jsp?pid=58796

From the command
line

You might use this method if Veritas Operations Manager does
not manage the host.
See “To upgrade the Unified Agent (UNIX)” on page 125.
See “To upgrade the Unified Agent (Windows)” on page 126.

If the host reports to Veritas Operations Manager, ensure that the Management
Server runs the same version or higher version than the VRTSsfmh package. For
example, if you upgrade VRTSsfmh to version 3.0 RU1, you need to ensure that
the Veritas Operations Manager Management Server is version 3.0 RU1 or higher.
If you do not know which version of VRTSsfmh is installed on a host, you can
verify the version of the package.
See “Verifying the version of the VRTSsfmh package” on page 96.
See “Upgrade overview for CommandCentral 5.2” on page 109.
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To upgrade the Unified Agent (UNIX)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or mount the product disc.
See “Mounting the product disc on an AIX host” on page 169.
See “Mounting the product disc on an HP-UX host” on page 170.
See “Mounting the product disc on a Linux host” on page 171.
See “Mounting the product disc on a Solaris host” on page 171.

If you do not
have the
installer

3

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.

Open an operating system console and change to the following directory:
installer_location/UA/platform/

Where:
installer_location

platform

4

is one of the following:
■

The directory in which you extracted the tar file

■

The location in which the DVD is mounted

is one of the following:
■

aix

■

hpux/11.11

■

hpux/generic

■

linux_i686

■

sol_i386

■

sol_sparc

For AIX and HP-UX hosts, extract the compressed file and change the working
directory to the path in which you extracted the compressed file.
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5

Type one the following commands:
AIX

installp -ad VRTSsfmh-RU1_3.0.357.0_AIX.bff
VRTSsfmh

HP-UX

swinstall -s $PWD VRTSsfmh

Linux

rpm -U VRTSsfmh-RU1_3.0.357.0_Linux.rpm

Solaris (SPARC)

pkgadd -d
VRTSsfmh-RU1_3.0.357.0_SunOS_arch_sparc.pkg -a
path_to_adminfile

Solaris (x86)

pkgadd -d
VRTSsfmh-RU1_3.0.357.0_SunOS_arch_i386.pkg -a
path_to_adminfile

Where:
path_to_adminfile is the adminfile located at
installer_location/UA/platform where platform is
sol_i386 or sol_sparc.

6

If you have not already done so, configure the Unified Agent to report to
CommandCentral.
See “Configuring Unified Agents to report to CommandCentral” on page 89.

7

(Optional) Verify that the upgrade was successful.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

To upgrade the Unified Agent (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or insert the product disc
into your DVD-ROM drive.
If autorun is enabled, proceed to step 5.

If you do not
have the
installer

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.
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3

Depending on the host’s architecture, open one of the following directories:
32-bit hosts

installer_location\UA\win\x86

64-bit hosts

installer_location\UA\win\x64

IA64 hosts

installer_location\UA\win\ia64

Where installer_location is one of the following:
■

The directory in which you unzipped the zip file

■

The location of your DVD-ROM drive

4

Run the msi file.

5

In the Welcome panel, click Next.

6

In the Ready to Install the Program panel, click Install.

7

Click Finish.

8

If you have not already done so, configure the Unified Agent to report to
CommandCentral.
See “Configuring Unified Agents to report to CommandCentral” on page 89.

9

(Optional) Verify that the upgrade was successful.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.

Upgrading Control Hosts
CommandCentral 5.2 introduces the Control Host installer. In previous versions
of CommandCentral, you could install a Standard Agent (previously known as the
managed host) and enable Fibre Channel switch and array management
capabilities. This type of host is now known as the Control Host. If you want to
upgrade a Standard Agent that includes Fibre Channel switch and array
management capabilities, you need to use the Control Host installer.
See “About the Control Host” on page 18.
You can upgrade the Control Host on the following operating systems:
Solaris

See “To upgrade the Control Host (Solaris)” on page 128.

Windows

See “To upgrade the Control Host (Windows)” on page 129.

See “Upgrade overview for CommandCentral 5.2” on page 109.
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To upgrade the Control Host (Solaris)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Do one of the following:

3

If you have the
installer

Extract the install files to the local host or mount the product disc.

If you do not
have the
installer

Download the installer and extract the install files to the local host.

See “Mounting the product disc on a Solaris host” on page 171.

See “Downloading CommandCentral installation files” on page 40.

Open an operating system console and change to the following directory:
installer_location/CH/sol_sparc/

Where:
installer_location

4

is one of the following:
■

The directory in which you extracted the tar file

■

The location in which the DVD is mounted

Type the following command:
./installccsch [-agentwpd password] [-admnpwd password]

Where:
-agentpwd

is an optional flag that is required if you changed the default
password for the Management Server's Agent principal account.
See “About the Agent’s cached certificate” on page 181.

-admnpwd

is an optional flag that is required if you changed the default
password for the Management Server's admin user.

5

At the welcome screen and the informational prompts, read the information
and press Enter to continue.

6

Type the name of the host on which you want to upgrade the Control Host.

7

Press Enter to detect the Control Host’s configuration.

8

Read the information about the Control Host’s configuration and press Enter
to continue.
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9

After the list of packages that CommandCentral needs to upgrade or install
appears, press Enter to continue.

10 After the configuration summary appears, press Enter to continue.
11 After the list of shared components appears, type y and press Enter to
continue the installation.
Shared components are components that other Symantec products use.

12 To start the preparation for the upgrade, press Enter.
13 When you are prompted, enter the user name and password of an account
that has root or administrator-level privileges on the host where the
Management Server is installed. CommandCentral requires the user account
to configure the Control Host with the Management Server.

14 To start the upgrade, type y and press Enter.
15 Press Enter to start the Control Host.
The upgrade completes when you see the following message:
CommandCentral Storage upgrade completed.

16 If you encountered any errors, troubleshoot your upgrade.
See “Troubleshooting your CommandCentral installation” on page 150.

17 (Optional) Verify that the upgrade was successful.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.
To upgrade the Control Host (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Do one of the following:
If you have the
installer

Extract the install files to the local host or insert the product disc
into your DVD-ROM drive.
If autorun is enabled, proceed to step 4.

If you do not
have the
installer

3

Download the installer and extract the install files to the local host.
See “Downloading CommandCentral installation files” on page 40.

Open the following directory and run Setup.exe:
installer_location\CH\win

where installer_location is one of the following:
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■

The directory in which you unzipped the zip file

■

The location of your DVD-ROM drive

4

In the Welcome panel of the CommandCentral Installation Wizard, click
Next.

5

In the License Agreement panel, read the license agreement. If you agree,
click I accept the terms of the license agreement and then click Next.

6

In the Actions panel, click Next.

7

In the Save Data and Configuration Files panel, do one of the following to
define the location for data and configuration files:
To keep the default location

Click Next.

To change the location

Click Change and select a new folder. Then, click
Next.

8

In the Destination Folders panel, review the information about the space
that is required to upgrade. Then, click Next.

9

In the Target Management Server panel, do any of the following and click
Next:
■

If you changed the default password for the Management Server's Agent
principal account:
■

Check Advanced Security Settings.

■

In the Agent user password to add host text box, type the password.

See “About the Agent’s cached certificate” on page 181.
■

If you changed the default password for the Management Server's admin
user:
■

Check Advanced Security Settings.

■

In the Admin user password to add host text box, type the password.

10 In the Symantec Shared Components panel, click Next to confirm the
installation or upgrade of the shared components.
Shared components are components that other Symantec products use.
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11 In the Start Copying Files panel, review the installation settings and do one
of the following:
If the settings are correct

Click Next to start the installation.

If the settings are not correct

Click Back to return to the previous panels and make
changes.

12 When you are prompted, enter the user name and password of an account
that has root or administrator-level privileges on the host where the
Management Server is installed. CommandCentral requires the user account
to configure the Control Host with the Management Server.

13 In the Installation Complete panel, click Finish.
14 If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.

15 (Optional) Verify that the upgrade was successful.
See “Verifying the installation or upgrade of CommandCentral components”
on page 175.
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Uninstalling
CommandCentral 5.2

■

Chapter 9. Uninstalling CommandCentral components

4
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Chapter

9

Uninstalling
CommandCentral
components
This chapter includes the following topics:
■

Uninstalling the Management Server

■

Uninstalling the Agent Push Install Utility

■

Uninstalling Standard Agents

■

Uninstalling Unified Agents

■

Uninstalling Control Hosts

■

Removing the shared components that remain on a Windows host

Uninstalling the Management Server
You can uninstall the CommandCentral Management Server from the following
operating systems:
Solaris

See “To uninstall the Management Server (Solaris)” on page 136.

Windows

See “To uninstall the Management Server (Windows)” on page 137.

When you uninstall the Management Server from a Windows host,
CommandCentral uninstalls all components other than a few shared components.
You can manually remove those components.
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See “Removing the shared components that remain on a Windows host”
on page 144.
We do not recommend uninstalling a Management Server if it manages Standard
Agents. If you do this, note the following:
■

CommandCentral deletes the discovered data from those Standard Agents
unless you save the data during uninstallation.

■

Issues may arise with the Authentication Service and Authorization Service.

Before you uninstall a Management Server that manages Standard Agents, we
recommend that you move those Standard Agents to a different Management
Server.
For information about how to move a Standard Agent to a different Management
Server, see the CommandCentral Administrator’s Guide.
See “About CommandCentral Storage documentation” on page 20.
To uninstall the Management Server (Solaris)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Change to the following directory:
/opt/VRTS/install

3

4

Depending on the mode that you chose during install, type one of the following
commands:
CommandCentral Storage and
CommandCentral Storage Change
Manager

./uninstallcc

CommandCentral Storage only

./uninstallccsms

CommandCentral Storage Change
Manager only

./uninstallscmms

After the initial system check, type y and press Enter to start the uninstall.
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5

Choose whether or not to save data and configuration files. You might want
to save the files if you want to reinstall CommandCentral.

6

If you chose to save data and configuration files, do one of the following:
To use the default directory
(/var/VRTSccs)

Press Enter.

To use an alternate directory

Type the directory and press Enter.

The uninstall completes when you see the message:
Uninstall completed successfully on all systems

To uninstall the Management Server (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Click Start > Control Panel > Add or Remove Programs.

3

Select Veritas CommandCentral(TM) 5.2 from Symantec and click Remove.

4

In the Welcome panel of the CommandCentral Uninstallation Wizard, click
Next.

5

In the Components panel, select the components that you want to uninstall
and click Next.

6

In the Save data and configuration files panel, do one of the following:
To save data and
configuration files

■

Do one of the following:
■ To keep the default location in which the files are
stored, click Next.
■ To change the location, click Change and use the
navigational aids to select the destination folder that
you want to use. Then, click Next.

To remove data and
configuration files

Uncheck Save data and configuration files and then click
Next.

7

In the Components to uninstall panel, click Next to begin the uninstall.

8

In the Uninstallation Complete panel, click Finish to close the wizard.

Uninstalling the Agent Push Install Utility
You can uninstall the Agent Push Install Utility.
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To uninstall the Agent Push Install Utility

1

Log on to the host as a user with administrator-level privileges.

2

Click Start > Control Panel > Add or Remove Programs.

3

Select Veritas CommandCentral(TM) 5.2 from Symantec and click Remove.

4

In the Welcome panel of the CommandCentral Uninstallation Wizard, click
Next.

5

In the Components panel, select the components that you want to uninstall
and click Next.

6

In the Components to uninstall panel, click Next to begin the uninstall.

7

In the Uninstallation Complete panel, click Finish to close the wizard.

Uninstalling Standard Agents
You can use any of the following methods to uninstall a Standard Agent:
■

An interactive uninstall
See “” on page 138.

■

A silent uninstall
See “Uninstalling Standard Agents silently” on page 139.

■

A remote uninstall through the Agent Push Install Utility
See “Uninstalling Standard Agents from Windows hosts using the Agent Push
Install Utility” on page 141.

You can uninstall the Standard Agent from the following operating systems:
UNIX

See “To uninstall the Standard Agent interactively (UNIX)” on page 138.

Windows

See “To uninstall the Standard Agent interactively (Windows)”
on page 139.

To uninstall the Standard Agent interactively (UNIX)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Change to the following directory:
/opt/VRTS/install

3

Type the following command:
./uninstallccsmh

4
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5

Type y and press Enter to proceed with the uninstallation.

6

Choose whether or not to save data and configuration files. You might want
to save the files if you want to reinstall CommandCentral.

7

If you chose to save data and configuration files, do one of the following:
To use the default directory
(/var/VRTSccs)

Press Enter.

To use an alternate directory

Type the directory and press Enter.

The uninstall completes when you see the message:
CommandCentral Storage uninstall completed.

To uninstall the Standard Agent interactively (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Click Start > Control Panel > Add or Remove Programs.

3

Select Veritas CommandCentral(TM) 5.2 from Symantec and click Remove.

4

In the Welcome panel of the CommandCentral Uninstallation Wizard, click
Next.

5

In the Components panel, select the components that you want to uninstall
and click Next.

6

In the Save data and configuration files panel, do one of the following:
To save data and
configuration files

■

Do one of the following:
■ To keep the default location in which the files are
stored, click Next.
■ To change the location, click Change and use the
navigational aids to select the destination folder that
you want to use. Then, click Next.

To remove data and
configuration files

Uncheck Save data and configuration files and then click
Next.

7

In the Components to uninstall panel, click Next to begin the uninstall.

8

In the Uninstallation Complete panel, click Finish to close the wizard.

Uninstalling Standard Agents silently
You can uninstall Standard Agents silently.

139

140

Uninstalling CommandCentral components
Uninstalling Standard Agents

See “Methods that you can use to deploy the Standard Agent” on page 39.
You can uninstall the Standard Agent from the following operating systems:
UNIX

See “To uninstall the Standard Agent silently (UNIX)” on page 140.

Windows

See “To uninstall the Standard Agent silently (Windows)” on page 141.

To uninstall the Standard Agent silently (UNIX)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Edit the response file so that the configuration variables are set in one of the
following ways:
■

If you want to save data and configuration files:
$CPI::CFG{OPT}{UNINSTALL}=1;
$CPI::CFG{RF_SAVED_DATA_DIR}="directory";
$CPI::CFG{RF_SAVE_DATA}="Y";
1;

Where directory is the directory in which you want to save the data and
configuration files.
■

If you do not want to save data and configuration files:
$CPI::CFG{OPT}{UNINSTALL}=1;
$CPI::CFG{RF_SAVE_DATA}="N";
1;

See “Variables for silent deployments on UNIX hosts” on page 178.

3

Type the following command:
/opt/VRTS/uninstallccsmh `host_name` -responsefile
path_to_responsefile

Where:
host_name

is the name of the host on which you want to uninstall
the Standard Agent.

path_to_responsefile

is the complete path and file name of the response file.
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To uninstall the Standard Agent silently (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Open a command prompt.

3

Type the following command:
cscript
"installer_location\Support\CleanUp\Sources\CCSCleanup.vbs" silent
""

Where installer_location is one of the following:
■

The directory in which you unzipped the installer .zip file.

■

The location of your DVD-ROM drive.

Uninstalling Standard Agents from Windows hosts using the Agent
Push Install Utility
You can use the Agent Push Install Utility to uninstall Standard Agents from
Windows hosts.
See “Methods that you can use to deploy the Standard Agent” on page 39.
The Agent Push Install Utility lets you uninstall the Standard Agent from remote
hosts.
To uninstall Standard Agents from Windows hosts using the Agent Push Install
Utility

1

If you have not already done so, add details about the target host to the Agent
Push Install Utility.
See “Selecting target hosts for the Agent Push Install Utility” on page 74.

2

In the Hosts Tree pane, select a host.

3

In the Settings pane, double-click Recommended Action.
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4

In the Edit Package Settings dialog box, click Uninstall. Then, click OK.

5

Do one of the following:
To uninstall from a
single host

Click the host in the Hosts Tree pane and then click Action
> Start Recommended Action on host "hostname".

To uninstall from all
hosts in the queue

Click Action > Start Recommended Actions for all hosts.

In the Hosts Tree pane, a green and white arrow icon displays next to each
host as it updates. If the uninstallation succeeds, a green and white check
mark icon displays next to the host. The Status pane displays status messages
for each host.

Uninstalling Unified Agents
To uninstall a Unified Agent, you need to remove the VRTSsfmh package.
Do not uninstall the VRTSsfmh package if the host reports to CommandCentral
or Veritas Operations Manager. Before you uninstall the package, unconfigure it
from the Management Server.
For information about unconfiguring the Unified Agent from a CommandCentral
Management Server, refer to the CommandCentral Administrator’s Guide.
For information about removing the host from a Veritas Operations Manager
Management Server, refer to your Veritas Operations Manager documentation.
To remove the VRTSsfmh package (UNIX)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Type one of the following commands:
AIX

installp -u VRTSsfmh

HP-UX

swremove VRTSsfmh

Linux

rpm -e VRTSsfmh

Solaris

pkgrm VRTSsfmh

To uninstall the VRTSsfmh package (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Click Start > Control Panel > Add or Remove Programs.
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3

Click Veritas Operations Manager (Host Component).

4

Click Remove.

5

In the dialog box, do one of the following:
■

To uninstall the package, click Yes.

■

To exit without uninstalling the package, click No.

Uninstalling Control Hosts
You can uninstall the Control Host from the following operating systems:
Solaris

See “To uninstall the Control Host (UNIX)” on page 143.

Windows

See “To uninstall the Control Host (Windows)” on page 143.

To uninstall the Control Host (UNIX)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

Change to the following directory:
/opt/VRTS/install

3

Type the following command:
./uninstallccsch

4

Type the name of the host from which you want to uninstall the Control Host.

5

Type y and press Enter to proceed with the uninstallation.

6

Choose whether or not to save data and configuration files. You might want
to save the files if you want to reinstall CommandCentral.

7

If you chose to save data and configuration files, do one of the following:
To use the default directory
(/var/VRTSccs)

Press Enter.

To use an alternate directory

Type the directory and press Enter.

The uninstall is complete when you see the message:
CommandCentral Storage uninstall completed.

To uninstall the Control Host (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Click Start > Control Panel > Add or Remove Programs.
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3

Select Veritas CommandCentral(TM) 5.2 from Symantec and click Remove.

4

In the Welcome panel of the CommandCentral Uninstallation Wizard, click
Next.

5

In the Components panel, select the components that you want to uninstall
and click Next.

6

In the Save data and configuration files panel, do one of the following:
To save data and
configuration files

■

Do one of the following:
■ To keep the default location in which the files are
stored, click Next.
■ To change the location, click Change and use the
navigational aids to select the destination folder that
you want to use. Then, click Next.

To remove data and
configuration files

Uncheck Save data and configuration files and then click
Next.

7

In the Components to uninstall panel, click Next to begin the uninstall.

8

In the Uninstallation Complete panel, click Finish to close the wizard.

Removing the shared components that remain on a
Windows host
After you uninstall CommandCentral, the following components remain installed
for other products that use them:
■

Symantec Product Authentication Service (Management Server only)

■

Symantec Product Authorization Service (Management Server only)

■

VRTSsfmh package (Management Server and Control Host)

If no other products use these components, you can manually remove them.
Uninstall the Authorization Service before you uninstall the Authentication
Service.
To remove the Symantec Product Authorization Service

1

Log on to the host as a user with administrator-level privileges.

2

From the Windows Control Panel, click Add/Remove Programs.

3

Click Symantec Product Authorization Service and click Remove.

4

Click Yes.
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To remove the Symantec Product Authentication Service

1

Log on to the host as a user with administrator-level privileges.

2

From the Windows Control Panel, click Add/Remove Programs.

3

Click Symantec Product Authentication Service and click Remove.

4

Click Yes.

To remove the VRTSsfmh package

1

Log on to the host as a user with administrator-level privileges.

2

Click Start > Control Panel > Add or Remove Programs.

3

Click Veritas Operations Manager (Host Component).

4

Click Remove.

5

In the dialog box, do one of the following:
■

To uninstall the package, click Yes.

■

To exit without uninstalling the package, click No.
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■
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Appendix B. Reconfiguring Standard Agents

■

Appendix C. Mounting the product disc on UNIX hosts

■

Appendix D. Verifying your install or upgrade

■

Appendix E. Silent install variables and arguments

■

Appendix F. Working with the Agent principal account

■

Appendix G. Component packages for UNIX installs
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Troubleshooting your
installation
This appendix includes the following topics:
■

Troubleshooting your CommandCentral installation

■

CommandCentral installation logs

■

Manually configuring the collectors on the Management Server and Control
Host

■

Upgrading shared components to install the Management Server on a VCS
cluster node

■

Using halnetcheck to troubleshoot network problems between the Management
Server and Standard Agents

■

Configuration of the Hardware Abstraction Layer fails during installation of
the Standard Agent

■

Standard Agent install fails because Management Server processes are not
running

■

Standard Agent install fails because of a time sync error

■

Installer states that there is not enough disk space to install CommandCentral
on UNIX

■

The Agent Push Install Utility cannot connect to a remote host because a
connection already exists

■

The Agent Push Install Utility cannot connect to a remote host through
Terminal Services

■

The Agent Push Install Utility has to install runtime DLLs on a remote host
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■

Installation fails with MSI Error 1720 on Windows hosts

■

Configuration fails on Windows hosts with the message “C:\Program is not
recognized”

Troubleshooting your CommandCentral installation
You might encounter problems when you try to install or upgrade CommandCentral
components. If you encounter any problems, you can view installation logs to
help you determine why the installation failed.
See “CommandCentral installation logs” on page 151.
Table A-1 identifies problems that you might encounter during the installation
or upgrade of CommandCentral components.
Table A-1

Installation problems that you might encounter

Problem

For more information

Collector configuration fails See “Manually configuring the collectors on the
on the Management Server Management Server and Control Host” on page 152.
or Control Host
Shared components require See “Upgrading shared components to install the
an upgrade on a VCS cluster Management Server on a VCS cluster node” on page 155.
node
Installation of the Standard
Agent fails

See “Using halnetcheck to troubleshoot network problems
between the Management Server and Standard Agents”
on page 157.
See “Configuration of the Hardware Abstraction Layer fails
during installation of the Standard Agent” on page 157.
See “Standard Agent install fails because Management
Server processes are not running” on page 158.
See “Standard Agent install fails because of a time sync
error” on page 159.

Not enough disk space to
install on UNIX

See “Installer states that there is not enough disk space to
install CommandCentral on UNIX” on page 159.

The Agent Push Install
Utility cannot connect to a
remote host

See “The Agent Push Install Utility cannot connect to a
remote host because a connection already exists” on page 160.
See “The Agent Push Install Utility cannot connect to a
remote host through Terminal Services” on page 161.
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Table A-1

Installation problems that you might encounter (continued)

Problem

For more information

The Agent Push Install
Utility needs to install
runtime DLLs

See “The Agent Push Install Utility has to install runtime
DLLs on a remote host” on page 161.

MSI Error 1720 appears on
Windows hosts

See “Installation fails with MSI Error 1720 on Windows
hosts” on page 161.

The message "C:\Program is See “Configuration fails on Windows hosts with the message
not recognized" appears on “C:\Program is not recognized”” on page 162.
Windows hosts

CommandCentral installation logs
If your installation fails, you can view logs to help you determine why the
installation failed. For example, a log might include a message that describes the
error that occurred and how you can correct it.
On Windows hosts, installation logs reside in the following directory:
C:\Documents and Settings\All Users\Application Data\VERITAS\VCC\52

The main installation log on Windows is the log file titled CCInstall.log.
On UNIX hosts, installation logs reside in the following directory:
/opt/VRTS/install/logs/installer_command-unique_identifier

Where:
installer_command

unique_identifier

is the command that you used to invoke the installer and is any
of the following:
■

installer for the Management Server

■

installccsch for the Control Host

■

installccsmh for the Standard Agent

is a series of six alphanumeric characters.

See “Troubleshooting your CommandCentral installation” on page 150.
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Manually configuring the collectors on the
Management Server and Control Host
The CommandCentral product installer configures collectors during the installation
or upgrade of the Management Server and Control Host. The collectors are the
collector explorers for Unified Agents (MHCollector) and agentless discovery
(RHCollector).
For more information about the collector explorers, see the CommandCentral
Administrator’s Guide.
Collector configuration fails in the following situations:
■

The xprtld process is not running on the Management Server.

■

An incorrect user name or password were provided for the root or
administrator-level user on the host where the Management Server is installed.

■

The password for the Management Server's Agent principal account was
changed on a Windows Management Server.
See “About the Agent’s cached certificate” on page 181.

If collector configuration fails, you need to manually configure the collectors.
To manually configure the collectors on the Management Server

1

Log on to the Management Server as root (Solaris) or as a user with
administrator-level privileges (Windows).

2

Ensure that the xprtld process is running:
Solaris

Type the following command:
/opt/VRTSsfmh/adm/xprtldctrl status

Windows

Open Windows' Services utility and verify that the Veritas Storage
Foundation Messaging Service is running.
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3

If xprtld is not running, do the following:
Solaris

Type the following command:
/opt/VRTSsfmh/adm/xprtldctrl start

Windows

4

In Windows' Services utility, start the Veritas Storage Foundation
Messaging Service

To configure the collectors, type the following command:
Solaris

/opt/VRTSccs/bin/perl
/opt/VRTSccs/bin/ccch_configure.pl configure
--explorer-name all --password password

Windows

"C:\Program Files\VERITAS\CommandCentral
Storage\bin\perl.exe" "C:\Program
Files\VERITAS\CommandCentral
Storage\bin\ccch_configure.pl" configure
--explorer-name all --password password

Where password is the password of the Management Server's Agent principal
account. The default password is agent123
To manually configure the collectors on the Control Host

1

Log on to the Control Host as root (Solaris) or as a user with
administrator-level privileges (Windows).

2

Ensure that the xprtld process is running:
Solaris

Type the following command:
/opt/VRTSsfmh/adm/xprtldctrl status

Windows

3

Open Windows' Services utility and verify that the Veritas Storage
Foundation Messaging Service is running.

If xprtld is not running, do the following:
Solaris

Type the following command:
/opt/VRTSsfmh/adm/xprtldctrl start

Windows

In Windows' Services utility, start the Veritas Storage Foundation
Messaging Service
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4

To obtain the required credentials from the Management Server, type the
following command:
Solaris

/opt/VRTSccs/bin/perl
/opt/VRTSccs/bin/ccch_configure.pl get-ch-blob
--user-name UserName --user-password UserPassword
--password Password

Windows

"C:\Program Files\VERITAS\CommandCentral
Storage\bin\perl.exe" "C:\Program
Files\VERITAS\CommandCentral
Storage\bin\ccch_configure.pl" get-ch-blob
--user-name UserName --user-password UserPassword
--password Password

Where:
UserName

is the name of a root or administrator-level user on the host where
the Management Server is installed.

UserPassword is the password for the user account.
Password

5

is the password of the Management Server's default admin user. The
default password is password

To configure the collectors, type the following command:
Solaris

/opt/VRTSccs/bin/perl
/opt/VRTSccs/bin/ccch_configure.pl configure
--explorer-name all --password password

Windows

"C:\Program Files\VERITAS\CommandCentral
Storage\bin\perl.exe" "C:\Program
Files\VERITAS\CommandCentral
Storage\bin\ccch_configure.pl" configure
--explorer-name all --password password

Where password is the password of the Management Server's default admin
user. The default password is password
See “Troubleshooting your CommandCentral installation” on page 150.
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Upgrading shared components to install the
Management Server on a VCS cluster node
You can install the CommandCentral Management Server on a Veritas Cluster
Server (VCS) cluster node. Installation is supported on Solaris only.
When you attempt to install the Management Server on a VCS cluster node, the
installer might identify that shared components require an upgrade. Shared
components are components that both VCS and CommandCentral use. If
CommandCentral requires upgrades to shared components, you need to manually
upgrade the components on each cluster node before you can install the
Management Server.
The shared components that the installer might require an upgrade to includes
the following:
VRTSat

Symantec Product Authentication Service

VRTSicsco

Symantec Common Infrastructure

VRTSjre15

Veritas Java Runtime Environment Redistribution

VRTSpbx

Symantec Private Branch Exchange

VRTSperl

Veritas Perl 5.8.8 Redistribution

VRTSweb

Symantec Web Server

Table A-2 describes the process to upgrade the components.
Process to upgrade shared components

Table A-2
Step

Description

1

Stop the Veritas Cluster Server service on each cluster node.

2

On each cluster node, upgrade the components that the CommandCentral
installer identified as requiring an upgrade.
To upgrade VRTSat, VRTSicsco, or VRTSpbx, use the ICS installer.
See “To upgrade VRTSat, VRTSicsco, or VRTSpbx” on page 156.
■ To upgrade VRTSjre15, VRTSweb, or VRTSperl, use the packages that ship
with the CommandCentral installer.
See “To upgrade VRTSjre15, VRTSweb, or VRTSperl” on page 156.

■

3

Start the Veritas Cluster Server service on each cluster node.
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Table A-2

Process to upgrade shared components (continued)

Step

Description

4

Install the CommandCentral Management Server.
See “Installing the Management Server” on page 47.

To upgrade VRTSat, VRTSicsco, or VRTSpbx

1

Download and uncompress the following file from FileConnect:
VRTS_CommandCentral_5.2_ICS_MULTI.tar.gz

2

Change to the /sunos directory.

3

Type the following command:
./installics

4

Follow the prompts to upgrade VRTSat, VRTSicsco, or VRTSpbx.

To upgrade VRTSjre15, VRTSweb, or VRTSperl

1

Go to the following directory:
installer_location/MS/sol_sparc/command_central_storage_management_server
/pkgs/SunOS/

2

3

Depending on the components that you need to upgrade, copy the following
packages to a temp directory:
■

VRTSjre15.tar.gz

■

VRTSperl.tar.gz

■

VRTSweb.tar.gz

To uncompress the files, type the following command:
gunzip -c file_name | tar xf -

4

Use the pkgadd -d command to install the packages.
For example, if you uncompressed the files in the /var/tmp/ directory, type
the following command:
pkgadd -d /var/tmp/

See “Troubleshooting your CommandCentral installation” on page 150.

Troubleshooting your installation
Using halnetcheck to troubleshoot network problems between the Management Server and Standard Agents

Using halnetcheck to troubleshoot network problems
between the Management Server and Standard Agents
When you install a Standard Agent, installation may fail if the Standard Agent
cannot connect to the Management Server. You can use the halnetcheck utility
to verify the connectivity between a Standard Agent and the Management Server.
To use the halnetcheck utility

1

Download the halnetcheck utility to the Standard Agent and the Management
Server.
http://seer.entsupport.symantec.com/docs/297132.htm

2

Open an operating system console and change to the directory where you
extracted the utility.

3

On the Management Server, type the following command:
halnetcheck run-server-mode

4

On the Standard Agent, type the following command:
halnetcheck check-connectivity -h FQHN

Where FQHN is the fully qualified host name of the Management Server.
The utility writes output messages to the file netcheckC.txt. The file resides
in the local directory on the Standard Agent. Read the file to identify
connectivity issues.
See “Troubleshooting your CommandCentral installation” on page 150.

Configuration of the Hardware Abstraction Layer fails
during installation of the Standard Agent
When you install the Standard Agent, configuration of the Hardware Abstraction
Layer (HAL) may fail. To troubleshoot this issue, ensure the following:
■

Port 1556 is not in use by another process.

■

Port 1556 is open for bi-directional communication between the Standard
Agent and the Management Server.

■

Reverse address lookup is possible between the Standard Agent and the
Management Server.

■

The host does not have multiple IP addresses.
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■

You entered the host’s fully qualified domain name correctly. If you provide
the correct host name, but an incorrect domain name, HAL configuration fails.

You can use the halnetcheck utility to troubleshoot connection issues between
the Management Server and the Standard Agent.
See “Using halnetcheck to troubleshoot network problems between the
Management Server and Standard Agents” on page 157.
After you correct any of these issues, reconfigure the Standard Agent.
See “Reconfiguring Standard Agents interactively” on page 164.
See “Troubleshooting your CommandCentral installation” on page 150.

Standard Agent install fails because Management
Server processes are not running
When you install and configure the Standard Agent, the installer may terminate
because it identifies that Management Server processes are not running. For
example, the installer might state that services such as the Symantec Product
Authentication Service and Hardware Abstraction Layer are not running.
If you receive this message, log on to the Management Server and start the
processes.
For information about how to start Management Server processes, see the
CommandCentral Administrator’s Guide.
See “About CommandCentral Storage documentation” on page 20.
If the processes are already running, the installation might have failed because
the Standard Agent cannot connect to the Management Server. To troubleshoot
this issue, ensure the following:
■

Reverse address lookup is possible between the Standard Agent and the
Management Server.

■

The hosts files on the Standard Agent and Management Server have the correct
IP addresses and host names for each other.

See “Troubleshooting your CommandCentral installation” on page 150.

Troubleshooting your installation
Standard Agent install fails because of a time sync error

Standard Agent install fails because of a time sync
error
Installation of the Standard Agent fails if the host’s clock is not synchronized to
the Management Server’s clock. If you receive this error, ensure that the clocks
are synchronized.
You can use the halnetcheck utility to verify if the clocks are synchronized.
See “Using halnetcheck to troubleshoot network problems between the
Management Server and Standard Agents” on page 157.
If you verify that the clocks are synchronized and installation still fails with this
error, ensure the following:
■

Port 1556 is open for bi-directional communication.

■

The hosts files on the Standard Agent and Management Server have the correct
IP addresses and host names for each other.

See “Troubleshooting your CommandCentral installation” on page 150.

Installer states that there is not enough disk space
to install CommandCentral on UNIX
If the installer states that there is not enough disk space to install CommandCentral
on UNIX, ensure that you have the required disk space. For information about
disk space requirements, see the CommandCentral Storage Release Notes.
See “About CommandCentral Storage documentation” on page 20.
The installer includes the following options that can help you circumvent the disk
space requirements:
-tmppath

The installer might state that there is not enough space in the /var
partition. The /var space requirement is for temporary space that
CommandCentral uses to copy, unzip, and untar each package before
installation. You can run the installer with the -tmppath option to
select a directory other than /var/tmp.
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-nospacecheck

If you have the required disk space for installation, but the installer
states that you do not, you can run the installer with the
-nospacecheck option. This option directs the installer to not
check for sufficient disk space. We do not recommend the use of
this flag, except in rare situations. If the installer does not check
for disk space and there is not enough room to install, the
installation fails.

See “Troubleshooting your CommandCentral installation” on page 150.

The Agent Push Install Utility cannot connect to a
remote host because a connection already exists
When the Agent Push Install Utility connects to a remote host, it creates a lock
file on the remote host. The lock file prevents other connections to the host from
a different Agent Push Install Utility. The utility removes the lock file when you
disconnect from the host or close the utility.
If you do any of the following, the utility does not delete the lock file, which
prevents you from reconnecting to the host:
■

Close the Agent Push Install Utility process through Windows Task Manager.

■

Reboot the host without first closing the Agent Push Install Utility.

■

Reboot the host to which the Agent Push Install Utility is connected without
first disconnecting the Agent Push Install Utility from the host.

To correct this issue, you can do one of the following:
■

Log on to the affected host and delete the lock file
(C:\VRTSPushInstallLockFile).

■

Modify the Agent Push Install Utility configuration settings so that the utility
deletes the lock file during the next connection.

To modify the Agent Push Install Utility configuration settings so that the utility
deletes the lock file

1

Log on to the host where the Agent Push Install Utility is installed.

2

If it is currently open, close the Agent Push Install Utility.

3

Go to the following directory:
install_directory\CommandCentral Storage\Agent Push Install

Where install_directory is the directory in which you installed the Agent Push
Install Utility. The default directory is C:\Program Files\VERITAS
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4

Open PIRegistry.ini.

5

Change the value for the RemoveOldLockFile flag to 1.

6

Change the value for the DefaultTimeDifference flag to 0.

7

Save and close the PIRegistry.ini file.
You can now open the utility and reconnect to the host.

See “Troubleshooting your CommandCentral installation” on page 150.

The Agent Push Install Utility cannot connect to a
remote host through Terminal Services
If you use Terminal Services to run the Agent Push Install Utility from a remote
host, the utility may fail to connect to hosts. In this situation, an error message
states that there is not enough storage to process the command. If you encounter
this problem, try to reconnect to the target host. If the error recurs, do not use
Terminal Services to run the utility.
See “Troubleshooting your CommandCentral installation” on page 150.

The Agent Push Install Utility has to install runtime
DLLs on a remote host
After you use the Agent Push Install Utility to install or upgrade a Standard Agent,
the Agent Push Install Utility's Status pane might state that it has to install
runtime DLLs on the remote host. If this message appears, reboot the remote host.
Otherwise, the Standard Agent cannot start.
See “Troubleshooting your CommandCentral installation” on page 150.

Installation fails with MSI Error 1720 on Windows
hosts
When you install CommandCentral on a Windows host, MSI Error 1720 may
appear. This error occurs if Windows Management Instrumentation (WMI) is
corrupted or not functioning properly. To correct this issue, reregister the DLL.
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To reregister the DLL

1

Open a command prompt.

2

Type the following command:
regsvr32 scrrun.dll

You can now restart the installation.
See “Troubleshooting your CommandCentral installation” on page 150.

Configuration fails on Windows hosts with the
message “C:\Program is not recognized”
If configuration fails on a Windows host, logs may include a message similar to
the following:
V-86-11-102 Location installation.
V-86-11-87 Creating ODBC data source vrts_haldb for db ccstor
'C:\Program' is not recognized as an internal or external command,
operable program or batch file.
[ERROR] V-86-11-111 Failed to create system ODBC data source
vrts_haldb for db ccstor

The error may occur because of the NtfsDisable8dot3NameCreation registry
setting. There are three instances of this attribute. Ensure that all three instances
are set to 0. If any of the instances are set to 1, change them to 0 and reboot the
host.
See “Troubleshooting your CommandCentral installation” on page 150.
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Reconfiguring Standard
Agents
This appendix includes the following topics:
■

About reconfiguring Standard Agents

■

Reconfiguring Standard Agents interactively

■

Reconfiguring Standard Agents on Windows hosts using the Agent Push Install
Utility

About reconfiguring Standard Agents
You can reconfigure a Standard Agent that was previously configured.
See “Reconfiguring Standard Agents interactively” on page 164.
See “Reconfiguring Standard Agents on Windows hosts using the Agent Push
Install Utility” on page 167.
You might reconfigure a Standard Agent in the following situations:
■

You encounter an error when you install and configure a Standard Agent. For
example, configuration of the Hardware Abstraction Layer (HAL) may fail.
After you correct the error that caused the configuration to fail, you can
reconfigure the host.

■

You want to configure a Standard Agent to report to a new Management Server.

When you reconfigure a Standard Agent, you can choose of the following options:
Reconfigure with the existing
configuration

This option does not result in the loss of existing
configuration data.
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Reconfigure with a fresh
configuration

This option results in the loss of existing configuration
data. You might choose this option if you want a
Standard Agent to report to a new Management Server.

Reconfiguring Standard Agents interactively
You can reconfigure a Standard Agent that was previously configured.
See “About reconfiguring Standard Agents” on page 163.
You can reconfigure the CommandCentral Standard Agent on the following
operating systems:
UNIX

See “To reconfigure a Standard Agent (UNIX)” on page 164.

Windows

See “To reconfigure a Standard Agent (Windows)” on page 165.

To reconfigure a Standard Agent (UNIX)

1

Log on to the host as root or as a user with an ID equal to zero (UID=0).

2

To reconfigure the Standard Agent with a fresh configuration, set the
following environment variable:
CCS_FRESH_CONFIG=1

3

Change to the following directory:
/opt/VRTS/install

4

Type the following command:
./installccsmh -configure [-agentpwd password]

Where -agentpwd is an optional flag that is required if you changed the default
password for the Management Server's Agent principal account.
See “About the Agent’s cached certificate” on page 181.

5

At the welcome screen, press Enter to continue.

6

Type the host name, IP address, or fully-qualified host name of the hosts that
you want to reconfigure. Separate multiple hosts by spaces.

7

Read the informational prompts and press Enter to continue.
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8

If you chose to reconfigure the Standard Agent with a fresh configuration,
specify the directories in which you want to store the following:
Data and configuration
files

9

This is the location in which CommandCentral stores
data and configuration files. The default location is
/var/VRTSccs. When you specify an alternate path,
the installer creates a folder named VRTSccs in the path.

If you chose to reconfigure the Standard Agent with a fresh configuration,
type the host name or IP address of the Management Server that you want
to manage the Standard Agent(s).

10 Review the configuration summary and then do one of the following:
If you chose to keep the
existing configuration

Press Enter.

If you chose to use a
fresh configuration

Do one of the following:
■

To confirm the configuration, type y and press Enter.

■

To revise the configuration, type n and press Enter.

11 Type y and press Enter to start the configuration.
12 After successful configuration of the Hardware Abstraction Layer, press
Enter to start the Standard Agent.
The configuration completes when you see the following message:
CommandCentral Storage configuration completed.

13 If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.
To reconfigure a Standard Agent (Windows)

1

Log on to the host as a user with administrator-level privileges.

2

Open the following directory and run Setup.exe:
installer_location\MH\win

where installer_location is one of the following:
■

The directory in which you unzipped the CommandCentral 5.2 installation
files

■

The location of your DVD-ROM drive
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3

In the Welcome panel of the CommandCentral Installation Wizard, click
Next.

4

In the License Agreement panel, read the license agreement. If you agree,
click I accept the terms of the license agreement and click Next.

5

In the Components panel, click Next.

6

In the Action panel, select one of the following and click Next:
Reconfigure - With
Existing Configuration

Select to reconfigure the Standard Agent with its existing
configuration. This does not result in the loss of
configuration data.

Reconfigure - With Fresh Select to reconfigure the Standard Agent with a fresh
Configuration
configuration. This results in the loss of existing
configuration data. For example, this includes any devices
that the Standard Agent is configured to discover.

7

8

9

If you chose to reconfigure with a fresh configuration, in the Target
Management Server panel, do the following and click Next:
■

Type the fully qualified host name or IP address of the Management Server
that you want to manage the Standard Agent.

■

If you changed the default password for the Management Server's Agent
principal account, select Advanced Security Settings and type the
password.
See “About the Agent’s cached certificate” on page 181.

In the Start Copying Files panel, review the installation settings and do one
of the following:
If the settings are correct

Click Next to start the installation.

If the settings are not
correct

Click Back to return to the previous panels and make
changes.

In the Configuration Status panel, do the following:
■

Read the information about configuration.

■

If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.
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■

Click Next.

10 In the Installation Complete panel, click Finish.
Configuration of the Standard Agent completes.

Reconfiguring Standard Agents on Windows hosts
using the Agent Push Install Utility
You can use the Agent Push Install Utility to reconfigure a Standard Agent that
was previously configured.
See “About reconfiguring Standard Agents” on page 163.
To reconfigure Standard Agents on Windows hosts using the Agent Push Install
Utility

1

Log on to the Agent Push Install Utility host as a user with administrator-level
privileges.

2

Click Start > All Programs > Symantec > Veritas CommandCentral Storage
> Agent Push Install Utility.

3

If you have not already done so, add details about the target host to the Agent
Push Install Utility.
See “Selecting target hosts for the Agent Push Install Utility” on page 74.

4

In the Hosts Tree pane, select a host.

5

In the Settings pane, double-click Recommended Action.

6

In the Edit Package Settings dialog box, click Configure. Then, click OK.

7

In the confirmation dialog box, do one of the following:

8

To reconfigure the
Standard Agent with a
fresh configuration

Click Yes.

To keep the existing
configuration

Click No.

This option results in loss of existing configuration data.
For example, this includes any devices that the Standard
Agent is configured to discover.

(Optional) If you chose to reconfigure the Standard Agent with a fresh
configuration, do the following to change the Management Server to which
the Standard Agent reports:
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9

■

In the Settings pane, double-click Hostname or IP of CommandCentral
Management Server.

■

Type the name or IP address of the Management Server.

■

Click OK.

Do one of the following:
To run the action
on a single host

Select the host in the Hosts Tree pane and then click Action >
Start Recommended Action on host "hostname".

To run the action Click Action > Start Recommended Actions for all hosts.
on all hosts in the
queue

In the Hosts Tree pane, a green and white arrow icon displays next to each
host as it updates. If the installation succeeds, a green and white check mark
icon displays next to the host. The Status pane displays status messages for
each host.

10 If you encountered any errors, troubleshoot your installation.
See “Troubleshooting your CommandCentral installation” on page 150.
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Mounting the product disc
on UNIX hosts
This appendix includes the following topics:
■

Mounting the product disc on an AIX host

■

Mounting the product disc on an HP-UX host

■

Mounting the product disc on a Linux host

■

Mounting the product disc on a Solaris host

■

Unmounting the product disc from a UNIX host

Mounting the product disc on an AIX host
Use the following procedure to mount the product disc on an AIX host.
Note: If you use the SMIT utility to mount the product disc, the utility might
truncate file names and cause them to display in uppercase.
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To mount the product disc on AIX

1

To determine the device access name of the DVD-ROM drive, type the
following commands:
cd /dev
lsdev -C -c cdrom

The following is an example of the command's output:
cd0 Available 10-60-00-4,0 16 Bit SCSI Multimedia DVD-ROM Drive

In this example, cd0 is the DVD’s device access name.

2

Insert the product disc.

3

To mount the disc, type the following commands:
mkdir -p /cdrom
mount -V cdrfs -o ro /dev/deviceAccessName /cdrom

Where deviceAccessName is the device access name you found in step 1.

Mounting the product disc on an HP-UX host
Use the following procedure to mount the product disc on an HP-UX host.
Note: If you use the SAM utility to mount the product disc, the utility might
truncate file names and cause them to display in uppercase.
To mount the product disc on HP-UX

1

Insert the product disc into the DVD-ROM drive.

2

Open an operating system console and log in as root.

3

To determine the appropriate DVD-ROM device name, type the following
command:
ioscan -fn -C disk | awk '/DV/{getline;print}'

Note the device name. You need to specify the device name in step 5.
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4

Use the mkdir command to create a directory under which to mount the disc.
For example: mkdir -p /CDROM

5

Use the mount command to mount the disc. Include the DVD-ROM drive
name that you obtained in step 3.
For example: mount /dev/dsk/c3t2d0 /CDROM

Mounting the product disc on a Linux host
Use the following procedure to mount the product disc on a Linux host.
To mount the product disc on Linux

1

Insert the product disc into the DVD-ROM drive.

2

Open an operating system console and log in as root.

3

Type the following commands:
mkdir -p /cdrom
mount -t iso9660 -o ro /dev/cdrom /cdrom

Where /cdrom represents the mount point of the DVD-ROM.

Mounting the product disc on a Solaris host
Use one of the following procedures to mount the product disc on a Solaris host:
If the Volume Manager
runs on the host

See “To mount the product disc on Solaris using Volume
Manager” on page 172.

If the Volume Manager
does not run on the host

See “To manually mount the product disc on Solaris”
on page 172.

Check if Volume Manager is available on the host at the following path:
/etc/init.d/volmgt

Note: If you want to mount the DVD-ROM drive from a remote host that uses NFS,
export the DVD-ROM file system with root access.
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To mount the product disc on Solaris using Volume Manager

1

Insert the product disc into the DVD-ROM drive.
If the Volume Manager (vold) is currently running, the DVD-ROM is
automatically mounted.

2

If the Volume Manager is not currently running, type the following command
to start it:
/etc/init.d/volmgt start

The DVD-ROM is now mounted.
To manually mount the product disc on Solaris

1

Insert the product disc into the DVD-ROM drive.

2

Open an operating system console and log in as root.

3

To determine the name of the device, type the following command:
ls -al /dev/sr*

The following is an example of the command's output:
lrwxrwxrwx 1 root root 12 Apr 3 2007 /dev/sr0 -> dsk/c2t0d0s2

4

To mount the disc, type the following commands:
mkdir -p /dvd_mount
mount -F hsfs -o ro device_name /dvd_mount

Where:
device_name

is the name of the device that you found in step 3.

/dvd_mount

is the DVD-ROM mount directory.

Unmounting the product disc from a UNIX host
When you are done with the product disc, you can unmount it.
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To unmount the product disc from a UNIX host

1

Use the mount command to list the mounted partitions or discs.
The following is an example of the command's output:
/ on /dev/vg00/lvol3 defaults on Tue Jun 25 13:44:03 2010
...
/CDROM on /dev/dsk/c3t2d0 ro on Tue Jun 25 13:44:34 2010

2

Type one of the following commands:
For Solaris hosts on which
Volume Manager (vold) runs

/etc/init.d/volmgt stop

For all other UNIX hosts

unmount /CDROM
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Verifying your install or
upgrade
This appendix includes the following topics:
■

Verifying the installation or upgrade of CommandCentral components

Verifying the installation or upgrade of
CommandCentral components
You can verify that the installation or upgrade of CommandCentral components
completed successfully.
After you install or upgrade the Management Server, Standard Agent, Unified
Agent, or Control Host, log in to the Console and verify the component’s version
and condition.
After you install or upgrade the Agent Push Install Utility, open the Agent Push
Install Utility and verify its version.
To log in to the Console and verify the component’s version and condition

1

Log in to the Console.
See “Logging in to the CommandCentral Console” on page 52.

2

In the Console, click Settings > Host Management.

3

In the Hosts table, do the following:
■

In the Host Name column, find the name of the host.

■

In the Version column, verify that the version number matches the version
that you installed.

■

In the Condition column, verify that the condition of the host is Normal.
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If the condition is not normal, review information about the conditions
that can appear in this column.
For information about the conditions, see the CommandCentral
Administrator’s Guide.
See “About CommandCentral Storage documentation” on page 20.
To open the Agent Push Install Utility and verify its version

1

On the Agent Push Install Utility host, click Start > Programs > Symantec >
Veritas CommandCentral Storage > Agent Push Install Utility.

2

In the Agent Push Install Utility, click Help > About CommandCentral Agent
Push Install Utility.
The version information appears.
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Silent install variables and
arguments
This appendix includes the following topics:
■

Arguments for silent deployments on Windows hosts

■

Variables for silent deployments on UNIX hosts

Arguments for silent deployments on Windows hosts
Table E-1 describes the arguments that you can use in a command to silently
install, configure, and uninstall Standard Agents on Windows hosts.
See “Installing Standard Agents silently” on page 68.
See “Configuring Standard Agents silently” on page 79.
See “Uninstalling Standard Agents silently” on page 139.
Table E-1

Arguments for silent deployments of Standard Agents on Windows
hosts

Argument

Description

msiexec

Runs the msiexec utility on the host.

/lv*

Creates an installation log file output. This argument is
optional.

log_file_name

Defines the name of the installation log file, which is created
in the root directory.

/qn

Indicates silent installation.
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Table E-1

Arguments for silent deployments of Standard Agents on Windows
hosts (continued)

Argument

Description

/I

Indicates installation.

msi_directory

Defines the local directory that contains the msiexec utility.

INSTALLDIR

Defines the location where you want to install the Standard
Agent.

INSTALLLEVEL

Determines the package features to install. This argument
is optional.

REBOOT=ReallySuppress Suppresses a system reboot after installation completes.
This argument is optional.
ALLUSERS

Sets the package installation environment for the system
or for every user depending on the value set. This argument
is optional.

DATADIR

Defines the location where you want to install data and
configuration files. This argument is optional.

PBXCONFIGURECS=FALSE

Disables the creation of the PBX - MSCS cluster service
group.

Variables for silent deployments on UNIX hosts
Table E-2 describes the configuration variables that you can in a response file to
silently install, configure, upgrade, and uninstall Standard Agents on UNIX hosts.
See “Installing Standard Agents silently” on page 68.
See “Configuring Standard Agents silently” on page 79.
See “Upgrading Standard Agents silently” on page 120.
See “Uninstalling Standard Agents silently” on page 139.
Table E-2

Arguments for silent deployments of Standard Agents on UNIX hosts

Configuration variable

Definition

$CPI::CFG{RF_BASEDIR}

Defines the location where you want to install
relocatable files.
The default location is /opt/VRTSccs. On AIX,
the location is always /opt.
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Table E-2

Arguments for silent deployments of Standard Agents on UNIX hosts
(continued)

Configuration variable

Definition

$CPI::CFG{RF_DROOTDIR}

Defines the location where you want to install
data and configuration files.
The default location is /var/VRTSccs.

$CPI::CFG{RF_FIVXRESTOREFLS}

Defines whether to restore previously saved
CommandCentral Storage data. (Y=yes, N=no)

$CPI::CFG{RF_FORXRESTOREFLS}

Determines whether to restore previously saved
CommandCentral Storage 4.x data when you
upgrade. (Y=yes, N=no)

$CPI::CFG{RF_HALCHM}

Defines the fully qualified domain name or IP
address of the Management Server that you want
to manage the Standard Agents.

$CPI::CFG{RF_IGNOR_HOST}

Determines whether to continue installation (Y)
or quit (N) installation for the remaining hosts if
the installer detects severe error(s). This is
applicable only when you install the Standard
Agent on multiple hosts.

$CPI::CFG{RF_IGNOR_WARNG}

Determines whether to continue installation (Y)
or quit (N) installation for the remaining hosts if
the installer issues warning(s) about a host setup.
We do note recommend that you use (Y).

$CPI::CFG{OPT}{INSTALL}=1;

Defines that the installer installs and configures
the Standard Agent.

$CPI::CFG{OPT}{INSTALLONLY}=1;

Defines that the installer installs, but does not
configure the Standard Agent.

$CPI::CFG{OPT}{RSH}

Determines whether to use rsh and rcp for
communication between hosts instead of ssh and
scp. The installer sets this variable when you
enter the "-rsh" option at the command line, so
the use of this variable is optional. The "-rsh"
option requires that you preconfigure hosts so
that rsh commands between systems execute
without a prompt for passwords or confirmations.
(1=yes, 0=no)
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Table E-2

Arguments for silent deployments of Standard Agents on UNIX hosts
(continued)

Configuration variable

Definition

$CPI::CFG{RF_MEMREQDCONT}

Determines whether to continue installation if
system memory is less than the minimum memory
required. We recommend that you set this
variable to N. (Y=yes, N=no)

$CPI::CFG{RF_SAVED_DATA_DIR}

Defines a location to store data and configuration
when you uninstall.
The default is the installation directory of the
database.

$CPI::CFG{RF_SAVE_DATA}

Determines whether to save data and
configuration during uninstall. (Y=yes, N=no)

$CPI::CFG{RF_SHDCOMPCONT}

Determines whether to upgrade shared
components or to quit the installation.
(Y=upgrade, N=quit)
The default is to upgrade shared components.

$CPI::CFG{UPI}="CCSMH"

Sets the product to install or uninstall as CCSMH.
This is the default selection for the installer, so
the use of this variable is optional.
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Working with the Agent
principal account
This appendix includes the following topics:
■

About the Agent’s cached certificate

About the Agent’s cached certificate
CommandCentral Storage uses a public key infrastructure component, VSS AT,
to securely communicate over the network by encrypted and mutually
authenticated SSL sessions. A certificate issuing authority runs on the Management
Server. Certificates are cached on all Standard Agents and Control Hosts that are
used in SSL communication sessions. The VSS AT component is also responsible
for authenticating user logons, interacting with Active Directory, NIS, or a private
authentication domain.
The CommandCentral Storage installer is responsible for caching a certificate on
Standard Agents and Control Hosts for the Agent security principal. This certificate
is the only certificate that is cached on a Standard Agent and Control Host. The
cached certificate results in all normal agent communications from a Standard
Agent and Control Host to the Management Server being authenticated to this
principal. CommandCentral Storage defines other security principal accounts,
but their certificates are only installed on the Management Server.
To cache the certificate, the installer proves its right to use the Agent principal
account to the certificate issuing authority on the Management Server. This step
requires the password for the Agent principal account. The installer embeds the
default value of this password, which enables out-of-the-box installation without
further configuration. However, the Agent principal password can be changed on
the Management Server to safeguard against unplanned installations, or to
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accommodate site security policies. The installer therefore optionally accepts an
alternative Agent password value.
The Agent principal password is only required during install. Once the certificate
is cached on the host, the account is available for use by CommandCentral Storage.
No further use is made of the password, nor is it cached on the host. Additionally,
to safeguard against misuse of the cached credential, the Management Server
does not grant any management authority to the Agent principal.

G

Appendix

Component packages for
UNIX installs
This appendix includes the following topics:
■

Component packages for the Management Server on a Solaris host

■

Component packages for the Standard Agent on a UNIX host

■

Component packages for the Control Host on a Solaris host

Component packages for the Management Server on
a Solaris host
When you install the Management Server on Solaris, several component packages
install. You can choose to install these packages in the default location or in an
alternate location. However, you can only relocate certain packages to an alternate
location.
See “Installing the Management Server” on page 47.
Table G-1 lists the component packages and identifies if you can relocate the
package.
Table G-1

Management Server packages that install on Solaris hosts

Package name

Description

Relocatable?

VRTSamccs

Veritas CommandCentral Storage Alert Manager Yes

VRTSas

Veritas CommandCentral Storage Alarm Service Yes

VRTSat

Symantec Product Authentication Service

No
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Table G-1

Management Server packages that install on Solaris hosts
(continued)

Package name

Description

Relocatable?

VRTSaz

Symantec Authorization Service

No

VRTSccdb

Veritas CommandCentral Storage database

Yes

VRTSccdc

CommandCentral Storage documentation

Yes

VRTSccimp

Veritas CommandCentral Storage Storage
Importer

Yes

VRTSccsts

Veritas CommandCentral Management Server

Yes

VRTSccstw

Veritas CommandCentral Web Engine

Yes

VRTSdbms3

Symantec Shared DBMS

No

VRTShalA

Hardware Abstraction Layer Array Agent

Yes

VRTShalC

Central Hardware Abstraction Layer Manager

Yes

VRTShalen

Hardware Abstraction Layer English Catalogs

Yes

VRTShalFC

Hardware Abstraction Layer FC Agent

Yes

VRTShalH

Hardware Abstraction Layer Host explorer

Yes

VRTShalM

Hardware Abstraction Layer Migration Agent

Yes

VRTShalR

Hardware Abstraction Layer Runtime
Environment

Yes

VRTShalT

Hardware Abstraction Layer Tools

Yes

VRTSicsco

Symantec Common Infrastructure

No

VRTSjre15

Veritas Java Runtime Environment Redistribution No

VRTSobc33

Veritas Enterprise Administrator Core by
Symantec

No

VRTSpbx

Symantec Private Branch Exchange

No

VRTSperl

Veritas Perl 5.8.8 Redistribution

No

VRTSscms

Storage Change Manager Server

Yes

VRTSscmui

CommandCentral Console

Yes
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Table G-1

Management Server packages that install on Solaris hosts
(continued)

Package name

Description

Relocatable?

VRTSsfmh

Veritas Operations Manager Managed Host

No

VRTSsicls

Simple Instrumentation Collection Layer for
CommandCentral Storage

Yes

VRTSsmweb

Storage Management Web Console

No

VRTStrap

Veritas Trap Service

Yes

VRTSweb

Symantec Web Server

No

VRTSvlic

Veritas License Utilities

No

Component packages for the Standard Agent on a
UNIX host
When you install the Standard Agent on a UNIX host, several component packages
install. You can choose to install these packages in the default location or in an
alternate location. However, you can only relocate certain packages to an alternate
location.
See “Installing Standard Agents interactively” on page 62.
Table G-2 lists the component packages and identifies if you can relocate the
package.
Note: You cannot relocate component packages on an AIX host due to the
restrictions of the native packaging tools.
Table G-2

Standard Agent packages that install on UNIX hosts

Package name

Description

Relocatable?

VRTSccsta

CommandCentral Storage Agent

Yes

VRTShalen

Hardware Abstraction Layer English Catalogs

Yes

VRTShalH

Hardware Abstraction Layer Host explorer

Yes

VRTShalR

Hardware Abstraction Layer Runtime
Environment

Yes
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Table G-2

Standard Agent packages that install on UNIX hosts (continued)

Package name

Description

Relocatable?

VRTShalT

Hardware Abstraction Layer Tools

Yes

VRTSicsco

Symantec Common Infrastructure

No

VRTSpbx

Symantec Private Branch Exchange

No

VRTSperl

Veritas Perl 5.8.8 Redistribution

No

VRTSsicls

Veritas Simple Instrumentation Collection Layer Yes
for CommandCentral Storage

Component packages for the Control Host on a Solaris
host
When you install the Control Host on a Solaris host, several component packages
install. You can choose to install these packages in the default location or in an
alternate location. However, you can only relocate certain packages to an alternate
location.
See “Installing Control Hosts” on page 101.
Table G-3 lists the component packages and identifies if you can relocate the
package.
Table G-3

Control Host packages that install on UNIX hosts

Package name

Description

Relocatable?

VRTSccch

Veritas CommandCentral Control Host

Yes

VRTSccsta

CommandCentral Storage Agent

Yes

VRTShalA

Hardware Abstraction Layer Array Agent

Yes

VRTShalen

Hardware Abstraction Layer English Catalogs

Yes

VRTShalFC

Hardware Abstraction Layer FC Agent

Yes

VRTShalH

Hardware Abstraction Layer Host explorer

Yes

VRTShalR

Hardware Abstraction Layer Runtime
Environment

Yes

VRTShalT

Hardware Abstraction Layer Tools

Yes
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Table G-3

Control Host packages that install on UNIX hosts (continued)

Package name

Description

Relocatable?

VRTSicsco

Symantec Common Infrastructure

No

VRTSjre15

Veritas Java Runtime Environment Redistribution No

VRTSobc33

Veritas Enterprise Administrator Core by
Symantec

No

VRTSpbx

Symantec Private Branch Exchange

No

VRTSperl

Veritas Perl 5.8.8 Redistribution

No

VRTSsfmh

Veritas Operations Manager Managed Host

No

VRTSsicls

Veritas Simple Instrumentation Collection Layer Yes
for CommandCentral Storage

VRTStrap

Veritas Trap Service

No
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