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■
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Support agreement resources
If you want to contact Symantec regarding an existing support agreement, please
contact the support agreement administration team for your region as follows:
Asia-Pacific and Japan

customercare_apac@symantec.com

Europe, Middle-East, and Africa

semea@symantec.com

North America and Latin America

supportsolutions@symantec.com
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Chapter

1

Introducing the Symantec
ApplicationHA agent for
Microsoft Exchange Server
2010
This chapter includes the following topics:
■

“About the Symantec ApplicationHA agents” on page 10

■

“About the Exchange Server 2010 database agent” on page 11

■

“How Symantec ApplicationHA agent monitors Exchange Server 2010” on
page 14
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About the Symantec ApplicationHA agents
Agents are processes that manage applications and resources of predefined
resource types configured for applications and components on a system. The
agents are installed when you install Symantec ApplicationHA. These agents
start, stop, and monitor the corresponding resources configured for the
applications and report state changes.
Symantec ApplicationHA agents are classified as follows:
■

Infrastructure agents
Infrastructure agents are packaged (bundled) with the base software and
include agents for mount points, generic services, and processes. These
agents are immediately available for use after you install Symantec
ApplicationHA.
For more details about the infrastructure agents, refer to the Symantec
ApplicationHA Installation and Configuration Guide.

■

Application agents
Application agents are used to monitor third party applications such as
Microsoft SQL Server, Oracle, and Microsoft Exchange. These agents are
packaged separately and are available in the form of an agent pack that gets
installed when you install Symantec ApplicationHA.
An agent pack is released on a quaterly basis. The agent pack includes
support for new applications as well as fixes and enhancements to existing
agents. You can install the agent pack on an existing ApplicationHA guest
components installation.
Refer to the Veritas Operations Services (VOS) Web site for information on
the latest agent pack availability.
http://vos.symantec.com
The following sections provide details about the Microsoft Exchange Server
2010 agent.
For more details about other application agents, refer to the
application-specific configuration guide.
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About the Exchange Server 2010 database agent
The Symantec ApplicationHA database agent for Microsoft Exchange 2010
provides monitoring support for Exchange 2010 databases. The agent monitors
the Exchange 2010 mailbox databases, brings them online, and takes them
offline.
The agent also starts the following Exchange services if they are not running
already, and monitors their status:
■

Microsoft Exchange AD Topology service (MSExchangeADTopology)
This service provides Active Directory topology information to the
Exchange services. If this service is stopped, most Exchange services are
unable to start.

■

Microsoft Exchange Replication Service (MSExchangeRepl)
This service provides replication functionality for Mailbox Server role
databases and is used by Local Continuous Replication (LCR) and Cluster
Continuous Replication (CCR).

■

Microsoft Exchange System Attendant (MSExchangeSA)
The Exchange component responsible for monitoring, maintenance, and
Active Directory lookup services, and ensuring that operations run
smoothly.

■

Microsoft Exchange Information Store (MSExchangeIS)
The Exchange storage used to hold messages in users’ mailboxes and in
public folders.

■

Microsoft Exchange Mail Submission (MSExchangeMailSubmission)
This service submits messages from the Mailbox Server to the Hub
Transport Server.

The agent internally monitors these services; the Exchange 2010 application
monitoring configuration does not contain separate resources for these
services.
The Exchange 2010 database agent is represented by the Exch2010DB resource
type.
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Exchange Server 2010 database agent functions
Online

Offline
Monitor

Clean

The agent performs the following actions as part of its online function:
■

Checks if the mailbox database file is available on the configured
volume.

■

Checks the status of the Microsoft Exchange Information Store
(MSExchangeIS) service and starts the service if it is not running.

■

Starts the MSExchangeADTopology, MSExchangeRepl,
MSExchangeSA, and MSExchangeMailSubmission Exchange services.

■

Mounts the Exchange mailbox database on the system.

Dismounts the Exchange mailbox database from the system.
The agent performs the following actions as part of its monitor function:
■

Verifies the status of the mailbox database on the system. If the
database is mounted, the agent reports the resource as ONLINE. If the
database is dismounted, the agent resource is marked as OFFLINE.

■

If the agent is unable to retrieve the database status, the agent
queries the Service Control Manager (SCM) for the status of the
Microsoft Exchange Information Store (MSExchangeIS) service. If the
service is running, the agent reports the resource as UNKNOWN;
otherwise the resource is marked as OFFLINE.

Forcibly dismounts the Exchange mailbox database from the system.

Exchange Server 2010 database agent state definition
ONLINE

Indicates that the configured mailbox database is mounted and active on
the system.

OFFLINE

Indicates that the configured mailbox database is dismounted from the
system.

UNKNOWN

Indicates that the agent is unable to determine the status of the configured
mailbox database on the system
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Exchange Server 2010 database agent resource type definition
type Exch2010DB (
static i18nstr ArgList[] = { DBName, MonitorService }
i18nstr DBName
boolean MonitorService = 1
)

Exchange Server 2010 database agent attributes
Table 1-1

Exchange 2010 database agent required attributes

Required attributes

Description

DBName

Name of the Exchange 2010 mailbox databases to be
monitored.

MonitorService

Defines whether the agent should monitor the critical
Exchange 2010 services.
The value 1 (True) indicates that the agent monitors the
critical services. The value 0 (False) indicates that it does not.
Default is 1 (True).
If this attribute is set to 1 (True), the agent monitors the
following Exchange 2010 services internally:
■

Microsoft Exchange System Attendant (MSExchangeSA)

■

Microsoft Exchange Mail Submission
(MSExchangeMailSubmission)

■

Microsoft Exchange AD Topology service
(MSExchangeADTopology)

■

Microsoft Exchange Replication Service
(MSExchangeRepl)

■

Microsoft Exchange Information Store (MSExchangeIS)

Note: You cannot define which Exchange 2010 services should
be monitored by the agent.
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How Symantec ApplicationHA agent monitors
Exchange Server 2010
The Exchange Server 2010 agent monitors the configured application,
determines the status of the configured resources, brings them online, and takes
them offline. The agent detects an application failure if the configured Exchange
databases or service becomes unavailable. The agent attempts to start the
service and mount the database for a configurable number of attempts. If the
database cannot be mounted and the services do not start, the agent considers
this as an application failure and reports the status to VMware HA.
Depending on the configuration, VMware HA can then restart the virtual
machine. After the machine restarts, the agent starts the application services,
mounts the databases, and brings the configured resources online on the
system.

Chapter

2

Configuring application
monitoring with Symantec
ApplicationHA
This chapter includes the following topics:
■

“About configuring application monitoring with Symantec ApplicationHA”
on page 16

■

“Before configuring application monitoring for Exchange Server 2010” on
page 17

■

“Configuring application monitoring for Exchange Server 2010” on page 18

■

“Administering application monitoring from the ApplicationHA view” on
page 20
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About configuring application monitoring with
Symantec ApplicationHA
This chapter describes the steps to configure application monitoring for
Microsoft Exchange 2010 databases with Symantec ApplicationHA in a VMware
virtualization environment.
Consider the following points before you proceed:
■

You configure application monitoring on a virtual machine using the
Symantec ApplicationHA Configuration Wizard. The wizard is launched
when you click Configure Application Monitoring on the ApplicationHA tab
in VMware vSphere Client.

■

Apart from the application monitoring configuration, the configuration
wizard also sets up the other components required for Symantec
ApplicationHA to successfully monitor the applications.
You must first configure application monitoring using the configuration
wizard before using VCS commands to add additional components or
modify the existing configuration.

■

You can use the wizard to configure monitoring for only one application per
virtual machine.
For example, if you have configured monitoring for Exchange, you cannot
run the wizard again to configure another application on that virtual
machine.
To configure another application using the wizard, you must first
unconfigure the existing application monitoring configuration.

■

After configuring Exchange Server 2010 for monitoring, if you add a
database, then the new database is not monitored as part of the existing
configuration.
In this case, you can either use the VCS commands to add the components
to the configuration, or unconfigure the existing configuration and then
run the wizard again to select all the desired components for the
monitoring.
Note: When you configure or unconfigure application monitoring, it does
not affect the state of the application. The application runs unaffected on
the virtual machine. This also does not require any additional steps on the
vCenter Server.
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Before configuring application monitoring for
Exchange Server 2010
Note the following prerequisites before configuring application monitoring for
Exchange Server 2010 databases on a virtual machine:
■

Ensure that you have installed Symantec ApplicationHA (Console and guest
components) in your VMware environment.
Refer to the Symantec ApplicationHA Installation and Configuration Guide
for instructions.

■

Ensure that VMware Tools is installed on the virtual machine. Install the
version that is the similar to or later than that available with VMware ESX
4.1.

■

Ensure that you have installed VMware vSphere Client. The vSphere Client
is used to configure and control application monitoring.
You can also perform the application monitoring operations directly from a
browser window using the following URL:
https://<virtualmachineNameorIPaddress>:5634/vcs/admin/
application_health.html?priv=ADMIN

■

Verify that Microsoft Exchange Server 2010 Mailbox Server role is installed
and the databases that you wish to monitor are created on the virtual
machine.

■

If you have configured a firewall, ensure that your firewall settings allow
access to ports used by Symantec ApplicationHA installer, wizards, and
services.
Refer to the Symantec ApplicationHA Installation and Configuration Guide
for a list of ports and services used.
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Configuring application monitoring for Exchange
Server 2010
Perform the following steps to configure monitoring for Exchange Server 2010
databases on a virtual machine.
Note: You can configure monitoring for only one application in a single wizard
workflow.
To configure application monitoring for Exchange Server 2010 databases
1

Launch the vSphere Client and connect to the vCenter Server that manages
the virtual machine.

2

From the vSphere Client’s Inventory view in the left pane, select the virtual
machine where you want to configure application monitoring for Exchange
Server 2010 and then in the right pane, select the ApplicationHA tab.

3

Skip this step if you have already configured the single sign-on for the
virtual machine.
In the User Name and Password field, specify the credentials of a user that
has administrative privileges on the virtual machine and then click
Configure.
The ApplicationHA Console uses the specified user account to set up a
permanent authentication for the virtual machine.
After the authentication is successful, the ApplicationHA tab refreshes and
displays the application health view.
Refer to the Symantec ApplicationHA Installation and Configuration Guide
for more information on single sign-on.

4

Click Configure Application Monitoring to launch the Symantec
ApplicationHA Configuration Wizard.

5

Review the information on the Welcome panel and then click Next.

6

On the Application Selection page, click Microsoft Exchange 2010 in the
Supported Applications list and then click Next.

7

On the Exchange Database Selection panel, select the Exchange databases
that you wish to monitor and then click Next.
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The Databases box displays the databases discovered on the local system.

8

The wizard performs the application monitoring configuration tasks. The
wizard creates the required resources and enables the application heartbeat
that communicates with VMware HA.
The panel displays the status of each task. After all the tasks are complete,
click Next.
If the configuration tasks fail, click View Logs to check the details of the
failure. Rectify the cause of the failure and run the wizard again to
configure the application monitoring.

9

On the Finish panel, click Finish to complete the wizard.
This completes the application monitoring configuration. You can view the
application status in the ApplicationHA tab.

10 In the ApplicationHA tab, click Refresh.
If the application status shows as not running, click Start Application to
start the configured service or process.
The view displays the application as configured and running on the virtual
machine. The Description box displays the details of the configured
components.
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Administering application monitoring from the
ApplicationHA view
Symantec ApplicationHA provides an interface, the ApplicationHA tab, to
configure and control application monitoring. The ApplicationHA tab is
integrated with the VMware vSphere Client.
Use the ApplicationHA view to perform the following tasks:
■

configure and unconfigure application monitoring

■

start and stop configured applications

■

enable and disable application heartbeat

■

enter and exit maintenance mode

To view the ApplicationHA view, launch the VMware vSphere Client, select a
virtual machine from the Inventory pane, and in the Management pane on the
right, click the ApplicationHA tab.
If you have not configured single sign-on for the virtual machine, specify the
user credentials of a user that has administrative privileges on the virtual
machine.
Note: You can also perform the application monitoring operations directly from
a browser window using the following URL:
https://<virtualmachineNameorIPaddress>:5634/vcs/admin/
application_health.html?priv=ADMIN
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After you configure an application on a virtual machine, the ApplicationHA view
displays as follows:

To configure or unconfigure application monitoring
Use the ApplicationHA view to configure or delete an application monitoring
configuration from the virtual machine. This may be required in case you wish
to re-create the configuration or configure another application using the wizard.
■

Click Configure Application Monitoring to launch the Symantec
ApplicationHA Configuration Wizard. Use the wizard to configure
application monitoring.

■

Click Unconfigure Application Monitoring to delete the application
monitoring configuration from the virtual machine.
Symantec ApplicationHA removes all the configured resources for the
application and its services.

Note that this does not uninstall Symantec ApplicationHA from the virtual
machine. This only removes the configuration. The unconfigure option removes
all the application monitoring configuration resources from the virtual
machine. To monitor the application, you have to configure them again.
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To view the status of configured applications
The Description box in the ApplicationHA view displays the status of the
configured application and the associated services.

For example, if you have configured monitoring for Exchange Server 2010, the
Description box displays the following information:
Microsoft Exchange Server 2010 database [dbname] is not
accessible. (Starting database...)
Microsoft Exchange Server 2010 database [dbname] is accessible.
Microsoft Exchange Server 2010 database [dbname] is accessible.
The mount [mountpoint] is accessible.

Here dbname is the name of the Exchange Server 2010 database that is
configured.
The Status field displays the state of the configured application.
The following states are displayed:
■

online
Indicates that the Exchange databases are accessible on the virtual
machine.

■

offline
Indicates that the Exchange databases are not accessible on the virtual
machine

■

partial
Indicates that either the services and databases are being started on the
virtual machine or Symantec ApplicationHA was unable to start one or
more services or mount one or more databases

■

faulted
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Indicates that the configured services or components have unexpectedly
stopped running
Click Refresh to see the most current status of the databases. The status is
refreshed every 60 seconds by default.

To start or stop applications
Use the ApplicationHA view to control the status of the configured application
and the associated services and databases.
The ApplicationHA view provides the following options:
■

Click Start Application to start a configured application.
Symantec ApplicationHA attempts to start the configured application and
its databases in the required order. The configured resources are also
brought online in the appropriate heirarchy.

■

Click Stop Application to stop a configured application and the databases
that are running on the virtual machine.
Symantec ApplicationHA begins to stop the configured application and
dismount its databases gracefully. The configured resources are also taken
offline in the appropriate heirarchy.

To enable or disable application heartbeat
The VMware virtual machine monitoring feature uses the heartbeat information
that VMware Tools captures as a proxy for guest operating system availability.
This allows VMware HA to automatically reset or restart individual virtual
machines that have lost their ability to heartbeat. You can select VM and
Application Monitoring if you also want to enable application monitoring.
ApplicationHA view allows you to control the application heartbeat on the
virtual machines.
Use the following options on the ApplicationHA tab to control the status of the
configured application heartbeat:
■

Click Enable Application Hearbeat to enable the heartbeat communication
between the configured applications running on the virtual machine and
VMware HA.
The application heartbeat is enabled by default when an application is
configured for monitoring.

■

Click Disable Application Hearbeat to disable the heartbeat communication
between the configured applications running on the virtual machine and
VMware HA.
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Disabling the application heartbeat does not instruct VMware HA to restart
the virtual machine. This option disables the application monitoring
feature in the VMware virtual machine monitoring settings.

To suspend or resume application monitoring
After configuring application monitoring you may want to perform routine
maintenance tasks on those applications. These tasks may or may not involve
stopping the application but may temporarily affect the state of the applications
and its dependent components. If there is any change to the application status,
Symantec ApplicationHA may try to restore the application state. This may
potentially affect the maintenance tasks that you intend to perform on those
applications.
If stopping the application is not an option, you can suspend application
monitoring and create a window for performing such maintenance tasks. When
application monitoring is suspended, ApplicationHA freezes the application
configuration, disables the application heartbeat, and stops sending the
heartbeat to VMware HA.
The ApplicationHA view provides the following options:
■

Click Enter Maintenance Mode to suspend the application monitoring for
the applications that are configured on the virtual machine. During the time
the monitoring is suspended, Symantec ApplicationHA does not monitor
the state of the application and its dependent components. The
ApplicationHA view does not display the current status of the application. If
there is any failure in the application or its components, ApplicationHA
takes no action.

■

Click Exit Maintenance Mode to resume the application monitoring for the
applications configured on the virtual machine. You may have to click the
Refresh link in the ApplicationHA view to see the current status of the
application.
When application monitoring is restarted from a suspended state,
ApplicationHA does not enable the application heartbeat. Click Enable
Application Heartbeat to enable it.
If you have made changes that include database addition or change in the
underlying storage mount point that was being monitored, then those
changes may not reflect in the application monitoring configuration. In
such cases, you may have to unconfigure and reconfigure the application
monitoring.

